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1 Introduction

Modern-day communication has become more and more digital. While this has
made human life more convenient and many processes in society and economy more
efficient, it has also created more and more opportunities for various adversaries to
manipulate communication or eavesdrop on it. The Snowden revelations in 2013
further highlighted the seriousness of these threats. To protect the communica-
tion of people, companies, and states from such threats, we require cryptography.
Throughout the introduction, we first give a brief overview of the principles of cryp-
tography as a science and then describe the contributions of this thesis to the field
of cryptography.

1.1 Modern Cryptography

Ronald Rivest very fittingly described cryptography as being “[...] about the com-
munication in the presence of adversaries” [Riv90, p. 719]. Taking encryption as an
example, we naturally require that an encryption scheme guarantees the confiden-
tiality of the communication in the presence of adversaries. However, this intuitive
definition of security for encryption schemes leaves some questions unanswered. For
example, the capabilities of potential adversaries may differ significantly depending
on the application in which an encryption scheme is used. It may be realistic to
assume that all potential adversaries can only passively eavesdrop on exchanged
messages in some applications. Meanwhile, this assumption may not hold for other
applications where adversaries can trick communication partners into encrypting
specific messages of the adversary’s choice. Moreover, even if encrypting the mes-
sages guarantees confidentiality of the communication, it might not prevent adver-
saries from manipulating the content of the messages without learning anything
about the content.

These open questions highlight the need for formal definitions of security. Thus,
modern cryptography requires mathematically precise definitions of security for
cryptographic schemes. Furthermore, there can be several equally reasonable def-
initions of security that are fitting in different applications. For example, some
applications may have the property that all encrypted messages are distributed uni-
formly at random. Moreover, as discussed above, we have to consider adversaries
with different capabilities for different applications. We formalize these security re-
quirements in modern cryptography in so-called security experiments or sometimes
also called security games. Such a security experiment is modeled as an interaction
between two algorithms: a challenger and an adversary.
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PROVABLE SECURITY. For a long time, cryptographic schemes were proposed
and considered secure if no successful attack was found for an extended period of
time. However, this approach to security left open the possibility of arbitrary new
attacks that could compromise the security of a cryptographic scheme. Goldwasser
and Micali addressed this issue in 1984 by introducing the paradigm of provable
security [GM84]. Following this paradigm, we consider an encryption scheme secure
if there is a mathematical sound proof showing that any algorithm that can break
the security of a scheme would imply an algorithm that can efficiently solve a
computational problem that is believed to be intractable. More specifically, we
consider a computational problem that is believed to be impossible to solve with
probability € by any algorithm that runs in time at most t. We then show that any
algorithm A that runs in time ¢ 4 € N and can break the security of a cryptographic
scheme with probability € 4 implies the existence of an algorithm B that can solve
the computational problem that is believed to be intractable

in time tg <t with probability £ > €.

Thus, the existence of an algorithm that can break the security of the cryptographic
scheme contradicts the assumed intractability of the computational problem. Ex-
amples of such problems used in cryptography are the discrete logarithm problem,
the RSA (Rivest-Shamir-Adleman) problem, and the short integer solution prob-
lem. These computational problems have been extensively studied, and so far, no
practically efficient algorithm has been found for cryptographically relevant param-
eter sizes.

KERCKHOFFS’ PRINCIPLE. Another essential paradigm in cryptography that is
orthogonal to the paradigms we discussed above is Kerckhoffs’ principle. Translated
to English, it states that any cryptographic “system must not require secrecy and
can be stolen by the enemy without causing trouble” [Pet1l, p. 675]. That is, for
example, an encryption scheme should remain secure as long the decryption key is
kept secret, even if all details of the scheme become known to the adversary. Thus,
the security of the scheme should follow only from the secrecy of the key. The
principle was first described by Auguste Kerckhoff as one of six principles [Ker83a,
Ker83b].

Following this principle has several practical advantages. First and foremost, the
security of a cryptographic scheme that is publicly available can be validated by
a large number of experts. Moreover, it is practically much easier to keep a small
key secret than a complete encryption scheme, and if a secret key becomes public,
it is much easier to replace. For these reasons, the vast majority of cryptographic
algorithms used in everyday life are publicly known.
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1.2 Overview of this Thesis

We give a brief overview of the topics covered in this thesis. First, we informally
describe the cryptographic primitives this thesis focuses on, namely identity-based
encryption (IBE)! and verifiable random functions (VRFs). We then informally
discuss adaptive security, the type of security model this thesis is concerned with
before presenting the outline of the thesis.

1.2.1 Richer forms Cryptography

While cryptography is associated the most with encryption, this is only one of
many primitives modern cryptography research is concerned with. This thesis
presents novel identity-based encryption (IBE) schemes and verifiable random func-
tions (VRFs). Therefore, we informally introduce these two primitives below.

IDENTITY-BASED ENCRYPTION. [dentity-based encryption (IBE) is a variant of
encryption that Shamir first proposed in 1984 [Sha84]. In an IBE scheme, a trusted
third party provides publicly known system parameters and personal secret keys to
all users. After this setup step, the knowledge of a receiver’s identity, e.g., their e-
mail address, suffices to encrypt a message such that only the receiver can correctly
decrypt the ciphertext. Thus, this form of encryption makes the distribution of keys
among users obsolete and only requires the distribution of the system parameters.
Even though Shamir already proposed the concept in 1984, it was only in 2001
when Boneh and Franklin [BF01] and Cocks [Coc01] independently presented the
first IBE schemes with practical efficiency.

VERIFIABLE RANDOM FUNCTIONS. The second cryptographic primitive this the-
sis focuses on are wverifiable random functions (VRFs), which are an extension to
pseudorandom functions (PRFs). Therefore, we briefly describe PRFs as a prereq-
uisite to describe VRFs.

Given m,n € N with m < n, consider the set F = {f : {0,1}™ — {0,1}"},
i.e. the set of all functions that map bit strings of length m to bit strings of
length n. Intuitively, a function f drawn uniformly at random from F is helpful
in cryptography since evaluating f on an arbitrary input yields an independent
uniformly random output, thus perfectly hiding the input. However, since there
are 2"™) different functions in F, it would take at least n - 2™ bits to describe
a function from F uniquely. For m and n in the order of 128, which would be
a plausible size for cryptography, the size of the function description is too large
by many orders of magnitude. Thus, Goldreich et al. instead considered a small
subset F' C F, where each function fx € F' is efficiently described by a small

IThis thesis considers identity-based key encapsulation mechanisms instead of IBEs. Here, we
describe IBEs, because this primitive is better suited for an informal presentation. However,
the two primitives are very closely related, and we explain their relationship in Section 2.3.2.
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key K [GGM84, GGMS86|. Furthermore, Goldreich et al. require that for f drawn
uniformly at random from F and f’ drawn uniformly at random from F’, there
is no practically efficient algorithm that can distinguish f from f’ only from the
function outputs. We refer to F’ as a family of pseudorandom functions (PRFs)
if these properties are achieved. We note that with the knowledge of K, this
indistinguishability does not hold anymore, and therefore K must be kept secret.

Pseudorandom functions have the downside that an entity evaluating the PRF
for a user can lie to the user about the outputs of the PRF without the user being
able to take notice. Verifiable random functions (VRFs), introduced by Micali,
Rabin, and Vadhan in 1999 [MRV99], address this issue by making the output of a
PRF wverifiable. That is, a secret key sk identifies a function Fy, but in contrast to
PRFs, the private key always comes together with a public verification key vk. The
secret key sk then allows the evaluation of Fg(X) on input X and to obtain the
pseudorandom output Y. However, a VRF also produces a non-interactive proof
of correctness m. Together with vk, the proof 7 allows everyone to verify that Y
is Fg(X). We require two security properties from VRFs: unique provability and
pseudorandomness. Unique provability means that for every verification key vk and
every VRF input X, there is a unique Y for which a proof 7 exists such that the
verification algorithm accepts. However, note that there might be multiple valid
proofs 7 verifying the correctness of Y with respect to vk and X. Furthermore, we
(informally) say that a VRF is pseudorandom if there is no efficient adversary that
can distinguish a VRF output without the accompanying proof from a uniformly
random element of the range of the VRF.

1.2.2 Adaptive Security

As discussed above in Section 1.1, different applications may require different se-
curity properties from cryptographic schemes. This thesis concentrates on secu-
rity requirements that prevent attacks from adaptive adversaries. For example,
adaptive adversaries against encryption schemes are characterized by their abil-
ity to make communication partners encrypt arbitrary messages of the adversary’s
choice. Moreover, the adversaries we consider may choose the messages they trick
the communication partners to encrypt depending on the ciphertexts the adversary
has seen previously. We refer to schemes that are secure in the presence of such
adversaries as adaptively-secure. Moreover, note that similar adaptive security re-
quirements also apply to IBEs schemes and VRFs, and we discuss them in detail
in Section 2.3.

PLAUSIBILITY OF ADAPTIVE ATTACKS. Considering adversaries that can obtain
the encryption of arbitrary messages of their choice might look like an unnecessarily
strong security requirement. However, there are historical and practical examples of
attacks that are well captured by this type of adversary. We follow [KL14, Section
3.4.2] and present two examples for this.
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Historically, the intelligence operations of the USA in preparation for the Battle
of Midway are an example of such an adaptive attack. They are described as
follows in Chapter 31 of [LPC85] by Layton et al., who took part in this intelligence
operation. The US Navy knew from intercepted and deciphered communications
that the Japanese Navy planned to attack an island the Japanese referred to as AF in
their communications. The US government was aware of an upcoming attack by the
Japanese and suspected that AF corresponded to the Midway Islands, but they were
not sure. To confirm the suspicion, they send a message through an undersea cable
to the military base on Midway Islands and asking them to announce a drinking
water shortage on the island via an unencrypted radio message. Only 24 hours after
this message, US Navy intelligence intercepted Japanese communications about
bringing an additional two weeks drinking water reserve for the occupation of AF.
This observation confirmed to the US Navy that AF referred to Midway Islands.

However, there are also examples more aligned with modern communication,
like the following one given by [KL14, Section 3.4.2]. Consider an adversary with
remote access to a command-line interface, which encrypts all commands entered
by the adversary. If the adversary can eavesdrop on the ciphertexts produced by
the command line, then the adversary can obtain ciphertexts for arbitrary messages
of its choice.

1.2.3 The Random Oracle Model

The seminal work by Goldwasser and Micali introducing the provable security
paradigm for cryptography [GMS84] was a major step forward for cryptography
as a science. However, back then and even today, most cryptographic schemes used
in practice are not shown to be secure purely in the models of provable security.
Bellare and Rogaway, therefore, introduced the random oracle model (ROM) to
bridge this gap in their seminal work in 1993 [BR93|. In the ROM, the challenger
and the adversary are given oracle access to a shared random oracle (RO). If the RO
is queried on any input X, it checks whether it has been queried for X previously
or not. If it has not been queried on X before, it draws an output Yx uniformly at
random from the range of the RO, stores it for future reference. It then returns Yx
to the algorithm that queried for X. If the RO has been queried for X previously,
it retrieves Yx from storage and returns Yx to the algorithm that queried the RO
for X. In most applications, the domain of a RO will be {0, 1}* and the range will
be {0,1}" for some n € N. However, other domains and ranges are used as well.
Once a cryptographic scheme is proven secure using the ROM, the heuristic is to
instantiate the RO with a cryptographic hash function H : {0,1}* — {0,1}". Of
course, if the RO has a different domain or range, this must be addressed in the
instantiation. Furthermore, numerous security proofs in the ROM, particularly for
schemes used in practice, also use the so-called programmability of random oracles.
That is, the reduction in a security proof adaptively chooses specific outputs of the
RO for inputs of the reduction’s choice while maintaining the output distribution
of the RO.
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The random oracle heuristic has proven immensely valuable in constructing cryp-
tographic schemes with practical efficiency whose security holds in real-world ap-
plications. However, as Canetti et al. showed [CGH98, CGH04], ROs can unfortu-
nately not be instantiated in a theoretically sound way. From a theoretical point
of view, it would therefore be preferable to have cryptographic constructions that
are secure without relying on an uninstantiable model. We say that a construction
or proof is in the standard model if it does not make use of the ROM. This thesis
makes progress towards efficient constructions without the ROM by proposing as-
sumptions for hash functions that are significantly weaker than random oracles and
by showing how these assumptions can be used for efficient cryptographic schemes
with provable security.

1.2.4 Outline

We conclude the introduction by providing an outline of the thesis.

Chapter 2: Preliminaries We provide preliminaries to the subsequent chapters of
the thesis. That is, we introduce the notation and the computational model
used throughout the thesis. Moreover, we formally introduce verifiable ran-
dom functions and identity-based key encapsulation mechanisms, the cryp-
tographic primitives with which this is concerned the most. Furthermore,
we formally introduce the complexity assumptions used in this thesis and
describe the game hopping technique to structure complex security proofs.
Finally, we discuss partitioning arguments, the proof technique that we em-
ploy in all constructions of cryptographic schemes in this thesis. Specifically,
we first introduce partitioning arguments and discuss how they are used to
achieve cryptographic schemes with adaptive security. We then discuss the
challenges in using partitioning arguments to prove the adaptive security of
schemes that require decisional security, like VRFs and IB-KEMs.

Chapter 3: Efficient Verifiable Random Functions This chapter discusses the ef-
ficiency of VRFs in the standard model and provides novel constructions
that improve on the status quo. To that end, we first introduce admissi-
ble hash functions (AHFs), a building block used in most recently published
VRFs that focus on efficiency and do not rely on the ROM. We then de-
velop tools to assess the potential real-world efficiency of VRF's that rely on
AHFs. These tools show that the efficiency that VRFs based on AHFs can
achieve is inherently limited by the information-theoretic security required by
all instantiations of AHFs known to us. Therefore, we propose computational
admissible hash functions (cAHFs) as an alternative with computational ef-
ficiency, functioning as a drop-in replacement for AHFs. We then present an
efficient VRF whose security can be proven using cAHFs. However, these
VRFs still have key and proof sizes that are not practical. To construct even
more efficient VRFs, we introduce blockwise partitioning as a new technique
to achieve adaptive security. Blockwise partitioning can no longer function
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as a drop-in replacement for AHF's but enables us to construct more efficient
VRFs. Finally, we provide a comprehensive comparison of concrete key and
proof sizes of VRFs.

Chapter 4: Verifiable Random Functions with Optimal Tightness All currently
known standard model VRF's have a reduction loss that is much worse than
what one would expect from known optimal constructions of closely related
primitives like unique signatures. In this chapter, we show that:

1. Every security proof for a VRF that relies on a non-interactive com-
plexity assumption has to lose a factor of @), where ) is the number of
adversarial queries. To that end, we extend the meta-reduction tech-
nique of Bader et al. [BJLS16] to also cover VRFs.

2. This raises the question: Is this bound optimal? We answer this question
in the affirmative by presenting the first VRF with a reduction from
the non-interactive ¢-DBDHI assumption [BB04a, Definition 4] to the
security of VRF that achieves this optimal loss.

We thus paint a complete picture of the achievability of tightly secure verifi-
able random functions: We show that a security loss of () is unavoidable and
present the first construction that achieves this bound.

Chapter 5: Efficient Identity-Based Key-Encapsulation Schemes from Lattices
Programmable hash functions (PHFs) were formally introduced by Hotheinz
and Kiltz in [HK08, HK12], but only for complexity assumptions that do not
hold in the presence of large-scale quantum computers. Zhang et al. then
introduced PHF's for lattices that allow the construction of identity-based key
encapsulation mechanisms (IB-KEMs), a building block that implies IBEs
schemes, and digital signatures with post-quantum security.

In this chapter, we present PHFs with short function descriptions, which thus
allow us to significantly reduce the size of public keys and public parameters
of digital signatures and IBEs schemes. Moreover, we define balanced pro-
grammable hash functions (balanced PHFs) that allow the construction of
schemes with decisional security, such as IB-KEMs or IBE schemes, without
requiring an artificial abort step. Finally, we present an IB-KEM that can be
generically be instantiated with balanced PHF's.

1.3 Publication Overview

This thesis builds upon the following peer-reviewed publications and the following
unpublished manuscript.
Peer-reviewed publications:

[JN19a] Tibor Jager and David Niehues. On the real-world instantiability of admis-
sible hash functions and efficient verifiable random functions. In Kenneth G.
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[JKN21]

[Nie21]

Paterson and Douglas Stebila, editors, SAC 2019, volume 11959 of LNCS,
pages 303-332, Waterloo, ON, Canada, August 12-16, 2019. Springer, Hei-
delberg, Germany. doi:10.1007/978-3-030-38471-5_13.

Tibor Jager, Rafael Kurek, and David Niehues. Efficient adaptively-secure
IB-KEMs and VRFs via near-collision resistance. In Juan Garay, editor,
PKC 2021, Part I, volume 12710 of LNCS, pages 596—626, Virtual Event,
May 10-13, 2021. Springer, Heidelberg, Germany. doi:10.1007/978-3-
030-75245-3_22.

David Niehues. Verifiable random functions with optimal tightness. In
Juan Garay, editor, PKC' 2021, Part II, volume 12711 of LNCS, pages 61—
91, Virtual Event, May 10-13, 2021. Springer, Heidelberg, Germany. doi:
10.1007/978-3-030-75248-4_3.

Unpublished manuscripts:

[IN21]

Tibor Jager and David Niehues. Compact and Balanced Programmable Hash
Functions for Lattices. 2021. Unpublished manuscript. To be submitted to
PKC 2022.
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2 Preliminaries

Before presenting the results of this thesis, we introduce the notation used through-
out this thesis and present some further foundations.

2.1 Notation

Throughout this thesis, A denotes the security parameter. Such a parameter is
commonly used in cryptography and allows to scale the difficulty of breaking a
cryptographic scheme. Thus, the security parameter allows to choose key and
parameter sizes of cryptographic schemes depending on a desired security level. For
c € N, we denote the set {1,...,c} of all integer from 1 to ¢ by by [c]. Furthermore,
for a,b € N with a < b < ¢ we denote the set {a,...,c} by [a, c] and the set [c] \ {b}
by [c¢\ b]. Moreover, we let

[clo = [c]U{0}, [a,c]o=[a,cJU{0}, and [c\b]o:=[c\b]U{0}.

Also, for a finite set S we denote sampling an element s uniformly at random from
S by s <~ S. Moreover, unless specified otherwise, all logarithms in this thesis are
to the basis two and we use poly to denote an arbitrary polynomial over R if no
further specification is required.

Since we will repeatedly use bit strings and operations on them, we introduce
some notation for them. That is, for some n,7 € N wit ¢ < n and a bit string
z € {0,1}", we denote the ith bit of z by x;. We will also use this notation for bit
strings that are outputs of functions. For example, if H is a function that produces
outputs in {0,1}", then we denote the ith bit of H(X) by H(X);, where X is an
arbitrary element from H’s domain. Furthermore, for n,m € N and bit strings
z €{0,1}" and y € {0,1}"™ we let

vy =x1,.. ., T Y1, Ym € {0, 1}

denote the concatenation of x and y.
Finally, we introduce the notion of negligible functions.

Definition 1. We say that a function f : N — R=Y is negligible if for every positive
polynomial poly there is an N € N such that for all n > N it holds that

We will denote an arbitrary negligible function by negl. Furthermore, we say that
a function f: N — R2% is non-negligible f is not negligible.
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2.2 Computational Model

We will repeatedly consider runtimes and success probabilities of algorithms and
thus require that these quantities are well-defined. We thus define a computational
model in the form of Turing machines (TMs), which were first introduced by Alan
Turing in [Tur37]. Note that, unless specified otherwise, all algorithms in this thesis
are modelled as Turing machines. We follow the notation for Turing machines
from [AB09, Chapter 1] and slightly adapt it.

Definition 2 (Turing machine, adapted from [AB09, Chapter 1]). A k-tape Turing
machine (TM) M, for k € N and k > 2, is described by a triple M = (X,T',Q, 9)
of the following components:

o ['is a finite set of symbols that M’s tape can contain. We assume without
loss of generality that I' always contains the blank symbol [J, and the start
symbol >. We refer to I' as the tape alphabet of M.

e X C I'is a finite set that contains all symbols that can be an input to M. In
particular, we require that ¥ does not contain the start symbol >. We refer
to X as the input alphabet of M.

e () is the finite set of states M can be in. We again assume without loss of
generality that () always contains the start state gsar and a the halting state

Ghalt-

o« A state transition function 6 : Q x I'* — @Q x T*=! x {L,S,R}*. § describes
the rules that M follows during execution.

If M is in state ¢ € Q and if (0q,...,04) € T'* are the symbols currently being read
in the k tapes, and d(q, (01,...,0%)) = (¢, (0%,...,0%),2), where z € {L,S,R}*,
then at the next step the o symbols in the last £ — 1 tapes will be replaced by the
o’ symbols, M will be in state ¢’, and the k heads will each move either left, right,
or stay, depending on the symbol given in z for the respective tape. If the machine
tries to move left from the leftmost position of a tape, then it will stay in place
instead.

We refer to the first tape as the input tape. Moreover, we refer to triples
(¢, X,n) € Q x (I'")* x N¥ as a configurations of M. For such a triple, ¢ € Q
specifies the state M is in, X = (xq,...,2;) € (I')* specifies the contents of the
respective tapes until all further symbols to the right on the respective tape are the
blank symbol OJ. Furthermore, n = (n1,...,n;) € N¥ specifies the positions of M’s
heads on the respective tapes.

All tapes except for the input tape are initialized with the first symbol being the
start symbol > and with all other locations of the tape being the blank symbol
[J. The input tape is initialized to begin with the start symbol >, followed by the
input of M of finite length, and the blank symbol [] on the rest of its cells. All
heads start at the left ends of the tapes and the machine is in the special starting

10
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state ¢stare. We refer to this configuration as the start configuration of M on input
x. Finally, we only allow transition functions ¢ that do not allow any change to
the state, the content of the tapes or the positions of M’s heads once M is in state
ghat- The content of the second tape except for trailing blank symbols [] are the
output of M. For a TM M and = € {0,1}* we write M (z) to denote the execution
of M on input z. Furthermore, if there is no specific input x, we write use - as a
placeholder and write M (-).

Even though Turing machines can use arbitrary input alphabets of finite size, we
limit ourselves for to binary inputs for clarity and only consider Turing machines
with 3 = {0,1}. Observe that this limitation is without any loss of generality be-
cause symbols of arbitrary finite alphabets can be encoded in binary. In particular,
we assume that all numbers that are inputs to algorithms are encoded in binary
unless stated otherwise. Moreover, we only consider TMs that halt on all inputs.

After formally introducing Turing machines, we proceed by formally defining the
running time of Turing machines.

Definition 3 (Runtime of TMs). We say that a TM M runs in time ¢ € N on
input z € {0,1}* if M reaches the state gna after exactly ¢ successive evaluations
of §. If there is a polynomial p : N — N such that for all x € {0,1}* the TM M
runs in time at most p(|x|), then way say M runs in polynomial time.

Throughout this thesis, we will repeatedly encounter randomized algorithms that
are not captured by the model of computation we described so far. We thus extend
our computational model to also capture these algorithms by defining probabilistic
Turing machines.

Definition 4 (Probabilistic TMs, adapted from [Gol08, Definition 6.1]). A proba-
bilistic Turing machine M is a TM associated with a function p : N — N, and with
a second designated input tape that takes p(|x|) many uniformly random bits as in-
put, where x € {0,1}* is M’s primary input. For any = € {0, 1}* and p<-{0, 1}7(=D
we write M (x; p) for the execution of M on input x with randomness p. Moreover,
note that the output of M on input z and randomness p < {0, 1}(#) is a random
variable because p is drawn uniformly at random. We say that M is a probabilistic
polynomial time algorithm (PPT) if p is polynomially bounded there is a polyno-
mial p' : N — N such that M (x;p) runs in time at most p/(|z|) for all z € {0, 1}*
and all p € {0, 1}7(=D,

Remark 1. In most occasions, we will omit explicitly drawing the randomness p
and just write y <& A(z) for executing a probabilistic algorithm A with input x and
uniformly random input p of appropriate length. Moreover, for a fixed randomness
p, we view A(z; p) as deterministic algorithm. This will be of relevance in Chapter 4,
where we also recall this notation shortly.

In this thesis, we will oftentimes consider algorithms that have oracle access to
other algorithms. This interaction is also not captured by our computational model
up to this point. We incorporate it by defining Turing machines with oracle access
as follows.

11
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Definition 5 (TMs with oracle access, adapted from [Gol08, Definition 1.1]). A
(probabilistic) Turing machine M with oracle access to a (probabilistic) TM N is
a Turing machine with a special additional tape, called the oracle tape, and two
special states, the oracle invocation state ginvoke and the oracle spoke state gspoke. M
accesses its oracle during execution as follows.

» For configurations with a state different from gi,oke the next configuration is
defined via the transition function ¢ as usual.

o Let v = (¢,X,n) be a configuration with ¢ = ginvoke and suppose that the
content of the oracle tape (except for trailing blank symbols [J) is 0. Then
the configuration following + is identical to 7, except that the state is gspoke,
and the oracle tape contains N (o) (followed by infinitely many blank symbols
). We refer to o as M’s query and to N(o) as the oracles response.

We denote the output of M on input = € {0, 1}* with oracle access to N by MY (z).
Moreover, if N is a probabilistic TM, then we implicitly assume that the result is
computed as N(o; p), where p is a bit string of appropriate length that is drawn
uniformly at random.

In complexity theory the evaluation of an oracle query is counted as a single
step and thus does not affect the asymptotic runtime of a TM with oracle access.
However, in some of our applications, it will be convenient to count the evaluation
of an oracle query as as many steps as N takes to compute the result. We will
explicitly state this for the specific application.

2.3 Cryptographic Primitives

As further preliminaries, we now formally introduce VRFs and IB-KEMs, which we
informally introduced in Section 1.2.1, and their accompanying security notions.

Remark 2. Note that we will view the time to execute the security experiments
for VRFs and IB-KEMs as part of the runtime of an adversary that is executed
in the security experiment. We do so as to not worsen the runtime of a reduction
by accounting it runtime for simulating the security experiment for the adversary.
Moreover, it allows us to state the security proofs with more clarity. Moreover,
note that we supply the adversary in the security experiments only with A bits of
randomness for clarity p4 <= {0,1}*. Note that this limitation is without loss of
generality because the randomness can be stretched to arbitrary polynomial length
by a pseudorandom number generator [KL14, Corollary 7.10].

2.3.1 Verifiable Random Functions

As we discussed in Section 1.2.1, verifiable random functions (VRFs), introduced
by Micali, Rabin and Vadhan in [MRV99], can be thought of as the public key
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GV (a0, 40)(N)

(vk, sk) := SetupVRF(1*); p4 <& {0, 1}
(X*,st) & AP (ke p o)

(Yo, ) == Eval(sk, X™*)

iy

b {0,1}

Yo Agvm(sk,-)(},b’ st)

if (b ==1b)

return 1

else

return 0

Figure 2.1: The security experiment specifying pseudorandomness of verifiable
random functions.

equivalent of pseudorandom functions. Here we formally introduce VRFs and their
security properties.

Definition 6. A wverifiable random function (VRF) with domain X and finite range
Y consists of three algorithms VRF = (SetupVRF, Eval, Vfy) with the following
syntax.

o (vk,sk) <= SetupVRF(1?) takes as input the security parameter A and outputs
a key pair (vk,sk). We say that sk is the secret key and vk is the verification
key.

o (Y,m) <- Eval(sk, X) takes as input a secret key sk and an input X € X', and
outputs a function value Y € Y and a proof 7.

o Vfy(vk, XY, m) € {0,1} takes as input a verification key vk, X € X, Y € ),
and proof m, and outputs a bit.

We say that VRF = (SetupVRF, Eval, Vfy) with domain X and range ) is a secure
VRF if it fulfills the following requirements.

Correctness. For all (vk,sk) <& SetupVRF(1%), X € X and, (Y,7) <% Eval(sk, X) it
must hold that Vfy(vk, X, Y, 7) = 1. Further, the algorithms SetupVRF, Eval,
Vfy have to be PPTs.

Unique provability. For all vk € {0,1}* and all X € X, there does not exist any

Yo, mo, Y1, m1 € {0, 1}* such that Yy # Y7, and it holds that Vfy(vk, X, Yy, mp) =
V'Fy(Vk, X, Y17 7T1) =1.
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GEREM (A1,42)(N)

(mpk, msk) = SetuplBK(1*); p4 < {0,1}*
(id*, st) <& AfGentmpiomsk) (12 mpk: p4)
ko <& KC; (ct, k1) <& Encap(mpk, id*)

b {0,1}

Y o= A2KeyGen(mpk,msk,-)(Ct7 St)

if (o == b)

return 1

else

return 0

Figure 2.2: The security experiment for indistinguishability of cipherterts under
adaptively chosen plaintext attacks for IB-KEMs.

Pseudorandomness. Consider an adversary A = (A;, A2) with access (via oracle
queries) to Eval(sk, -) in the pseudorandomness game depicted in Figure 2.1.
We say that A is legitimate if there is no p4 € {0,1}* such that A; or A,
query Eval(sk, X*), where X* € X is part of the output of .4;. We define the
advantage of A in breaking the pseudorandomness of VR.F as

AdVEis 4 () = |Pr (GR35 (4, a0 (V) = 1] = 1/2].

In addition to the properties above, Hotheinz and Jager introduced the notion
of VRFs with all desired properties [HJ16]. More specifically, a VRF possesses all
desired properties if it fulfills all requirements above, has an exponentially sized
domain and is proven secure under a non-interactive complexity assumption. In
this thesis, we only consider VRFs that have all desired properties.

2.3.2 Identity-Based Encryption

Identity-based encryption was first described by Shamir in 1984 [Sha84]|. As Ben-
tahar et al. [BFMSO08] describe, IBEs can also be constructed by first constructing
an identity-based key encapsulation mechanism (IB-KEM) and then combining it
with an data encapsulation mechanism (DEM). This approach is also known as the
KEM-DEM approach and was first formally describe by Shoup in 2000 [Sho00]. We
follow this approach and thus only define IB-KEM:s.

Definition 7. An identity-based key encapsulation mechanism (IB-KEM) consists
of the following four PPT algorithms:

o (mpk, msk) < Setup(1?) takes as input the security parameter and outputs
the public parameters mpk and the master secret key msk.
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o usk;y <= KeyGen(msk, id) returns the user secret key usk;y for identity id €
{0, 1}

o (ct,k) <~ Encap(mpk,id) returns a tuple (ct, ), where ct is the ciphertext
encapsulating x with respect to identity id.

o k = Decap(uskiq, ct, id) returns the decapsulated key x or an error symbol L.

Correctness requires that for all A € N, all (mpk, msk) <= SetupIBK(1%), all id €
{0,1}, all (k, ct) <> Encap(mpk, id) and all uskiq <> KeyGen(msk, id):

Pr[Decap(uskiq, ct,id) = k] > 1 — negl(X).

In order for the combination of an IB-KEM with a DEM to yield an adaptively-
secure IBE scheme, we need that the IB-KEM has indistinguishable ciphertexts
under adaptively chosen plaintext attacks, which we refer to as IND-ID-CPA se-
curity. We use the following standard IND-CPA-security notion for IB-KEMs
from [BFMS08].

Definition 8. For an identity-based key encapsulation mechanism ZB-KEM =
(SetuplBK, KeyGen, Encap, Decap) and an adversary A = (A;, A;) with access (via
oracle queries) to KeyGen(mpk, msk, -) let IND-ID-CPA be the security experiment
depicted in Figure 2.2. We say that A is legitimate, if there is no p4 € {0,1}* such
that A4; or Ay query KeyGen(msk,id*), where id" is the identity output by 4;. We
define the advantage of A in breaking the IND-ID-CPA security of ZB-KEM as

AdVERRETAN) = [PrIGRRRRA U, 4 (V) = 1] = 1/2

We say that ZB-KEM is IND-ID-CPA (t,¢)-secure if Advm%fkgjp\ﬁ(/\) < ¢ for all
adversaries probabilistic adversaries A = (A;, A2) running in time t.

2.4 Complexity Assumptions

Here, we introduce the complexity assumptions that we repeatedly use in Chapters 3
and 4. We will introduce further complexity assumptions in Chapter 5 in the
immediate context where we need them.

The constructions of our VRFs in Chapter 3 and Chapter 4 are based on bilinear
pairings. Informally, a bilinear pairing for a prime p and two groups G, G2 of size
p and a target group Gr also of size p is a function e : Gy x Gy — G; such that for
all generators g; of Gy and g2 of Gy and all a,b € Z, is holds that

e(gtllu gg) - e(gla g2)ab'

Bilinear pairings have more required properties that we formalize below. Moreover,
note that we only consider so-called Type-I pairings. That is, pairings where G; =
Ga. We refer to [GPS08] for a more detailed discussion of bilinear pairings.
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We introduce (certified) bilinear group generators, which were originally de-
scribed in [HJ16] to formalize how a pairing is chosen. The definition of (certified)
bilinear group generators allow us to define complexity assumptions relative to the
way the bilinear group is chosen end ensure that every group element has a unique
encoding, which is required for the unique provability of the constructions of our

VRFs.

Definition 9. A Bilinear Group Generator is a probabilistic polynomial-time al-
gorithm GrpGen that takes as input a security parameter A (in unary) and outputs
BG = (p,G,Gr,0,0p,e,6(1)) < GrpGen(1*) such that the following requirements
are satisfied.

1. pis a prime and log(p) € Q(k)

2. G and Gr are subsets of {0,1}*, defined by algorithmic descriptions of maps
gzﬁ:Zp%GandqﬁT:Zp%GT.

3. o and or are algorithmic descriptions of efficiently computable (in the security
parameter) maps o : G X G — G and oy : Gy x Gy — G, such that

a) (G,o) and (Gr,or) form algebraic groups,
b) ¢ is a group isomorphism from (Z,,+) to (G, o) and

c) ¢r is a group isomorphism from (Z,,+) to (Gr, or).

4. e is an algorithmic description of an efficiently computable (in the security
parameter) bilinear map e : GXG — Gr. We require that e is non-degenerate,
that is,

z# 0= e(o(x), 9(x)) # or(0).

Definition 10. We say that group generator GrpGen is certified, if there exist
deterministic polynomial-time (in the security parameter) algorithms GrpVfy and
GrpElemVfy with the following properties.

Parameter Validation. Given the security parameter (in unary) and a string
BG, which is not necessarily generated by GrpGen, algorithm GrpVfy(1*, BG)
outputs 1 if and only if BG has the form

Bg - (p; G7 GT7 o,0r,¢€, ¢(1))
and all requirements from Definition 9 are satisfied.

Recognition and Unique Representation of Elements of G. Furthermore,
we require that each element in G has a unique representation, which can
be efficiently recognized. That is, on input the security parameter (in unary)
and two strings BG and s, GrpElemVfy(1*, BG,s) outputs 1 if and only if
GrpVfy(1*, BG) = 1, and it holds that s = ¢(x) for some z € Z,. Here
¢ : Z, — G denotes the fixed group isomorphism contained in BG to specity
the representation of elements of G.
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Given the definition of (certified) bilinear group generators, we introduce the
computational problems and complexity assumptions that we use in the construc-
tions of VRFs. Note that for a finite group G, we let

G =G \ {1@}
denote the group G without the identity element 1.

Definition 11 (¢-DDH problem). For a bilinear group generator GrpGen, let BG -
GrpGen(1%), g,h <= G*, a & Z,, Ty = e(g,h)*""" and T) < Gp. We then denote
with

AdvEPPR () =
‘PI‘ {B(Bg,g,gau te 7gaq’h7T0> = 1} —Pr [B(Bgvgvga7 ce ’gaq’ thl) = 1”

the advantage of B in solving the ¢-DDH problem for groups generated by GrpGen,
where the probability is taken over the randomness of drawing ¢, h,a and T and
the internal randomness of B. For functions ¢t : N — N and ¢ : N — [0, 1], we say

that B (t,e)-solves the ¢-DDH problem relative to GrpGen, if Adv%PPH(\) > g(\)
and B runs in time at most ¢(A).

Definition 12 (¢-DDH assumption). Let GrpGen be a bilinear group generator. If
for all polynomials ¢ : N — N and all non-negligible functions ¢ : N — [0, 1], there
is no algorithm B that (¢, )-solves the ¢-DDH assumption relative to GrpGen, then
we say that the ¢-DDH problem is hard relative to GrpGen.

Note that the ¢-DDH assumption is trivially implied by the decisional ¢ + 1
Bilinear Diffie-Hellman Exponent assumption introduced in [BBGO05].

Definition 13 (¢-DBDHI problem, Definition 4 in [BB04a]). For a bilinear group
generator GrpGen, an algorithm B and ¢ € N, let BG < GrpGen(1%), g, h <& G*,
a <75, Ty = e(g, h)'/* and Ty <~ Gp. We then denote with

AdvEPEPM (N) =
’Pr [B(Bg,g, h,g%,...,9° Ty) = 1} — Pr [B(Bg,g, hg®,...,g" T) = 1”

the advantage of B in solving the ¢-DBDHI problem for groups generated by GrpGen,
where the probability is taken over the randomness of GrpGen, the random choices
of g,h and «, and the internal randomness of B. For functions £ : N — N and
e: N — [0, 1], we say that B (t,e)-solves the ¢-DBDHI problem relative to GrpGen,
if AdvPPPH(\) > £()\) and B runs in time at most £()\).

Definition 14 (¢-DBDHI assumption). Let GrpGen be a bilinear group generator.
If for all polynomials ¢ : N — N and all non-negligible functions ¢ : N — [0, 1],
there is no algorithm B that (¢,¢)-solves the ¢-DBDHI problem relative to GrpGen,
then we say that the ¢-DBDHI problem is hard relative to GrpGen.
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2.5 Sequence of Games Arguments

To prove the security of cryptographic schemes such as VRFs and IB-KEMs, mod-
ern cryptography uses reductions from complexity assumptions like the ones we
introduced in Section 2.4 above to the security of the respective scheme. That is,
the proof shows that any adversary that breaks the security of the cryptographic
scheme implies the existence of an efficient algorithm for a computational problem.
Since the complexity assumption states that such an algorithm can not exist, we
thus conclude that the cryptographic scheme is secure under the respective com-
plexity assumption.

These reductions can become rather complex and are thus prone to errors. To
tame the complexity of such proofs and allow experts to efficiently verify the cor-
rectness, it is common to structure security proofs as so-called sequence of games
arguments. Sequence of games arguments have been used known in cryptography
for quite some time. An early example of their usage is Goldreich et al.’s work
on the construction of pseudorandom functions [GGMS86]. Since then, different no-
tations and notions for sequence of games arguments have evolved. Most notable
are the notations of code-based games by Bellare and Rogaway [BR06] and the se-
quence of games notation by Shoup [Sho04]. This thesis uses the latter notation by
Shoup [Sho04].

A proof structured as a sequence of games argument makes small incremental
changes to the security experiment. More specifically, consider one of the security
experiments for VRFs or IB-KEMs, which we introduced in Section 2.3 and denote
the event that the security experiment outputs 1 by Gy. Thus, for the security of
VRFs and IB-KEMs, we require that Pr[Gg] is negligibly close to 1/2. We then
define a sequence of games Game 1 up to Game n, where there is an incremental
change for each consecutive game. Denoting the event that Game ¢ outputs 1 by
G;, these small incremental changes make it easy to relate Pr[G;_;] to Pr[G;] for
all ¢ € [n]. In particular, the changes will be made such that, in the end, we will
be able to conclude that

[Pr[Go] — Pr[G,] (2.1)

is negligible. Furthermore, Game n will be constructed in a way such that it is easy
to describe an algorithm B solving the computational problem and relating the B’s
success probability to the success probability of the adversary in Game n. This
property, together with Equation (2.1) thus enable us to relate the adversary’s
advantage to the advantage of B. In the proofs in this thesis, we will construct
Game n and Game n — 1 such that Pr[G,] = 1/2 and that |Pr[G,] — Pr[G,_1]| is
identical to the advantage of B.

Over the years some useful tools for these types of proofs have been developed.
One of the most common tool is the difference lemma. It is used to relate Pr[G;_]
and Pr[G;] if the challenger aborts the experiment in Game i if an event bad hap-
pens. Informally, the lemma then states that |Pr[G;_1] — Pr [G;]| is at most Pr [bad].
We provide the formal statement below and refer to [Sho04, Lemma 1] for the proof.
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Lemma 1 (Difference lemma [Sho04, Lemma 1]). Let A, B and F be events in
some probability distribution, and suppose that AN —-F <= B A—F. Then

|Pr[A] — Pr[B]| < Pr[F]
holds.

2.6 Partitioning Arguments for Adaptive Security

As the final preliminary before presenting the results of the thesis, we introduce par-
titioning arguments, a proof strategy that we will make use of repeatedly through-
out this thesis. Thus, we first describe partitioning arguments and then discuss the
challenges that come with using them to prove the pseudorandomness of VRFs or
the IND-ID-CPA security of IB-KEMs.

Consider IB-KEMs as a concrete example, but note that all statements also apply
to VRFs. A reduction that uses a partitioning argument, at the very beginning,
partitions the identity space in two disjoint sets as follows:

1. A “controlled set”, which contains all identities for which the reduction is able
to answer queries made by the adversary. However, if the adversary chooses
the challenge identity in the controlled set, the reduction is not able to extract
a solution to the underlying complexity assumption.

2. A “uncontrolled set”, which contains all identities for which the reduction
is able to extract a solution to the underlying complexity assumption if the
adversary chooses it as the challenge. However, the reduction is not able to
answer any queries for identities that lies in this subset.

Thus, if the adversary makes a query for any identity in the uncontrolled set or
chooses the challenge identity in the controlled set, then the reduction can only
abort and output a uniformly random bit. Thus, the reduction has to choose the
controlled set and the uncontrolled set in a probabilistic way such that it does
not has to abort with a non-negligible probability. More specifically, all queries
id®, ..., id@ have to fall into controlled set and the challenge identity id* has to
fall in the uncontrolled set a non-negligible probability.

Partitioning is often used in the random oracle model, which we discussed in
Section 1.2.3. For instance, the well-known security proofs of Full-Domain Hash
signatures [BR96], BLS signatures [BLS04], or the Boneh-Franklin IBE [BF03] use
this approach. Furthermore, partitioning is the only known way to prove security
of unique signatures! or VRFs against adaptive adversaries.

However, this thesis is concerned with partitioning arguments that do not use the
random oracle heuristic, i.e., proofs in the standard model. There are several semi-
generic techniques for partitioning arguments in the standard model. Most notably

!That is, digital signatures where for any given (public key, message)-pair there exists only one
unique string that is accepted as a signature by the verification algorithm.
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are admissible hash functions (AHFs) [BB04a] and programmable hash functions
(PHFs) [HK08, HK12]. Admissible hash functions are a combinatoric approach to
choose the controlled and uncontrolled set and we discuss this approach in detail in
Section 3.2. In contrast to AHF's, programmable hash functions also describe how
the partitioning in controlled and uncontrolled sets are embedded into a construc-
tion. While Hotheinz and Kiltz originally defined PHFs for schemes based on the
RSA assumption, the discrete logarithm assumption and closely related assump-
tions [HK08, HK12], Zhang et al. also introduce PHF's for constructions based on
lattice problems [ZCZ16]. We introduce more efficient constructions of PHF's for
lattices in Chapter 5.

PARTITIONING ARGUMENTS FOR DECISIONAL SECURITY. We use partitioning
arguments to prove the pseudorandomness of VRFs (see Definition 6) and the
IND-ID-CPA security of IB-KEMs (see Definition 8). Both these primitives with
their accompanying security notions have in common that they require decisional
security, meaing the adversary has to correctly guess a bit b with a probability
that is non-negligibly far away from 1/2 to break the security. Consequently, in
all our constructions, a reduction from a decisional assumption like the g-DBDHI
assumption (see Definition 14) or the ¢-DDH assumption (see Definition 12) are
used to prove the security.

This comes with the issue that the event that the reduction aborts can be cor-
related with the choice of the queries and the challenge chosen by the adversary.
More specifically, let succ-red be the event that the reduction solves the complexity
assumption and let abort be the event that the reduction aborts and outputs a
random bit. For clarity in this informal description, we assume that the reduction
always outputs the correct bit when the adversary succeeds and the reduction does
not abort. We then have that

Pr [succ-red] = Pr [succ-red A abort] + Pr [succ-red A —abort]
1

= 5(1 — Pr[—abort]) + Pr[succ-red A —abort]
1 Pr |-
=3 + Pr[succ-red A —abort] — 1"[2abort]‘

Thus, the reduction has to ensure that not only Pr[—abort] is large enough, but
also that Pr[—-abort] is not too large. Waters achieved this by introducing an arti-
ficial abort step [Wat05]. In this step, the reduction uniformly at random samples
polynomially many query potential sequences and by that estimates the probability
7 to abort for a uniformly random query sequence. The reduction then aborts and
outputs a random bit with a probability based on 7 and by that makes the event
abort, not technically, but virtually independent from the particular sequence of
queries the adversary chose and thus allows the reduction to succeed.

The artificial abort technique has the major downside that the estimation of 7
is computationally quite expensive. Bellare and Ristenpart addressed this issue
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by proving close upper and lower bounds on Pr[—abort] in a technically involved
proof [BR09a]. Ultimately, this allowed them to avoid the computationally expen-
sive artificial abort step that Waters required.

Throughout the thesis, we discuss further approaches to prove adaptive security
using partitioning arguments. In Chapters 3 and 5, we discuss partitioning argu-
ments that yield particularly efficient constructions and in Chapter 4, we present a
partitioning argument that makes the event abort independent from the sequence
of queries chosen by the adversary.
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3 Efficient Verifiable Random
Functions

In this chapter, we study the construction of efficient verifiable random function
from bilinear pairings in the standard model. To this end, we first study admissi-
ble hash functions (AHFs) as a common building block to construct VRFs in the
standard model and derive techniques to show the inherent limitations of AHFs in
Section 3.2. Motivated by these limitations, we proceed in Section 3.3, by present-
ing computational admissible hash functions (cAHFs) and their instantiation from
truncation-collision resistant hash functions, first introduced in [JK18], as a drop-
in replacement for AHFs and show how cAHFs can be used to construct efficient
VRFs. In Section 3.4, we introduce blockwise partitioning from weak near-collision
resistant hash functions in order to construct even more efficient VRFs than the
VRFs we constructed from cAHFs. However, this gain in efficiency comes at the
cost that blockwise partitioning can not replace AHF's as generically as cAHF's can.
In addition to the VRF built from blockwise partitioning we present in this chap-
ter, blockwise partitioning can also be used to construct efficient identity-based key
encapsulation mechanisms. We present an identity-based key encapsulation mech-
anism using blockwise partitioning in Chapter 5. Finally, we compare VRF's from
pairings in detail in Section 3.5 and conclude the chapter in Section 3.6.

AUTHOR’S CONTRIBUTIONS. Overall, the results in this chapter are based on
joint work with Tibor Jager and Rafael Kurek published in [JKN21, JN19a]. More
specifically, the results presented in Section 3.2 are based on [JN19a] and are the
author’s contribution. The results presented in Section 3.3 are also based on [JN19a]
but are due to joined work with Tibor Jager. In particular the VRF presented in
Construction 1 is a more efficient variant of the VRF published in [JN19a]. It
is also described in the full version [JN19b] of [JN19a]. Furthermore, the results
presented in Section 3.4 are based on the joint work [JKN21]. However, the notions
of weak near-collision resistance and blockwise partitioning are mostly the authors
contribution. Moreover, the VRF presented in Construction 2 and Lemma 7 and
the accompanying proofs are mostly due to myself. The detailed comparison of
VREFs in Section 3.5, except for the discussion of Kohl’s VRF were published in
[JN19a] and are mostly due to myself.

23



3 Efficient Verifiable Random Functions

3.1 Motivation and Overview

VRFs have found a wide range of applications in theory and in practice. One of
the most notable ones is the recent application of VRFs in proof of stake consensus
mechanisms, like the ones used in the Algorand Blockchain [GHM™17], the Cardano
Blockchain [BGK*18, DGKR18] and the DFINITY Blockchain [AMNRI18]. Fur-
ther applications are in key transparency systems like CONIKS [MBB™15], the novel
Merkle? [HHK™21] system, or the discontinued Google key transparency [MGZ*18],
where VRF's prevent the enumeration of all users that have keys in the system. Sim-
ilarly, VRF's are used in the by now inactive DNSSEC' extension NSECv5 [VGPT18]
proposal, where they provably prevent zone enumeration attacks in the authenti-
cated denial of existence mechanism of DNSSEC [GNP*15]. Further classical appli-
cations are resettable zero-knowledge proofs [MRO01], lottery systems [MRO02], verifi-
able transaction-escrow systems [JS04], updatable zero-knowledge databases [Lis05]
and E-Cash [ASMO07, BCKL09]. The wide range of applications has led to currently
ongoing efforts to standardize VRFs [GRPV21]. These VRFs are efficient, but the
accompanying security proofs rely on the random oracle heuristic [BR93|, which
can not be instantiated in general [CGHO04].

ADMISSIBLE HASH FUNCTIONS. AHFs are a generic and useful tool to enable
partitioning proofs in the standard model, that is, without random oracles. They
thus enable construction with adaptive security in the standard model. AHFs were
formally introduced in [BB04b] but had implicitly already been used by Lysyan-
skaya [Lys02]. They are a ubiquitous tool in public-key cryptography and have
been used to realize numerous cryptographic primitives with strong adaptive se-
curity and without random oracles, such as unique signatures [Lys02], verifiable
random functions [Bit17a, HJ16, Jaglh, Lys02], different variants of identity-based
encryption [AFL12, BB04b], Bonsai trees [CHKP12|, programmable hash func-
tions [FHPS13], and constrained PRFs [AMNT19, DKN*20]. All recent construc-
tions of VRFs that focus on efficiency, such as [Jagl5, HJ16, Yaml7a, Katl7,
Koh19], rely on AHFs.

PRACTICAL INSTANTIABILITY OF AHFS. Given the large number of crypto-
graphic constructions based on AHFs and their relevance for efficient VRF's in the
standard model, it is interesting and important to ask how AHF-based construc-
tions can be instantiated in practice. Known constructions are based on different
types of error-correcting codes with suitable minimal distance, which is required to
be a constant fraction of the length of the code, in order to make the partitioning
argument go through with noticeable success probability. There are many possible
codes to choose from [Gil52, Jus72, SS96, Var57, Zém01], which yield very different
concrete instantiations with very different efficiency and security properties.

Most aforementioned works mention that one or another of these error-correcting
codes can be used to instantiate their AHFs in the asymptotic setting, but it is never
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3.1 Motivation and Overview

clarified how their constructions can be instantiated concretely, by explaining how
the underlying code and other cryptographic parameters must be chosen, taking
into account the considered security parameter, deployment parameters such as
the number of AHF evaluations by a realistic adversary, and the tightness of the
security proof. The concrete choice of the code used to instantiate the AHF has a
very significant impact on the efficiency of the resulting cryptosystem. Hence, while
AHFs provide a powerful generic tool to achieve provable security asymptotically,
it is completely unclear how efficiently they can be instantiated concretely.

CONTRIBUTIONS. We make progress regarding most of the issues laid out above
by first developing tools to assess the practicality of AHFs and then providing more
efficient alternatives from non-standard yet plausible assumptions. We discuss the
contributions in more detail below.

o We assess how AHFs can be instantiated with error-correcting codes. We
show that while AHF's are theoretically sufficient to obtain polynomial-time
constructions and security against polynomial-time adversaries in the asymp-
totic setting, they yield only extremely inefficient concrete instantiations. By
applying bounds on error-correcting codes from classical coding theory, we
point out inherent limitations of concrete instantiations of the AHFs pre-
sented in prior work. Concretely, we show that even with codes that meet
the Gilbert-Varshamov (GV) or McEliece-Rodemich-Rumsey- Welch (MRRW)
bound, even optimized variants [Kat17, Yam17a] of known verifiable random
functions [Jagl5] have only very inefficient practical instantiations.

o Standard AHFs based on error-correcting codes are essentially an information-
theoretic primitive, which works unconditionally and even for computationally
unbounded adversaries, which of course is stronger than necessary for most
applications. We introduce computational admissible hash functions, which
relax this requirement in the sense that they are only required to partition
the considered set successfully in the presence of a computationally bounded
adversary. This approach makes it possible to overcome the aforementioned
limitations of AHFs. We also give a concrete instantiation of cAHFs, based
on the notion of truncation-collision resistant hash functions from [JK18]. We
furthermore describe a new efficient VRF, based on Jager’'s VRF [Jagl5] that
uses cAHFs. It thus showcases how cAHFs can be applied in constructions
and proofs and can semi-generically replace AHFs.

o We introduce blockwise partitioning as a new approach to leverage the as-
sumption that a cryptographic hash function is weak near-collision resistant.
In Section 3.4, we show that our technique yields a VRF that achieves both
small public keys and small proofs simultaneously. Furthermore, the size
of the keys and proofs is not only asymptotically small but also concretely.
As we see in our detailed construction in Section 3.5, other constructions,
like [Yam17a, Kat17], that also achieve (poly-)logarithmic size public keys or
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‘ Schemes ‘ |vk]| ‘ |7 | Assumption | Security loss |
[HW10] oM oM O(\ - Q)-DDHE O\Q/2)
[BMR10b] o) o) O(\)-DDH oAQ/e)*
[Jag15] oM oM O(log(Q/<))-DDH 0(Q" /")
[HJ16] oM o) DLIN O(Alog(\)Q¥/< /)
[Yam17a] Sec. 6.1 wAog? Nt | w(log? M)t O(\)-DBDHI O(QY /e )
[Yam17a] Sec. 6.2 wlog® M) | w(v/Alog? \)f O()\)-DBDHI o(QY /e 1)
[Yam17b] App. C. w(log® \)t poly(\) poly(A)-DBDHI O(\2Q/e?)
[Kat17] Sec. 5.1 wlog® M)t | wAlog® M) | w(log® \)!-DBDHI O(QY /e 1)
[Kat17] Sec. 5.3 w(VAlog Nt | wllog M)t | w(log® \)!-DBDHI O(QY /e )
[Ros18] O\) O(\) DLIN O(Xlog(N)Q%¢/e?)
[Koh19] w(Alog \)f w(log \)f DLIN O(|7]log(N) Q" /%)
[Koh19] w(AZF2m) w(D)f DLIN O(|m|log(N)Q*+2/¥ /%)
VRF canr in Construction 1 O(\) O\ O(log A)-DDH O(t?/e)
VR Fgi in Construction 2 O(log \) O(log \) O(t?/¢)-DBDHI O(t?/e)

Table 3.1: We compare adaptively-secure VRF schemes in the standard model. We
measure the size of vk and 7 in the number of the respective group elements and the
size of sk as the number of Z, elements. @), e and ¢ respectively denote the number
of queries an adversary makes, the adversaries advantage against the security of
the respective VRF and the adversaries runtime. Most of the constructions use an
error correcting code C': {0,1}* — {0,1}" with constant relative minimal distance
¢ < 1/2, where n,v > 1 can be chosen arbitrarily close to 1 by choosing ¢ arbitrarily
close to 1/2 [Gol08, Appendix E.1]. However, this leads to larger n and by that to
larger public keys and/or proofs.

T Note that these terms only hold for “A\ large enough” and therefore, key
and proof sizes might have to be adapted with larger constants in order to
guarantee adequate security.

* The loss we state for [BMRI10b] is as in the recently updated full ver-
sion [BMR10a].

proofs suffer from large constant factors, even under very optimistic assump-
tions. Furthermore, we will show in Chapter 5 how blockwise partitioning
enables the construction of efficient IB-KEMs from lattices. Moreover, my
co-authors Tibor Jager and Rafael Kurek show in our joined [JKN21] work
that blockwise partitioning also yields highly efficient IB-KEMs from bilinear
pairings.

We asymptotically compare our construction with previous constructions in Ta-
ble 3.1, which is based on the respective table by Kohl [Koh19].

RELATED WORK. Boneh and Boyen [BB04b] formally introduced AHFs to con-
struct identity-based encryption schemes without random oracles. Balanced AHFs
were introduced in [Jagl5]. The balancedness makes it possible to apply AHF-based
partitioning directly in security proofs considering “indistinguishability-based” se-
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3.2 Admissible Hash Functions and their Limitations

curity experiments, without requiring the artificial abort approach, which was intro-
duced by Waters [Wat05]. Balanced AHFs were used to construct verifiable random
functions [Bit17a, HJ16, Jagl5, Yaml17a], IBE [Yaml17a], constrained pseudoran-
dom functions [AMNT19, DKN*20], and distributed PRFs [LST18]. We consider
both standard and balanced AHFs in detail in Section 3.2.

Recently, Yamada, Katsumata and Kohl developed techniques to optimize VRF's
based on AHFs. Yamada [Yam17a] and Katsumata [Kat17] presented VRFs that
encode the information of the “controlled” set into shorter bit strings and employ
the AHF on this shorter string. Kohl [Koh19] applied a similar approach to the
VRF construction of [HJ16] to obtain a VRF with very shorter proofs that is secure
under standard assumptions in the standard model.

Most previous applications of AHFs consider a setting where a polynomially-
bounded number of Q elements XM, ..., X (@ must fall into the “controlled” set,
while one “challenge” element X* must fall into the “uncontrolled” set for the
reduction in the security proof to be successful. This matches what is required for
most common security experiments for primitives such as digital signatures, VRFs,
IBE, and many others. Chen et al. [CHZ16] generalize this to AHFs that can
handle more than one challenge element and ensure that n > 1 challenge elements
X®x X fall into the “uncontrolled” set, and give a construction with n = 2.

AHFs are related to programmable hash functions (PHFs) [HJK11, HK12], but
are more general, in the sense that PHFs can generically be constructed from AHFs,
but there exist cryptographic primitives, such as VRF's, for which only constructions
based on AHF's are known to exist, but not on PHFs.

Moreover, Zhandry introduced extremely lossy functions (ELFs) [Zhal6, Zhal9a,
Zhal9b]. These are hash functions that allow the reduction to choose the hash
functions image size depending on the adversary, such that a function with a small
image size is indistinguishable from an injective hash function. This enables a
similar reduction strategy as AHFs do. We discuss ELFs in more detail in the
context of blockwise partitioning and weak near-collision resistance in Section 3.4.

3.2 Admissible Hash Functions and their Limitations

Admissible hash functions (AHFSs) are a ubiquitous tool to achieve adaptive security
in cryptographic constructions by enabling a partitioning argument as discussed in
Section 2.6. In this chapter, we first formally introduce AHFs, show how they
can be instantiated from error-correcting codes and finally show to what extent
known instantiations are limited in their real-world applicability due to bounds
from coding theory.

HiGH LEVEL PERSPECTIVE. In order to sketch the main idea, consider VRFs

and their security experiment G (see Definition 6) as an example. Denote by
XM X@ ¢ {0,1}* all the queries made by the adversary and let X* € {0,1}*
be the challenge chosen by the adversary. An AHF is a function AHF that maps
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3 Efficient Verifiable Random Functions

each input to a longer bit string and amplifies differences in the inputs. This
amplification then allows the reduction to guess a carefully chosen number 7 of the
bits of AHF(X™*). Due to the ampliﬁcation of differences and the requirement in
the game GP" from Definition 6 that X # X* has to hold for all i € Q], the
reduction’s guess is correct only for the AHF(X*) but not for any X . To the best
of our knowledge, this amplification is always achieved by using an error-correcting
code.

3.2.1 Defining Admissible Hash Functions

AHF's have, to the best of our knowledge, first been used by Lysyanskaya in [Lys02]
but have been formally introduced by Boneh and Boyen in [BB04b]. Since then,
many different definitions of AHFs have emerged. Below, we choose a definition we

deem best suited to capture the core idea and most applications of AHFs such as
for example those in [AFL12, FHPS13, Kat17].

Definition 15 (Admissible Hash Function [BB04b]). Let n, k : N — N be polyno-
mially bounded functions and let AHF := {AHF" : {0, 1}*() — {0,1}"} ey be a
family of functions. For all £ € N, K € {0,1, L}"™ and X € {0, 1}** we then let

1, if Vi€ [n(0)]: AHFY(X); = K; vV K; = L holds and

0 otherwise.

FK’g(X) = { (31)

We say that AHF is a family of admissible hash functions (AHFs) if there exists a
PPT AdmSmp(1?*,-) outputting K € ({0,1} U L)*™ such that for all polynomials
Q@ : N — N, there is a non- negligible function Ymin : N — [0, 1] such that for all
(XD X QW) LX) € ({0, 1}FONQNHL with X* £ XO for all i € [Q(N)], it
holds that

Ymin(A) < Pr [Frx (X)) =0 = ey (XO) =0 Fx (X) =1],  (32)

where the probability is over the choice of K < AdmSmp(1*, Q())).

Informally, a family of AHF's thus guarantees that if all messages, identities, VRF
inputs or respective entities for the considered primitive are passed trough AHF?,
then the reduction can always partition the respective space in a controlled and
uncontrolled set such that the partitioning succeeds with a non-negligible probabil-
ity. That is, with a non-negligible probability, the reduction can answer all queries
made by the adversary and can extract a solution to the underlying complexity
assumption if the adversary wins the security experiment.

VARIANTS OF AHFS. Since there have been many different definitions of AHFs,
we provide a small overview over the decisions we made in our definition of AHFs.
Most notably, we limited ourselves to families of admissible hash functions that
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3.2 Admissible Hash Functions and their Limitations

take binary inputs and produce binary outputs. In contrast, some definitions con-
sider functions that map binary inputs to tuples over some abstract finite alpha-
bet [BB04b, AFL12, FHPS13|. As Bitansky has shown, AHFs with non-binary
outputs can also be constructed [Bit20]. Moreover, Kohl shows how this can be
used to construct efficient VRFs [Koh19]. However, since most applications of AHF's
require that the outputs of an AHF are binary, this is a only a minor limitation.
Furthermore, we discuss Kohl’s VRF in detail in Section 3.5.

Another decision we made in the definition above is to have only a single function
AHF?* for each potential value of the security parameter instead of a family of
functions, as for example in [BB04b, AFL12]. These latter works define AHF's as
a family of families of functions because they include the application of a hash
function H from a family of collision resistant hash functions. H is then evaluated
before what we refer to as an AHF is evaluated on the output of H. This is also why
Boneh and Boyen chose to name the primitive admissible hash function [BB04b].
Nonetheless, most applications of AHFs and in particular more recent ones, e.g.
those in [Bit17a, Bit20, FHPS13, HJ16, Jagl5, Kat17, Koh19, Yam17a], assume
that a collision resistant hash function is used in advanced to process arbitrary
length inputs. For this reason, we define AHFs with a bounded length input space
and view the application of a collision resistant hash function as in [BB04b] only
as a generic way of processing arbitrary length inputs with a purely information-
theoretic AHF.

AHFS AND DECISIONAL SECURITY EXPERIMENTS. Intuitively, admissible hash
functions guarantee a lower bound on the probability that the partitioning argument
succeeds. This is sufficient to prove the security of primitives where the adversary
has to solve a computational problem such as digital signatures. However, when the
adversary has to solve a decisional problem to break the security of a primitive as for
example for VRF's, IB-KEMs for constrained pseudorandom functions, this is not
sufficient. As we discussed in Section 2.6 this is because the event that the adversary
is successful is not independent from the event hat the partitioning argument is
successful. Using the artificial abort technique from Waters [Wat05], AHFs can be
made to work also in this decisional context, see for example [AFL12, HJ16, Koh19].
Unfortunately, the artificial abort technique comes at the cost of a substantial
computational overhead in the reduction. Due to this undesirable property, Bellare
and Ristenpart further investigated the issue. They showed that the computational
overhead of the artificial abort technique can be avoided if, in addition to the lower
bound ~pmin(A) on the probability for the partitioning argument to succeed, there is
also an upper bound Y.y (A) that is close enough to the lower bound. The concrete
requirements to apply Bellare’s and Ristenpart’s technique are well captured by the
following Lemma by Katsumata and Yamada [KY16, Lemma 8§].

Lemma 2 ([KY16, Lemma 8], implicit in [BR09a]). For an adversary A = (A;, As)
in the G'NP-IP-CPA (see Definition 8) or the GP (see Definition 6) security experi-
ment that has advantage € : N — [0, 1], let us denote with b € {0, 1} the bit chosen
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3 Efficient Verifiable Random Functions

by the security experiment and with b’ € {0,1} the bit output by A in the end.
Further, let Q* = {XM ... X@ X*} be the identities or VRF inputs for which A
queried its oracle and the challenge identity or challenge VREF' input, respectively.
For a function ~ that maps Q* to a value in [0,1], let b := b with probability v(Q*)
and let b <& {0,1} with probability 1 — ~(Q*). It then holds that

1

Prib=17] - 2‘ S o) () — Jx) = i)

2 9

where Ymin : N — [0,1] and ymax : N — [0,1] are upper and lower bounds on a
v(Q*) taken over all possible Q*.

Informally, the lemma guarantees that if v, is non-negligible and 7.« and
Ymax are sufficiently close, then a reduction that aborts and outputs a random bit
whenever the partitioning fails still guesses the correct bit b correctly with a non-
negligible probability. We do not provide a proof for Lemma 2 and refer to [BR09a]
for a detailed exposition of the proof.

Remark 3. We explicitly state the applicability of Bellare’s and Ristenpart’s tech-
nique to VRFs and IB-KEMs because these are the primitives this thesis is fo-
cussed on. Nonetheless, the technique is also applicable to further primitives such as
identity-based encryption [BR09a] or constrained pseudorandom functions [DKN*20].

BALANCED ADMISSIBLE HASH FUNCTION. To use Bellare’s and Ristenpart’s tech-
nique together with AHFs, Jager introduced balanced admissible hash functions
(bAHFs) [Jaglh, Definition 5], which guarantee close lower and upper bounds as
required to apply Lemma 2.

Definition 16 (Balanced admissible hash functions [Jagl5, Definition 5]). Let
AHF and F be as in Definition 15. We call AHF a family of balanced admissible
hash function (bAHF) if there exists a PPT K<-AdmSmp(1%, -, ) with K € ({0,1}uU
{1 1" such that for all polynomials @ : N — N and all non-negligible functions
£ : N — [0, 1] there are functions Ymax, Ymin : N — [0, 1] such that for all (XM, ...,
X@N) X*) € ({0, 1)@+ with X* #£ X for all 4 € [Q(A)] it holds that

Yin(A) < Pr [Fron (X)) =+ = Fiy (X Q) = 0A Fien (X7) = 1] < Ynax(N),
(3.3)
and that
_ 7min()‘) B 'Vmax()‘)

() = () i) .

(3.4)

is a non-negligible function, where the probability is over the choice of the key of
the AHF K <& AdmSmp(1*, Q()), e(\)).
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3.2.2 Instantiating Admissible Hash Functions

After we discussed different notions and properties of AHF's in the previous section,
we now consider their instantiation. Since, to the best of our knowledge, all instan-
titations of AHFs are based on error-correcting codes (ECCs), we first formally
introduce ECCs and then describe how AHF's can be instantiated using ECCs.

Error Correcting Codes.

The original purpose of error-correcting codes (ECCs) is to encode messages such
that if an encoded messages, which referred to as code word, is transmitted over an
unreliable medium and errors are introduced, the original message can uniquely be
identified. ECCs achieve this by ensuring that all code words potentially produced
by an ECC differ in many positions. This difference is also referred to as the
Hamming distance and we formally introduce it below.

Definition 17 (Hamming weight and distance). Let n € N, ¢ a prime power and
z,y € Iy, then wt(z) is defined as the number of components of = that are not zero.
We call wt(x) the Hamming weight of x and A(z,y) := wt(z — y) the Hamming

distance between x and y.
Given the definition of the hamming distance, we define ECCs as follows.

Definition 18 (Error-correcting code). Let ¢ be a prime power and let k,n € N
with & < n. We then refer to a function C' : IF’; — [ as a g-ary error-correcting
code (ECC). We say that C' has minimal distance

d:= :Cg}iE%k(A(C(x), C(z'))).

x#x’

Furthermore we refer to §(C') := d/n as the relative minimal distance and to
R(C) := k/n as the rate of C. If C' has a minimal distance of d, we say that
C'is an [n, k,d]; ECC. If there is a matrix G' € F¥*" such that C'(z) = 2G for all
T € IF’;, then we say that C' is a linear g-ary error-correcting code.

Informally, the rate of an ECC captures how much longer the code words are
compared to the messages. Thus, a small rate is desirable in practice to not blow
up the size of the transmitted data more than necessary. Furthermore, the minimal
distance of an error correcting code is in indicator on how many errors an ECC can
at least correct. That is, for an ECC with a minimal distance of d € N it is
always possible to recover the original message if not more than |1/2(d — 1) errors
were introduced during transmission [MS98, Theorem 2]. Even though we don’t use
ECCs in this thesis to ensure the correct transmission of data, we will see that both
these qualities of ECCs significantly affect the efficiency of cryptographic schemes
using AHF's based on ECCs.

31



3 Efficient Verifiable Random Functions

Remark 4. The ECCs we introduced above are more specifically known as block
codes. Other types of codes such as convolutional codes [HP03, Chapter 14] are also
known. Nonetheless, we limit our attention to block codes because all instantiations
of AHFs known to us are based on block codes. Furthermore, coding theorists
sometimes also use a slightly more general notion of ECCs, which defines a code to
be any subset C' C ]F’;X". However, Definition 18 is better suited to our purposes
because only ECCs with an efficient encoding algorithm are relevant to this thesis.

Instantiating Admissible Hash Functions with Error Correcting Codes.

To the best of our knowledge, all instantiations of AHFs and bAHF's are based on
families of ECCs with a constant relative minimal distance 6 > 0, meaning all codes
in the family have a relative minimal distance of at least J. An example for such
a family of codes are the Justesen codes [Jus72]. In addition to a constant relative
minimal distance, ECCs in this family of codes have a constant rate, meaning that
the length n of the code words is linear in the length £ of the encoded message.

Furthermore, all instantiations of AHFs known to us use an algorithm AdmSmp
that samples K as follows. First, for all m € [n(\)], let {0, 1}1”(’\)’7”) be the subset
of {0,1, L}"™ whose elements have evactly m positions that are not L. Then
AdmSmp calculates n € [n(\)] as a function of Q(\) and the advantage (\) of
a given adversary A (the latter only for bAHFs). Finally, AdmSmp chooses K
uniformly at random from {0, 1}’i()‘)’"). We formalize these statements below. That
is, we first prove generic bounds Yy, and Ymax as in Equation (3.3) if K is chosen
by AdmSmp above for an arbitrary 7 € [n(\)] in Theorem 1. We then describe how
exactly 1 has to be chosen to yield (balanced) AHFs in Corollary 1.

Theorem 1 (Adapted from [FHPS13, Jagl5]). Let k,n : N — N be polynomially
bounded functions with k(\) < n(X) for all A € N, let Q : N — N be a polynomial
and let € : N — [0,1] be a non-negligible function. If C = {Cy}ien s a family of
[n(€),k(£),n(l) - 8]y error-correcting codes, where § € (0,1/2) denotes the relative
distance of all C' € C, then for AHF = C it holds for all n € [n(\)] and K <
{0,130 ghgt

Ymin(A) < Pr[Fien (X)) =+ = Fiey (X@) = 0 A Fiex (X7) = 1] < Ymax(N)
for
Ymin(A) = (1 =Q(N) - (1 —=46)")-27" and Ymax(A) = 27" (3.5)
and all X0, X100, x* € ({0, 10) Y wigh x+ £ XO for ait i € ().

The proof mostly follows the respective proofs from [FHPS13, Jagl5] and we
provide it here because Theorem 1 is central to this chapter.

Proof. For simplicity, we drop the security parameter throughout the proof. Fur-
thermore, for the remainder of the proof, we fix arbitrary XM ... X©@ X* ¢

32



3.2 Admissible Hash Functions and their Limitations

{0,1}* with X@ £ X* for all i € [Q]. First, we analyse the probability for
Fc(X*) = 1 to hold. Recalling the definition of Fx in Equation (3.1), C(X™)
has to be identical with K on all positions where K is not L for Fx(X*) = 1 to hold.
Due to the choice of K as K < {0, 1}(f’"), we have

Pr[Fk(X*)=1]=27",

where the probability is taken over the choice of K. This observation already yields
the upper bound of Y. (A) = 277. We proceed to upper bound

Pr[F(X ) =1 Fx(X") = 1]

for a fixed i € [Q]. Recall that due to the minimal distance of C' and because
X® £ X* we have that C'(X®) and C(X*) have to differ in at least ¢ -n positions.
Thus, for FK(X )) = Fx(X*) = 1 to hold, the § -n positions in which C(X®) and
C(X *) differ have to coincide with positions where K is L. Since we condition on
the event Fx(X*) = 1, C(X™*) specifies the value of K in all positions where K is
not L. Therefore, view the choice of K as choosing the 1 out of n positions where
K is not L. Each position has a probability of (1 — &) for C(X®) and C(X*) to
not differ. This yields

Pr[F(X®) = 1| Fx(X7) = 1] < (1 -4)".

Applying the union bound, we then have that

e

Pr[3i € [Q]: Fr(X®) = 1| Fe(X*) = 1] < Y Pr[Fe(X®) = 1| Fe(X*) = 1]

=1

— Q(1—4)".

We conclude the proof by showing that vy, is a lower bound. We do so by com-
bining the observations we made above:

Pr[F(X ) =+ = Fe(X@) = 0 A Fg(X™) = 1]
=Pr [Fk(XW) =+ = Fe(X @) = 0| Fx(X*) = 1] - Pr[Fy(X™) = 1]
:(1—Pr[az’e[Q]:FK(X@)ZUFK( ) =1]) - PrFx(X) = 1]
>(1-=Q(1—6)") - PrlFx(X") = 1]
=(1=Q(1=6)") - 27" = Ynin.

0

Having shown lower and upper bounds on the success probability of the parti-
tioning, we now describe how 7 has to be chosen in order to yield a non-negligible
success probability for the partitioning using AHFs to succeed. However, our choice
of n differs from the choice in [Jagl5] and further applications of bAHFs such
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3 Efficient Verifiable Random Functions

as [Yam17a, Kat17, Bit20] because we aim at maximizing 7. This will be relevant
when we compare VRFs based on bAHF's to VRFs following different paradigms in
Section 3.5. In this comparison, we normalize the different constructions to have ap-
proximately the same reduction loss. Thus, choosing 7 in a sub-optimal way would
put VRFs based on bAHFs in an unfair disadvantage. Therefore, we first show how
n has to be chosen in order to maximise 7(\) in Equation (3.4) in Lemma 3 and
then show that 7(\) is non-negligible for this choice of 1 in Corollary 1 and thus
(balanced) AHF's can be instantiated from ECCs.

Lemma 3. Let Q : N — N be a polynomial, let § € (0,1/2), and let € : N — (0, 1].
Then for

’}/min(/\) = (1 - Q()‘) ’ (1 - 5)77) 27" and 7max()‘) =277
from Equation (3.5) in Theorem 1 it holds that

)‘) - ’Ymax()‘)
2

F(3) = e\ () — T

from Equation (3.4) in Definition 16 is maximal for

o () In)
N = Nopt =1 g1_5(<€+;)'Q(>\)‘1n(155>) . (3.6)

Proof. As in the proof of Theorem 1, we omit the security parameter in the proof
for simplicity. Furthermore, since we optimize the choice of 7, we view Yiin, Vmax
and 7 as functions in 7 instead of in A throughout this proof.

In order to compute the maximum of 7, we first need to find the zeros of 7/(n)
and then show that 7”(n) is negative for them. Indeed, as we will see, 1opt is the
unique zero of 7/(n). As a preparation, we first compute the first derivatives of
Vmin aNd Ymax. Observe that, we view v, and Ymax as functions of 7 for this proof
instead of as functions of \. We first claim that

) = =27 (- (1= 07 (152 4 ) (37)
holds. We prove Equation (3.7) as follows.
Yon) = (1= Q1 ay1) 27
= (1 QU= )Y 274 (1= Q- (1 —0)7) - (277
— QO -8 27— (1= Q- (1)) -In(2) - 27"
=27"(-Q-(1-6)")'+Q-(1-4)"-In(2) - In(2))
=-2""(Q -In(1—-0)-(1-08§)"—Q-(1—10)"1n(2) +1n(2))

= 2" <Q S(1=6)"1In (?) + 111(2)) :
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We proceed by observing that

Tmax(M) = (277) = =27"In(2) (3.8)
holds. With these preparations, we claim that

() =—27" ((5 + ;) Q- (1—8)"-In <1;5> +e- ln(2)> (3.9)

=p(n)

holds, where we define u(n) as above to easily reference it later on. We prove
Equation (3.9) as follows.

) =2l () — %’na;(n) N %’nig(n)
= (e + ;) Yonin (1) — %/“2"(77)
= (e 3) Honl) + 221“(2) (3.10)
——(5—1—;).2’7.(@ (1) < 5 >+ln ) 2 n.21n(2) (3.11)
:—2"~<<€+;>-Q~(1— 5)" 1n<26>+ (2)—11122))

:_Qn.<(5+;)-c2 (1-0) <6> )

where Equation (3.10) follows from Equation (3.8) and Equation (3.11) follows from
Equation (3.7).

Next, we observe that there is no n € R such that 277 = 0. Thus, every zero of
7'(n) has to be a zero of u(n). Furthermore, we note that every zero of u(n) is a
zero of 7/(n). We proceed by showing that 7o, from Equation (3.6) is the only zero
of u(n) and thus also the only zero of 7/(n). It holds that

p(n) =0
<:><€—|—;)-Q'(l—é)”oln<1;5>+€'ln(2):0
o (1— 8y = —e - In(2)

(5—1—%)‘@'“1(12;6)
. _5ln(2)
sn=1 g1—5((5+§)-Q'ln(lgé))

and thus 7,p: is the only zero of p(n) and 7/(n). In order to complete the proof it
is only left to show that 7" (nept) < 0 holds. To do so, we first show that

A () =277 (Q (1=6)"-In <1 ; 5) -In (1 i 5) +1n(2) ) (3.12)
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3 Efficient Verifiable Random Functions

holds. We prove Equation (3.12) as follows:

(00— (15 sm)) s
—5

-In <1_5 (=277 (1= 0)") 4+ 27" In(2)*

~0-In <1;6> In (1 z 5) (1= 6)1277 4277 . In(2)?

— 9. <Q-(1 — &) In (1;5> -In (135) +1n(2)2>

where Equation (3.13) follows from Equation (3.7). Similar to before, we observe
that

V() = (277 In(2)) = 277 - In(2)? (3.14)

holds. With these preparations at hand, we claim that

(n)=27"- <<5 + ;) Q- (1-0)"In (1;5> ‘In (1 f 5) +e- ln(2)2> (3.15)

=v(n)

holds, where we define v(n) as above in order to easily reference it later on. We
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prove Equation (3.15) as follows:

() = (=4 3) - Aanlr) — Tmes?

<€ + ) Vinin (77) — 2_77;1(2)2

2 <G+;)mg(yﬂwwm<1;5>wn@fﬁ)
+ (s + ;) In(2)? — ln(2)2>

— 2. ((e+;) -Q-<1—5>"-1n<1g5> n(12) +51n<2>2>

We observe that 277 is positive for all n € R and thus 7”7(nept) < 0 holds if and
only if v(nept) < 0. As we show below, this is the case. It holds that

V(Nopt) = (5 + ;) -Q - (1 —9)™r - In (1;5> -In (1 i 5) + - 1n(2)?

") @ ot (7)) e

— eIn(2) -1 (135)+glmm

—c. m@)(() (In(2) — In(1 — §)))
In(2) - In(1 - 6) <0, (3.16)

W N———
>0 <0

where the inequality in Equation (3.16) holds since ¢ - In(2) is always positive and
In(1 — 9) is negative because ¢ € (0,1/2). This concludes the proof of Lemma 3.
[

Now that we have shown how to choose 1 in order to maximize 7, we still have to
show that this ideal choice indeed leads to a non-negligible security loss, which we
do in the following corollary. We further observe that 7o is not always an integer.
Thus, we round it up to the next largest integer to use it in bAdmSmp.

Corollary 1. Let C = {Cy}ien be a family of [n(€), k(€),n(€) - §]a error-correcting
codes, where k and n are polynomially bounded and 6 € (0,1/2) denotes the common
relative distance of all C € C. Furthermore, for all polynomials QQ : N — N and a
non-negligible function € : N — [0,1] let bAdmSmp(1*, Q(N),e()\)) be the algorithm

that sets
—(A) - In(2)
= 10 1-§
! { ® ((€<A>+;) .@m.ln(lg)ﬂ
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3 Efficient Verifiable Random Functions

and outputs K <= {0, 1}71(’\)’77. Then for Ymin and Ymax from Theorem 1 and T from
Equation (3.4), Ymin and T are both non-negligible. In particular, AHF = C is a
family of balanced admissible hash functions and if £(\) is set to a positive constant
it immediately follows that AHF is also a family of admissible hash functions.

Remark 5. Note that the choices of ) above, just as the choices in literature such as
those in [FHPS13, Jagl5], can yield a 5 larger than n for small security parameters.
However, n € [n] holds for reasonable parameters as presented in Section 3.5.

Proof. Analogous to the proof of Theorem 1, we drop the security parameter for
simplicity. First observe that we can simplify the term 7 as follows for all € [n]:

Ymax — VYmin

2
=e- (1-Q(—09)")-27"

T =¢€ " Ymin —

2 - (1-QU -4y -2

— 2" (5 (1—-Q(L—08)") — 1 - (1~ 22(12_ 5)’?))
=2 <g- (1-Q(1—0)") — Q(12_5)">

— g (5 — Q1 -y (5 4 ;)) (3.17)

Next, we simplify the term Q(1 — 0)" for 1 as in Corollary 1 above.

Q(1—6)"=Q(1—9) Pg(()@(())ﬂ

< Q1 - 5>1°g”<<e+5533i?155>)
_ —@Q -€-1In(2)
(1) @ (55)

_ —e - 1n(2) (3.18)

()

For simplicity, we substitute the non-negligible term from Equation (3.18) by a.
That is, we set

We observe that « is non-negligible because € is non-negligible and ¢ is constant.
We now proceed by simplifying the term 277. For this, we use the fact that for all
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3.2 Admissible Hash Functions and their Limitations
r € R>% it holds that log, s(r) = log(r)/log(1 — d). We thus have the following:
9 =9 [log“s ( ey ﬂ

:1.< —c-1n(2) )185)
’ (8+%)'Q-ln(%5)

) Qlogd_a) .o TE) (3.19)

DN | —

Combining Equation (3.17), Equation (3.18) and Equation (3.19), we conclude that

(-ea-or(c+})

21
; . Qlog(i—&)a_log(i—é) <5 — <5 + 1>) .

T

v

2

Finally, using that 1/log(1 — ) < 0 because ¢ € (0,1/2), « is non-negligible and
that ) is a polynomial, we conclude that 7 is non-negligible. Analogously, we
conclude that

. (1 _ O{)Qlog(i—ﬁ) . Oé_log(%—é)

N | —

Yo = (1= Q(1 = )7) - 277 >

is non-negligible because « is non-negligible, § € (0,1/2) is a constant and @ is a
polynomial. O]

3.2.3 Efficiency Bounds for Admissible Hash Functions from
Coding Theory

When AHFs are used in cryptographic schemes, the length n of code words of the
used ECC usually affects the size of private and secret keys, signatures and proofs.
For example, the public key of the VRF of [Jagl5] contains two groups element
for every bit in the output of the ECC. The VRFs in [Katl7, Yaml7a] reduce
this, but still contain at least logarithmically (in n) many group elements. Even
though asymptotically logarithmic, the number may still be impractically large
when instantiated concretely - we explore this in detail in Section 3.5. Furthermore,
as we have seen in Corollary 1, the relative distance d of the ECC affects the
probability that the partitioning succeeds.

Thus, in order to be able to efficiently instantiate AHF's, it is important to reduce
the length n of code words while at the same time maintaining a high relative
distance 0. In the following, we analyse the inherent limitations of instantiating
AHFs with binary ECCs, by applying upper and lower bounds from coding theory.
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THE GILBERT-VARSHAMOV BOUND. In order to instantiate AHFs efficiently, we
need a code that has both a high rate and a high relative minimal distance. Coding
theorists worked on the construction of such codes and accompanying bounds for
decades [MS98, HP03]. Asymptotically, the Gilbert-Varshamov (GV) bound guar-
antees the existence of well-suited families of binary ECCs, but we note that this
result is not constructive.

Theorem 2 (Gilbert-Varshamov bound [Gil52, Varb7]). For all n € N and ¢ €
(0,1/2), there exists an ECC C : F% — F% with
i(C)>c and R(C) >1— Hy(6(C)),

where Hy denotes the binary entropy, defined as

Hy(p) :==p-log(1/p) + (1 —p)-log(1/(1 —p)).
for allp € (0,1).

Even though the GV bound guarantees the existence of families of binary ECCs
with the parameters from above and random linear codes attain the bound [Var57],
no explicit construction of a family of ECCs attaining the GV bound is known
so far. Unfortunately, rejection sampling of random linear codes in order to find
one with a large minimal distance also is infeasible, because, as [Var97, DMS99]
show, there is no efficient algorithm that can compute or approximate the minimal
distance of a random linear code. It is possible however to construct a family of
binary ECCs that comes relatively close to this bound by concatenating algebraic
geometry codes with binary error-correcting codes [SAK*01, Section V].

Hence, when instantiating a family of (balanced) AHFs, we can treat the GV
bound as an optimistic upper bound on what is possible with currently known
families of binary ECCs. For example the GV bound yields that for 6 = 0.2, the
best rate we can hope to achieve with known construction of families of ECCs is
~ 0.28. For the VRF from [Jagl5], this would mean that the required number of
group elements in the public key is at least about four times larger than the number
of input bits. We show in Section 3.5 that similar numbers apply to more recent

VRFs.

EFFICIENCY BOUNDS FOR CONCRETE SECURITY PARAMETERS. Albeit the un-
promising situation in the asymptotic setting, it is worth investigating the situation
for specific practically relevant security parameters and input lengths k of ECCs! in-
stead of only considering whole families of ECCs. That is, for example for k = 128,
there is a [255,128,38]s ECC C based on a BCH code [Gra07]. Thus, this code
beats the GV bound with R(C) ~ 1/2 and 6(C) ~ 0.15, whereas the GV bound
only guarantees the existence of a ECC C with R(C) ~ 0.39 and 6(C) = 0.15.
To asses this concrete setting more thoroughly, we consider general upper bounds

For the VRFs in [HJ16, Jagl5, Kat17, Koh19, Yam17a] this is identical to the input length.
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on the relation between the rate and the relative minimal distance. The sharpest
such bound for binary ECCs, to the best of our knowledge, is the MRRW bound
presented in Theorem 3.

Theorem 3 (MRRW bound [MRRWT77]). Let C be an [n,k,d)s ECC with relative
distance 6(C') € (0,1/2) and let g(x) := Ho((1 — /1 —x)/2). Then

R(C) < min {1+ g(u?®) — g(u® +26(C)u+26(C))}

~ 0<u<1-26
holds for the rate of C.

The MRRW-Bound thus also yields limits on what can be achieved for spe-
cific security parameters instead of asymptotically for all security parameters. For
example, every binary ECC C with §(C') = 0.15 inevitably has R(C) < 0.58.
Analogously, every ECC C with §(C') = 0.2 has R(C) < 0.47.

The GV bound and the MRRW bound above enable us to realistically asses
the size of public keys, private keys and proofs of VRFs that are based on AHFs.
However, the bounds already indicate that instantiations of VRFs based on AHFs
will not be very efficient. Thus, we will first consider VRFs that use computational
assumptions as replacements for information-theoretic AHFs in Section 3.3 and
Section 3.4 before we compare the efficiency of different VRFs in Section 3.5 by
applying the GV bound and the MRRW bound.

3.3 Verifiable Random Functions from
Computational Admissible Hash Functions

In this section, we will show how the inherent limitations of (balanced) AHFs due to
their instantiation with ECCs can be overcome. We do so by relazing the constraints
and consider a computational setting and replace ECCs with cryptographic hash
functions. Throughout this section we will first introduce computational admissible
hash functions (cAHFs) as a drop-in replacement for bAHFs with computational
security. We then introduce truncation-collision resistant (TCR) hash functions
from [JK18] and show how they can be used to instantiate cAHFs. Finally, we
demonstrate how cAHF's can be used as a drop-in replacement for bAHF's by pre-
senting a variant of Jager’'s VRF that uses cAHF's instead of bAHF's.

HIGH-LEVEL PERSPECTIVE. In order to sketch the main idea, consider VRF's as
an example. Our approach is to let the reduction guess the first n = O(log \) bits
of H(X™), where H <~ H is a cryptographic hash function and X* is the challenge
input chosen by the adversary. Using standard techniques from selectively-secure
constructions, we prove security with a reduction that is successful if the first n bits
of H(X™) are guessed correctly, while the hash of every input for that the adversary
requests the evaluation of the VRF differs in at least one of the first n bits. For this
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approach to yield a reduction with non-negligible loss, we have to choose 1 such
that it fulfills the following two conflicting goals:

1. 1 has to be small enough, such that the probability of guessing the first n bits
of H(X*) correctly is non-negligible

2. n has to be large enough to ensure that it is unlikely, relative to the adversary’s
advantage, to make a query X whose hash also matches on the first n guessed
bits (“truncation-collision resistance”).

Following [JK18] (which in turn is inspired by [BHJT13, BHJ"15]), we balance
these two goals by choosing n’ depending on the runtime and advantage of the
adversary.

This relaxation to computational instead of information-theoretic security frees
us from the redundancy inherent to ECCs. As we show in Section 3.5, this allows
us to construct VRFs with significantly smaller public and secret keys, and proofs.
Furthermore, we aim at defining cAHF's in a way that allows us to replace bAHFs
in many constructions like [AMNT19, HJ16, Jagl5, Kat17, LST18, Yam17a], while
making only minor modifications to the constructions or their accompanying secu-
rity proofs.

COMPUTATIONAL ADMISSIBLE HASH FUNCTIONS. We keep using the function
F, since we want to design cAHFs such that the can generically replace bAHFs.
Allowing H to have pairs of inputs X, Y with X # Y and H(X) = H(Y) comes with
the problem that an adversary can have a collision for H hard coded. Therefore,
we need to draw the function H from a family of hash functions H. This requires
us to make the following minor modification to the definition of F of replacing the
security parameter index by a hash function H from a family of hash functions
H. Note that we consider a single family of functions H and not a family of hash
functions for each potential A to better capture a real-world instantiation with
already standardized hash functions.

1, 1ijE[n]H(X)]:KJ\/KJ:J_

. (3.20)
0, otherwise.

Fu(X) = {

After these adaptations to the computational setting, we are ready to define
computational admissible hash functions.

Definition 19 (Computational admissible hash functions (cAHFSs)). Let H = {H :
{0,1}* — {0,1}"} be a family of hash functions for some n € N and let H € H.
For all K € {0,1, L}" and all sequences (X, ..., X@ X*) with X X* € {0,1}*
and X £ X* for all 4, we let X(@T1) := X* to ease notation and define the events
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coll, badChal and badEval as follows.

badChal <= Fy y(X*) =0
coll <= 3i,j with X@ £ XU g,
Vee[n]: HXD), = HXD), VK, = L
badEval <= 3i € [Q] s.t. Fxg(XD) =1

Let t4 € Nand g4 € (0,1] such that t4/e4 < 2%, where ) is the security parameter.
We say that H is a family of computational admissible hash functions (cAHFs), if
there is an efficient algorithm cAdmSmp(1*,t4,e4) generating K € {0,1, L}" such
that for every adversary A running in time ¢4 outputting (XM, ..., X(@ X*) it
holds that

badEval = coll V badChal,

badChal and coll are independent, and that
7(\) = Pr[—=badChal|(e 4 — Pr|coll]) (3.21)

is non-negligible as a function in A. The probabilities are over the randomness used
by A, H < H and K < cAdmSmp(1*,t4,£4).

Remark 6. The term 7 in Equation (3.21) is the equivalent of 7 for bAHFs in
Definition 16, in the sense that it conveniently describes a term that typically
occurs in a reduction-based security proof that uses a cAHF. Intuitively, it captures
a security proof that in a first step aborts when coll occurs and in a second step
aborts when badChal occurs. We will study a concrete application in Section 3.3.2.

3.3.1 Computational Admissible Hash Functions from
Truncation Collision Resistance

We show how to construct very efficient cAHFs based on truncation-collision resis-
tant (TCR) hash functions, as introduced in [JK18§].

TRUNCATION COLLISION RESISTANT HASH FUNCTIONS. For a hash function H :
{0,1}* — {0,1}"™ we write H,, : {0,1}* — {0,1}" to denote the hash function
H, with outputs truncated to the first n € [n] bits. Essentially, a hash function
is truncation collision resistant, if for every prefix of length n € [n] there is no
significantly more efficient algorithm to find a collision for H., than the birthday
attack. Note that this property is likely satisfied by standard cryptographic hash
functions, like SHA-3.

Definition 20 (Truncation collision resistance [JK18]). Let H = {H : {0,1}* —
{0,1}"} be a family of hash functions. For n € [n], we say that an adversary A
n-breaks the truncation collision resistance of H, if it runs in time ¢4 and
- (o, ...xq) < A(H) : >tA(tA—1)
o | Ju,v st Hy(xy,) = Hoy(z,) Az # 2, ol
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We say H is truncation collision resistant, if there exists no adversary A that -
breaks the truncation collision resistance of H for any n € [n].

We deem truncation collision resistance a reasonable assumption since truncated
versions of SHA-256 (to 224 bits) and SHA-512 (to 384 bits) have already been stan-
dardized by NIST in [0ST15a]. Furthermore, [0ST15b] defines extendable-output
functions (XOF) based on SHA-3. These allow to extend the output of the hash
function to an arbitrary length while maintaining collision resistance.

USEFUL TECHNICAL LEMMA. The following lemma is a variant of Lemma 1 by
Jager and Kurek in [JK18], tailored to our application and cAHFs, which yields
better parameters than the corresponding result in [JK18]. The condition t/e <
22 captures that we consider an efficient adversary, i.e. one with a small time
complexity, a high success probability or both. Essentially, the lemma guarantees
that if we choose 1 = [log(4t(2t — 1)/¢)] then the adversary is sufficiently unlikely
to find a collision on H.,, if H is a TCR hash function. Furthermore it guarantees
that the size of {0, 1} is polynomial and a reduction can thus guess a value in this
space correctly with a non-negligible probability. Finally, it also guarantees that n
is at most 2\ + 3.

Lemma 4. Let t € N, e € (0,1] such that t/e < 2*, and n = [log(4t(2t — 1)/e)].
Then it holds that

22t —1) e 1 e
1,...,22+3 _— < = d B —
neil... 22 +3} o —2 21 = 162 — 8t
Proof. We start by proving n € {1,...,2\ + 3}.

n = [log(4t(2t — 1)/2)] < [log (4-2*(2t — 1))
< [log (8- 2*)] < [log (2°27)| = 2A+ 3
Since 4t(2t—1) = 8*—4t > 1 for allt € Nand € € (0, 1], we have log(4t(2t—1) /e) >
0 and therefore n > 1.
We proceed to prove 2t(2t — 1)/27 < ¢/2.

22t —1)  2w@2t—1) 22t —1) e

o Mog(1t2t-1)/)1 = 44(2t —1) 2
Finally, we have

1 1 1 € €

o = plleeli@ /AT = 3 g2t — 1) 162 — 8t
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CONSTRUCTING CAHFSs FROM TCRS. Lemma 4 allows us to prove that a family
of TCRs is also a family of cAHFs. Note that even though the first definition of
AHFs in [BB04b] already incorporates collision resistant hash functions — they are
only used to enable the processing of arbitrary length inputs — while the core of the
AHF in [BB04b] is the error correcting code that yields an information-theoretic
AHF, which we replace with TCRs hash functions.

Theorem 4. Let H = {H : {0,1}* — {0, 1}**"3} be a family of truncation collision
resistant hash functions in the sense of Definition 20. Then H is a family of cAHFs.
In particular, let t4 € N and e4 € (0,1] such that t4/eq < 2*. Then there is an
algorithm cAdmSmp(1*,t,¢) such that for every adversary A running in time t4
that, given H < H, outputs XV, ..., X@ X* € {0,1}* with X # X* it holds
that coll and badChal are independent,

badEval = coll Vv badChal

and
Pr[-badChal](e — Pr[coll]) > £%/(32t* — 16t).

In particular, if t 4 is polynomial in X\ and € is non-negligible in X, then % /(32t%)
is also non-negligible and H is therefore a family of cAHFs.

Proof. Let n := 2A\+3. The algorithm cAdmSmp(1*, ¢, ¢) sets n := [log(4t(2t — 1)/e)],
samples K'<- {0, 1}", and defines K := K'|| L™™", where || denotes string concatena-
tion and L™~" the string consisting of (n —n)-times the L-symbol. In total the key
K consists of 7 uniformly random bits, padded to a string of length n in {0, 1, L}"
by appending |-symbols. Note that n > n by Lemma 4.

Recall that —badChal occurs if and only if Fx g(X*) = 1. For our construction,
this means that the first n bits of H(X™) are identical to K, the first n bits of K.
Since K’ is chosen uniformly at random, and independent of H < H, this happens
with probability 277, and therefore

1
Pr[-badChal] = — > — A
21 7 16t5 — 8t
where the inequality uses Lemma 4. Furthermore, recall that coll occurs, if the
adversary outputs, as queries or as challenge, two values X # Y such that H(X)

and H(Y) are identical in all positions where K is not L. In particular, we then
have H.,(X) = H.,(Y). Therefore, we claim that

Prlcoll] < <2
2
We prove this upper bound on Pr|coll] by contradiction. Assume 4 outputs X =
(XW . X@ X*) such that Pr[coll] > /2. Then we can construct an adversary

B that n-breaks the truncation collision resistance of H. B runs A, waits for A to
output X and then outputs X itself. B’s running time consists of the time to execute

45



3 Efficient Verifiable Random Functions

A plus the time to output X, yielding? ¢tz < 2-t4. Thus, B is an algorithm with
success probability at least €4/2 in n-breaking the truncation collision resistance of
H. We furthermore have

224 —1) | 2a(ta—1) _ telts —1) _ tults — 1)

2n - 2n 2n ST

Prlcoll] > €4/2 >

where the second inequality follows from Lemma 4. This contradicts the truncation
collision resistance of H and therefore proves the upper bound on Pr[coll]. We thus
conclude that

2

€A €A €
Pr[~badChal] (¢4 — Pr[coll >( —):
r[mbadChal(2a = Pricoll) 2 525 (54~ 5 ) = 322, “ 1t

holds. Note that if ¢4 is polynomial in A and 4 is non-negligible in A, then
2 /(32t% — 16t) is also non-negligible.

Moreover, the events coll and badChal are independent of each other because
K is chosen independently from (X ..., X(@ X*). Finally, we explain that if
badEval occurs, then either badChal or coll must occur. This is because if there
exists x € {XW, ..., X @} with z # X* and H,,(x) = K', then we have either that
also H.,(X*) = K’ and thus coll occurs, or we have that there exists an index i € ]
such that H(X™*); # K. and thus badChal occurs. This concludes the proof. O

3.3.2 Verifiable Random Functions from Computational
Admissible Hash Functions

Now that we have constructed cAHFs from TCRs hash functions, we demonstrate
how they can be used in a construction as a drop-in replacement for bAHFs. We do
so using Jager’s VRF [Jagl5] as an example. We then show how cAHFs are used in
a proof in Section 3.3.2. Furthermore, we improve Jager’s VRF with a new proof
technique that allows us to halve the size of public verification keys and secret keys.

Construction 1. Let H = {H : {0,1}* — {0,1}"} be a family of hash functions
for some n € N, let GrpGen be a certified bilinear group generator (see Definition 10)
and let VRF anr = (SetupVRF ane, Evalcanr, VIyane) be the following algorithms.

Key generation: SetupVRF (1) runs BG < GrpGen(1%), chooses a random hash
function H <~ H and random generators g, h <~ G*, where G is from BG, and
w; ¢+ Z, for i € [n+ 1]o. It then defines g; := ¢“* and the keys as

vk = (H, BG,g,h, (gz’)ie[n—i—l]o) and sk == (wi)ie[n+1]0'

20ne could tighten the upper bound ¢z to t4 + Q. However, it would at most save a factor of
two in the run time of B and would complicate the analysis. Therefore, we use the slightly
less tight bound.
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3.3 Verifiable Random Functions from Computational Admissible Hash Functions

Evaluation: On input vk, sk and X € {0,1}*, Evalcanr computes

n
wx = wy - <H wfl(X)i> W1 and Y =e(g,h)"x.
i=1
To compute the proof, it sets m := ¢g*° and then computes mq, ..., 7, as
(")
7T7, == ﬂ-i*l
for i € [n]. Finally, it sets m,41 == 7t and outputs (Y, 7 = (m1,...,Tpy1))-

Verification: Given 1*, vk, X € {0,1}* and (Y, 7 = (71, ..., Tns1)), Viycanr tests
if Y and 7 contain only valid group elements using GrpVfy and GrpElemVfy,
and outputs 0 if not. Then it defines 7y = go, and outputs 1 if and only if
for all i € [n] it holds that

wor-{n tmmnem
and both

e(Tni1,9) = e(Tn, Gni1) and Y =e(myi1, h) (3.23)
hold.

COMPARISON TO JAGER’S VRF. Our construction improves Jager’s VRF in two
regards, one already present in the publication at SAC 2019 [JN19a] and one in-
troduced in [JN19b], the full version of [JN19a].

« First, our verification and secret key contain only one element for each i € [n],
compared to two in Jager’s VRF. This improvement is possible by encoding
the keys of the cAHF into the public and secret keys in a more efficient
way. We explain this technique in detail in the proof of Theorem 5. This
improvement is not contained in the publication at SAC 2019 [JN19a).

o The second improvement is that we instantiate the VRF with a cAHF instead
of a bAHF. Therefore, the algorithms Eval.apr and Vfy aur apply a standard
hash function instead of an error correcting code to each input. This changes
the input space of the VRF from {0, 1}* to {0,1}*. In the same way, cAHFs
are applicable to the VRFs of Katsumata [Katl7] and Yamada [Yam17a].
This improvement is discussed in the SAC 2019 publication [JN19a].

Observe, that the first improvement is also applicable when the VRF is instantiated
with a bAHF instead of a cAHF.
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Remark 7. The terms w,, 1 and g, in our construction are equivalent to appending
a bit that is always set to one to each output of the hash function. This ensures
that there is no input to the hash function resulting in an all-zero output, which is
needed in the security proof. Alternatively, we could assume preimage resistance
of the hash function and use that there is no efficient adversary that is able to find
a preimage for the all-zeros output. We could then guess a position that is one for
all inputs provided by the adversary. We chose to introduce w,; and g, instead
for simplicity and clarity.

Correctness and Unique Provability of the VRF from cAHFs.

We begin by proving that VRF anr is indeed correct and provides unique provabil-
ity. The argumentation mostly follows the respective arguments from [Jagl5].

CORRECTNESS. Forany A € Nand any X € {0, 1}*, let (vk, sk)<*-SetupVRF ape (17)
and (Y, 7) < Evalcane(sk, X). We now consider the behavior of the verification
algorithm Vfy (12, vk, X, (Y, 7)). Since Y and 7 are results of Evaliapr, both
GrpVfy and GrpElemVfy output 1 and thus Vfy e does not reject the input. Now
let (Hy,..., H,) = H(X) and 7y = go. Then for all i € [n], we have

0
w,Hi uﬁ R = i1, if HZ —0 q
e(ﬂ’i? g) = e (7-‘-1_11 > _ {6(71'1 11 g) 6(7T 1 g) i an

e(m2y, 9) = e(mioy, g%) = e(micr, gi) i Hy = 1.
Therefore, Equation (3.22) is fulfilled. Furthermore, we have

€<7Tn+1ag) = e(ﬂ—;ﬂn-‘—lag) = e(ﬂ_nagn—i-l)a

which fulfills the first part of Equation (3.23). Moreover, notice that for all i € [n],
we have that

i—1 Hj

J
Wnt1 — ng(Hj:I w; )w”+1 = gvx

i Hj
wo [ [y v and a1 = o

=9
holds. Thus, e(m,41,h) = e(g“%,h) = e(g, h)** holds, fulfilling Equation (3.23)’s
second part. Hence, Vfyaur outputs 1 on input (1* vk, X, (Y,7)). Finally, as
can easily be verified, SetupVRF g, Evalcapr and Vfy aue are all polynomial-time
algorithms.

UNIQUE PROVABILITY. We show that for any (vk,sk) < SetupVRF aue(1%) and
X € {0,1}*, there is a unique Y € {0, 1}* such that there exists a proof = with
VEyaue (1%, vk, X, Y, m) = 1. Let (Hy,..., H,) = H(X), then, since elements from
G and Gr have an unique encoding, m; = Wzgﬁji) " is the unique group element
fulfilling Equation (3.22). By induction, m; is therefore uniquely defined for all
n € [n]. Analogously, 7,1 is uniquely defined by the first part of Equation (3.23).

Finally, since 7,1 is uniquely defined, so is Y by the second part of Equation (3.23).
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Pseudorandomness of VR F anE-

We will prove the pseudorandomness of our construction based on the ¢-decisional
Diffie-Hellman assumption, also used in the proof of pseudorandomness by Jager
for his VRF [Jagl5], with small ¢ = [log(4t4(2t4 — 1)/e4))] = O(log ).

Theorem 5. If VRF anF is instantiated with the family of computational admissi-
ble hash functions from Theorem 4, then for any legitimate attacker A that breaks
the pseudorandomness of VR F anr in time t 4 with advantage € 4 == Advf;%dchHH AN,
there exists an algorithm B that, given (sufficiently close approximations of) t 4 and
e, breaks the g-DDH assumption with q = [log(4t4(2t4 — 1)/c4)] in time tg =~ t4
and with advantage ,

q-DDH €A

Advg= (V) 2 3262 — 164

In particular, if VRF canr s instantiated with a certified bilinear group generator for
which the g-DDH assumption is hard, then VRF anr 1S a secure verifiable random
function.

Remarkably, the proof of Theorem 5 is significantly simpler than the correspond-
ing AHF-based proof from [Jagl5].

Proof. We prove the theorem with a sequence of games as discussed in Section 2.5.
In the sequel, we denote the event that Game ¢ outputs 1 by G; and denote the
adversary’s advantage in Game ¢ by E; == |Pr[G;] — 1/2|.

Game 0. This is the original VRF security game, as described in Definition 6. By
definition, it holds that
EO = Advzs,;?RchHF ()\)

Game 1. Recall that Theorem 5 assumes knowledge of (sufficiently close approxi-
mations of) the running time ¢ 4 and the advantage € 4. In this game, the challenger
additionally runs K < cAdmSmp(t4,c4) in the end of the security experiment but
before returning the result of the game. It uses its knowledge of (the sufficiently
close approximations of) t4 € N and 4 € [0,1]. Note that K and H now define
the function Fg (X)) from Equation (3.20) and events coll, badChal and badEval as

badChal <= Fy g(X*) =0
coll <= Ji,j with X@ £ XU gt
Vi n]: HXD), = HXY),vK,= L
badEval <= Ji € [Q] s.t. Fu(XD) =1

like in Definition 19. Note that we denote with X" ... X(@ ¢ {0,1}* the eval-
uation queries made by A and by X* the challenge chosen by A. The changes we
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made in this game are purely conceptual and perfectly hidden from A. It thus
holds that

Game 2. In this game, the challenger checks whether the event coll occurred after
generating K in the end and outputs a random bit if it occurred. We have that

Pr[coll] > |Pr [Gy] — Pr Gy (3.24)
~lpric ]—Pr[GQ]+;—;
i -2) - i)
_ <Pr Gy] — ;) _ (Pr Gy — ;)‘ +[Pr(Gy] — ;‘ —|Pr[Gy] - ;‘
> <Pr (e ;) - (Pr Gy] — 1) 4 <Pr Gy — >’ —Pric,) - ;‘
(3.25)

1
PI‘[GQ]—2’:E1—E2,

1
_ Pr[Gl]—2’—

where Equation (3.24) follows from Lemma 1 (Shoup’s Difference Lemma) and
Equation (3.25) follows from the triangle inequality. Rearranging the terms above,
we thus obtain that

Ey > E; — Prcoll] = €4 — Prcoll].

Game 3. This game proceeds identically to the previous game, except that the
challenger checks whether the event badChal occurred in the end and outputs a
random bit if it occurred. We have that

Pr[Gy] = Pr [Gs A badChal] + Pr[Gs A —~badChall
— Pr[Gy | badChal] (1 — Pr [~badChal])
+ Pr[Gs | =badChal] Pr [-badChal]

= 1/2 + Pr[~badChal] (Pr [G; | —badChal] — 1/2) (3.26)
= 1/2 + Pr [~badChal] (Pr[G, | ~badChal] — 1/2) (3.27)
= 1/2 + Pr [~badChal] (Pr[Gs] — 1/2) (3.28)

where the Equation (3.26) follows from Pr [Gs | badChal] = 1/2, since a random bit
is returned if badChal occurs, Equation (3.27) uses that by definition of the games
it holds that Pr[Gs | =badChal] = Pr[G, | —=badChal], and the Equation (3.28) uses
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3.3 Verifiable Random Functions from Computational Admissible Hash Functions

Pr[Gs | mbadChal] = Pr[Gy], since Game 2 is independent of badChal. This is
because K is only sampled after A made all its queries and stated its challenge and

K is therefore perfectly hidden from A. We thus conclude that
1 1
Es = G3—2‘= Pr[GQ]—Q‘

— Pr[~badChal] - E,.

1
Pr [~badChal - (Pr (Gy] — 2)‘ — Pr[—badChall

Game 4. In this game the challenger also checks for the event badEval in the end
and aborts if it occurs and outputs a random bit. Since we have that badEval —
coll vV badChal holds by the properties of cAHFs (see Definition 19), this is a purely
conceptual change and it holds that

Game 5. We replace the events badChal, coll and badEval with an equivalent event
bad, in order to simplify the construction of adversary B. We let bad denote the
event that coll V badChal V badEval. Since this is a purely conceptual change, it
holds that

Game 6. In this game, we change the challenger to generate K in the very begin-
ning instead of in the end. Furthermore, the challenger already sets the event bad
as soon as the adversary makes an evaluation query or states challenge that causes
the event. However, the challenger still only aborts and outputs a random bit if
bad occurred in the very end. Therefore, these are purely conceptual changes and
it holds that

Game 7. In this game, the challenger aborts and outputs a random bit as soon as
it occurs. Because Game 6 and Game 7 are identical until bad, it holds that
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Game 8. In this game, the challenger always returns Y; < Gr, regardless of the
value of b in GP4. We claim that there is an algorithm B such that

|E; — Es| = AdvPP () (3.29)

for q :== [log(4t4(2t4 — 1)/e4)]. We proceed by describing 5.

INITIALIZATION. The input of B is the ¢-DDH-challenge (BG, g, h, 3%, ..., 3>,
h,T). B first checks whether g“ L lg. Since g is a generator of G, this holds

if and only if @ = 0. In this case, B also checks whether T’ = 1g, and outputs 0 if
the statement is true and 1 otherwise. This is the correct solution to the g-DDH-
challenge if @ = 0, because if o = 0, then e(g, h)*""" = e(g, h)° = 1g,. Therefore,
we assume « # 0 for the remainder of the proof. Moreover, B draws a random bit

b {01},

GENERATING THE VERIFICATION KEY. After receiving the values from the ¢-DDH-
challenge, B first samples H <* H and K <* cAdmSmp(1*,¢4,£4). It then computes
the values g; exactly as in the original SetupVRF ,e-algorithm for most i € [n] by
choosing w; < Zg| and setting g; == g"*, but with the exception that

e i K =0
i = guite it K, =1

for all 7 € [n] with K; # L. Recall that due to our choices in Theorem 5, we
have that o(K) < q. Therefore, B can compute guota”™ "™ gince ¢ — o(K)—1
is at least —1 and at most ¢ — 1, and ¢g"/* = §,...,¢*" = §* are part of the
¢-DDH-challenge. B can compute g*:t1/® for the same reason. Moreover, note that
all values g; are distributed exactly as in the original security experiment. This
way of generating vk is the main difference from this construction compared to the
construction published at SAC 2019 [JN19a| and Jager’s VRF [Jagl5]. In both
earlier constructions, there were w; o and w;; for each ¢ € [n] instead of only w;
in this construction. The former constructions then added a to w; g, if K; # L.
Adding either « or 1/« depending on K; allows us to include only a single element
for each i € [n] instead of two.

HELPING DEFINITIONS. To describe how B responds to evaluation queries and
A’s challenge, we define four sets I, x, IS’X, ]&X and Ivl,X, which depend on a VRF
input X € {0,1}* and an integer v € [n]. I, x C [v] C [n] is the set of all indices
such that H(X), = 1. The other sets partition [, x in the respective subsets of
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indices where K; is 0,1 or L. Formally, the sets are defined as follows.

ILx={ie]:HX) = 1},

I)x ={ie]: HX); =1AK; =0},

I' v ={iep:HX); = 1/\K _1} and
[v] : H(X)

Iix={ie :HX);=1AK =1}

We observe that I, x = ]37 xUI) x UI&X. Based on these sets, we define polynomials
P,x(Z) € Z,[Z] forall X € {0,1}* and v € [n+1]o. Welet Py x(Z) = wy+2977K)~1
and define

Po_1x(Z) - (wi+1/Z) ifvely,
PvX(Z>: P, 1)((2) (wz—i-Z) ifUEL}’X,
’ Po_1.x(Z) - w; ifve ]&X and

Po_1,x(Z) otherwise.

for all X € {0,1}* and v € [n]. Finally, we define P,11 x(Z) == P, x(Z) - (wp41 +
Z) for all X € {0,1}*. We observe some important properties of these helping
definitions in the following lemma.

Lemma 5. Let IS’X and IiX be as above, then

x| <q-0o(K) and

I x| < o(K)
holds for all v € [n]. Furthermore, for P, x as above, it holds that

1
U,X

for all v € [n|, where deg denotes the degree of a polynomial. In particular, we have

deg(Py,x(2)) =q—o(K) —1-

—1 <deg(P, x(Z)) <¢qg—-1

for all v € [n]. Note that we simplify notation by writing deg(f(Z)) = —k for a
rational function f such that 1/f(Z) is a polynomial of degree k € N.

Proof of Lemma 5. Observe that by the Definition of cAdmSmp in Theorem 4 and
the choice of ¢ in Theorem 5 we have o(K) < ¢q. Furthermore, I! _x contains up
to one element for each ¢ € [n] such that K; = 1, which are at most o(K) many.
Analogously, I}) y can contain at most ¢ — ¢(K) elements since K has only ¢ — o(K)
positions where it is 0. We proceed by proving that

deg(Py x(Z)) =q—o(K) —1—

I x| (3.30)
holds for all v € [n]. Observe that in the definition of P, x each i € I} x adds a

factor (w; +1/Z) to P,_1 x(Z) and by that decreases the degree of the polynomial
by one. Analogously, each element in 1'1}7 y increases the degree of the polynomial
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by one. Finally, Py x(Z) is defined as (wg + Z977®)~1) yielding, together with the
upper bounds on |I, x| and |1, x|' above, Equation (3.30).
We finish the proof of Lemma 5, by showing that

—1 < deg(P, x(Z)) <qg—1

holds for all v € [n]. By Equation (3.30) and |/, x| < o(K), the following holds.
deg(Py x(Z)) =q—o(K)—1—

) 1]
<q-a(K) \
Sq—U(K)—1+0’( )=q-—1

We conclude the lower bound analogously by applying Equation (3.30) and |, x| <
q — o(K).

deg(Pyx(Z)) =q—o(K)—1— Iq?,

> q—o(K)—1 -]

>qg—0K)—1—-q¢—0(K)=-1

]

Now, having Lemma 5 at hand, we proceed with the proof of Theorem 5 and,
similar to [Jagl5], make the following observations.

1. For all X with Fx z(X) =0 and v € [n + 1]y, we have —1 < deg(P, x(Z)) <
q — 1. Note that in contrast to Lemma 5, the bound also holds for v = n + 1.
For this, observe that for all X with Fx z(X) = 0, there is an ¢ € [n] such that
Ki; # L and K; # H(X);. Therefore, at least one of the following conditions
hold.

]27X’ > (0 for all v > 1

]57X’ < q—o(K) for all v € [n]

By Lemma 5, we thus have deg(P,, x(Z)) < ¢ — 2, which implies that the
degree of P, X(Z) is at most ¢ — 1. Hence, B can efficiently compute
gPex(@ = goPux(@) for all v € [n + 1]p. To this end, B would first com-
putes the coefficients 7o, ...,7, of the polynomial Z - P, x(Z) = Y1, vZ"
with degree at most ¢, and then compute

q

g Pyx(a) . gzl o i H(gai)%

=0
using the terms (g, g%, ...,3*") from the ¢-DDH challenge.
2. If Fk p(X) = 1, then H(X); = K, for all i € [n] with K; # L and it thus
holds that \IOX' = 0and |1} | = o(K). By Lemma 5, Z- Py, x(Z) therefore

has degree ¢+ 1. We do not know how B can efficiently compute gPr+1.x(®) =

G@Prr1.x(@) in this case.
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RESPONDING TO EVALUATION QUERIES. For an evaluation query X € {0,1}*, B
first computes Fg g (X). Just as the challenger in Game 8 and Game 7, B aborts and
outputs a random bit if Fx 5 (X) = 1. Moreover, B checks for each query whether
the event coll occurred and if so outputs a random bit just as the challenger in
Game 8 and Game 7. If Fg 5(X) = 0, then B sets

;= gPi,X(a)

for all i € [n+ 1]y and
Y =e(mpt1, h),

which it can compute as we outlined above. Observe that B’s response to A’s
evaluation query is distributed exactly as in Game 8 and Game 7.

RESPONDING TO A’S CHALLENGE. Just as the challenge in Game 8 and Game 7,
checks whether the event bad occurred and aborts and outputs a random bit if it
is the case. We observe that if bad did not occur, then we have that Fx g (X*) =1
holds. Now, B sets

Y*EGrifb=1

and it computes
q . q i
Y* = Tt . H e((ga’)"/i’ h) — T+l . e(gzi:o i ,h) ifb=0
=0

where 7o, . .., Y441 are the coefficients of the degree-(¢+1)-polynomial Z-P,, 1 x+(Z) =
Zgj& v;xt. Note that if T is uniformly random in G, then Y* is always uniformly

random, regardless of the value of b, and is thus distributed exactly as in Game 8.

However, if T = e(g,h)*"", then Y* is uniformly random if b = 1 and is e(g, h)*x"

if b = 0. In particular, if T = e(g,h)®"", then Y* is distributed exactly as in

Game 7.

SOLVING THE ¢-DDH CHALLENGE. Finally, when A states its guess v/ € {0, 1},
then B outputs 1 if b = b’ and 0 otherwise.

B’S RUNNING TIME. The running time tz of B consists of the running time ¢ 4 of
A plus the time required to answer A’s queries. The latter step essentially consists
of the operations defined in the construction of the VRF in Section 3.3.2 plus minor
operations like sampling K, evaluating Fg g, checking for collisions, calculate the
7; to compute gP“’X(oz) and some group operations to compute the g;. Since we
include the runtime of the experiment in the adversary’s runtime, we have that
have tg ~ t 4.
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B’s ADVANTAGE. As we noted throughout the description of B, all responses B
gives to A are distributed exactly as in Game 8 if T <+ G and are distributed
exactly as in Game 7 if T = e(§, h)**"". We thus conclude that

AdvEPPH(N\) = |E; — Ey

holds as we claimed in Equation (3.29). Summing up probabilities from Game 0 to
Game 8, we thus obtain

Pr[Es] > 1/2 + Pr[—=badChal] (Pr [Eg] — 1/2 — Pr[coll])
= 1/2 4 Pr[—-badChal] (¢ 4 — Pr[coll])
>1/2471(N) (3.31)

for some non-negligible function 7(\), where the last inequality is due to the defi-
nition of cAHFs (see Equation (3.21)). In particular, when instantiated concretely
with the computational AHF from Theorem 4, then we have that

AdvEPPR(N) > €2 /(3214 — 16t 4)

holds as claimed. O

3.4 More Efficient Verifiable Random Functions from
Blockwise Partitioning

We saw in the previous section how we can construct VRFs from cAHFs instead
of bAHFs, to replace a component with information-theoretic security with a more
efficient component with computational security. In our definition of cAHFs in
Definition 19, we took care to define cAHFs such that they can be used as a drop-
in replacement for bAHF's. In this section, we abandon this design goal and instead
aim to construct VRFs that are as efficient as possible. Throughout this section,
we will first describe blockwise partitioning as a semi-generic technique to achieve
adaptive security in Section 3.4.1 and then show how it can be used to construct
more efficient VRF's in Section 3.4.2. Note that we will show in Chapter 5 how
blockwise partitioning can also be used to construct IB-KEMs (see Definition 7)
from lattices.

3.4.1 Blockwise Partitioning via Near-Collision Resistance

We approach this goal by improving our technique from the previous section by
combining it with confined guessing [BHJ*13, BHJT15], a semi-generic technique
to construct efficient and adaptively-secure digital signature schemes. Apart from
its introduction in [BHJ*13, BHJ"15], confined guessing has been used for instance
in [DM14, Alp15] and with a slight variation in [JK18]. Unfortunately, confined
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guessing achieves only non-adaptive security, which is sufficient for signatures (as
adaptive security can then be easily achieved generically by using chameleon hash
functions [KR00]). However, it is therefore neither applicable to IB-KEMs, nor to
VREFs3.

We propose blockwise partitioning as a new semi-generic technique, and show
how it can be used to construct efficient VRF's with adaptive security. It is based
on the near-collision resistance of a cryptographic hash function and is similar in
spirit to the closely related notion of truncation collision resistance [JK18|, which
we used in the previous section.

HIGH-LEVEL PERSPECTIVE. In order to sketch the main idea, consider VRF's as
an example. The general approach of confined guessing is analogous to our construc-
tion of cAHF's from TCR. That is, we let the reduction guess n = [log(4t(2t — 1) /¢)]
many bits of H(X*), where H is a cryptographic hash function and X* is the chal-
lenge input chosen by the adversary. Using standard techniques from selectively-
secure constructions, we prove security with a reduction which is successful if the
n bits of H(X™) are guessed correctly, while the hash of every input for which the
adversary requests the evaluation of the VRF X® differs in at least one of the 7
bits.

In contrast to the constructions in the previous section, constructions employing
the confined guessing approach, such as used in [JK18], only use powers of two?
as . That is, they would use the smallest power of two that is larger or equal
to [log(4t(2t — 1)/e)] as n instead of [log(4t(2t — 1)/e)| directly. Ultimately, this
leaves only O(log(\)) many possibilities for 7 and consequently enables construc-
tions with smaller keys and signatures. However, this also leads to n being almost
twice of what would be ideal and incurs an additional quadratic security loss and
also requires a stronger g-type assumption with quadratically larger q.

We address this issue by viewing n = [log(4¢(2t — 1)/e)] as a sum of powers of two
and the output of the hash function as the concatenation of blocks of exponentially
growing length, 7.e. the first bit is the first block, bits two and three are the second
block, bits four to seven are the third block, and so on. Our reduction then uses
the ideal choice for 1 and guesses the bits in the blocks whose lengths sum up to
exactly 1. Compared to confined guessing, this more fine-grained guessing yields
constructions with tighter security from weaker assumptions. It also reduces the
required output length of the hash function from 4(A+1) bits in [JK18] to only 2A+3
bits. Note that this is essentially optimal for a collision resistant hash function.
In particular, for many practical constructions one would use a collision resistant
hash function, anyway, to map long inputs to short strings. We compare our

3The variation of confined guessing in [JK18] enables the construction of IB-KEMs. We follow
a similar approach.

4Confined guessing was originally introduced for powers of arbitrary positive numbers and not
only two [BHJT13, BHJT15]. However, we only describe the approach with basis two for
clarity.
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3 Efficient Verifiable Random Functions

techniques to the ones of [JK18| in more detail after formally introducing blockwise
partitioning.

We proceed describing the framework and assumptions for blockwise partitioning,
give some more technical intuition, and state and prove a technical lemma that
will be useful that will be useful in constructing security proofs using blockwise
partitioning, in a way that is as modular as possible.

Blockwise partitioning.

Let H : {0,1}* — {0,1}" be a hash function. We will assume in the sequel
that n = Zf:o 2% for simplicity and ease of exposition. One can generalize this to
arbitrary n, but this would make the notation rather cumbersome without providing
additional insight or clarity. We can then view the output space {0, 1}" of the hash
function as a direct product of sets of exponentially-increasing size

{0,1}" = {0,1}* x -+~ x {0,1}*"
For a hash function H we define functions Hy, ..., H, such that
H; :{0,1}* — {0, 1}2i and H(zx) = Ho(x) || --- || He(x).

One can consider each H;(z) as one “block” of H(z). Note that blocks have expo-
nentially increasing size and there are [logn| + 1 blocks in total. In order to avoid
confusion, we point out that this notation is close to the notation we used in the
previous section, where we used H(X); to denote the ith bit of H(.X). Furthermore,
observe that truncation-collision resistance of hash functions is no longer sufficient
because it only considers prefixes of H whereas the blocks H; of H are, except
for Hy, not prefixes of H. We will thus introduce weak near-collision resistance of
hash functions as a slightly stronger but still quite plausible assumption for hash
functions.

USING BLOCKWISE PARTITIONING. Let ¢t = ¢()) be a polynomial and let € = £(\)
be a non-negligible function such that ¢ > 0 and ¢/ < 2* for all X\. Like in the
previous section, think of ¢ and e as (approximations of) the running time and
advantage of an adversary in a security experiment. We again define an integer n
depending on (t,¢) as

n = rwt_l)-‘ (3.32)
€

Recall that if n > 2\ + 3, then we have 0 < 1 < n as we have shown in Lemma 4.

Furthermore, observe that 1 uniquely determines an index set Z = {iy,...,i,} C

{0,...,4}, for £ = |logn], such that n = ¥ ,c72". As for cAHFSs, the key point

in defining 7 as in Equation (3.32) is that it provides the following two properties

simultaneously:
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3.4 More Efficient Verifiable Random Functions from Blockwise Partitioning

The algorithm BPSmp(1%,¢,¢)
n = [4t(2t — 1) /]

0= |log(2\ + 3) |

Let ZC [fos. t. n= "2

forieZ
K; < {0,1}%
forie [(]p\Z
Ki =1
K := (Ko,...,Kp)
return K

Figure 3.1: The specification of the algorithm BPSmp with inputs 1*, t € N and ¢
for /e < 2*.

Guessing a from polynomially-bounded range. In order to enable a reduction
from adaptive to selective security, we will later have to “predict” a certain
hash value H(X*). Think of X* as the challenge input in the GP*-experiment
(see Definition 6) for the security of VRFs. Blockwise partitioning enables
this, as we now show. Consider the probabilistic algorithm BPSmp, which is
depicted in Figure 3.1. It takes as input A, ¢, and ¢, computes 7 as in Equa-
tion (3.32) and by that defines Z as above, chooses K; ¢ {0,1}?" uniformly at
random for ¢ € Z and defines K; = L for all ¢ ¢ Z. Then it outputs

(Ko, ..., K¢) & BPSmp(1, ¢, ¢).

The joint range of all hash functions H; with i € Z is {0,1}*" x- - - x {0, 1}2%',
which has size ,
A QZieZ 2
Hence, we have that
Pr[H;(X*) =K, for alli € Z] = 27",
Note that 277 is non-negligible, due to the definition of 1 in Equation (3.32).

Upper bound on the collision probability. In Lemma 6 below we will show that
near-collision resistance of H guarantees that the probability that an adver-
sary running in time ¢ outputs any two values z # 2’ such that

Hi(z) = H;(z") foralli e Z (3.33)

is at most €/2. Think of x and 2’ as values chosen adaptively by an adver-
sary in a security experiment. In the context of VRF's these would be chosen
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3 Efficient Verifiable Random Functions

inputs, in context of digital signatures these would be chosen messages, for in-
stance. Note that we do not argue that there is a negligible collision probabil-
ity. This is not possible, because we consider a polynomially-bounded space,
where an adversary will always be able to find collisions with non-negligible
probability. However, we can guarantee that there will be no collision with
probability at least £/2. This means that an adversary that runs in some
time ¢ and has some advantage ¢ will sufficiently often be successful without
finding a collision.

Hence, similar to confined guessing [BHJ*13, BHJ"15] and computational admis-
sible hash functions, blockwise partitioning enables us to guess challenge identities
from a sufficiently small space such that the guess is correct with a non-negligible
probability. At the same time, it ensures that the space is large enough such that
the adversary produces two colliding inputs with probability at most /2. Hence,
the any adversary breaking a considered cryptosystem with some advantage ¢ must
“sufficiently often” be successful without finding a collision. Observe that 277 can
be super-polynomial if 1 /¢ is super-polynomial, which is not precluded by requiring
€ to be non-negligible.

BLOCKWISE PARTITIONING VIA NEAR-COLLISION RESISTANCE. We will now give
a formal definition of weak near-collision resistance and then provide a technical
lemma, which will be useful for security proofs based on blockwise partitioning of
hash function outputs. Note that weak near-collision resistance is only required for
the security of our constructions and we hence only require this property in the
respective theorems and not in the constructions themselves. Furthermore, as for
cAHFs, we consider a single family of hash functions and thus do not use a security
parameter in the definition of weak near-collision resistant hash functions to better
capture an instanitation with already standardized hash functions.

Definition 21 (Weak near-collision resistance). Let H = {H : {0,1}* — {0,1}"}
be a family of hash functions. For n € {1,...,n}, we say that an adversary A =
(A, Ay) breaks the weak n-near-collision resistance of H, if it runs in time ¢4 and
it holds that

Pr [n—WNCRﬁ = 1} > ta(tg —1)/27,

where 7-wNCR is the experiment defined in Figure 3.2 and the probability is over
the randomness of A and choosing H. We say that H is weak near-collision resistant
(wNCR), if there exists no adversary A breaking the weak n-near-collision resistance
of H for any n € {1,...,n}.

The following lemma will be useful to apply blockwise partitioning in security
proofs.

Lemma 6. Let H : {0,1}* — {0,1}" be a hash function, t be a polynomial, and
let € be a non-negligible function such that e > 0 and t/e < 2* for all . Let n =
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3.4 More Efficient Verifiable Random Functions from Blockwise Partitioning

n-wNCR
Gan

(J,st) < Ai(n)

H&EH

(XM, X@FD) & Ay (H, st)

if | 7] =7nand 3z #ye{XWV, .. . XO@) with H(z); = H(y); for all i € J :
return 1

else

return 0

Figure 3.2: The security experiment for weak near-collision resistance, executed

with a family of hash functions H and adversary A = (A;, As), where A; outputs

an index set J C [n] and H C {h : {0,1}* — {0,1}"}. We restrict A; to only
output index sets J with |J| = n. Note that H(x); denotes the i-th bit of H(x).

[log(4t - (2t — 1)/e)] as in Equation (3.32) and define set T such that n =% ;c72".
Let A be an algorithm that outputs (XU, ... X @ X*) and runs in time t and let

(Ko, ..., K¢) & BPSmp(1*, ¢, ¢),

where BPSmp is the algorithm depicted in Figure 3.1.

1. Let coll be the event that there exists x,z' € {XW ..., X@ X*Y such that

H;(z) = H;(z') for alli e T. (3.34)

Let badChal be the event that there exists i € T such that Pr [H;(X*) # K,].

If

H is drawn uniformly at random from a family of weak near-collision resistant

hash functions in the sense of Definition 21, then we have
2

—-P ll]) - Pr [-badChal] > ———.

(e — Prcoll]) - Pr[—ba a]_32t2—16t

Moreover, coll and badChal are independent of each other.

2. Let badEval be the event that there exists v € {XW ... X @} with x # X*

such that H;(x) = K; for alli € Z. Then we have

badEval = coll VV badChal.

Proof. The proof uses the same inequalities from Lemma 4 that we already used in

the context of cAHF's in Section 3.3.

1 €

2(2t — 1) 1
21 = 162 — 8t

om

ne{l,...,2\+ 3}, < and

DO ™

(3.35)
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3 Efficient Verifiable Random Functions

We start to prove Property 1 by showing Prcoll] < £/2. Assume an algorithm A
running in time ¢4 that outputs (XM, ..., X(@ X*) such that there exist z, 2’ €
(XMW . X@ X*} and that Equation (3.34) holds with probability at least /2.
By the definition of Z and the functions H;, this yields that H(z) and H(x') agree on
at least ) positions. We construct an algorithm B = (Bj, Bs) that uses A to break
the weak n-near-collision resistance of H. Note that the choice of Z is independent
of H € H. B; therefore just encodes K = (Ko,...,K;) to J C {1,...,n} with
|T| =n. By simply relays A’s output (X, ... X@ X*). The runtime ¢z of B is
at most 2t 4, since B does nothing more than executing A and relaying its outputs.
Therefore, we get

24(2ta—1) _ ts(ts — 1)

Pricoll] > e€4/2 > o IS

where the second inequality follows from Equation (3.35). This contradicts the
weak near-collision resistance of H. Next, we determine Pr [—badChal]. We have
that the events coll and badChal are independent of each other because (Ko, ..., Ky)
is chosen independently from (XM, ..., X(@ X*). Moreover, each K; with i € 7 is

chosen uniformly at random from {0, 1}221 and thus we have
1 p—
227;61 2

where the last equation follows by definition of 1. To prove Property 1, we then
calculate

Pr[-badChal] = Pr [H;(X") =K, for all i € 7] = 27"

Y

2

— 5_,4 (C:A E.A
_p ||217>( _) - ,
(Ea = Prlcoll)2 = {24 = 57 ) f5 —57, = 528, - 1614

where the first inequality follows from Equation (3.35). Finally, to show Property
2, we explain that if badEval occurs, then either badChal or coll must occur. This
is because if there exists z € {XW ... X@} with z # X* and H,(z) = K; for
all i € Z, then we have either that also H;(X*) = K; for all i € Z and then coll
occurs or we have that there exists an index ¢ € Z such that H;(X*) # K; and then
badChal occurs. This concludes the proof. n

PLAUSIBILITY OF WEAK NEAR-COLLISION RESISTANCE FOR STANDARD HASH
FUNCTIONS. Near-collision resistance has been studied in several previous works,
such as [BC04, BCJ*05, PS14]. Furthermore, the Handbook of Applied Cryptog-
raphy [MvOV96, Remark 9.22] lists near-collision resistance as a desired property
of hash functions and a potential certificational property. Moreover, the sponge
construction for hash functions, which SHA-3 is based on, has been shown to
be indifferentiable from a random oracle [BDPV08] in a slightly idealized model,
which immediately implies near-collision resistance of the sponge construction in
this model. Since weak near-collision resistance is an even weaker property, we view
it as a natural property of cryptographic hash functions.
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3.4 More Efficient Verifiable Random Functions from Blockwise Partitioning

NEAR-COLLISION RESISTANCE AND THE NON-PROGRAMMABLE RANDOM ORACLE
MODEL. Near-collision resistance holds unconditionally in the non-programmable
random oracle model [FLR"10]. Hence, our results can also be viewed as a generic
technique to obtain adaptively-secure cryptosystems in the non-programmable ran-
dom oracle model without any additional assumptions. In this sense, our paper is
in line with recent works that aim to avoid programmability, such as [FHJ20].

COMPARISON TO ELFs. FExtremely lossy functions (ELFs), which were intro-
duced by Zhandry in [Zhal6, Zhal9a, Zhal9b], are hash functions that allow the
reductions to choose the hash function’s image size depending on the adversary,
such that a function with a small image size is indistinguishable from an injec-
tive hash function. Blockwise partitioning uses the weak near-collision resistance
of standard hash functions in a similar manner, by selecting the blocks depend-
ing on the adversary’s runtime and advantage. Hence, ELFs have the potential
to enable constructions similar to the ones we present. However, the known con-
struction [Zhal9a| based on exponential hardness of the decisional Diffie-Helman
problem relies on public key techniques and thus is less efficient then a standard
hash functions. Blockwise partitioning can also be seen as an approach towards
resolving the open problem of constructing ELFs from symmetric-key primitives.
While we syntactically do not construct an ELF, the way blockwise partitioning is
used in a proof is very similar.

COMPARISON TO CONFINED GUESSING. Note that the index set Z defined above
may contain multiple indices. This is a major difference of our approach to confined
guessing and the application of truncation collision resistance in [JK18], where
always only single blocks are guessed.

The advantage of being able to guess multiple blocks is that we are now able to
define n as fine grained as we previously did for cAHF's in Section 3.3. In contrast,
[BHJ*13, BHJ*15] and [JK18] were only able to pick values 1 of exponentially
increasing size, such that = 22 for some j, which is the reason why our reductions
can improve tightness and the strength of the required assumptions quadratically.
At the same, blockwise partitioning allows us to only consider a logarithmic number
of blocks and thus enables us to construct schemes with efficiency similar to what
a confined guessing approach achieves.

However, the downside of blockwise partitioning is that it does not enable black-
box transformations from selective security to adaptive security as confined guessing
does. Essentially, the confined guessing technique enables this by running O(log \)
many instances of a scheme in parallel, one for each block. Since it only guesses
one block, it allows to reduce the adaptive security of the scheme to the selective
security of an instance for that one block. Since blockwise partitioning guesses
the challenge value of several blocks instead of one, this black-box approach of
[BHJ*13, BHJ*15] and [JK18] is not applicable to blockwise partitioning.
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3 Efficient Verifiable Random Functions

3.4.2 Verifiable Random Functions from Blockwise Partitioning

The construction of our VRF is an adaption of Yamada’s VRF [Yam17a] to block-
wise partitioning. For simplicity, we let £ := |log(2\ + 3)]. Moreover, note that for
all X € {0,1}* and all ¢ € [(]o we view H;(X) as a number in Z, by interpreting
it as the canonical binary representation of a natural number. This requires that
p > 2 — 1. However, since

22 _ 2Uog(2/\+3)J S 2\ +3

holds, this does not require us to use any significantly larger p than we would do
anyway for security. We thus proceed to formally describe the VRF.

Construction 2. Let H = {H : {0,1}* — {0,1}"} be a family of hash functions
for some n € N, let GrpGen be a certified bilinear group generator and let VR Fgj =
(SetupVRFg,,, Evalgk, Vfyg, ) be the following algorithms.

Key generation: SetupVRFg, (1*) chooses a group description BG < GrpGen(1?),
a random hash function H < #H, random generators g, h <~ G* and samples
w; <& Z, for all i € [(]p. It then sets W; := ¢g*i for all i € [{] and returns

vk = (Bgagu h7 (Wi)i€[€]07 H) and sk := ((wi)ie[@o)'

Evaluation: Evalg(sk, X') computes

®i = ﬁ(wzz —|— Hz/(X)),

=0
for all i € [¢]y. If there is an index i € [¢]y such that ©;(X) = 0 mod p, it sets
Y :=1g, and m; = 1g for all i € [{]g. Otherwise, it sets
Yy — 6(97 h)l/@g and ;= gl/@i
for all i € [{]o and outputs (Y, (m;)iciq,)-

Verification: Vfyg, (vk, X, Y, 7) checks if the following conditions are met and out-
puts 0 if not, otherwise it outputs 1.

1. X € {0,1}"

2. vk is of the form (BG, g, h, (W;)icig,, H).

3. BG is a certified encoding of a bilinear group: GrpVfy(1*, BG) = 1.

4. All group elements are correctly encoded, that is: the generators g and h
are correctly encoded, as verified by running GrpElemVfy(1*, BG, g) = 1
and GrpElemVfy(1*, BG, h) = 1, and all group elements W; and r; are cor-

rectly encoded, which is verified by running GrpElemVfy(1*, BG, W;) = 1
and GrpElemVfy(1*, BG, ;) = 1 for all i € [{],.
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5. If there is an i € [¢] such that W; - giX) = 15, then it holds that
Y = 1g, and m; = 1g for all i € [{]o.

6. If W; - g™i¥) £ 15 for all i € [{]o, then it holds that e(mg, W; - gHoX)) =
lg, and that e(m;, W; - gi()) = e(g, m;_,) for all i € [¢].

7. It holds that e(my, h) =Y.

Correctness and Unique Provability of VR Fyg..

The correctness and uniqueness of VR Fg follow with similar arguments to those
by Yamada in the full version [Yam17b].

CORRECTNESS. We prove the correctness of VR Fgy by considering an arbi-
trary input X € {0,1}* and assume that (vk,sk) <> SetupVRFg,, (1) and (Y, ) <=
Evalgk(sk, X') are honestly generated. We have that vk = (BG, g, h, (W;)iciq,, H)
and ™ = (7;)icg,- As can easily be verified, (vk,X,Y,7) passes the first four
properties that are checked in Vfyg, (vk, X,Y, 7). For the remaining conditions,
distinguish the two cases that there exists or does not exist an index ¢ € [¢]y such
that ©;(X) = 0 mod p. If there exists such an index ¢ € [{]y, then Evalg sets
Y :=1g, and m; := 1g for all ¢ € [¢]g. Thus, conditions 5, 6 and 7 also do not lead
to Vfyg, rejecting its input and it is just accepted.

We proceed by considering the case that there does not exist an index i € [¢]g
such that ©;(X) = 0 mod p. In this case we have that

e (7Tz‘7 Wi - gHi(X)) =e (gl/@i,gwl‘ .gHi(X))
—e (gl/@i7gwi+Hi(X))

=elg,9) ©
(9.9)"/° = e (g,9"%) = e(g,mi 1)

holds. Thus, neither the fifth nor the sixth condition lead to Vfyg, rejecting the
input. Finally, we have that

e(me, h) = e(g"/®, h) = e(g,h)/®* =Y

holds and thus also the seventh condition does not lead to Vfyg, rejecting the input.
Hence, Vfyg, always accepts if all its inputs are honestly generated.

UNIQUE PROVABILITY. In order to show that VRFpg has unique provability,
we have to show that for every vk € {0,1}* and X € {0,1}* there do not ex-
ist bit strings Y, 7, Y’ . n' € {0,1}* with Y # Y’ such that Vfyg,(vk, X,Y,7) =
Vfygi(vk, X, Y’ 7") = 1 holds. We prove this by considering arbitrary bit strings
vk, X € {0,1} and Y, 7, Y/, 7" € {0, 1}* with Y # Y such that Vfyg, (vk, X, Y, 7) =
Vfygi (vk, X, Y’ 7") = 1 holds. We will show that this can only hold if Y = Y” holds.
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Recall that Vfyg, first verifies that X € {0,1}*, the bilinear group is indeed certi-
fied and that all supposed group elements are correctly and uniquely encoded. We
therefore assume for the remainder of the proof that these conditions hold because
otherwise Vfyg, (vk, X, Y, m) = Vfyg, (vk, X, Y’ 7") = 1 could not hold.

We first consider the case that there is ¢ € [¢]y such that W - ¢"i(X) = 15 holds.
Then, in order for Vfyg,, (vk, X, Y, m) = Vfyg, (vk, X, Y’ , 7") = 1 to hold, both (Y, )
and (Y, 7") have to pass Step 5 of the verification algorithm. However, they can
only pass Step 5 in this case if Y =Y’ = 1¢,. holds, which proves our claim in this
case.

Now, we consider the case that there is no index i € [¢]o such that W; g =14
holds. Then, in order to pass Step 6 of the verification algorithm, it has to hold
that e(mg, Wy - g1y = 1g, = e(n}, Wy - g"X)). The group structure together
with the unique representation guaranteed by the certified bilinear group generator
thus implies that myp = m has to hold. Furthermore, the sixth condition in the
verification algorithm requires that

e(m, W - g X))y =e(g,m_1)  and  e(nl, W;- g™ =e(g,7}_))

has to hold for all ¢ € [¢]. By induction, the group structure together with the
unique representation guaranteed by the certified bilinear group generator thus
implies that 7; = 7} has to hold for all 7 € [¢] if

Vfyg (vk, X, Y, m) = Vfyg, (vk, X, Y 7') =1
holds. Finally, Step 7 of the verification algorithm enforces that
e(mp, h) =Y and e(mp, h) =Y’
holds. Since we already established that 7, = 7, holds, it also has to hold that
Y=Y

by the group structure and the unique representation guaranteed by the certified
bilinear group generator. This proves our claim also for the second case and by
that the unique provability of VR Fg.

Pseudorandomness of VR Fpg.

We prove the security of VR Fgj from the ¢-DBDHI assumption (see Definition 14).

Theorem 6. [f VR Fgy is instantiated with a family H = {H : {0,1}* — {0, 1}**3}
of weak near-collision resistant hash functions (see Definition 21), then for any le-

gitimate attacker A that breaks the pseudorandomness of VRFgi in time t4 with
advantage €4 := Advier 4(N) let K< BPSmp(1*,ta,c4) and let T := {i € [{]o :

Ki # L}. Then there exists an algorithm B that, given (sufficiently close approxi-

mations of ) t4 and €4, breaks the ¢-DBDHI assumption with

g=7|+2) (2 —1) (3.36)

€T
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in time tg =~ t4 and with

2

AdVEDEOHI(\) > A | negl()

for some negligible function negl(-). In particular, if VRFgi is instantiated with a
bilinear group gemerator for which the ¢-DBDHI assumption is hard, then VR Fgi
s a secure verifiable random function as defined in Definition 6.

Before we proceed with the proof of Theorem 6, we succinctly discuss the size
of ¢ in the ¢-type assumption. First, observe that even though it depends on
K <& BPSmp(1*,t4,¢c.4), which is randomized, Z and |Z| in particular are determin-
istically defined by t4 and 4. Thus, ¢ is well defined. Furthermore, the sum in
Equation (3.36) can easily be upper bounded as we observe in the following lemma,
which will also use in the proof of Theorem 6 below.

Lemma 7. For arbitrary t € N and € € [0,1] such that t/e < 2* let K <&
BPSmp(1*,¢,€) and let the index set be T = {i : K; # L} C [[log(2\ + 3)]]o,

it then holds that
2-3 (27— 1)

1€T

32t2
< =
19

Proof.
21 21 21
Q-Z(2<>—1)§2-Z2<><2-H2<> (3.37)
i€l i€l €L
—92.92er®) — 9
8t(2t — 1)
£

— 2 . 2|—10g(4t(2t—1)/8)-| <

1612 32t2
<2 ="
g 9

)

where the second inequality in Equation (3.37) holds, because a + b < ab for all
a,b > 2. This concludes the proof. O

Moreover, we will use the Schwartz-Zippel Lemma in the proof of Theorem 6. We
therefore state it here for reference.

Lemma 8 (Schwartz-Zippel lemma [Zip79, Sch80]). Let f € F[Z] be a non-zero
polynomial of degree d > 0 over the field F. For any finite subset S of the field

F and for any rq,...,7r, drawn uniformly and independently at random from S it
holds that
Pr[f(r;) =0Vie€ [n]] < 5k

With this preparation, we now proceed with the proof of Theorem 6.
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Proof of Theorem 6. We prove Theorem 6 with a sequence of games argument (see
Section 2.5). We denote the event that Game i outputs 1 by G; and denote the
adversary’s advantage in Game ¢ by E; := |Pr[G;] — 1/2|. The first half of the proof
closely follows the proofs by Jager, Kurek and Niehues [JK18, JN19a]. The second
half follows the proof by Yamada [Yam17a].

Game 0. This is the original VRF pseudorandomness experiment G from Def-

inition 6. And therefore
1
Pr[Go] = Pr [G5, 4(V) = 1] and  eq:=Eo—|Go— 2’ .

Game 1. This game is identical to Game 0, except that the challenger runs K =
(Ko, - .., K¢) <= BPSmp(t 4,e4) depicted in Figure 3.1. Furthermore, it defines Z :=
{i: K; # L}. Moreover, we let X' be the set of all queries that the adversary makes
to Evalgy(sk, X@), and let X* := XU{X*}, where X* is the challenge query. Then
note that the choice of K also defines the events coll, badChal and badEval as in
Lemma 6 as

badChal <= 3i€T: H;(X*) =K,
coll == IX £X' € X" st. Hi(X) = H;(X')VieT and
badEval <= z € X s.t. Hi(X)=K,;VieT.

Since these changes are purely conceptual, it holds that

Pr [Gl] = Pr [Go] .

Game 2. 1In this game, the challenger aborts the experiment and outputs a random
bit if it detects that event coll occurred. We thus have that

Pr[coll] > [Pr[Gi] — Pr [Gy (3.38)
_ |Pr(Gy] - Pr[Gy] ;‘

(ri-2) - i)
i)
(o

+|Pr(Gy - ;‘ _|PriGy - ;
> (Pr ) Pr |G ) (Pr [Go] — ;)' — |Pr[Gy] — ;‘
(3.39)
— Pr[G)] - ;‘ —lPriGy) - ;’ —E, - Es.
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where Equation (3.38) follows from Lemma 1 (Shoup’s Difference Lemma) and
Equation (3.39) follows from the triangle inequality. Rearranging the terms above,
we thus obtain that

Es > E; — Prcoll] = €4 — Prcoll]

holds.

Game 3. Inthis game, the challenger additionally aborts and outputs a random bit
if badChal or badEval occur. By Property 2 of Lemma 6 we have badEval = collV
badChal. Thus, event badEval does not cause any aborts on its own. Moreover we
have by Property 1 from Lemma 6 that the events badChal and coll are independent

and that
2

cA
<€A — Pr [CO”]) -Pr [_\badChal] Z M

holds. We thus conclude that

2

9
E; = Ey - Pr[—badChal] = (4 — Pr]coll]) - Pr [~badChal] > m (3.40)

holds.

Game 4. In this game, we replace the events badChal, badEval and coll by a single
event bad := badChal V badEval V coll and the challenger outputs a random bit if
bad occurs. Since this is a purely conceptual change, it does not affect A’s success
probability and we thus have that

Game 5. In this game, the challenger aborts as soon as the event bad occurs
instead of in the end. Since Game 5 and Game 4 are identical until bad we have
that

The previous changes were about applying the blockwise partitioning technique
from Lemma 6. The next changes use Yamada’s technique to embed the partition-
ing into the public key and therefore closely follow his proof [Yam17a]. Recall that

we set
g=j+2) (2 -1),

€L

where for j == |Z|.
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Game 6. In this game we change the way vk is generated by the challenger. It
samples a < Zy, ; <~ Z7 and sets

Ww; =

W; otherwise

for all ¢ € [n]o. If w; = 0 for any i € [{]o, then the challenger aborts and outputs
a random bit. This happens iff w;a = K;. Since w;«a is distributed uniformly at
random in Z¢, the probability that this happens for any of the O(log A\) many w;
is negligible and therefore

|E6 — Es| < negl(}).

Game 7. In this game we change the way the challenger chooses the generator g.
Again, let j := |Z| be the number positions in K that are not L. The challenger
then first defines the polynomial Q(Z) € Z,[Z] as

QZ):=7""]] 11 (W, Z + k). (3.41)
€T 92" 1 <k<o?' 1
A0

Now, instead of sampling g <~ G, the challenger samples § <= G and sets ¢g := ().
If g = 1g, which happens iff Q(a) = 0 mod p, the challenger outputs a random bit
and aborts. It can be seen that the distribution of g changes only if Q(a) = 0 mod p.
Since Q(Z) is a non-zero polynomial of degree j — 1 + 23 ;(2%) —1) =¢—1<
[log(2A 4 3) | +32t% /e by Lemma 7 and « is uniformly random in Z¢, we have that
Pr[Q(a) =0] < L?’;t_i‘l/ﬂ holds by the Schwartz-Zippel lemma (see Lemma 8).
Since |log(2X + 3)] + 32t /e4 is polynomial in A and p € 2% by the properties
of GrpGen, it holds that
|Ez — Eg| = negl(A).

Game 8. 1In this game, the challenger always responds to A’s challenge with a
random element Y <& Gp, regardless of the value of b. Thus, it holds that

1
Pr(Gg =1] = 5 and Es = 0.

Furthermore, we claim that there is an algorithm B such that
|Es — E7| = AdviPPPH (N).

We proceed by describing how B works.
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INITIALIZATION. In the beginning of the experiment B runs K := (Ko, ..., K,) <
BPSmp(t 4, c.4) and by doing so determines the index set Z = {i : K; # L} according
to Lemma 6. Moreover, it receives a ¢-DBDHI instance (BG, g, h, ga,gaﬂ g
T), for ¢ = 7+ Yier (22i — 1), where either T = (g, h)"/® or T <~ Gy. Recall
that j = |Z| is the number of non-wildcard positions in K. In order to compute
g, B samples w; <* Zy for all i € [(]y as in Game 8. It then computes coefficients

©0, - - Pg—1 € Zy, such that

) l q—1
QZ)=2"]] I1 (WZ+k) = ol
€T 92" Ly’ g k=0

E#0

holds, where Q(Z) is as in Equation (3.41). Such coefficients ¢q, . .. ¢;.2a-1)+j-1 €
Z,, exist because Q(Z) is of degree ¢ — 1 and B can compute them since it knows
w; for all i € [n]p. It then computes

Recall that g(ao), ey g(o‘q*l) are given in the ¢-DBDHI instance and B can therefore
compute ¢ in this way. If g = 1g, meaning Q(a) = 0 mod p, B aborts and outputs
a random bit. Since « from the ¢-DBDHI instance is distributed identically to «
in Game 8 and all w; are distributed exactly as in Game 8, we have that ¢ is
distributed exactly as in Game 8. B proceeds with computing vk. For this purpose,
B (implicitly) sets

w; ‘=
wW; otherwise

by computing v, . ..,%, € Z, for all i € [{]y such that
q
QZ) - (w;-Z—K;) =D thinZ"
k=0
holds and setting
Wy = I (5°)"" = gZhos QoK) — g

for all i € [¢]y with K; # L. Observe that B can compute these values by using
3@, ..., 3@ from the ¢-DBDHI instance. For all i € [¢] with K; = L, B then sets
W; := g™ and then gives vk := (BG, g, h, (W;)icjq,, H) to A. Further, since a and
all w; are distributed as in Game 8, we have that all W; are also distributed as in
Game 8.
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HELPFUL DEFINITIONS. In order to describe how B responds to evaluation que-
ries and the challenge X*, we define the polynomials Px;(Z) € Z,[Z] — these
polynomial will assume the role of the respective ©; in the construction — for all
X €{0,1}* and i € [{]y as

Pxi-1(2) (wiZ — K+ Hi(X)) ifK;# L

Pral(2) = {PX,“(Z) (a; + Hi(X)) ifKi=L"

where Py _1(Z) := 1. Furthermore, we let Px(Z) := Px,(Z). We require the
following lemma by Yamada [Yam17a] to proceed with the description of 5.

Lemma 9 (Lemma 6 in [Yam17a]). Let X € {0,1}* then there exist (x € Z;, and
Rx(Z) € Z,[Z] such that

QZ)  [<+Rx(2) if Hi(X)=K; foralli€T and
- |Rx(2) otherwise.

The proof of Lemma 9 mostly follows the proof of Lemma 6 in [Yam17a]. How-
ever, the proof is only contained in the full version [Yam17b]. As to not interrupt
the current proof, we provide it after finishing this proof.

ANSWERING EVALUATION QUERIES. When B receives an evaluation query X €
{0,1}* from A, it checks whether H;(X) = K; for all i € Z and if so aborts and
outputs a random bit. If there is an index i € Z such that H;(X) # K;, then
B lets Rx,i(Z) € Z,[Z] such that Rx;(Z) = Q(Z)/Px(Z) for all i € [¢], which is
guaranteed to exist by Lemma 9. B then computes the coefficients px;, € Z, of
the polynomials Rx ;(Z) for all i € [{]p and k € [dx,], where dx,; < ¢ is the degree

of Rx(Z), such that Ry ;(Z) = Zii’é Zkpx; for all i € [{]y. B then computes 7; as

dx.i ) dx i
;= H (gak)px’z’k — gzkﬁb Fpxin ng,i(Z) — gQ(&)/Px,i(a) — gl/Px,i(a)
k=0

Y

for all i € [¢]o. It then computes the result Y as
Y :=e(m,, h) = e(g, h)l/PX(O‘)

and outputs (Y, (7;)icfg,) to A. Observe that both Y and (7;);c[q, are distributed
exactly as in Game 8.

ANSWERING A’S CHALLENGE. When B receives the challenge X* € {0,1}*, it
checks whether there exists an index i € Z such that H;(X) # K; and if so aborts
and outputs a random bit. This behavior is identical to the challenger’s behavior
in Game 8. Otherwise, B lets b < {0,1} and responds to A with Y <~ G if b = 1.
If b = 0, then B lets (x» € Z, and Rx«(Z) € Z,[Z] be such that Q(Z)/Px-(Z) =
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Cx+/Z+Rx+(Z) as guaranteed by Lemma 9. B then computes coefficients yx« , € Z,
of Rx € Z,[Z] for all k € [dx~]|, where dx+ < ¢ is the degree of Rx«(Z), such that
ZZXB ZF~yx«x holds. B then computes the response Y as

dX*

Y = T%"e (H (") h) _ T (gzif; a’wX*,k> = Téxe (g @)

k=0
(3.42)
and returns Y to A.

SOLVING ¢-DBDHI. Finally, when A outputs its guess ¢’ to B, then B outputs 1
as the solution to the ¢-DBDHI instance and 0 otherwise.

ANALYSIS OF B. Recapping the construction of B, we observe that vk and all an-
swers of B to evaluation queries by A are distributed identically to the challenger’s
interactions with A in Game 8. Analyzing B’s response to the challenge X*, we
distinguish the following two cases depending on the ¢-DBDHI instance.

T = e(g, h)*/*: In this case we have to distinguish between b = 1 and b = 0. In the
latter case, we have that the following by Equation (3.42):

CX* Cx*

Y =e(g.h) 7 e(@h)*® =e(g,h) 2 R @ = (g, n) /@

Since b <% {0, 1}, this is the case with probability 1/2. Analogously, if b = 1,
then B sets Y & Gr.

T <& Gp: In this case we have that Y = T¢x*¢ (QRX*(Z), h) is uniformly random in
Gr, regardless of what b is.

We observe that Y is distributed exactly as in Game 7 if T = e(g, h)*/* and that
Y is distributed exactly as in Game 8 if T' <= Gp. This proves that

AdvEPEPH (\) = |Eg — E/| (3.43)

holds. Furthermore, the running time ¢z of B consists of the time needed to execute
A plus the time required to respond to evaluate queries by A. Since we included
the runtime of the challenger in the runtime of the adversary in Definition 6, we
have that tg &~ t 4. To complete the proof of Theorem 6, we now only need to lower
bound Adv°®PM(X). We have for a negligible function negl : N — [0, 1] that

AdvEPEPH (\) = |Es — E/|
> |Eg — Es| + negl()\)

= E3 + negl())
2

€A
> A negl(\),
= 5o~ 161, "o
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Equation (3.44) follows from Equation (3.43), Equation (3.45) holds because the
changes between Game 3 and Game 7 are all conceptual or negligible, Equa-
tion (3.46) holds because Eg = 0 and Equation (3.47) follows from Equation (3.40).
This completes the proof. O

Proof of Lemma 9. Recall that we set £ := |log(2A + 3)], denote the set of indices i

with K; # L by Z := {K; # L} and denote the number of non-wildcard positions in

K by j := |Z|. The proof mostly follows the respective proof by Yamada [Yam17b].
In order to decomposition Px(Z) and Q(Z), we define

i€([{o\T)

and the polynomials Sx ;(Z) for all i € Z and all X € {0,1}*, and the polynomials
Qi(Z) € Z,[Z] for all i € [{]y as

Sxi(Z) :==w,Z — K+ Hi(X) and Q(Z)= I1 (02 + k).
92’ {1<k<o?’ 1
k40

By the definitions of Px(Z) and Q(Z), we then have that

¢

Px(Z) = tX H SX,z(Z> and Q(Z) = Zj_l H QZ(Z)
ieT i=0

holds. Now, define the set of indices ¢ where K; and H;(X) match as M := {i €

T : H(X) = K;}. We first observe that K; = H;(X) for all i € Z if and only

if M = Z. Furthermore, we observe that for all i € M it holds that Sx;(Z) =

w;Z — K; + H;(X) = w;Z. Therefore, it follows from the definition of Q;(Z) that

Sx.i(Z) 1 Qm(Z) for all i € M and m € [{]o, (3.48)
Sxi(Z)1Z for all i € M. (3.49)

We distinguish the two cases considered in Lemma 9.

CASE 1: 7 = M. In this case the lemma claims that there is (x € Z, and
Rx(Z) € Z,[Z] such that
QZ) &

Px(Z) =7 + Rx(2)

holds. Since M = Z, we have by Equation (3.48) and by Equation (3.49) that

Px(Z) |2’ ﬁ Qi(2) but Px(Z)tZ! ﬁ Qi(Z) = Q(2)

holds, because j = |Z|. This implies the existence of a polynomial Rx(Z) € Z,[Z]
and (x € Z, such that Q(Z)/Px(Z) = (x/Z + Rx(Z) as claimed by the lemma.
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CASE 2: 7 # M. In this case there exists i* € Z such that H(X);» # K. Let
L = —Kg + H(X). We then note that L # 0 and —2% +1 < L <22 —1
holds. Furthermore, it holds that Sx ;«(Z) = w+Z — K« + H«(X) = wxZ + L by
the definition of Sx ;+«(Z). In particular, it therefore holds that Sy ;+(Z) | Qi«(Z).
Therefore, we also have that Px(Z) | Q(Z) and hence it exists a polynomial Rx(Z) €
Zy|Z] such that Rx(Z) € Z,[Z] = Q(Z)/Px(Z) as claimed by the lemma. This
completes the proof Lemma 9. O]

3.5 Comparison of VRF Instantiations

In this section, we use the bounds we introduced in Section 3.2 to compare the con-
crete number of group-/Z,-elements in keys and proofs of VRF anr in Construc-
tion 1, VRFp in Construction 2 and the VRFs by Jager [Jagl5], Yamada [Yam17a]
and Katsumata [Kat17] in detail. Furthermore, we discuss the VRF of Kohl [Koh19],
which achieves very short proofs while relying on standard assumptions. Further-
more, where possible, we compare an instantiation with bAHFs from ECCs with
an instantiation with cAHFs from TCR hash functions.

Except for Construction 2, all these VRFs can be instantiated in two different
ways: using bAHF's based on ECCs and using cAHFs based on TCR hash functions
from Section 3.3.1. We do not compare Yamada’s third VRF here, because it follows
a more generic approach and is not aimed at being particularly efficient. However,
we will discuss it in detail in Chapter 4 since this generic approach enables re-
ductions with optimal tightness. Overall, our comparison shows that instantiating
the VRFs with cAHF's significantly reduces the key and proof sizes. Furthermore,
comparing our new VRF in Construction 1 to any of the other VRFs shows that
our new VRF has either significantly smaller secret keys, verification keys or proofs
than each other VRF. Moreover, our VRF based on blockwise partitioning in Con-
struction 2 is by far the most efficient VRF from all VRFs that we compared.
However, note that our VRF based on blockwise partitioning in Construction 2
can only be compared to the other VRF's to a limited degree because its security is
based on a ¢-DBDHI assumption with a much larger ¢, which makes the assumption
significantly stronger as Cheon has shown [Che06].

FORMULAS FOR KEY AND PROOF SIZES. Our comparison is in the concrete setting
instead of an asymptotic one. That is, we consider realistic runtime, advantage
and security parameters for the comparison. Table 3.2 thus shows the sizes of the
verification keys |vk| and proofs |7| as the number of group elements they contain
as functions of A\, @, ¢, and ¢. Analogously, |sk| shows the number of Z,, elements
the secretkey contains in dependence of A\, Q,e,6 and t. The caption precisely
explains how the key and proof sizes relate to these variables. Furthermore, the
table shows the advantage of the solver Advg against the respective hard problem.
For our VRF in Construction 2, the VRFs of [Katl7] and [Yam17a], this is the
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¢-DBDHI assumption introduced by Boneh and Boyen [BB04a]. For our VRF in
Construction 1 and Jager’s VRF [Jagl5], this is the ¢-DDH assumption. While the
security of Construction 2 is based on the ¢-DBDHI assumption with a much larger
and is thus only comparable to a limited degree [Che(06], the key and proof sizes of
all other constructions are comparable for the following reasons, even though they
rely on different assumptions.

1. Cheon’s algorithm [Che06] is the most efficient known generic algorithm to
solve both the ¢-DDH assumption and the ¢-DBDHI assumption.

2. Except for Yamada’s VRFs [Yaml17al, all schemes considered share almost
the same ¢ in the assumption. Also, Yamada’s VRF relies on a O(Alog(\))-
DBDHI assumption [Yam17a], and is therefore reasonably close the ¢ of the
assumptions of the other schemes. Hence, Yamada’s VRFs would only need
to use slightly larger groups to compensate the stronger assumption.

INSTANTIATION CHOICES. The concrete number of group elements in keys and
proofs depends on some instantiation choices, which we describe here. Since the
VRF instantiation with cAHF's takes inputs from {0, 1}*, we level the playing field
by assuming that the instantiations using ECCs first hash the inputs with a collision
resistant hash function H : {0,1}* — {0,1}" and thus the VRFs also take inputs
from {0,1}*. We let n = 2, to ensure the collision resistance of H against birthday
attacks. Hence, when an ECC (' is used in an instantiation, then C' is always chosen
to take inputs from {0, 1}?*. We list the key sizes of the different VRFs, instantiated
with cAHFs and with ECCs in Table 3.3.

Unfortunately, assessing the potential efficiency of the instantiation using bAHF's
with ECCs is only possible to a limited degree because finding the best known
ECC for a given input length and relative minimal distance is non-trivial for larger
numbers. Code tables [Gra07|, the most extensive collection (to the best of our
knowledge) of best known codes for different parameters, only lists binary codes of
length up to 256, which is too small for reasonable security parameters. Therefore,
we compare the instantiation of bAHFs with Bose—Chaudhuri-Hocquenghem (BCH)
codes and with hypothetical ECCs on the MRRW and GV bound. We describe
these potential instanations more specifically below.

« We consider primitive Bose-Chaudhuri-Hocquenghem (BCH) codes that we
puncture to achieve the desired relative minimal distance. Again, tables in for
example [PW88, Table 9.1] only list codes for lengths up to 1023. Therefore,
we wrote a small program that finds the most suited primitive BCH code for
this purpose. It can be found in Appendix A or at https://github.com/
DavidNiehues/bch-code-search. The program considers the Bose distance
of the BCH codes instead of the (sometimes worse) design distance. The
caption of Table 3.3 states the used primitive BCH code explicitly.

o Furthermore, we present key and proof sizes under the assumptions that ECCs
on the GV and MRRW bound can be efficiently instantiated.
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3 Efficient Verifiable Random Functions

Assuming instantiations with ECCs on the GV and MRRW bound gives the
instantiation with bAHFs and ECCs an advantage over instantiations using cAHF's
with TCRs, since ECCs on the MRRW bound are the best theoretically possible
ECCs and it is not known whether ECCs on the GV bound can be constructed
efficiently. We consider both bounds because there are concrete codes better than
the GV bound. Hence, only showing codes on the GV bound would be unfair to
the instantiation with ECCs.

In the calculation of the key sizes of Yamada’s VRFs [Yam17a], we pick nE<¢ =
nEC as [\/ nECCW in order to make the parameter sizes comparable.

Kounr’s VRF WITH SHORT PROOFS. In addition to the VRF's that we discuss
in detail, we also want to discuss Kohl’s VRF [Koh19] with short proofs of w(1)
many group elements from a standard assumption. In contrast to the other VRFs
that we compare, Kohl’s VRF relies on an AHF together with the artificial abort
technique, which was first introduced by Waters [Wat05]. Furthermore, it uses
ECCs over larger finite fields of polynomial size, as first discussed for partitioning
by Bitansky in the full version [Bit17b] of [Bit17a]. The full version was later
published as [Bit20]. While using an ECC over a larger build can be used in
a bAHF, as Bitansky has shown [Bit20, Section 4.1.1], Kohl’s VRF relies on a
particular choice of 1 to play out its strength of achieving short proof sizes at
the cost of a larger loss, which we use to normalize the comparison in Table 3.3.
Therefore, we do not include it in our detailed comparison of VRF's in Table 3.3.
Nontheless, we want to give an impression of the size of the proofs of Kohl’s VRF
if it is instantiated exactly as described by Kohl in [Koh19].

We are considering the same scenario as in Table 3.3. The parameters for the
instantiation of Kohl’s VRF are A = 128 and Q = 2?°. Then the proofs of Kohl’s
VRF have a size of |7]| = 3+ ([log(2Q)/(v1og(A))] + 1) many group elements, where
0 < v < 1 is a parameter that allows a tradeoff between the size of the proofs
and the size of the verification keys of the VRF [Koh19, Section 3|. Note that this
size of proofs is asymptotically w(1) because @ is polynomial in \. We show in
Table 3.4 how many group elements the proofs of Kohl’s VRF have in this setting
for different values of v.

SMALLER KEYS AND PROOFS USING CAHF'S. Table 3.3 shows the concrete num-
ber of group elements of the different instantiations in the setting with A = 128,
Q = 2%t =2 and e = 27%. The instantiation of the VRFs with cAHF's improves
the size of keys and proofs significantly, even compared to bAHFs instantiated with
the best theoretically possible ECCs on the MRRW bound. Concretely, using cAHF's
with TCRs instead of bAHFs with ECCs on the MRRW bound reduces the size of
the proofs of the VRF in Section 5.1 in [Kat17] by ~ 61% in the setting of Table 3.3.
Compared to an instantiation with ECCs on the GV bound, we reduce the proof
size by &~ 78%. Compared to the instantitation with punctured primitive BCH
codes, the improvement is ~ 87%. Particularly, keys and proofs whose size
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Construction | Instantiation | [vk| #G | [sk| #Z, | |7|#G | Advg
BCH 1551 1549 | 261883 | ~ 215
Y% 1551 1549 | 154942 | ~ 2155
[Katl7) Sec. 5.1\ ippw 1422 1420 | 85797 | ~ 2715
cAHF 1283 1281 | 33291 | ~ 2715
BCH 32769 1549 957 | ~ 27155
GV 32769 1549 957 | ~ 27155
PEable] Siese 85| oy 23094 1420 957 | A 27155
cAHF 16131 1281 955 | ~ 2155
BCH 5936 129 | 5934 | ~ 27155
Qv 4517 129 | 4515 | ~ 2715
[Yam17a] Sec. 6.1 |y /ppw 3356 129 | 3354 | &~ 27155
cAHF 2178 128 | 2176 | ~ 2715
BCH 131 129 | 11739 | ~ 27155
GV 131 129 | 8901 | ~ 27155
Namilial SecN6-2NE, e 131 129 | 6579 | ~ 27155
cAHF 130 128 | 49224 | ~ 27155
BCH 4060 4058 | 2029 | ~ 27155
Tagls] Qv 92402 2400 | 1200 | A 2715
MRRW 1330 1328 664 | ~ 2715
cAHF 520 518 9259 | ~z 27155
BCH 2033 2031 | 2030 | 2715
Construction 1 GV 1204 1202 | 1201 | ~ 2155
MRRW 668 666 665 | A 27155
cAHF 263 261 260 | ~ 27155
Construction 2 Blockwise Part. 11 9 9 |~ 2715

Table 3.3: Key and proof sizes for A = 128, Q = 2% ¢t = 2°0 ¢ = 272° and § = 0.235.
In consequence, we have n°AHF = 129. Puncturing a primitive [2047, 264, 495] BCH-
code 18 times to a [2029, 264, 477], code yields nBH = 2029, nBH = 46, n5H = 46
and ¢BH = 12. If an ECC on the GV bound is used, this implies n®¥ = 1200, n$V =
35,n$Y = 35 and (®V = 12. Analogously, if an ECC on the MRRW bound is used,
this implies nMRRW = 664, nIRRW = 26 nMRRW — 96 and (MRRW = 11. Finally, if
the VRFs are instantiated with a cAHF using TCRs, we have n"ah = 259, phash —
17,5 = 17, phash = 128 and ¢M=h = 10.
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3 Efficient Verifiable Random Functions

v |01 02 03 04 05 06 07 08 09 1
m[ [ 117 60 42 33 27 24 21 18 18 15

Table 3.4: The size of proofs of Kohl’'s VRF for A = 128, Q = 2% and for v €
0.1,0.2,...,0.9,1}.

depends linearly on nF¢¢ shrink when the VRFs are instantiated with cAHFs.
Over all key and proof sizes affected by the improvement, the reduction amounts
for at least 9% of the size of an instantiation with ECCs on the MRRW bound.
Note that the size of all keys and proofs stays at least the same. Hence, by making
an additional (but from a practical point of view plausible and natural) complexity
assumption, we can reduce the key and proof sizes significantly, which may be useful
for many practical applications of VRF's. Furthermore, it hints at the usefulness of
cAHFs for other primitives.

EFFICIENCY OF VRF anr- Table 3.3 shows that Construction 1 nearly halves the
size of the verification and secret key of Jager’s VRF while maintaining the proof
size. Comparing Construction 1 with the VRFs of Katsumata and Yamada shows
that, in the worst case, Construction 1 has secret or verification keys about twice the
size of the verification or secret keys of VRFs by Katsumata and Yamada. At the
same time, when instantiated with cAHFs, our VRF always has either verification
or secret keys with size only ~ 20% of the size of the respective keys of the VRF's
of Yamada and Katsumata with the same instantiation.

ErrFiciENCY OF VR Fgi. The comparison in Table 3.3 shows that our VRF based
on blockwise partitioning in Construction 2 is by far the most efficient VRF from
those that we considered. Even though we have to take into account that Con-
struction 2 is based on a significantly stronger assumption than the other VRF's
that we considered, the VRF would still be the most efficient construction after
compensating the stronger assumption by using larger groups.

FURTHER COMPARISONS. Below, we provide more comparisons like those in Ta-
ble 3.3. These comparisons further support the efficiency of cAHFs, blockwise
partitioning and both our VRFs. The results we present are calculated using the
formulas stated in Table 3.2. Compared to Table 3.3, we provide key and proof sizes
for A € {100, 128,256} and € € {2725,27°0}. For every combination of X and ¢, § is
chosen such that the advantages for the instantiation using ECCs and the instantia-
tion using truncation-collision resistant hash functions are approximately the same.
The results show that using the cAHF instantiated with a truncation-collision re-
sistant hash function reduces key and proof sizes significantly. Furthermore, our
VRF from blockwise partitioning is by far the most efficient in all settings, however,
also requires the strongest assumptions.
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3.5 Comparison of VRF Instantiations

Construction | Instantiation | [vk| #G | [sk| #Z, | |7|#G | Advg
BCH 2005 2003 | 567966 | ~ 2205
Y% 1851 1849 | 225931 | ~ 27205
[Katl7] Sec. 5.1 | \ippw 1697 | 1695 | 110892 | ~ 2205
cAHF 1380 1378 | 31222 | ~ 27205
BCH 55443 2003 307 | ~ 27205
GV 39119 1849 307 | & 27205
[Katl?] Sec. 5.3 |\ rppw 27560 | 1695 | 307 | A~ 2205
cAHF 13467 1378 305 | A 27205
BCH 9396 154 | 9394 | ~ 27205
Qv 6008 154 | 6006 | ~ 2205
[Yam17a] Sec. 6.1 \/ppwy 4160 154 | 4158 | ~ 27205
cAHF 2297 153 | 2295 | ~ 27205
BCH 156 154 | 18634 | ~ 27205
GV 156 154 | 11858 | ~ 27205
WemLial Bee. 62| 4 foram 156 154 | 8162 | ~~ 27205
cAHF 155 153 | 4437 | ~ 27205
BCH 7376 7374 | 3687 | A0 27205
Jagls] Y% 2934 2932 | 1466 | A 27205
MRRW 1440 1438 719 | A 27205
cAHF 408 406 203 | ~ 27205
BCH 3691 3689 | 3688 | A 2205
e GV 1470 1468 | 1467 | ~ 27205
MRRW 723 721 720 | 27205
cAHF 207 205 204 | & 27205
Construction 2 Blockwise Part. 10 8 8 | ~~ 27205

Table 3.5: Key and proof sizes for A = 100, Q = 2% ¢t = 20 ¢ = 2759 and § = 0.286.
In consequence, we have n°AHF = 154. Puncturing a primitive [4095, 211, 1463] BCH-
code 408 times to a [3687,211, 1055, code yields nBH = 3687, nBH = 61, nBH =
61 and (BH = 13. If an ECC on the GV bound is used, this implies n® =
1466, n®Y = 39,n$V = 39 and ¢¢V = 12. Analogously, if an ECC on the MRRW
bound is used, this implies nMRRW = 719 nMRRW — 97 nMRRW — 97 and (MRRW —
11. Finally, if the VRFs are instantiated with a cAHF using TCRs, we have nhh =
203, nhash = 15, phesh = 15 phash = 153 and ¢"h = 9,
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3 Efficient Verifiable Random Functions

Construction | Instantiation | [vk| #G | [sk| #Z, | |7|#G | Advg
BCH 1551 1549 | 259174 | ~ 215
GV 1422 1420 | 121143 | ~ 27155
[Katl7] Sec. 5.1 | \ippw 1422 | 1420 | 67002 | ~ 2715
cAHF 1155 1153 | 26122 | ~ 2155
BCH 32769 1549 957 | s 27155
GV 23094 1420 957 | ~ 27155
[Katl?] Sec. 5.3 ||y pmyy 23004 | 1420 | 257 | ~ 27155
cAHF 11267 1153 955 | ~ 27155
BCH 5807 129 | 5805 | ~ 27155
GV 4001 129 | 3999 | ~ 27155
[Yam17a] Sec. 6.1 1 \/ppwy 2969 129 | 2967 | ~ 27155
cAHF 1922 128 | 1920 | ~ 27155
BCH 131 129 | 11481 | ~ 27155
GV 131 129 | 7869 | ~ 27155
Wamlial Bee. 02 oo 131 129 | 5805 | ~z 27155
cAHF 130 198 | 3712 | ~ 27155
BCH 4018 4016 | 2008 | ~ 27155
Jagls] GV 1878 1876 938 | A 27155
MRRW 1040 1038 519 | ~ 27155
cAHF 408 406 203 | ~ 27155
BCH 2012 2010 | 2009 | A 2715
Construction 1 GV ik 22l 939 | ~ 271
MRRW 523 521 520 | v 27155
cAHF 207 205 204 | A 2-155
Construction 2 Blockwise Part. 10 8 8 | av 27195

Table 3.6: Key and proof sizes for A = 100, Q = 2% ¢t = 20 ¢ = 272% and § = 0.235.
In consequence, we have n°AHF = 129, Puncturing a primitive [2047, 209, 511] BCH-
code 39 times to a [2008,209,472], code yields nBH = 2008, nBH = 45 nBH = 45
and (BM = 12. If an ECC on the GV bound is used, this implies n®V = 938, nY =
31,n$Y = 31 and ¢®V = 11. Analogously, if an ECC on the MRRW bound is used,
this implies nMRRW = 519 nMRRW — 93 npMRRW — 93 and (MRRW = 11. Finally, if
the VRFs are instantiated with a cAHF using TCRs, we have nhash = 203 nhash =
15, nhash = 15 phash = 128 and ¢M=h = 9.
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3.5 Comparison of VRF Instantiations

Construction | Instantiation | [vk| #G | [sk| #Z, | |7|#G | Advg
BCH 2005 2003 | 581672 | ~ 220
GV 1851 1849 | 289071 | ~ 27205
[Katl7] Sec. 5.1 | \ippw 1697 | 1695 | 141846 | ~ 2205
cAHF 1533 1531 | 39791 | ~ 2205
BCH 55443 2003 307 | 27205
GV 39119 1849 307 | ~ 27205
[Katl?] Sec. 5.3 |\ rppw 27569 | 1695 | 307 | A 2-25
cAHF 19281 1531 305 | A 2205
BCH 9550 154 | 9548 | v 2205
GV 6778 154 | 6776 | ~ 27205
[Yam17a] Sec. 6.1 \/ppwy 4776 154 | 4774 | ~ 27205
cAHF 2603 153 | 2601 | ~ 27205
BCH 156 154 | 18942 | ~ 2205
GV 156 154 | 13398 | ~ 27205
WemLial Bee. 62| 4 foram 156 154 | 9394 | ~ 27205
cAHF 155 153 | 5049 | ~ 27205
BCH 7554 7552 | 3776 | A~ 27205
Jagls] GV 3754 3752 | 1876 | A 27205
MRRW 1842 1840 920 | A 27205
cAHF 520 518 9259 | ~ 27205
BCH 3780 3778 | 3777 | ~ 27205
. GV 1880 1878 | 1877 | ~ 2205
MRRW 924 922 021 | &~ 27205
cAHF 263 261 260 | A 27205
Construction 2 Blockwise Part. 11 9 9 | ~ 2205

Table 3.7: Key and proof sizes for A = 128, Q = 2% ¢t = 20 ¢ = 2759 and § = 0.286.
In consequence, we have n°AHF = 154. Puncturing a primitive [4095, 259, 1399] BCH-
code 319 times to a [3776, 259, 1080], code yields nBH = 3776, nBH = 62, nBH =
62 and (BH = 13. If an ECC on the GV bound is used, this implies n® =
1876, n%Y = 44, n$V = 44 and (¢ = 12. Analogously, if an ECC on the MRRW
bound is used, this implies nMRRW = 920, nMRRW — 31 nMRRW — 31 and (MRRW —
11. Finally, if the VRFs are instantiated with a cAHF using TCRs, we have nhh =
259, nhash = 17 nhash = 17 phash = 153 and ¢"h = 10.
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3 Efficient Verifiable Random Functions

Construction | Instantiation | [vk| #G | [sk| #Z, | |7|#G | Advg
BCH 1551 1549 | 261883 | ~ 2155
GV 1551 1549 | 154942 | ~ 27155
[Katl7] Sec. 5.1 | \ippw 1422 | 1420 | 85797 | & 2715
cAHF 1283 1281 | 33291 | s 27155
BCH 32769 1549 957 | ~ 2155
GV 32769 1549 957 | ~ 2155
[Katl?] Sec. 5.3 ||y pmyy 23004 | 1420 | 257 | ~ 27155
cAHF 16131 1281 955 | ~ 2155
BCH 5936 129 | 5934 | ~ 2715
GV 4517 129 | 4515 | ~ 2715
[Yam17a] Sec. 6.1 1 \/ppwy 3356 129 | 3354 | ~ 27155
cAHF 2178 128 | 2176 | ~ 27155
BCH 131 129 | 11739 | ~ 27155
GV 131 129 | 8901 | as 2155
Wamlial Bee. 02 oo 131 129 | 6579 | ~ 27155
cAHF 130 128 | 4224 | a 27155
BCH 4060 4058 | 2029 | ~ 2719
Jagls] GV 2402 2400 | 1200 | ~ 27155
MRRW 1330 1328 664 | ~ 27155
cAHF 520 518 9259 | 2 27155
BCH 2033 2031 | 2030 | A 2715
Comstraction 1| &V 1204 1202 | 1201 | ~ 27155
MRRW 668 666 665 | ~ 27155
cAHF 263 261 260 | A~ 27155
Construction 2 Blockwise Part. 11 9 9| ~ 15

Table 3.8: Key and proof sizes for A = 128, Q = 2% ¢t = 20 ¢ = 2725 and § = 0.235.
In consequence, we have n°AHF = 129, Puncturing a primitive [2047, 264, 495] BCH-
code 18 times to a [2029,264,477], code yields nBH = 2029, nBH = 46, nBH = 46
and ¢(BH = 12, If an ECC on the GV bound is used, this implies n® = 1200, n¢V =
35,nSY = 35 and (®V = 12. Analogously, if an ECC on the MRRW bound is used,
this implies nMRRW = 664, n2MRRW — 26 pMRRW — 96 and (MRRW = 11. Finally, if
the VRFs are instantiated with a cAHF using TCRs, we have nhash = 259 nhash —
17, nhash = 17 phash = 128 and ("= = 10.
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3.5 Comparison of VRF Instantiations

Construction | Instantiation | [vk| #G | [sk| #Z, | |7|[#G | Advg
BCH 2159 2157 | 1177961 | ~ 2 2%
GV 2005 2003 | 577822 | ~ 27205
[Katl7] Sec. 5.1 | \ippw 1851 1849 | 283527 | A 2205
cAHF 1686 1684 | 78960 | A 27205
BCH 78543 2157 307 | A 2205
GV 55443 2003 307 | A 2-205
[Katl7] Sec. 5.3 | ) rppw 30119 | 1849 307 | v 2-205
cAHF 927390 1684 305 | A 2205
BCH 13554 154 | 13552 | v 27205
Qv 9550 154 9548 | A 2205
[Yam17a] Sec. 6.1 |y ppw 6624 154 6622 | ~ 2205
cAHF 3521 153 3519 | a0 27205
BCH 156 154 | 26950 | ~ 27205
GV 156 154 | 18942 | A 27205
NamLial| Bee 82| bopmm 156 154 | 13090 | ~ 27205
cAHF 155 153 6885 | A 2205
BCH 15208 | 15296 7648 | A 27205
Jagls] Qv 7504 7502 3751 | A 2205
MRRW 3682 3680 1840 | ~ 27205
cAHF 1032 1030 515 | ~ 27205
BCH 7652 7650 7649 | A 2205
Construction 1| GV 3755 3753 3752 | a0 27205
MRRW 1844 1842 1841 | ~ 27205
cAHF 519 517 516 | ~ 27205
Construction 2 Blockwise Part. 12 10 10 | ~ 27205

Table 3.9: Key and proof sizes for A = 256, Q = 2% ¢t = 20 ¢ = 2759 and § = 0.286.
In consequence, we have n°AHF = 154. Puncturing a primitive [8191, 521, 2731] BCH-
code 543 times to a [7648,521,2188], code yields nBH = 7648 nBH = 88 nBH =
88 and (BH = 14. If an ECC on the GV bound is used, this implies n® =
3751,n$Y = 62,n$Y = 62 and ¢®V = 13. Analogously, if an ECC on the MRRW
bound is used, this implies nMRRW = 1840, nVIRRW = 43 pMRRW — 43 and (MRRW =
12. Finally, if the VRFs are instantiated with a cAHF using TCRs, we have nhh =
515, nhash = 23 nhash = 23 phash — 153 and ¢"h = 11.
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3 Efficient Verifiable Random Functions

Construction | Instantiation | [vk| #G | [sk| #Z, | |7|#G | Advg
BCH 1809 1807 | 920946 | ~ 271
GV 1680 1678 | 309743 | ~ 27155
[Kat17] Sec. 5.1 | \ippwy 1551 | 1549 | 171454 | ~ 215
cAHF 1411 1409 66060 | ~ 27155
BCH 65793 1807 257 | ~ 27155
GV 46443 1678 257 | ~ 27155
bl B, 83| ppm 32769 | 1549 | 257 |~ 2715
cAHF 22915 1409 255 | ~x 27155
BCH 10967 129 10965 | ~ 27155
GV 6323 129 6321 | ~ 27155
[YamlITa] Sec. 6.1 | \/ppyy 4775 129 | 4773 | ~0 215
cAHF 2946 128 2044 | ~ 27155
BCH 131 129 21801 | ~ 27155
GV 131 129 12513 | ~ 27155
Denilife] Bee. 62 | 2 e 131 129 | 0417 | s 2715
cAHF 130 128 5760 | ~ 27155
BCH 14278 14276 7138 | ~ 27155
[Jagl5] GV 4802 4800 2400 | ~~ 27155
MRRW 2658 2656 1328 | &~ 27155
cAHF 1032 1030 515 | 2 27195
BCH 7142 7140 7139 | ~ 27155
Construction 1 GV 2404 2402 2401 | ~ 27155
MRRW 1332 1330 1329 | &~ 27155
cAHF 519 517 516 | ~~ 27195
Construction 2 Blockwise Part. 12 10 10 | &~ 27195
Table 3.10: Key and proof sizes for A = 256,Q = 2%t = 20 ¢ =
and 6 = 0.235. In consequence, we have n°AHF = 129. Puncturing a primitive

[8191, 520, 2731] BCH-code 1053 times to a [7138,520, 1678y code yields nBH =
7138, nBM = 85 nBH = 85 and (B" = 14. If an ECC on the GV bound is used,
this implies n®Y = 2400, n®V = 49, n§Y = 49 and ¢V = 13. Analogously, if an ECC
on the MRRW bound is used, this implies nMRRW = 1328 n\IRRW = 37 »nMRRW — 37
and (MRRW — 12 Finally, if the VRFs are instantiated with a cAHF using TCRs,

we have n"ah = 515, phash = 23 phash = 23 phash — 128 and ¢M=h = 11.
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3.6 Conclusion and Discussion

3.6 Conclusion and Discussion

In this chapter, we first discussed the inherent limitations of (balanced) AHFs due
to their instantiation from ECCs in Section 3.2. In Section 3.3, we then intro-
duced cAHFs from truncation-collision resistant hash functions as a more efficient
drop-in replacement for (balanced) AHF's and showed how it can be used in Jager’s
VRF [Jagl5]. Moreover, note that VRF anr that we present in Construction 1
is a more efficient variant of Jager’s VRF and is only contained in the full ver-
sion [JN19b] and not in the published version [JN19a]. Next, in Section 3.4, we
introduced blockwise partitioning from weak near-collision resistant hash functions
as a new semi-generic technique to construct as efficient VRF's as possible without
relying on the ROM. Finally, in Section 3.5 we compared the VRFs we presented
with the VRFs from previous publications in detail. From this comparison, we
conclude that cAHFs and blockwise partitioning offer significant advantages over
bAHFs in constructing VRFs. Furthermore, we note that blockwise partitioning
is also applicable when constructing IB-KEMs [JKN21]. The two constructions of
IB-KEMs from pairings were contributed by my two co-authors and are thus not
presented in this thesis. However, we will present the construction of an IB-KEM
based on lattices from blockwise partitioning in Chapter 5.

3.6.1 Open Questions

Even though we made significant progress in constructing efficient VRF's from pair-
ings, there still remain open research questions that we want to discuss here.

Research Question 1. Are there VRFs that are secure (under standard assump-
tions) in the standard model and are as efficient as VRFs in the ROM?

While there are highly efficient VRF's that are about to be standardized [GRPV21],
all of these constructions are only secure in the ROM. And even though, as Table 3.3
shows, VR Fg comes close to practical efficiency, it is still significantly less efficient
in several aspects than the VRFs specified in [GRPV21]. That is, it has still
significantly larger verification/secret keys and proofs. But furthermore, both the
evaluation as well as the verification require the time-consuming computation of
the bilinear pairing e. Thus, even though we made a plausible but non-standard
hash function assumption with weak near-collision resistant, our most efficient VRF
in VR Fg is still significantly less efficient than VRFs in the ROM. Moreover, by
now there are only three VRF's that are secure under standard assumptions in the
standard model [HJ16, Koh19, Ros18]. Even though Kohl’s VRF achieves very
short proofs of only w(1) many group elements, this comes at the cost of larger

verification keys and still does not provide as much efficiency as the VRFs in the
ROM.

Research Question 2. Are there practically efficient VRFs that provide post-
quantum security?

87



3 Efficient Verifiable Random Functions

All VRFs that we discussed so far and in particular those about to be stan-
dardized [GRPV21] do not provide post-quantum security. That is, the complexity
assumptions underlying these constructions are known to be solvable in polynomial
time by quantum computers once they become available in sufficiently large scale.
Thus, VRFs providing security against quantum computers are a current topic of
research and some constructions have been presented recently. Esgin et al. present
an efficient VRF secure under the hardness of lattice problems in [EKST20]°. How-
ever, their VRF can only be evaluated a few times before leaking too much infor-
mation about the secret evaluation key. Similarly, Leroux presents a VRF secure
under isogeny assumptions [Ler21] that can only be evaluated once. Moreover,
Buser et al. present two post-quantum secure VRFs from symmetric primitives
in [BDE*21]. They first present a construction based on post-quantum secure non-
interactive zero-knowledge proof (NIZK) and a PRF. This construction is rather
efficient but has significantly larger proofs and takes significantly longer to evaluate
and verify [BDE"21, Table 2] than the schemes that are about to be standard-
ized [GRPV21]. The second construction by Buser et al. provides a competitive
time to evaluate and verify but is stateful and takes a very long time to generate
key pairs [BDET21, Table 2].

While the limitations of these first post-quantum secure VRF's are acceptable for
some applications, it is still desirable to construct post-quantum secure VRF's that
have all the properties we discussed in Section 2.3.1.

5The publication by Esgin et al. [EKST20] was presented at the “International Conference on
Financial Cryptography and Data Security 2021”. However, no peer-reviewed versions of the
publications at this venue from 2021 are available at the time of writing.
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4 Verifiable Random Functions with
Optimal Tightness

All known standard model VRFSs, include those that we introduced in Chapter 3,
have a reduction loss that is much worse than what one would expect from known
optimal constructions of closely related primitives like unique signatures. In this
chapter, we show that:

1. Every security proof for a VRF that relies on a non-interactive assumption
has to lose a factor of (), where () is the number of adversarial queries. To
that end, we extend the meta-reduction technique of Bader et al. [BJLS16]
to also cover VRFs.

2. This raises the question: Is this bound optimal? We answer this question in
the affirmative by presenting the first VRF with a reduction from the non-
interactive ¢-DBDHI assumption to the security of VRF that achieves this
optimal loss.

We thus paint a complete picture of the achievability of tight verifiable random
functions: We show that a security loss of () is unavoidable and present the first
construction achieving this bound.

AUTHOR’S CONTRIBUTIONS. This chapter is based on [Nie21], which the author
of this thesis is the single author of. Thus, all contributions in this chapter are due
to the author.

4.1 Motivation

Following the reductionist approach to security, we relate the difficulty of breaking
the security of a cryptographic scheme to the difficulty of solving an underlying
hard problem. Let A be the security parameter and consider a reduction showing
that any adversary that breaks the security of a cryptographic scheme in time ()
with probability () implies an algorithm that solves the underlying hard problem
with probability €’(A\) in time #'(\) with #/(A) > ¢(\) and £'(\) < e(A). We then
say that the reduction loses a factor £()\) if
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for all A € N. We say that a reduction is tight if £ is a constant, 7.e., if the quality
of the reduction does not depend on the security parameter.

The loss of a reduction is of particular practical importance when deciding on
the key sizes to use for cryptographic schemes. For simplicity, assume that we
have a reduction with €’(\) = ¢(\) and ¢'(\) = £(A\)t(A\) and let topt(A) denote the
time the fastest algorithm takes to solve an instance of the complexity assumption.
Then, if we want to rule out the existence of an adversary that breaks the scheme’s
security faster than t,4,, we have to choose the security parameter large enough
such that topt(A)/(A\) > taqy. Hence, if ¢ is large, then A has to be rather large to
guarantee that any adversary that breaks the security of the scheme has runtime
at least t,q,. However, a large security parameter also implies large keys, which
negatively affects the real-world efficiency of the scheme. On the positive side, this
means that if we are able to construct a tight reduction, this allows us to use small
key sizes and guarantee security against all adversaries with runtime at most £,q,.
This approach to security is also known as concrete security and is more thoroughly
discussed in [BR0O9D)].

IMPOSSIBILITY OF TIGHT REDUCTIONS. Unfortunately, we know that tight re-
ductions can not exist for some primitives. Coron presented the first result of this
kind in 2002 for unique signatures [Cor02], in which he showed that every security
reduction for unique signatures loses at least a factor of ~ ), where () is the num-
ber of adaptive signature queries made by the forger. He achieved this result by
introducing the meta-reduction technique. That is, one shows that a tight reduction
can not exist by proving that any tight reduction would solve the underlying hard
problem without the help of an adversary. Note that the full proof is only contained
in the full version [Cor01]. Subsequently, the technique has been successfully used
to prove the same lower bound for the loss of security reductions for efficiently re-
randomizable signatures by Hofheinz et al. [HJK12] and later on to an even broader
class of primitives by Bader et al. [BJLS16]. Most recently, Coron’s technique has
been extended by further publications. First, Morgan and Pass extended Coron’s
technique to incorporate interactive complexity assumptions and reductions that
execute several instances of an adversary in parallel. However, since the result ap-
plies to a broader class of reductions and complexity assumptions, the lower bound
on the loss is only 1/Q instead of Q. Moreover, Morgan et al. applied the technique
to MACs and PRFs [MPS20].

Even though VRFs are closely related to unique signatures, none of the lower
bounds on the loss mentioned above applies to VRFs in general because the non-
interactive proofs of VRFs do not need to be unique, nor do they need to be
re-randomizable. For example, the VRF by Bitansky does not have unique proofs
of correctness [Bit20]. Hence, in contrast to a remark in [MP18], a VRF does not
immediately imply a unique signature scheme but just a signature scheme with a
unique component in its signatures.
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4.1 Motivation

CIRCUMVENTING TIGHTNESS LOWER BOUNDS. Despite all the lower bounds on
the loss of reductions to the security of unique signatures, Guo et al. showed
in [GCS*17] that reductions circumventing the lower bounds are possible by making
heavy use of the programmability of a random oracle. However, this technique is
only applicable in the random oracle model and can not be adapted in the standard
model to the best of our knowledge.

Moreover, the tightness lower bounds have also been circumvented in the stan-
dard model by making the signatures non-re-randomizable [AFLT12, BKKP15,
CD96, HJ12, KWO03, Sch11]. Kakvi and Kiltz even describe a tightly secure unique
signature scheme by using a public key in the reduction that allows for non-unique
signatures and is indistinguishable from an honestly generated public key [KK12,
KK18].

Furthermore, for identity-based encryption schemes, which are closely related to
VRFs [ACF14], Chen and Wee [CW13], and also Blazy et al. [BKP14] in parallel,
describe a scheme that can be proven secure with a reduction whose loss depends
only on the security parameter and not on the number of queries made by the
adversary. In 2016, Boyen and Li then presented the first tightly secure IBE scheme
in [BL16]. Similar to our approach in this work, they homomorphically evaluate a
pseudorandom function in the reduction. However, they use it in order to apply
the technique of Katz and Wang to construct tightly secure signatures by making
the signatures non-re-randomizable [KWO03].

However, the techniques above do not apply to VRFs. Replacing the verification
with an indistinguishable verification key that allows for non-unique signatures is
not possible due to the strong uniqueness requirement. Moreover, our meta reduc-
tion makes no assumptions about the re-randomizability of the proof of correctness
produced by a VRF evaluation. Hence, making the proofs of correct evaluation
non-re-randomizable can not allow for tighter reductions. Thus, to the best of our
knowledge, the only avenues to achieve tighter reductions for VRFs would be to
either use the random oracle model, prove the security from an interactive assump-
tion, or use a reduction that can run several instances of an adversary in parallel.
However, it seems unlikely to achieve a loss better than /@ through the latter two
approaches due to the lower bound by Morgan and Pass [MP18].

OUR CONTRIBUTIONS. In this chapter, we study the tightness of reductions from
non-interactive complexity assumptions to the security of verifiable random func-
tions.

1. We first extend the lower bound for the loss of re-randomizable signatures
from Bader et al. [BJLS16] to verifiable unpredictable functions (VUF's), which
differ from VRFs in that the output only has to be unpredictable instead of
pseudorandom. Since this is a weaker requirement, the theorem for VUF's also
implies the same bound for reductions to the security of VRFs. Concretely,
we prove that any reduction from a non-interactive complexity assumption to
the unpredictability of a VUF loses a factor of at least Q).
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4 Verifiable Random Functions with Optimal Tightness

2. We present a VRF and a reduction from the non-interactive ¢-DBDHI as-
sumption to the adaptive pseudorandomness of the VRF that achieves this
bound. The VRF is based on a VRF by Yamada in [Yam17b, Appendix C|,

which is the full version of [Yam17a].

4.2 Technical Overview

Before presenting our results, we give a short overview of our techniques below.
We first describe how we prove the lower bound for the loss of VRFs and then
describe our construction attaining this bound. Furthermore, recall that we model
probabilistic algorithms in Definition 4 as TMs with a designated input tape on
which the TM receives uniformly random input bits p. Moreover, we write A(z; p)
to execute A on input x with random bits p and that we view A as deterministic
if p is explicitly specified. We recall these definitions here because we will make
heavy use of executing probabilistic algorithms with specific randomness p.

Problem instance Meta Reduction B

Problem instance

Reduction A

- Adversary A
— (simulated by
— 1 Meta-Reduction B)

Solution —

Solution

Figure 4.1: The meta-reduction technique of Coron [Cor02].

BouUNDING THE TIGHTNESS OF VRFS. The results by Bader et al. apply to
re-randomizable signatures/relations®, which is a large call of public-key primitives,
the do not cover VRFs and VUFs. This is because the non-interactive proofs
of correctness given by VRFs and VUFs are not required to be re-randomizable.
Since, to the best of our knowledge, all previous constructions of VRFs and VUFs
have unique or re-randomizable proofs of correctness, this opens a gap for VRFs
and VUFs with potentially tighter security proofs. Therefore, we extend the meta-
reduction of Bader et al. to VRFs and VUF's and thus show that any reduction from
a non-interactive complexity assumption to the security of a VRF necessarily loses
a factor of at least (), where () is the number of queries made by the adversary. This
closes the gap left by previous meta-reductions. In order to explain how we extend
their technique, we shortly revisit Coron’s meta-reduction technique depicted in
Figure 4.1. A meta-reduction can be thought of as a reduction against a reduction.
That is, the meta-reduction B simulates a hypothetical adversary A for a reduction

INote that unique signatures are re-randomizable because, given a unique signature for a mes-
sage, it is trivial to sample from all signatures for that message since there is only that one
signature.
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4.2 Technical Overview

A. Since the meta-reduction is constructed to have a polynomial runtime and
simulates the hypothetical adversary, it is the reduction A that solves the instance
of the complexity assumption. This allows us to show that any reduction with a
certain tightness can break the underlying complexity assumption without the help
of any adversary and therefore contradicts the complexity assumption.

In their proof, Bader et al. use the re-randomizability /uniqueness of the signa-
tures that A produces for A to solve the challenge when simulating .A. We extend
their technique to VRFs/VUFs by showing that it is sufficient if the part of the
signature that the adversary has to provide for the challenge, in the case of VUFs,
the unpredictable value Y, is unique or re-randomizable.

For simplicity, we prove the theorem for VUFs: this automatically implies the
same bound for VRFs because every VRF is also a VUF. Following Bader et al.,
we consider a very weak security model in which the number of queries @ is fixed a
priori. Further, the adversary is presented with ) uniformly random and pairwise
distinet inputs XM, ..., X(@ and has to choose a challenge X* from these. For
all other inputs, the adversary is then given the VUF output and proof. Finally,
the adversary has to output the VUF value for the challenge input and wins if the
output is correct. We refer to this very weak security notion as weak-selective un-
predictability. We describe a hypothetical adversary that breaks the weak-selective
unpredictability with certainty and then show that our meta-reduction can effi-
ciently simulate this adversary for the reduction. Informally, on input a problem
instance for a non-interactive complexity assumption, the meta-reduction A behaves
as follows.

1. It passes on the problem instance to the reduction and lets it output a veri-
fication key vk and @Q pairwise different VUF inputs XM, ... X(©@)

2. It then iterates over all j € [@)] and executes the second part of the reduction
as if it chose j as the challenge and lets the reduction produce all pairs of
VUF output and proof except for the jth pair. It then verifies them and saves
them if they are correct with respect to vk and the corresponding input.

3. Finally, it chooses j* <* [Q] and passes on the correct VUF output for X @)
to the reduction. We formally prove in Section 4.3 that the meta-reduction
indeed has learned the correct VUF output for XU") from the reduction with
probability at least 1/Q).

4. When the reduction then outputs the solution to the underlying problem
instance, the meta-reduction outputs this solution as well.

Overall, we can then show that the meta-reduction takes time at most B = Q -t +
Q(Q + 1)tyg, and has a success probability of at least ey — 1/@Q), where ¢t and ey
are the runtime and the success probability of the reduction and tyvs is the time
it takes to verify a VUF output. Now, we conclude that A has a loss of at least
(= (en+1/Q)7!, where ey is the largest probability any algorithm running in time
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4 Verifiable Random Functions with Optimal Tightness

’ Schemes ‘ Security loss ‘
Hohenberger and Waters [HW10] O(\Q/e)
Boneh et al. Sec. 7 in [BMR10b] (QN)TE
Jager [Jagl5] oQ" /et
Hofheinz and Jager [HJ16] O(Alog(\)Q¥¢/e%)
Yamada Sec 6.1 in [Yam17a] o(Q" [evth)
Yamada Sec. 6.2 in [Yaml17a] o(Q" [evth)
Yamada App. C in [Yam17b] O(N*Q/e?)
Katsumata Sec. 5.1 in [Kat17] oQ" /et
Kastumata Sec. 5.3 in [Kat17] oQ" /et
Rosie [Ros18§] O(Alog(\)Q¥¢/e%)
Kohl [Koh19] O(|r| log(N\) Q¥ /&%)
Kohl [Koh19] O(|m| log(N\)Q?+?/V /3)
Jager and Niehues [JN19a] O(t*/e)
Jager et al. [JKN21] O(t?/¢)
| Section 4.4.2 \ o(Q) |

Table 4.1: We compare the loss of previous VRFs with all desired properties. For
the variables, let |7| denotes the size of the proofs of the VRF and ¢,t and @) the
advantage, runtime and number of queries made by the adversary the reduction is
run against. Further, there are three values that depend on the error correcting
code used in the construction: the function 7(¢) > 1 and the constants v > 1 and
¢ < 1/2. Note that the full version [BMR10a] of [BMR10b] has been updated with
the bound stated above.

tg has in breaking the complexity assumption. Since the complexity assumption
implies that ey is negligibly small, we have that ¢ ~ Q.

While the meta-reduction above is only applicable to reductions that execute
the adversary exactly once, our proof of the lower bound on the loss of VRFs
in Section 4.3, like the one by Bader et al., also applies to reductions that can
sequentially rewind the adversary.

ON THE DIFFICULTY OF CONSTRUCTING TIGHTLY SECURE VRFS. We recall
the overview of constructions of VRF's with security in the standard model that we
gave in Table 3.1 in Chapter 3, focusing on tightness in Table 4.1. It shows that
known security proofs for VRF in the standard model are significantly more lossy
than the lower bound (). This situation raises the question:

Do verifiable random functions with a loss of Q) exist?

In consequence, such a VRF would show that a loss of () is indeed optimal.
We proceed to explain why all previous constructions have a much worse loss than
@ and then give an overview of our approach that achieves the optimal tightness.
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4.2 Technical Overview

To the best of our knowledge, the security proofs for all VRFs in the standard
model are partitioning arguments as we discussed them in Section 2.6. That is, the
reduction makes a guess in the very beginning and then has to abort and output
a random bit depending on the queries and the challenge of the adversary. As we
discussed in Section 2.6, such a reduction strategy requires upper and lower bounds
on the probability to abort that are close to each other to prove the security of a
VREF. Proving such upper and lower bounds is non-trivial because the probability
to abort may depend on the queries and the challenge chosen by the adversary.
The two most notable techniques addressing this requirement for VRF's are the
artificial abort technique by Waters [Wat05] and the balancing technique by Bellare
and Ristenpart [BR09a|, which we discuss in detail in Section 2.6. Nonetheless, in
conclusion, none of the techniques known so far achieves the optimal loss of Q).

A REDUCTION WITH OPTIMAL TIGHTNESS. We next answer the question stated
above in the affirmative by presenting a VRF with a reduction that only loses a
factor of ). To do so, we have to address the issue raised above: that the success
probability for the partitioning argument depends on the sequence of queries made
by the adversary. We achieve this by passing every query and the challenge of the
adversary through a pseudorandom function (PRF). Further, we utilize a property
of the VRF Yamada introduced in [Yam17b, Appendix C]. This VRF allows the
reduction to homomorphically embed an arbitrary NAND circuit of polynomial size
and logarithmic depth in the VRF. The idea here is that the reduction can embed
an arbitrary NAND-circuit in the VRF such that it can answer all queries by the
adversary for which the circuit evaluates to 0 and can extract a solution to the
underlying hard problem whenever the circuit evaluates to 1. In particular, the
homomorphic evaluation hides selected bits of the circuit’s inputs, all internal state
bits of the circuit, and the circuit’s output from the adversary.

We use these properties to evaluate a PRF homomorphically. Since the adversary
does not learn any internal states or outputs of the PRF, we have that the outputs
of the PRF are distributed as if they were the outputs of a random function. In
particular, we then have that the outputs of the PRF are distributed uniformly
and independent of each other. We show in Section 4.4.1 that it then suffices for
the reduction to guess [log(Q)] + 1 bits of the PRF output for the challenge input.
Then the probability that the following two events both occur is at least 1/8Q:

1. The PRF output of the challenge matches the guess.
2. The guess does not match the PRF output for any of the adversary’s queries.

Further, viewing the PRF outputs as the output of a truly random function, the
probability for the reduction to succeeds is independent of the probability of the
adversary breaking the security of the VRF. Ultimately, this yields a VRF, which
has a loss of () plus the loss of the PRF.
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G arsiayur (M)

(vk, sk) < SetupVUF(1*); p4 <& {0,1}*
(X, Y7) = AR (v p g )

(Y, ) <& Eval(sk, X™*)

return 0

Figure 4.2: The security experiment specifying unpredictability.

4.3 Impossibility of VUFs and VRFs with Tight
Reductions

In this section, we prove that any reduction from a non-interactive complexity
assumption to the security of a VUF or VRF unavoidably loses a factor of ). To
that end, we formally introduce VUFs and their accompanying security notion.
We then introduce a very weak security notion for VUFs and prove that even for
this notion, every reduction form a non-interactive complexity assumption to it
necessarily loses a factor of Q).

4.3.1 Verifiable Unpredictable Functions

Syntactically, a verifiable unpredictable function (VUF) consists of the same algo-
rithms as a VRF. However, for a VUF, we require the weaker security notion of
unpredictability instead of pseudorandomness. That is, instead of providing a chal-
lenge input X*, we require the adversary to provide a challenge input X* together
with the output Y* of the VUF for X*. We formalize these properties below.

Definition 22. A wverifiable unpredictable function (VUF) with domain X and
finite range ) consists of three algorithms VUF = (SetupVUF, Eval, Vfy) with the
following syntax.

o (vk,sk) <& SetupVUF (1) takes as input the security parameter A and outputs
a key pair (vk,sk). We say that sk is the secret key and vk is the verification
key.

o (Y, 7)< Eval(sk, X) takes as input a secret key sk and an input X € X, and
outputs a function value Y € ) and a proof 7.

o Vfy(vk, X,Y,m) € {0,1} takes as input a verification key vk, X € X, Y € ),
and proof 7, and outputs a bit.
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Gl (V)

vk, sk) <& SetupVRF(1%); p4 < {0, 1}A

XM X@)&E x st XO £ X0 forall i # 5
Y;, m;) <& Eval(sk, X @)

gyst) = A1 (vk, (XD)iciqr: pa)

Y* = Ao ((Yi, miy St)icio\))
return Y* == Y}

(
(
(
(

Figure 4.3: The security experiment specifying weak selective unpredictability.

We say that VUF = (SetupVUF, Eval, Vfy) with domain X and range ) is a secure
VUF if it fulfills the following requirements.

Correctness. We say that VUF has correctness if for all (vk, sk) < SetupVUF(1?),
X € X and, (Y,7) <% Eval(sk, X') it must hold that Vfy(vk, X,Y,7) = 1
Further, the algorithms SetupVUF, Eval, Vfy have to be PPTs.

Unique provability. We say that VUF has unique provability if for all vk € {0,1}*
and all X € X, there does not exist any Yy, m, Y1, m € {0,1}* such that
Yy # Y3, and it holds that Vfy(vk, X, Yo, m9) = Vfy(vk, X, Yy, m) = 1.

Unpredictability. Consider an adversary 4 with access (via oracle queries) to
Eval(sk, -) in the unpredictability game depicted in Figure 4.2. We say that A
is legitimate if there is no p4 € {0,1}* such that A query Eval(sk, X*), where
X* € X is part of the output of A. We define the advantage of A in breaking
the unpredictability of VUF as

AGWIEA () = Pr [0 = 1]

and say that VUF is unpredictable if for every PPT adversary A it holds that

AdvypfeS (M) is negligible in .

We note that every secure VRF is also a secure VUF. This is because an adversary
that can compute the correct output of a VRF, i.e., can predict it, can trivially
distinguish the correct output from a random element of the range of the VREF.

4.3.2 Lower Tightness Bounds for VUFs

We begin by introducing the very weak security notion of weak-selective unpre-
dictability for VUFs. In this security model, all queries and the challenge are
uniformly random and pairwise distinct. We formally define it as follows.

Definition 23. Let VUF = (SetupVUF, Eval, Vfy) be a verifiable unpredictable
function and let ¢ : N — Nje : N — [0,1]. For an adversary A = (A;,4y), we
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NICAY ())
(c;w) < T(1%); pa < {0,1}*

s = A(c; pa)
return V(c,w, s)

Figure 4.4: The generic security experiment for a non-interactive complexity as-
sumption N = (T,V,U) between the challenger and an adversary .A.

say that A (t,Q, €)-breaks the weak selective unpredictability of VUF if A runs in
time ¢ and

ws-Unpred ws-Unpred
Advys e 4 () = Pr Gy seied (0 = 1] = e())
where vavzlbjfng’ff 4z)(A) is the security experiment depicted in Figure 4.3.

Note that any VRF fulfilling the requirements of Definition 6 and every VUF
fulfilling the requirements of Definition 22 has also weak-selective unpredictability.
Hence, ruling out a tight reduction from weak selective unpredictability to a class
of complexity assumptions, also rules out tight reductions from pseudorandomness
and unpredictability to that class of complexity assumptions. We thus prove a lower
bound on the loss of any reduction from any non-interactive complexity assumption
to the weak selective unpredictability of a VUF, where the reduction my sequentially
repeat the execution of the adversary.

To be more precise in our definitions, we follows [AGO11, BJLS16], and ex-
plicitly state that the algorithms we consider are Turing machines (TMs) as de-
fined in Section 2.2. We define a non-interactive complexity assumption as a triple
N = (T,V,U) of TMs. While the TM T generates a problem instance and V
verifies the correctness of a solution, the TM U represents a trivial adversary to
compare an actual adversary against. For example, a trivial adversary against the
DDH assumption would just output random bit as its guess. We formally define
non-interactive complexity assumptions as follows.

Definition 24. A non-interactive complexity assumption N = (T,V,U) consist of
three Turing machines. The instance generation machine (c,w) <= T(1*) takes the
security parameter as input and outputs a problem instance ¢ and a witness w.
U is a probabilistic polynomial-time Turing machine, which takes ¢ as input and
outputs a candidate solution s. The verification Turing machine V takes as input
(c,w) and a candidate solution s. If V(c,w, s) = 1, then we say that s is a correct
solution to the challenge c.

Remark 8. We note that all complexity assumptions used in this thesis, and in
particular those we introduced in Section 2.4, fall in the category of non-interactive
complexity assumptions.
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T_AA(C7 PA)

sta,, = A1(c; po)

for1 </<r:
(K, (X )i, passta, ) = Ara(sta )
(7°,sta) = As (o’ (XO) 15 p.a)
(Y m)icio 0 Sta,s) = Mo (5™, sta, )
Vi = Ao((Y, 7))iero\ o) Sta)

Stag ., = M3 (YﬁAj*e,StA[,;J

s = Ag(start1,1)

Figure 4.5: Description of the Turing machine r-A“ built from an adversary A =
(A1, Ay) against the weak selective unpredictability of a verifiable unpredictable
function and a reduction (A, (Ag1, Mgz, Aos)ecpr]s As)-

Definition 25. Let N = (T,V,U) be a non-interactive complexity assumption
and let NICA be the security experiment depicted in Figure 4.4. For functions
t : N — N,e: N — [0,1] and a probabilistic Turing machine B running in time
t(\), we say that B (t,¢)-breaks N if

[Pr[NICAY (A) = 1] = Pr[NICAY () = 1]| > e(V),

where the probabilities are taken over the randomness consumed by T and the
random choices of py and pg in the security experiments NICAj(X) and NICA()).

Bader et al. prove lower bounds for simple reductions as well as for reductions
that can sequentially rewind the adversary [BJLS16]. Since the latter class of
reductions include the former class, we directly prove the lower bound on the loss
for the larger class of reductions. Following Bader et al., we view a reduction that
sequentially rewinds an adversary up to » € N times as a 3r 4+ 2-tuple of Turing
machines. That is, one TM that initializes the reduction, one to produce a solution
in the end and three for each execution of the adversary. For an adversary A =
(A1, Ay) against the weak selective unpredictability of a verifiable unpredictable
function VUF, we let r-A* be the Turing machine depicted in Figure 4.5.

Definition 26 (Def. 6 in [BJLS16]). For a verifiable unpredictable function VUF,
we say that a Turing machine A = (Ay, (Ag1, A2, Ars)ecpr, As) is an r-simple
(ta, Q, en, e4)-reduction from breaking the non-interactive complexity assumption
N = (T,V,U) to breaking the weak selective unpredictability of VUF if for any TM
A that (t4, Q,e4)-breaks the weak selective unpredictability of VUF, TM r-A* as
defined in Figure 4.5 (t5 + rt4,64) breaks N.
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Furthermore, we define the loss of a reduction as the factor that the quotient
(tA(A)+7ta(N))/ea(N) is larger than £ 4(N\) /e a(N). We formalize this in the following
definition.

Definition 27. For a verifiable unpredictable function VUF, a non-interactive
complexity assumption N, a function ¢ : N — N and a reduction A, we say that
A loses ¢, if there exists an adversary A that (¢4, Q,c4) breaks the weak selective
unpredictability of VUF such that A4 (ty + 7 - t4,c4)-breaks N, where

tA()\) + T‘t_A()\)
e’:‘A()\) -

After introducing the needed notations and notions, we can now state our theo-
rem regarding the loss of VRFs and VUFs.

Theorem 7. Let N = (T,V,U) be a non-interactive complezity assumption, Q,r €
poly(\) and let VUF be a verifiable unpredictable function. Then for any r-simple
(ta, Q,en, 1)-reduction A from breaking N to breaking the weak selective unpre-
dictability of VUF there exists a TM B that (tg,ep)-breaks N, where

tg<r-Q-tat+r Q- (Q—1)- ty

r
EBZ EA— —=.

Q

Here, tyg, is time needed to run the algorithm Viy of VUF.

Note that the theorem also applies to adversaries with €4 < 1, as we discuss after
the proof of Theorem 7. However, before proving Theorem 7, we show that it implies
that every r-simple reduction A from a non-interactive complexity assumption N
has at least aloss of = Q. Forty ==tg=r-Q-ty+7-Q-(Q—1)- tvs, let ey be the
largest probability such that there exists an algorithm that (¢x, ey)-breaks N. We
then have that ey > g5 and by Theorem 7, we have that ey < eg+r/Q < ey+r/Q.
We can then conclude that

IfA—FT'tA T'ZfA 1 tA 1 tA
> = (eny+r v — = (Eenx+r ST .
EA T en+r/Q (en +1/Q) 1 (ex+7/Q) €4

This means that A loses at least a factor of £ = r/(ey + 1/Q). Further, if ey is
very small, which it is supposed to be for a realistic complexity assumption, then

(=~ Q.

Proof. Our proof is structured like the proofs in [BJLS16, HJK12, LW14] and thus
first describes a hypothetical adversary that breaks the weak selective unpredictabil-
ity of VUJF with certainty and then describes a meta reduction that perfectly and
efficiently simulates this adversary towards A.
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THE HYPOTHETICAL ADVERSARY A. The hypothetical adversary A = (A, As)
consists of the following two procedures.

Ai(vk, (XD);e(q15 pa) samples j < [Q] and outputs (j,st) with the state st = (vk,
(XD)ieiqr, 9)-

A ((Y3, ﬂ-z‘)ie[Q\j], st) first parses the state st as (vk, (X),c(q), j) and checks whether
Vfy(vk, X9 Y;, m;) = 1 for all i € [Q\ j]. If there is 7* for which it holds that
Vfy(vk, X Y, 7;) = 0, it aborts with result L. Otherwise, it computes
Y* € Y such that there exists 7 € {0,1}* with Vfy(vk, X9 Y* 7) = 1. The
existence and uniqueness of such a Y* is guaranteed by the correctness and

the unique provability of VU F.

Observe that A breaks the weak selective unpredictability of VUF with certainty
because a correct VUF produces only valid pairs of outputs and proofs, but A, may
not be efficiently computable. However, we show that B can efficiently simulate A
nonetheless.

THE META-REDUCTION BB. We now describe the meta-reduction B that simulates
A r times for the reduction A = (A1, (Ag1, Moo, Aes)ecp, A3) B’s goal in this is to
break N and is therefore called on input ¢, where (c,w) <= T(1%).

i. B receives ¢ as input. It samples randomness py <& {0,1}* and executes
sta,, = Ai(c,pa). If Ay does not output sty ,, then B aborts and outputs
L. Since the randomness of A; is fixed, we view all subroutines of A as
deterministic. Note that A; can pass on random coins to the other subroutines
via sty ;-

ii. Next, B sequentially simulates A r times for A. That is, for all 1 < ¢ < r it
does the following.
a) Initialize an empty array A° with Q places, that is A‘[i] = L for all
i €[Q].

b) Run (vk’, (X(i)e)ie[Q],pA,stAe,Q) = Aga(sta,,). If Ag1 does not produce
such an output, then B aborts and outputs L.

c) Then B runs ((Y t )ze[Q\j],StA3,4) = Aya(7, stAm) for all j € [Q]. If

9,90 "i,g
Ay only produces correct outputs with respect to vk®, that is if

¢ 7
A Vhy(vk’, X ,ij, m) =1
i€lQ\/]
holds, then B sets A‘[i] := Y}, for all i € [Q \ j].
d) B then samples j*¢ < [Q]. Tt then proceeds in one of the following cases:

L. If Ago (5™, sta,,) produced any invalid pair of output and proof, that
is, if there exists i € [Q \ j*¢] such that it holds that the Vfy rejects,

that is ny(vke xX®° Yg vty ”*Z) 0, then B aborts and outputs L.
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2. Otherwise, B sets Y* := A*[j*].
e) Set sta,,,, = Ags(Y™",sta,,)

iii. Finally, B runs s <> Ag(sty,,, ) and outputs s.

SUCCESS PROBABILITY OF B. In order to analyze the success probability of B,
we compare the simulation of A by B with the description of A. Note that A,
samples j uniformly at random and A, aborts if it is given an invalid pair of
output and proof. B also samples j** uniformly at random from [Q] and aborts if
Aeo(5*, sta,,) produced any invalid pair of output and proof, just like A. However,

we are only guaranteed that A‘[j*‘] contains the correct output of VUF for X (i)
if there is 5" € [@ \ 7*] such that A»(j’, ste2) outputs only correct pairs of outputs
and proofs, i.e., if this is not the case the simulation of A by B deviates from A’s
behavior. Below, we formally prove that B perfectly simulates .4 unless the event
described above occurs and upper bound the probability that it occurs by r/Q.
Let sty,, be the unique state computed by Ag; and let 7% € [Q] be the unique
index that Ay 3 is executed with. Note that these values are well-defined in both
NICA%A()\) and NICAR ()). Now, define the event all-valid(sty, ,, j) as the event that
Ay outputs only valid pairs of outputs and proofs. That is
1 if Viy(vk!, X0, Y 7wl ) = 1for all i € [Q\ 4]
0 otherwise,

all-valid(sty, ,, j) = {

where (Y, 7! ,)icio\y) = Aea(sta,,, ). Recalling the case in which B’s simulation

deviates the hypothetical adversary A, we define the event

bad(¢) = all-valid(sts,,, ") /\ —all-valid(sty,,, j).
JEIQ\T*]

Informally, the event bad(¢) occurs if Ay, returned only valid pairs of outputs and
proofs for j = j** in the £’th simulation of A. Further, we let bad := \/,c|, bad(¢)
be the event that bad(¢) occurs for any ¢ € [r].

Next, let S(F) denote the event that NICA%(X) = 1 for some adversary F against
the non-interactive complexity assumption N. Then we observe the following:

Pr [S(r-A%)| — Pr[S(B)]
= Pr [S(r-A*) Abad| + Pr [S(r-A*) A —bad| — Pr[S(B) A bad] — Pr [S(B) A =bad]
<Pr [S(r-A*) A —bad| — Pr[S(B) A —bad] + Pr [bad]
Therefore, we proceed by showing two things:

1. Pr [S(r-A*) A —bad| = Pr[S(B) A —bad]

2. Pr[bad] < r/Q
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4.4 Achieving Optimal Tightness for Verifiable Random Functions

In order to prove the first statement, we consider two cases in which A outputs
either L or the correct output of VUF for input X () under verification key vk’.
These are the two cases that B distinguishes in step ii. d).

1. In the first case Aga(j*,sty,,) outputs (v}

i,j*g’
i € [Q\ j*] with Vfy(vk!, X", Vi, ) = 0. Note that in this case, Aj

aborts and outputs L. B also aborts and outputs L in step ii. d) in the first
case.

ij*g>ie[Q\j*Z] such that there is

2. In the second case no such i € [Q\ j*] exists for the output of Aya(5*,sty, ).
Hence, we have aII—vaIid(stAm,j*Z) = 1. Furthermore, since we assumed
that bad does not happen, we have that there is also j € [Q \ j*] with
all-valid(sty, ,, j) = 1 and therefore A*[j*‘] contains the correct VUF output,
which B passes on to Ay3. Since A also outputs the correct output for VUF
in this case, the two outputs are distributed identically.

Therefore, we have Pr [S(T—AA) A ﬁbad} = Pr[S(B) A —bad].

Next, we show that Pr[bad] < r/Q. For this, consider a fixed ¢ € [r] and
observe that bad(¢) can occur only if there is a unique index j € [@] such that
all-valid(stss, j) = 1 holds. Hence, the probability that B draws j** = j in step
ii. d) in the ¢'th round is 1/@Q. Therefore, we have that Pr[bad({)] = 1/@Q, and
it follows by the union bound that Pr[bad] < r/Q. Summing up, we have shown
that.

Pr [S(r-A*)] = Pr[S(B)] < Pr(bad] < r/Q <= s <ep—1/Q

It is now only left to compute the running time of B. For this, note that B
executes the algorithms Ao @ times for each ¢ € [r] and other algorithms of A only
once. Furthermore, B executes Vfy r- @ - (@ — 1) times. Overall, we thus conclude
that

ts<r-Q-ta+r-Q-(Q—1) tvy

holds, where tyy, is the time it takes to execute Vfy. This concludes the proof. [

NON-PERFECT ADVERSARIES. We only considered adversaries that always break
the weak selective unpredictability of the VUF in the theorem above. However,
the hypothetical adversary A and the meta-reduction can also simulate adversaries
with arbitrary 4 € [0, 1] by just aborting with probability 1 —e 4 in the simulation
of A.

4.4 Achieving Optimal Tightness for Verifiable
Random Functions

Now that we showed that every reduction from a non-interactive complexity as-
sumption to the pseudorandomness or unpredictability of a VRF or VUF, respec-
tively, loses at least a factor of @), we present a VRF together with a reduction,
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4 Verifiable Random Functions with Optimal Tightness

which attains this bound up to a small constant factor. We achieve this by de-
scribing a partitioning proof strategy, which we discussed in Section 2.6. We first
describe how the reduction chooses this partition in Section 4.4.1. We then discuss
the embedding of the partitioning in the VRF in Section 4.4.2.

4.4.1 A Reduction Strategy with Optimal Tightness

In order to make a partitioning argument with optimal tightness for VRF's, we need
to decouple the probability that the partitioning succeeds from the queries and the
challenge, which are chosen by the adversary. We achieve this by passing every
input of the adversary through a pseudorandom function (PRF). This ensures that
the outputs are distributed independently and uniformly at random for pairwise
different inputs. We formally define a PRF as below, similar to the definition
in [KL14, Definition 3.25].

Definition 28 (Pseudorandom functions [GGM84, GGMS86]). For functions t, m,n :
N — N and € : N — [0, 1], we say that a function PRF : {0,1}™™ x {0,1}* —
{0,1}"™ is an (t,¢)-secure pseudorandom function (PRF) if it holds for every al-
gorithm D running in time ¢(\) that

PRF | '
{,DPRF(K (1Y) = 1] ~- Pr DFOAN = 1]

<e(N),
F<—.7'—)\7n()\)

Pr
KPRF¢E-10 13m0

where Ty 0 = {F : {0,1}* — {0,1}"™} is the set of all functions from {0, 1}* to
{0, 1},

For a clear exposition of our reduction strategy, assume that all queries by the
adversary and the challenge are passed through a truly random function F'<-F) ().
We later replace this truly random function with a PRF. We then show that if
the PRF is secure, then this does only make a negligible difference in the success
probability.

We use the outputs X’ of the truly random function for partitioning in the
following way. The reduction samples KP' <& {0,1}" for some carefully chosen
n € [n(A)]. It then defines the uncontrolled set, i.e., the set of inputs for which
the reduction can extract a solution but not answer evaluation queries, as the set
of all inputs whose PRF output match KP?* on the first 7 bits. We formalize this
partitioning as the following function F.

Definition 29. For X’ € {0,1}"™ and KP> € {0,1}", we define

1 if X[, = Kent

0 otherwise,

F(X', KP) = {

where X, denotes the first n bits of X".
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4.4 Achieving Optimal Tightness for Verifiable Random Functions

We have previously used a function F with the same name in Chapter 3 in the
context of admissible hash functions. However, since there is no risk of confusion
due to the context and the functions capturing a similar intuition, we reuse the
symbol F here.

Let TRF<-F) ;) be a truly random function and let XMW X@ X e {01}
be arbitrary with X # X0) and X@ £ X* for all i # j. We then let X/ :=
TRF(X®) and X* := TRF(X*). Observe that we then have that all X! and X*
are independent and uniformly random in {0,1}"™. We show in the following
Lemma that for n = [log(Q)] + 1 and KP>* < {0,1}", where @ is the number of
evaluation queries made by the adversary, we have that F(X], KP*") = 0 for all
i € [Q] and F(X*,KP) = 1 with probability at least 1/(8Q). That means, the
partitioning argument has optimal tightness for VRF's up to a small constant factor.
We later on show that since a pseudorandom function is indistinguishable from a
truly random function, we can efficiently apply this in our construction.

Lemma 10. Let Q = Q(X) be a polynomial, let n = n(\) := [log(Q)] + 1 and let
Xy, Xg, X* be as above. For KP & 10,117, we then have that

, 1
Pr [F(X],KP™) =0 for all 0 < i < Q and F(X* K»") =1] > 50
Proof. We start by lower bounding the probability from the lemma as follows.
Pr [F(X{, KPet) = 0 for all 0 < i < Q and F(X* KP™) = 1]

=Pr [F(X],K"™*) =0 for all 0 < i < Q | F(X",K®") = 1| Pr [F(X", K"") = 1]

~ (f[ Pr [F(X], KP™) | F(X™, KP) = 1]) Pr [F(X™,KP") = 1 (4.1)
_ (1 - (;)SQ Pr [F(X™, Ko = 1]
> <1 _ @)nQ) Pr [Fre(X*, KP") = 1] (4.2)

1\" 1\"
—(1-(= -
(1-()9))
Observe that Equation (4.1) holds because all X/ and X* are stochastically inde-
pendent and that Equation (4.2) follows from Bernoulli’s inequality. Next, no-

lo 2
tice that since n = [log(Q)] + 1 we have that (%)n > (%) s _ é and
1 1
- (%)n > — (%) el = —%. We can therefore conclude the proof as follows.

Pr {F(X(z’)’ KP) =0 for all 0 < ¢ < Q and F(X™*, KP") = 1}

(- (ot
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4 Verifiable Random Functions with Optimal Tightness

Note that Lemma 10 only holds if all X} and X * are distributed independently
and uniformly at random in {0,1}", e.g., if X/ = TRF(X®) for all i € [Q] and
X* = TRF(X*). Observe that we stated our argument for a truly random function
instead of a PRF and our construction in Section 4.4.2 uses a PRF. Therefore,
we define the function G, which uses a pseudorandom function instead of a truly
random function.

Definition 30. For X € {0,1}* KPR € {0,1}™ and KP* € {0,1}", we define
G(X, KPRF, KP) .= F(PRF(K"RT, X)), KP2),

Intuitively, Lemma 10 also applies to G and adversarially chosen X® and X*
because the outputs of the pseudorandom function are indistinguishable from the
outputs of a truly random function. Hence, any adversary that is able to efficiently
make queries to the PRF such that the probability in Lemma 10 differs significantly
from the probability for a truly random function would also be able to distinguish
the pseudorandom function from a truly random function. We show that this also
holds formally as part of the security proof of the pseudorandomness of our VRF
in Section 4.4.2.

4.4.2 Verifiable Random Functions with Optimal Tightness

In order to embed the partitioning argument we described in Section 4.4.1 into a
VRF, we use the VRF that Yamada describes in [Yam17b, Appendix C]. This is
the full version of [Yam17a]. This VRF is well-suited for our purposes, because it
enables us to embed the homomorphic evaluation of arbitrary NAND circuits in the
reduction such that the reduction can answer all queries for inputs on which the
circuit evaluates to zero and can extract a solution to the underlying complexity
assumption for all inputs for which the circuit evaluates to 1. At the same time, the
embedding of the circuit hides some input bits, all internal states and the output
of the circuit from the adversary. We use this property to embed the homomorphic
evaluation of G from Definition 30. We first describe how we model NAND circuits
and then describe the VRF.

NAND circuits. Before describing our construction, we require a formal defi-
nition of NAND circuits. The type of circuits we consider take two types of inputs:
public inputs and secret inputs. For the function G, which we want to embed in
the VRF, we can think of the public input as a VRF input X € {0,1}* and of the
secret input as the PRF key KPRF and the partitioning key KP2"t. Like Yamada, we
roughly follow the notation of [BHR12] when describing NAND circuits. That is, we
assign an index to each input bit and to each gate, beginning with the public input
bits, continuing with the secret inputs bits and finally indexing the gates. Formally,
if there are k € N inputs of which kyup € [k] are public input bits and keec = & — kpub
are secret input bits, then we set P = [kpup] and S = [kpup + 1, Kpub + Ksec| as the
respective index sets for the public and secret input bits.
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4.4 Achieving Optimal Tightness for Verifiable Random Functions

For a NAND circuit C' : {0, 1}P#ISI — {0, 1} with ¢ many gates and |P| + |S|
many input bits, we assign an index j € C := [|P| + [S| + 1, |P| + |S| + ¢] to each
gate. Further, we formalize the wiring of the circuit with the functions inq,ins :
C — P US UC that represent the input wires of a gate. We require that for all
j € C it holds that iny(j) < j and iny(j) < j. This condition ensures that the circuit
does not contain any circles.

Since we only consider circuits with a single output bit, we assume without loss
of generality that the output of the gate with index |P| + |S| + |C| outputs the
overall output of the circuit. Furthermore, we define the depth of a gate j as the
maximal distance from any input gate to j. Consequentially, we define the depth
of a circuit C' as the depth of the gate with index |P| + |S| + |C|.

EVALUATING A CIRCUIT. For a circuit C' in the notation above with public inputs
p = (pj)jep, secret inputs s = (s;),es, gates with indexes in C and the wiring
encoded by in',in? : C — PUSUC, we define the function value : PUSUC — {0, 1}
as follows. For all j € P we set value(j) = p; and for all j € S as value(j) =
sj. Further, for all j € C, we set value(j) := value(in'(j)) NAND value(in?(j)). In
order to evaluate a circuit on input p € {0,1}"! and s € {0,1}/¥, we compute
value(|P| + |S| + |C|) since the gate with index |P| + |S| + |C| outputs the overall
output of C. Note that the evaluation of the circuit is well-defined because we have
that for all j € C it holds that in'(j) < j and in?(j) < j.

REPRESENTING G AS A CIRCUIT. For our construction, we need to represent G
from Definition 30 as a NAND-circuit. However, given the plain definition of G,
the number of input bits of the circuit depends on n(\), which in turn depends on
the number @) of Eval queries made by the adversary. We address this by adapting
the encoding of KP. Namely, we let PrtSmp(1*, Q()\)) be the algorithm that
samples Km2th &£ 10 131N computes 1 := [log(Q()))]+1 sets Kfxine = 17||gn(V)—n(N)
and outputs KPert = (Kmatch Kfixing) < (0 1}7V)2 We then adapt the function
F(X’, KPa) to compare X and K™ on all positions where K™ is 1 and output
1 if they match on all such positions and 0 otherwise. These adaptations do not
change the output of F or G but ensure that the NAND-circuit representing G only
depends on A and not on Q. Note that it would be possible to encode K" more
efficiently, but we use this encoding for clarity.

CONSTRUCTION. We assume that the NAND circuits for the function G for differ-
ent security parameters are publicly known, and we denote the circuit for G with
security parameter A by Cg 5. For our construction, we have that P = [)], since the
public input of G is X € {0,1}*. Furthermore, we set SPRF := [|P| + 1, |P| + m(\)]
for the indexes of the bits of KPRF ¢ {0, 1}V spart .— [|P| 4 |SPRF| + 1,|P| +
|SPRF| +2n()\)] for the indexes of KP® € {0,1}?"™ and S := SPRF USSP, Finally,
we assume that the functions in},in3 : C — P U S UC encode the wiring of Cg
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4 Verifiable Random Functions with Optimal Tightness

and that |P| 4+ |S| + |C| is the index of the output gate. For simplicity, we set
out == |P| +|S| +|C|.

Construction 3. Let GrpGen be a certified bilinear group generator (see Defini-
tions 9 and 10) with verification algorithms GrpVfy and GrpElemVfy. We then let

VRFopt = (SetupVRF

opts EValopt, VIy ) be the following verifiable random function.

SetupVRF,,(1*) first generates a group description BG <= GrpGen(1*) and samples

uniformly random group generators g, h < G*, wy <* Z; and w; <* Z, for all
Jj € 8. It then sets Wy = ¢g*°, W; := ¢"% for all j € § and outputs

vk = (BG, g, h, Wo, (W), ) and sk = (wo, (w;),cs) -

Evalopi(sk, X) parses X € {0,1}* as (X1,..., X)) and sets

9. — X, itjeP
7 U}j lfJGS

for all j € PUS. For all j € C, it sets
0 =1 = 01 (jy0in2 j)-
It then sets 7 = ¢g%+/*0 and m; == g% for all j € C and outputs

Y — 6(9, h)eout/wo al’ld T = (7T0, (W])J€C>

VYoot (Vk, X, Y, ) verifies that vk has the form (BG, g, h, Wy, (W;)jes) and that
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has the form (g, (7);ec). It then verifies the group description by running
GrpVfy(1*, BG) and then verifies all group elements in vk, 7 and Y by running
GrpElemVfy(1*, BG, s) for all s € {g, h, Y, Mo, Tp|4(S|+1: - - - » TP+|S|+[C| - VY opt
outputs 0 if any of the checks fails. Next, the algorithm verifies the correctness
of Y in respect to vk, X and 7 by setting 7; :== g%/ for all j € P and m; == W,
for all i € § and performing the following steps.

-1
1. It checks whether e(g, ;) = e(g, g) (e(ﬂini(j)’ﬂ'ini(j))) for all j € C.
2. It checks whether e(my, Wy) = e(Tout, 9)-

3. It checks whether e(my, h) =Y.

If any of the checks above fail, then Vfy,, outputs 0. Otherwise, it outputs
1.
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INSTANTIATION. In order to instantiate VRJFop, we need that G can be repre-
sented by a circuit of polynomial size and logarithmic depth. While this is certainly
possible for the comparison of the PRF output with K™ we also require a PRF
that can be computed by such a NAND circuit. The Naor-Reingold PRF is an exam-
ple of such a PRF that is also provably secure under the DDH assumption [NR97].
However, we can further optimize the efficiency by using the adaptation of the Naor-
Reingold PRF in [JKP18, Section 5.1]. This PRF has secret keys of size w(log())).
Further, we can change the encoding of K™t and Kfi"& to also consist of only
w(log(A)) many bits. This would bring the size of the public verification key down
to w(log(A)), would, however, only hold for A large enough. We can further optimize
the size of the proofs by applying the technique of [IKOS08], which allows to reduce
the circuit size of every PRF to O(\) at the cost of reducing the output length to
/¢ for some constant ¢ > 0 that depends on the PRF. However, the smaller output
length is no issue, since A\Y/¢ is larger than [log(Q()))] + 1 = O(log()\)) for large
enough A, because () is polynomial in A. This technique therefore reduces the size
of proofs to O(\). The author wants to thank Yuval Ishai for the helpful discussion
on optimizing the size of the circuit.

Correctness and Unique Provability of the VRF.

The proofs for correctness and unique provability closely follow the respective proofs
by Yamada [Yam17b, Appendix C]. Therefore, we only present them here for com-
pleteness. Before proving the pseudorandomness of the VRF, we shortly discuss
the instantiation with concrete PRFs and the effect on the efficiency.

CORRECTNESS. We prove the correctness of VRF,,: by considering an arbitrary
input X € {0,1}*. Let (vk,sk) < SetupVRF,,(1*) and (Y,7) = Evalep(sk, X),
then the algorithm Vfy, . (vk, X, Y, 7) first verifies the structure of vk and 7. This
verification succeeds because vk and 7w are generated in this specific format by
SetupVRF,,; and Evalg,. The same applies to the verification of BG and the en-
coding of the group elements by GrpVfy and GrpElemVfy. Further, the first check
succeeds because Evaly,: computes 7; for all j € C such that

0 =001 (%2 () Ot (502 )\
e(g,m) = e(g, ") = elg,g ™M) =e(g,g)e (9,9'"“ A)

0.1, 6o, .\ 1 1
=e(g,9)e <g n9 g '”3”)> =e(g,9)e (Winw)’ Winﬁ(j)) :

Further, the second check succeeds because Evalop: and Setu pVRFopt compute g, Tout
and Wy such that e(m, Wo) = e(glw/w0, gw0) = e(g%, g) = e(Mout, g). Finally, we
have that

e(mo, h) = e(g™/™ h) = e(g, h)™/** =Y.

Therefore, Vfy,,, outputs 1, which proves the correctness of VRF oy
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4 Verifiable Random Functions with Optimal Tightness

UNIQUE PROVABILITY. In order to show that VRF,, has unique provability,
we have to show that for every vk € {0,1}* and X € {0,1}* there does not
exist YO, 70, Y 7t € {0,1}* with Y? # Y such that Vfy,,(vk,X,Y? 7% =
VY (Vk, X, Y 7t) = 1.

We do so by assuming that there are vk,Y? 70 Y1 7x! € {0,1}* such that
VYo (Vk, X, YO, 7%) = Vfy, . (vk, X, Y, 7') = 1 and then conclude that Y = Y
has to hold by going through the checks of the verification algorithm. Vfy,, first
checks whether vk and 7 both have the correct format and that supposed group
elements in vk, 7 and Y are actual group elements with a unique encoding. Since
we assumed that Vfy ., (vk, X, Y0 7%) = Vfy . (vk, X, Y! ') = 1, we from now on
assume that vk, Y9 70 Y1 7! fulfill these conditions.

Next, observe that it follows from the group structure of G that m; = ¢~ is
uniquely defined for all j € P and that log,(7;) = w; uniquely defines w; €
Zy, for all j € S. Viy,,(vk, X, Yy, m0) = Viy,(vk, X,Y1,m) = 1. Then, the
first check of Vfy,, inductively specifies a unique 7; € G such that e(g, ;) =

e(g,9) (e(mni(j), Wini(j)))_l holds for all j € C. This implies that the values 7; are
identical in 7° and 7. The second check of Viy,pe then uniquely specifies g, be-
cause Wy and 7oy are uniquely specified. Hence, 7y has to be identical in 7° and 7.
Finally, the last check of Vfy,,, uniquely specifies Y because 7 is already unique.
Therefore, Y° = Y'! has to hold, which proves the unique provability of VR Fqp:.

Proof of Pseudorandomness.

The security of our VRF is based on the decisional ¢-bilinear Diffie-Hellman inver-
sion assumption that we introduced in Section 2.4 as Definition 14. Note that the
assumption falls in the category of non-interactive complexity assumptions from
Definition 24. Based on this assumption, we can formulate the theorem for the
pseudorandomness of our VRF.

Theorem 8. Let VRFop = (SetupVRF, ., Evalop, Viy ) be the verifiable random
function from Construction 3, then for every legitimate adversary A = (A;, As)
that (t4,e4) breaks the pseudorandomness of VRFopt and makes Q(X) queries to
Evalopt for some polynomial Q) : N — N, there exists an algorithm B that (tp,ep)-
breaks the qg-DBDHI assumption relative to GrpGen used in VRF ope with

ea(N)
tB(A) t.A(/\)v €B<)‘> 2 8@(/\)
where d is the depth of Cgx, eprr @s the largest advantage any algorithm with
runtime t4(\) that makes Q(N) queries to its oracle has in breaking the security
of the PRF used in VRFop and negl(X\) is a negligible function. In particular:
VRFopt achieves the optimal tightness, since eprp(A) is negligible if the construction
is instantiated with a PRF with a security reduction loss of at most Q(\).

— epre(A) — negl(\) and — q:=2%

Remark 9. Note that the requirement of a loss of at most ) for the PRF is fulfilled
by e.g. the Naor-Reingold PRF [NR97] or the PRFs by Jager et al. [JKP18|.
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Proof. Since Evalgy is deterministic, .4 can not learn anything by making the same
query to Evalyy twice. We therefor assume without loss of generality that A makes
only pairwise distinct queries to Evalyy. Further, we set @ = Q(\),n = n(\),m =
m(A) and €4 := €4(\) in order to simplify notation.

We denote the event that Game ¢ outputs 1 by G;. The first part of the proof
will focus on our technique of using a PRF for partitioning. The second part of
the proof follows the proof by Yamada [Yam17b, Theorem 6] and we provide it for
completeness.

Game 0. This is the original security experiment from Definition 6 and we thus
have that

1
PI‘[G()]—Q‘ =EcA

holds by definition.

Game 1. In this game, the challenger first runs the game as before. But, before
outputting a result, it samples X/<={0, 1}" uniformly and independently at random
for each query X® € {0,1}* to Evalyy by A and X* <& {0,1}" for the challenge
X* € {0,1}*. Observe that this perfectly emulates the process of evaluating a truly
random function on the queries and the challenge because we assumed without loss
generality that all queries and the challenge are pairwise distinct. Further, it sets
n = [log Q] + 1 and samples KP* <& PrtSmp(1*, Q). It then aborts and outputs a
random bit if F(X! KP2*) = 1 for any i € [Q] or if F(X*, KP*) = 0. We denote the
occurrence of any of the two abort conditions by the event bad. We next show that

[Pr[Gi] = Pr[Goll = £4(1 = Pr [bad]) < 4 (1 - 8162)

holds. We later use that Pr[—bad] > 1/(8Q) holds, which follows from Lemma 10
and will in the end yield the loss stated in Theorem 8. We have the following.

IPr[Gy] — Pr[Go]| = [Pr[Gy | bad] Pr [bad] + Pr [Gy | ~bad] Pr [~bad] — Pr[Gy]|
_ ; (1 — Pr[—bad]) + Pr[G, | ~bad] Pr [~bad] — Pr [Gy|

Py [—bad] (Pr [Gy | —bad] — ;) — Pr[G]

— N

= |5 + Pr[-bad] (Pr [Go] — ;) — Pr |Gy

= |Pr [~bad] (Pl" [Go] — ;) - <Pr [Gol - ;>‘
= | (el = 2 (P [bag < 1)

_ |PriGy] — ;’ . [Pr [—bad] — 1]

— 4 (1 — Pr[-bad])
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Note that Equation (4.3) holds because Pr[G; | =bad] = Pr[Gy | =bad] and the
event —bad is independent of Gy. The independence holds because X* and all
X/ are drawn at random. Note that it is this independence together with the
independence between the different X and X* that allows us to achieve the optimal
tightness in contrast to the other approaches discussed in the introduction.

Further, by Lemma 10, we have that Pr[—bad] > 1/(8Q) holds and therefore
holds that

|G — Go| = e4(1 — Pr[—bad]) <ey <1 - 822) .

Game 2. In this game, the challenger only changes the way it computes X* and
X! for all i € [Q]. The challenger samples KPRF <2 {0, 1}™ and aborts and outputs
a random bit if G(X® KPRF Krat) = 1 or if G(X* KPRF KPet) = (. The only
difference to Game 1 is that G sets X* = PRF(KPRF, X*) and X! := PRF(KPRF X )
instead of drawing them uniformly at random.

Informally, every algorithm distinguishing Game 2 from Game 1 with advantage
¢ implies a distinguisher for PRF with advantage €. We describe a distinguisher
Bprr for PRF that is based on Game 2 and Game 1 and achieves exactly this:
Bpre()\) with access to either a PRF(KPRF .) or a truly random function F & Fany
as oracle first runs (vk, sk) <*- SetupVRF, (1) and uses sk to answer all queries and
the challenge by A. After A submits its guess b, Bprr queries its oracle on X
and by that obtains X| for all i € [@]. Analogously, it queries its oracle on X* and
by that obtains X*'. Tt then samples KP <& PrtSmp(1*, Q) and aborts and outputs
a random bit if F(X* KP®) = 0 or F(X/, KP) = 1 for some i € [Q]. Otherwise,
Bprr outputs 1 if A’s guess is correct and 0 otherwise.

Note that B has exactly the same runtime as A and that the probability that it
outputs 1 is identical to Pr[Gy] if its oracle is the pseudorandom function. Analo-

gously, if its oracle is a truly random function, then its output is 1 with probability
Pr [G;] and therefore

|Pr[Gy] — Pr[Gy]| =

PRF(KPRF.) (1) ] ()
r B 1) =1 Pr Berg =1
KPRF£{O71}W |: PRF ( ) F&}—A,n(k) [ PRF ]

< EPRF-

Game 3. 1In this game, the challenger samples the key of the PRF KPRF & £, 1}™
and KPat <& PrtSmp(1%, Q) in the very beginning and aborts and outputs a random
bit as soon as A makes an Evaly: query X with G(X® KPRF Kpart) = 1 or if
it holds for A’s challenge X* that G(X* KPRF KPat) = (. Since this is just a
conceptual change, we have that

Pr[Gs] = Pr[Gy].
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4.4 Achieving Optimal Tightness for Verifiable Random Functions

From here on, the proof mostly follows the proof by Yamada [Yam17b, Appendix
C] and we present it here for completeness.

Game 4. In this game, we change the way the values w; are chosen. That is,
the challenger samples the partitioning key KP® < PrtSmp(1*, Q) with KPt ¢
{0, 1315 a;r)la(ilt KPRE & 10, 1}5™1. For all j € S it sets s, == KiR[p, for all j € SPRF

and s; = Kj 1P| |SPRF for all j € S The challenger then samples a < Z%, and

w; <+ Zy for all j € S. It then sets

W = Wox and w; = Wj - o+ 5 forall j € S.

Note that the values w; are drawn from Z; and not from Z, like the values w; in
the previous game. This slightly changes the distributions of each w;. However, the
overall statistical distance is at most |S|/p, which is negligible because p = Q(2*)
by Definition 9 and therefore

|Gy — G3| = negl()).

HELPING DEFINITIONS. Before proceeding to the next game, we introduce addi-
tional notation. That is, for all X € {0,1}* and all j € PUS UC, we let

X; if j € P,
Px;(Z) = {W;Z+s; if j € S and
1 = Pxint(5y(Z)Pxinz(5(2) if j €C.

Note that by the definition of w; form Game 3, we have that Px j(a) = 6,. In order
to proceed to the next game, we require the following lemma by Yamada.

Lemma 11 (Lemma 16 in [Yam17b]). There exists Rx(Z) € Z,[Z] with deg(R(Z)) <
deg(Pxou(Z)) < 2, where d is the depth of the circuit for the function G, and it
holds that

Pxout(Z) = G(X,KPRF KPo™) 1 7. Ry (Z).

As not to interrupt the proof of Theorem 8, we postpone the proof of Lemma 11
and first conclude the proof of Theorem 8.

Game 5. With Lemma 11 at our hands, we change how the challenger answers A’s
evaluation queries in this game. As in the previous game, the challenger aborts and
outputs a random bit if G(X @ KPRF KPart) — 1 for any query X @ by A. Otherwise,
the challenger computes and outputs

YV —e (gRX(a)/wO, h) : - (7.(0 _ ng(a)/’lf)O’ (7Tj = gPXJ(a))jeC) .
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4 Verifiable Random Functions with Optimal Tightness

Observe that Y and 7 are distributed exactly as in Game 4. This holds for all ;
because Px ;(Z) is defined exactly as P; in the definition of Evaly above, just with
w; defined as in Game 4. Further, it holds for my and Y because

Rx(a)  o-Rx(e)  G(X,KPRF KP™Y) o Ry(a)  Pxouw()

I

1170 Q- U~}0 (0 U~10 Wo
where the last equality follows from Lemma 11. It therefore holds that

Pr[Gs] = Pr[Gy].

Game 6. In this game, we change how the challenger answers to A’s challenge
X*. As in the previous game, the challenger aborts and outputs a random bit if
G(X*, KPRF KPart) — (), Otherwise, the challenger computes Rx«(a) and sets

Y, = (6(97 hYe e (QRX*(co, h))l/“?o e (g(1+aR}(a))/(@oa)7 h)
— e (g(G(X*,KPR'E,I<"a"‘)-i-6vR§((Oé))/(ﬁJoOé)7 h) —e <gPX*,out(a)/w0’ h) )

Then, the challenger samples a bit b uniformly at random and Y; <> G and outputs
Y, to A. Again, observe that Py« ou(c) is, relative to w; as defined in Game 4,
distributed exactly as 6o, in the definition of Evalgy. It therefore holds that

Pr [GG] = Pr [Gg,] .

Game 7. In this game, the challenger always responds to A’s challenge X* with
Y1 <& Gy regardless of the value of b. It thus holds that

Pr [G7] = =

because no response of the challenger to the challenge X* or an evaluation query
X @ depends in b in any way. Furthermore, we claim that there is an algorithm

B that runs in time ¢4 and has an advantage of |Pr[Gg] — Pr[Gs]| in solving the
q¢-DBDHI problem.

Lemma 12. Let d € N be the depth of the Cg y, then there is an algorithm B with
run time tg ~ t4 that on input a ¢-DBDHI instance with ¢ = 2¢ perfectly simulates
either Game 6 or Game 7 such that

e = AdvEPPPM () = |Pr [Gg] — Pr[G/]|

holds.
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4.4 Achieving Optimal Tightness for Verifiable Random Functions

As not to interrupt the proof of Theorem 8, we postpone the proof of Lemma 12
and first conclude the proof of Theorem 8. By Lemma 12 and the (in)equalities we
derived above, it holds that

1 1
ca = [Pr(Gy] — 2‘ < [Pr[Go] = Pr[Gy]| + [Pr[G1] —
1 1
Sg_A <1_8> + Pr[Gl]—E
1
<equ (1 - 8) + eprr + |Pr[Gy] — ‘
1
=€E» (1 — 8) + EpRF + PI’[Gg] — ‘
1 1
< ey (1 — 8) + EpRE + negl()\) + |Pr [G4] — 2‘
1 1
=y (1 — 8) + eprr + negl(\) + |Pr[Gg| — 2‘
1 1
< ey (1 — 8Q> + €prr + negl( ) + |Pl" [G6] — Pr [G7]| + |Pr [G7] — 2’
1
=c4 (1 — 8@) + eprr + negl(\) + e
Rearranging the terms above, we have that
€ 2 @ — eprr — negl(A),
which concludes the proof of Theorem 8. O]

Proofs for Lemma 11 and Lemma 12.

In order to finalize the proof of Theorem 8, we still need to prove Lemma 11 and
Lemma 12, which we do below.

Proof of Lemma 11. Our proof closely follows Yamada’s proof of Lemma 16 in Ap-
pendix C of [Yam17b]. For all j € PUS UC let

X; itjeP
PRF e PRF
b, i Ki™ Lp‘ if;e€8
’ par i art
K= pi-s7er ifj € 5"

1—b1 b2 it 7 € C.

Note that for two bits a,b € {0, 1}, it holds that 1 — ab = a NAND b. Therefore,
we have for all j € C that b; is the output of gate j and in particular, that by, =
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4 Verifiable Random Functions with Optimal Tightness

G(X, KPRF KPart) . We now claim that for all j € C there exist Rx j(Z) € Z,[Z] such
that

Furthermore, it holds for all j € P US UC, that if d; € N is the depth of j, then
deg(Px ;(Z)) < 2%. We prove this by induction. For all j € P U S this holds by
the definition of Py ;(Z). For all j € C, let j; := in}(j) and js := in3(j). Note that
by our requirements for in} and in3 we have that j; < j and j, < j, which allows
us to prove the statement by induction. We then prove our claim as follows.

Pxj(Z) =1—Px;(Z)Px;,(Z)

=1- (bjl +Z- RX:jl (Z))(bjz +7Z- RXJz(Z)) (4'4)
=1—10;,bj, + Z- (=bj;Rx j,(Z) — bj,Rx j, (Z) + ZRx j, (Z)Rx j,(Z))
::RX,j(Z)

=bj+Z-Rx;(2)

Note that Equation (4.4) holds because we have by induction that Py, (Z) =
bj, + Z-Rx;,(Z) and Px j,(Z) = b;, + Z - Rx ;,(Z) holds.

Moreover, notice that for d;, the depth of the gate with index j, it holds that
d; =1+ max{dj,,d;,}, where d; and d;, are the depths of the gates with index j;
and j, respectively. We then have that

deg(Px;(Z)) = deg(1 — Px;,(Z)Px ;,(Z)) = deg(Px ;,(Z)) + deg(Px j,(Z))
= 241 4 9dix < 9. gmax{dj;.dip}  od;

Finally, we provide the proof for Lemma 12.

Proof of Lemma 12. On input (BG, g, h, g%, ...,9*",T), where T is either e(g, h)"/*
or a random element in Gr, the algorithm B samples g < Z; and w; < Z; for all
i € S. Tt further samples KP <& PrtSmp(1*, Q) and KPRF <& {0,1}™. For all j € S
it then sets

— (g*)™ gKﬁETPl if j € SPRF and
J (ga)’tﬁj gK‘?a_rt‘m_‘sPRF‘ lfj c Spart.

Further, B sets Wy = (ga)wo.‘ It then gives vk = (BG, g, h, Wy, (W;),es) to A.

Whenever A makes a query X@ to Evalgpt, then B computes the coefficients of the

polynomials Py ;(Z) for all j € C. Note that by Lemma 11, we have that the

coefficient for degree zero of Py ou(Z) is identical to G(X ), KPRF KPat) Hence,
if the coefficient of degree zero is 1 for any query X @, then B aborts and outputs
a random bit just as the challenger in Game 6 and Game 7.
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Otherwise, B computes Y and 7 as
— Rx (@) /10 — — Rx (@) /o . Px (@)
Y.—e(g ,h), 7T.—<7T0—g ,(ﬂj.—gx i )jec).

Note that B can compute these values because all Py ;(Z) and Ry (Z) have
degree at most 2¢ < ¢ and therefore all group elements ¢* for i < 2¢ are part of
the ¢-DBDHI instance.

When A submits its challenge X*, B computes the coefficients of R%(Z) and
Px-;(Z) for all j € C as above. As the challenger in Game 6 and Game 7, B aborts
and outputs a random bit if the coeflicient of degree zero of Px« o4(Z) is not 1, i.e.,
if G(X*, KPRF KPat) — (. Otherwise, B draws a random bit b <% {0, 1} and returns

Y* = (T e (gRX*(a)’ h))l/wo

to Aif b =0 and B returns Y* & G to Aif b = 1.

In order to conclude the proof, observe that # and Y for all evaluation queries
and Y* for the challenge are distributed exactly as in Game 6 if T = e(g, h)'/°.
Analogously, if T' <~ Gp, then 7 and Y for all evaluation queries and Y* for the
challenge are distributed exactly as in Game 7 and therefore

ep = AdvEPPPM(N) = Pr[Gg) — Pr[G] |

Furthermore, observe that t 4 ~ tz because t 4 already includes the runtime of the
security experiment and B does nothing more than executing the security experi-
ment for B with the sole difference that it has to compute the coefficients of the
polynomials Px ;(Z) and Rx(Z). However, these few additional operations do not
make a significant difference in the overall runtime of B. [

4.5 Conclusion and Open Problems

We showed that every reduction from a non-interactive complexity assumption
to the pseudorandomness of a VRF that can sequentially rewind the adversary
a constant number of times necessarily loses a factor of ~ (). This settles the
question of the optimal tightness an adaptively-secure VRF can achieve under a
non-interactive complexity assumption. Furthermore, we constructed the first VRF
with a reduction that has this optimal tightness. The takeaway message is that the
optimal loss for adaptively-secure VRFs is () and that it is possible to construct
VRF's that attain this bound.
Our main technical contributions are:

1. The extension of the lower bound for the loss of reductions by Bader et
al. [BJLS16] to VRFs and VUFs in Section 4.3.
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2. Further, we presented a new partitioning strategy that achieves this optimal
tightness even in the context of decisional security notions and complexity
assumptions.

3. Finally, we show that this partitioning strategy can be applied in Yamada’s
VREF and thus yields a VRF in the standard model with optimal tightness.
This also shows that the lower bound on the loss of reductions from a non-
interactive complexity assumption to the security of a VRF that we present
is optimal.

However, there are still some open questions. The technique of Bader et al., and
therefore also our results, only applies to non-interactive complexity assumptions
and reductions that sequentially rewind adversaries. While this result covers al-
ready a large class of assumptions and reductions, it does not cover interactive
assumptions and reductions that can run several instances of the adversary in par-
allel. Morgan and Pass show a lower bound of /() for the loss of reductions to the
unforgeability of unique signatures from interactive assumptions [MP18]. While
it seems plausible that their technique could be extended to also cover VRFs and
VUF's, this is still an open question.

Research Question 3. Is there a lower bound on the reduction loss of proofs
of pseudorandomness or unpredictability when the reduction is from an interactive
complexity assumptions or the reduction can execute several instances of the adver-
sary at the same time? In particular, can the technique by Morgan and Pass [MP18]
be extended to also cover VUFs or VRFs?

Moreover, VRF opt is less efficient than the VRF's that we discussed in Chapter 3.
This raises the question whether a comparable efficiency can be achieved together
with tightness.

Research Question 4. Are there verifiable random functions that can be proven
secure with optimal tightness loss and are as efficient as currently known VRFs
without optimal tightness loss?

Similar to the VRFs that we introduced in Chapter 3, VRF oy is based on the
¢-DBDHI assumption with a polynomial ¢, which is not a standard assumption
and gets stronger with ¢ [Chel0]. It would therefore be preferable to construct an
efficient VRF with optimal tightness from a standard assumption, like the VRFs
in [HJ16, Koh19, Ros18].

Research Question 5. Are there verifiable random functions that can be proven
secure under a standard assumption and achieve optimal tightness?
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5 Efficient ldentity-Based
Key-Encapsulation Schemes from
Lattices

In this chapter, we construct new programmable hash functions (PHFs) for lat-
tices. The notion of PHFs was introduced by Hofheinz and Kiltz [HK08, HK12],
and it provides a modular building block to construct efficient cryptosystems with
adaptive-security in the standard model. Zhang et al. first introduced PHF's specif-
ically for lattices in [ZCZ16]. We introduce balanced PHF's for lattices that, in con-
trast to standard PHF's, enable cryptographic schemes with decisional security, such
as IB-KEMs, without requiring additional techniques such as the artificial abort
technique by Waters [Wat05]. We show a construction of a lattice-based IB-KEM
that is secure in the standard model and uses balanced PHFs in a black-box man-
ner. Furthermore, since balanced PHFs for lattices also fulfill all requirements for
standard PHF's for lattices, the digital signature schemes by Zhang et al. [ZCZ16]
can be instantiated with all balanced PHF's that we present.

Overall, we present three balanced PHFs. Our first balanced PHF uses the
blockwise partitioning technique we introduced in Section 3.4. Thus, it requires
weak near-collision resistant hash functions for its security. It has a description
that essentially consists of O(log A) many LWE matrices and thus gives rise to the
currently most efficient IB-KEM from lattices with a polynomial reduction loss and
polynomial LWE parameters.

Even though we view weak near-collision resistance of hash functions as a natural
assumption for standardized hash functions, it would still be preferable to base se-
curity on well-studied complexity assumptions. We, therefore, define exponentially-
collision resistant (ECR) hash functions as a weaker assumption for hash functions
than the assumptions we used in Chapter 3. We then concretely construct ECR
hash functions from the exponential SIS assumption, which extends the standard
SIS assumption with a concrete bound on the running time of algorithms. Thus,
in contrast to TCR (see Definition 20) and wNCR (see Definition 21), we prove
the existence of ECR hash functions by assuming the hardness of a well-studied
computational problem.

We then demonstrate the potential of ECR hash functions by presenting two
balanced PHF's from ECR hash functions that achieve even shorter function de-
scriptions than the PHF based on blockwise partitioning. The first of these PHF's
has a function description consisting essentially of a constant number of matri-
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5 Efficient Identity-Based Key-Encapsulation Schemes from Lattices

ces and gives rise to the first lattice-based IB-KEM with adaptive security in the
standard model, but with a slightly super-polynomial LWE parameter. Our last
balanced PHF achieves a polynomial LWE parameter with a function description
consisting of O(y/Tog \) many matrices. However, this efficiency comes at the price
of a larger reduction loss: Both balanced PHF's from ECR hash functions require
a guessing argument, which incurs a “sub-quasi-polynomial” loss of A\~OUeglos(V) jf
instantiated with the ECR hash function we present.

This yields very efficient IB-KEMs and signatures, including the first IND-ID-
CPA secure lattice-based IB-KEMs with essentially a constant number of matrices
in their master public keys and adaptive security. Moreover, it yields the most effi-
cient IB-KEM with polynomially-bounded LWE parameter. Finally, it also yields a
signature scheme, which directly achieves full EUF-CMA security with constant-size
verification key, and the most efficient signature scheme with polynomially-bounded
SIS parameter secure under SIS.

AUTHOR’S CONTRIBUTIONS. The results presented in this chapter are based on
joined work with Tibor Jager and Rafael Kurek published as [JKN21] and on un-
published joined work with Tibor Jager that is to be submitted to PKC 2022. The
formulation of balanced PHFs as an extension to plain PHFs and the definition
and construction of the ECR hash functions are the result of intensive discussions
with Tibor Jager, and both contributed equally. Apart from this, the author made
the following technical contributions:

o The construction of balanced PHFs from blockwise partitioning, which is
published in [JKN21];

o The formulation and proof of the bound on the size of the description of
ECR hash functions of exponentially increasing output length presented in
Lemma 21;

e The construction and the accompanying proofs of the PHFs from ECR func-
tions that we present in Section 5.5 and Section 5.6;

o The construction and the accompanying proofs of the IB-KEM presented in
Section 5.7.2, which is a variation of the identity-based encryption scheme
by [Yam17a, Section 5].

5.1 Motivation and Overview

The generality of PHFs as an abstract building block makes it possible to “out-
source” a partitioning argument, as we describe it in Section 2.6, from a security
proof to the PHF. This makes security proofs more modular, it reduces their com-
plexity significantly, and avoids a tedious repetition of standard arguments. Fur-
thermore, it makes it possible to instantiate schemes with different PHFs without
the need for a new security analysis.
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LaTTIiCE-BASED PHFS. Various different types of PHFs were constructed in sev-
eral follow-up works [HK08, HK12, HJK11, FHPS13, CFN15, ZCZ16]. Most rel-
evant to this chapter is the adoption to the setting of lattice-based cryptography
by Zhang et al. [ZCZ16], who constructed the first lattice-based PHFs and showed
how to use them to construct short signatures and identity-based encryption (IBE)
schemes with small key sizes based on lattice assumptions.

A lattice-based PHF is based on a matriz hash function F = (HGen, HEval),
where HGen(1%) takes the security parameter A and produces a function description
F, and HEval(F, X) evaluates the function X — F(X) € Z;*™. Essentially, F is a
PHF if there exist additional efficient algorithms TrapGen (trapdoor key generation)
and TrapEval (trapdoor evaluation) with the following properties.

1. TrapGen(A) takes a matrix A (e.g., from an LWE instance) and produces
a function description F”, which is indistinguishable from one generated by
HGen, along with a trapdoor td.

Intuitively, this makes it possible to replace HGen with TrapGen(A) in a se-
curity proof, such that an instance A of a hard lattice problem is embedded
into the function description and that the reduction knows some additional
trapdoor information td.

2. TrapEval(td, X) produces two matrices (Ryx,Hy) such that one can write
HEval(F’, X) as

HEVQ'(F,,X) = ARX + HXG (51)

where G is the so-called gadget matriz that allows the reduction to solve LWE
or SIS if the norm of Ry is sufficiently small. We formally introduce G and
its properties in Lemma 13.

Intuitively, this ensures that the reduction is able to use the trapdoor to
obtain a representation of the form from Equation (5.1) of the output of
HEval(F’, X)), which can be used with standard lattice proof techniques to
simulate a security experiment whenever Hy # 0.

3. For any sequence of inputs X = (X7, ..., Xg, X*) holds
Hyx. =0 and Hy, #0Vie{l,...,Q}

with some non-negligible probability.

Intuitively, this “well-distributedness” requirement enables a “partitioning ar-
gument” in a security proof. It ensures that we have Hy = 0 only for X = X*.
For example, for identity-based encryption this will make it possible to embed
an instance of a hard problem into a ciphertext associated to “identity” X*,
whereas for signatures this will enable the extraction of a solution to a hard
problem from a forgery for “message” X*
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LIMITATIONS OF KNOWN LATTICE-BASED PHFS. The known constructions of
lattice-based PHF's by Zhang et al. [ZCZ16] enable the generic and modular appli-
cation of PHFs to construct cryptosystems like IBE and signature schemes from
standard lattice assumptions. However, they still exhibit the following limitations,
which we seek to address.

Efficiency and dependence on (). For typical applications of PHF's, including the

IBE and signature schemes in [ZCZ16] and the IB-KEM we present, the func-
tion description F is contained in the public key (concretely, in the mas-
ter public key of an IBE scheme or the public key of a signature scheme).
Therefore we measure the efficiency of a PHF by the size |F| of the function
description.

For the second lattice-based PHF construction from [ZCZ16], F' consists
of log(Q) matrices in Z7*™. While it asymptotically holds that log(Q) =
O(log \) for a polynomial ) = Q()), any concrete instantiation of F' still
depends on . For instance, for the applications of PHFs in [ZCZ16] and
our work, () corresponds to the number of identity key queries made by an
adversary. Therefore the resulting schemes only achieve security against ad-
versaries that ask up to @ queries (“@Q-bounded security”), but no security
against arbitrary polynomial-time adversaries which might ask ) + 1 or more
queries.

Furthermore, this construction seems rather impractical, unless () is very
small, since it is based on @)-cover free sets.

The only other currently known PHF for lattices is the first construction from
[ZCZ16]. However, this construction requires O(\) many matrices in |F|.

Dependence on X, the “artificial abort”, and modularity. Note that the “well-
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distributedness” of a PHF guarantees only that a partitioning argument suc-
ceeds with non-negligible probability. However, it does not guarantee that
the partitioning works (or fails) with approximately the same probability for
all possible sequences of queries X = (Xj,...,Xg, X*), as required when
reducing from a decisional assumption as we discussed in Section 2.6.

While the standard approach of performing an artificial abort, which was
also used by Zhang et al. [ZCZ16], resolves this issue, it comes at the price
of a significant computational overhead. Furthermore, it adds significant
complexity to reductions and redundancy to proofs.

To reduce the computational overhead, Bellare and Ristenpart [BR09a] showed
how to avoid artificial aborts. However, their analysis is not generically based
on PHF's, but more “low-level” and therefore not modular. This makes it dif-
ficult to generically and modularly apply such PHF's for the construction of
cryptosystems without requiring artificial abort.



5.1 Motivation and Overview

CONTRIBUTIONS. We make progress regarding the issues mentioned above by in-
troducing balanced PHFs and demonstrating how to construct an IB-KEM from a
balanced PHF in a black-box manner without relying on the artificial abort tech-
nique. We then present three balanced PHF's, one whose security relies on wNCR
hash functions and two balanced PHFs that essentially rely on the exponential
hardness of the well-studied short integer solution (SIS) problem. We discuss the
contributions in more detail below.

« We define balanced programmable hash functions (balanced PHFs) as an ex-
tension of plain PHFs. Balanced PHFs are “balanced” in the sense that they
do not require the artificial abort technique in order to prove the security of
IB-KEMs or other primitives with indistinguishability-based security defini-
tions. Furthermore, for all three constructions of balanced PHFs we present,
the size |F| of the function description is independent of Q).

o Our first PHF construction (FgLk) is based on the semi-generic blockwise
partitioning technique (see Lemma 6) and has a function description F' that
consists of O(log A) many matrices. This construction requires wNCR hash
functions (see Definition 21) in order to be secure. It currently allows for the
most efficient constructions of IB-KEMs with polynomial LWE parameters
and a polynomial reduction loss.

e Even though we deem wNCR a plausible assumption, it is still desirable to
replace it with a well-studied computational problem. To that end, we intro-
duce exponentially-collision resistant (ECR) hash functions, which essentially
require that any algorithm for finding collision takes exponential time in the
output length. On a high level, this approach follows the same paradigm as
wNCR and TCR in the sense that it makes it possible to instantiate a hash
function H : {0,1}* — R such that R is “sufficiently small” to make it pos-
sible to guess H(X™*) with significant success probability, while at the same
time R is “sufficiently large” that it is possible to argue that an efficient ad-
versary must (sometimes) be able to break the cryptosystem without finding
a collision. We provide a construction of ECR hash functions based on lattice
assumptions. We show how to construct ECR hash functions based on lattice
assumptions explicitly. To this end, we define the exponential SIS assump-
tion (eSIS), which essentially extends the standard SIS assumption [Ajt96]
with a concrete bound on the success probability of any adversary running
within a certain amount of time. In our construction, the set R is of size
N\Ooglog(N) " wwhich is super-polynomial but still sub-quasi-polynomial. Hence,
our reduction can only guess H(X*) correctly with probability A~©(cgles(\)
thus losing a quasi-polynomially bounded factor.

o We demonstrate the potential of exponentially-collision resistant hash func-
tions by presenting two balanced PHFs from ECR hash functions. Both
constructions use ¢ = ©O(log A\) ECR hash functions Hy,..., H, in parallel,
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such that there exists a suitable choice H; for every runtime ¢ and advan-
tage € an adversary might have. Our first balanced PHF from ECR hash
functions has a function description F', which essentially consists of a con-
stant number of matrices. More precisely, it consists of two matrices in Zg™*™
and ¢ = O(log ) keys for hash functions, where X is the security parameter.
However, the hash function keys require only space O(|Z;*™|), where |Z; ™|
denotes the size of one matrix in Zy*™. This construction extends a technique
by Alperin-Sheriff [Alp15], which was used to construct efficient lattice-based
signatures but only achieved non-adaptive security. We show how to leverage
this approach to construct PHFs, which then directly yields adaptive security.
The main downside of this construction is that it only achieves a (slightly)
super-polynomial upper bound on the norm of the trapdoor matrices and thus
also requires modulus ¢ of (slightly) super-polynomial size.

 Our second balanced PHF construction (Fsy) addresses this downside. Here,
a function description again consists of £ = O(log A) keys for hash functions
(which again can be compactly represented using space O(|Z;*™])), along

with only O(v/¢) = O(y/Iog ) Zy*™-matrices. Essentially, the idea of this
construction is to represent ¢ matrices By, ..., B, that correspond to the “ac-
tual” function description by only 2v/¢ matrices. We achieve this by following
a baby-step giant-step approach that we describe in more detail in Section 5.6.

o Balanced PHFs can not immediately be used in the IBE scheme by Zhang
et al. [ZCZ16] because it requires an additional “min-entropy” property from
the PHF. Therefore, we describe a new IB-KEM, which does not have this
min-entropy requirement and can be proven secure under LWE by using a
balanced PHF in a black-box manner. We compare the properties of our 1B-
KEM with lattice-based IBEs schemes in Table 5.2 in Section 5.7, which is
based on the respective table by Yamada in [Yam17a, Table 1].

APPLICATION TO LATTICE-BASED SIGNATURES. All three of our PHFs directly
give rise to more efficient digital signature schemes by plugging the PHF into the
digital signature construction from [ZCZ16].

Fas gives rise to a signature scheme where the public parameters essentially con-
sist of a constant number of matrices. This approach is similar to the construction
by Alperin-Sheriff [Alp15], which, achieves only non-adaptive security and thus re-
quires an additional chameleon hash function or a one-time signature to achieve
adaptive security which increases the size of signatures. Ours directly achieves
adaptive security.

When instantiated with Fsy, we obtain the most efficient signature scheme secure
under the short integer solution (SIS) problem with polynomially bounded SIS
parameter . We compare ours and previous signature schemes in Table 5.1, which
is based on the respective table from [KONT20]. Note that Table 5.1 lists schemes
from SIS and RingSIS to give a better overview over lattice-based digital signature
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schemes in the standard model, even though our claim is only subject to digital
signature schemes secure under the standard SIS problem. Moreover, it is plausible
that our techniques could also be applied to constructions of digital signatures
secure under RingSIS. However, we do not make any claims regarding this.

APPLICATION TO LATTICE-BASED IB-KEMSs. Unfortunately, our PHFs cannot
immediately be used in the IBE scheme by Zhang et al. [ZCZ16] because their IBE
scheme requires an additional “min-entropy” property from the PHF. Therefore
we describe a new IB-KEM, which does not require the PHF's to fulfill the “min-
entropy” property, but otherwise has similar performance when instantiated with
the same PHF.

Given the modularity of the PHF abstraction, we can base this construction in a
relatively straightforward way on the construction by Yamada [Yam17a]. For sim-
plicity, we build an identity-based key encapsulation mechanism (IB-KEM), which,
however, directly gives rise to an IBE scheme (since we consider IND-ID-CPA se-
curity, see Definition 8). The balancedness allows us to avoid an artificial abort.
We provide a detailed comparison of our schemes with previous ones in Table 5.2,
which is based on the respective tables in [Yam17a].

For constructions with a polynomial LWE parameter, Table 5.2 shows that if our
IB-KEM is instantiated with Fg k, our balanced PHF based on blockwise parti-
tioning, which we present in Section 5.3, it achieves master public keys consisting
of only O(log A\) many matrices but requires us to assume the existence of wNCR
hash functions. This already improves over previous lattice-based IB-KEMs and
IBEs. Without non-standard assumptions, the schemes of Yamada [Yam17a] from
CRYPTO’17 are the most efficient ones since they achieve master public keys that
consist of only log?()\) and log®(\) many matrices, respectively. Note that the
scheme by Apon et al. [AFL17] achieves a constant number of matrices in the mas-
ter public key but requires that the matrix dimension m is at least O(A*9) for
some ¢ > 0. This makes the master public keys asymptotically larger than those
of the previous schemes, which all only require m = O(Alog\). In contrast to
these previous constructions, when instantiated with Fsy, our IB-KEM is the most
efficient IB-KEM with polynomially bounded LWE parameter 1/«, since it essen-

tially requires only O(/log(\)) many matrices in the master public key. When
instantiated with Fas, we obtain the first IB-KEM with full adaptive IND-ID-CPA
security, which can be instantiated with essentially a constant-size (in the number
of matrices) master public key.

Note that we say “essentially” when counting the matrices in the master public
key of our construction since the description of each of the PHFs contains the
description logarithmically many ECR hash functions. However, we show that
these logarithmically many ECR hash functions can alltogether be described by
what is equivalent to O(1) many matrices from Zj*™.
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Scheme |vk| |sk] |sig| Reduction loss
[Boy10] O(n) O(n) | O(n) O(nQ) Q(n?)
[CHKP12] O(n) 0(1) 0(1) O(nQ) Q(n"/?)
 [BHI*15 o) | o) | Ofogm) | 0@/ | Q)
Tt [DM14] O(logn) | O(1) o(1) O (Q* /&) Q(n"/?)
 [BKKP15] o(1) o) | O(n) O(1) Q(n®?)
T [Alp15] o(1) o) | o@) O (Q*/e") | superpoly(})
[BL16] O(n) o(1) O(1) O(n) Q(n™/2¢m)
SIG, in [ZCZ16] O(logn) | O(1) 0(1) O(nQ?) Q(Q*n'1/?)
SZG, in [ZCZ16] w(logn) | OQ1) | 0Q) O(nQ) Q(n''/?)
"X Scheme 1 in [KONT20] O(logn) O(1) 0(1) 0 (Q"/e") Q(n 7/2)
Y Scheme 2 in [KONT20] O(n) o) o) oQ/n) Q(n"/?)
Signatures from Fiy O(log \) o(1) O(1) O(t*/e%) Q(n™/?)
Signatures from Fas O(1) O(1) 0(1) \Ologlog(N) | syperpoly(\)
Signatures from Fsy (@) < log()\)> o) o) \O(loglog(3)) Q(n"/?)

Table 5.1: EUF-CMA secure signatures based on (Ring-)(I)SIS in the standard
model

Above, we compare EUF-CMA secure digital signature schemes based on the SIS
assumption and well established variants of it like ISIS and Ring-SIS. |vk|, |sk| and
|sig| respectively denote the size of the verification key, the secret key and the
signatures, where the size of vk is measured in the number of matrices it consists
of and we count the number of vectors for the latter two. The lattice dimension is
n = ©()\). For the parameters, we have t,Q € N and ¢ € [0, 1] are, respectively, the
runtime of the adversary, the number of signature queries made by the adversary
and its advantage. The parameter v > 0 is a constant that can be chosen arbitrarily
and is common to signatures employing the confined guessing approach [BHJ*15].
Furthermore, the following notes apply.

o The parameters for signatures from Fg g, Fas and Fsy refer to the instan-
tiation of SZG; from [ZCZ16] with our respective PHF and then applying
Theorem 6 from [ZCZ16].

» The signature scheme by [BL16] requires a PRF that can be evaluate by a
NAND-circuit of logarithmic depth and polynomial size. ( is the number of
input bits of the circuit and g is chosen such that plog(¢) is an upper bound
on the depth of the circuit.

e Schemes marked with { need to employ a chameleon hash function in order to
achieve adaptive security. This requires a constant number of further matrices
in the verification key [CHKP12, Section 4.1].

o Schemes marked by "X are based on the hardness of the SIS problem over
rings instead of standard lattices and hence the size of the verification key
refers to vectors instead matrices.
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mpk| lusk|,|ct| |  LWE ,
Scheme # of # of param Reduction Remarks
Zq ele- Zimvec. 1/ Cost
ments
[CHKP10] O\ - A2 - log(N)) o) D(n'5) Ot /Q )t
[ABB10b]+[Boy10] O\ - A% - log(N) ‘ o(1) O(n>d) 0(2/9Q)
[Yam16] O(AV1. N2 . Tog(N\))T o(1) ne O+ /kQM)T
[ZCZ16] O(log(Q) - A% - log(A)) ‘ o(1) O(Q*n5) O(e/kQ?) Q-bounded
[AFL17]* O - \%) o) O(n%) 0(e2/4Q)
[BL16] O\ -X2-log(X)) | O(1) | superpoly(n) O\
[Yam17a] + Fyan § | O(log()) - A% - log())) o(1) O(n') O(e"*1/QY)}
Yam17a) + Faee § | Oog?(3) X+ g3) | O(1) | poy(y) | 0(/irq) | Expensive
~ Needs wNCR
Constr. 8 + Sec. 5.3 | O(log()\) - A2 - log())) o) O(n®) O(e? /%) hash
functions
Constr. 8 + Sec. 5.5 O(A? - log(N)) O(1) | superpoly(n) | ACUoglos(N) Needs eSIS
Constr. 8 + Sec. 5.6 | O(y/log()\) - A2 - log())) o) O(n'3) \Ologlog(A) Needs eSIS

Table 5.2: Adaptively-secure IBEs based on LWE in the standard model

The table above compares the relevant parameters of previous LWE based IBEs
in the standard model with instantiations of our IB-KEM. We measure the size
of ct and usk in the number of Z{" vectors and the size of mpk in the number of
Z, elements. By @ € N,e € [0,1] and ¢ € N we denote the number of queries,
the advantage against the security of the respective IBE, and the runtime of an
adversary, respectively. The reduction cost is computed as the advantage that
the reduction has in solving the LWE problem relative to the advantage of an
adversary against the IBE. We compute all reductions costs by using the technique

from [BR09a].

T The constant ;1 € N can be chosen arbitrarily. However, the reduction cost
degrades exponentially in 4 and hence it should be chosen rather small.

T v > 1 describes the relative distance ¢ = 1 —27'/¥ of a binary error correcting

code that is used in these constructions. By applying standard constructions
from coding theory, v can be chosen arbitrarily close to 1 [Gol08].

+ The construction requires m = n'*? for some § > 0. Note that this is asymp-
totically larger than m = O(nlogn), which is used in all other constructions
listed above. We do not include the prior draft [AFL16] of [AFL17] in the
table above, because the latter one completely subsumes former one.

§ Yamada [Yaml7a] provides two instantiations of his IBE. The first one is
based on a modified admissible hash function (Fyan) and the second one
is based on affine functions (Fapg). Note that the construction based on
Farr requires the key generation and encryption algorithms to compute the
description of a branching program that computes the division and thus makes
the construction less efficient.
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FURTHER RELATED WORK. Similar to our assumption of the exponential hard-
ness of the SIS problem for appropriate parameters, Zhandry [Zhal6, Zhal9a,
Zhal9b| used exponential hardness of the DDH problem in elliptic curve groups to
construct eztremely lossy functions (ELFs), which we already discussed in Chap-
ter 3. Our eSIS assumption can be seen as a “lattice analog” to Zhandry’s expo-
nential hardness assumption of the DDH problem.

Balancedness of partitioning proofs was also considered in [Jagl5] in the context
of admissible hash functions (AHFs) [BB04b, CHKP12, FHPS13], and we discussed
it in detail in Section 3.2. Balanced admissible hash functions provide a different
way to perform partitioning proofs. However, as we have shown in Section 3.2.3,
known constructions of bAHFs come with a significant overhead due to the redun-
dancy that is inherently introduced by the error-correcting codes that all known
constructions of AHF's use.

Yamada [Yam17a] describes another way to build partitioning reductions, which
can also be used to construct lattice-based IBE schemes and signatures without
random oracles. However, the “compatible algorithms” approach used in [Yam17a]
is very low-level and seems not to allow for as modular security proofs as with
PHFs. Note that the balanced PHF based on blockwise partitioning is published
in [JKN21], and there it is presented in the form of compatible algorithms. We
state it in the form of a balanced PHF for consistency.

5.1.1 Notation and Preliminaries for Lattices

We provide some further notation necessary in the context of lattices. That is, for
A € R™™ and arbitrary m,m’ € N we denote with ||A| . the largest absolute
value of any entry of A and with ||Al|, we denote the matrix norm induced by the
Euclidean vector-norm, also referred to as spectral norm. Furthermore, we denote
the transpose of A € R™™ by AT € R™*™_ Finally, for B € R™"™¢™ e denote
with [A | B] the matrix in R*™)*™" gbtained by appending the columns of B to
A to the right in the same order as in B.

Furthermore, we introduce two important Lemmas that we will repeatedly use
throughout this chapter. We will provide further preliminaries on lattices through-
out the chapter where necessary.

We begin by defining the “gadget” matrix introduced by Micciancio and Peik-
ert [MP12].

Lemma 13 (Theorem 1 from [MP12]). Let m > n[log(q)], then there is a fized
“gadget” matriv G € Zy*™, such that G has full rank and there is an efficient
algorithm G~ that on input a matriz U € Zy™™ outputs V € {0, 1}™*™ such that
GV =U.

Note that G™! is not the inverse of G but an efficient algorithm. However, this

notation captures very well what G~! achieves, and we thus deem it justified. This
gadget matrix has some further useful properties.
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Lemma 14 (Section 3.4 in [MP12]). Let A € Z;*™ R € Z;™*™, and let H € Z*"
be an invertible matriz. Then we can efficiently sample from [A | AR +HG]|;! for

o =m- R - w(ylog(m)).

Furthermore, we introduce the left-over hash lemma. Informally, the lemma guar-
antees that for A<-Zp*™ and R+<*{—1, 1} it holds that AR is indistinguishable
from an independent uniformly random matrix A’ <* L™ .

Lemma 15 (Leftover hash lemma [Reg05, ABB10a]). Let m > (n + 1)(log(q) +
w(log(n)), then for R < {—1,1}™™ A A" & ZI*™ it holds that the statistical
difference between the distributions (A, AR) and (A, A’) is negligible in n.

Finally, we introduce the Bertrand-Chebyshev theorem, which will be useful
when considering concrete parameters for lattice based schemes. Informally, it
states that for any natural number n, there will always be a prime number p
between n and 2n. We refer to [MM13] for a proof of the theorem in english.

Theorem 9 (Bertrand—Chebyshev theorem [Ber45, Cheb2]). Letn € N withn > 3.
Then there is always a prime p € N with

n<p<2n.

5.2 Balanced Programmable Hash Functions for
Lattices

In this section, we formally introduce lattice-based balanced programmable hash
functions (balanced PHFs), based on lattice-based programmable hash functions
by Zhang et al. [ZCZ16], which in turn are based on [HK08, HK12]. In contrast to
standard lattice-based PHF's, which we informally introduced in Section 5.1 above,
lattice-based balanced PHF's can be applied in reductions from decisional hardness
assumption immediately. We achieve this by following roughly the same approach
as for computational admissible hash functions (see Section 3.3) and blockwise
partitioning (see Section 3.4). That is, we define the “well-distributedness”property
of balanced PHFs via two events collpys and badChalyps. The former occurs if an
adversary generates two inputs X # X’ for the balanced PHF such that Hxy = H -
holds, where Hy and Hx- are the matrices produced by TrapEval for the inputs X
and X'. Analogously, badChalyps occurs if HY # 0, where X* is the challenge that
the adversary chooses in the security experiment and HY% is the respective matrix
generated by TrapEval for X*. Analogous to cAHF's and blockwise partitioning, we
then require that
(e — Pr[collyne]) - Pr [badChalpg]

is non-negligible. This guarantees that all requirements from standard PHFs is
fulfilled but moreover enables reductions to decisional complexity assumptions as
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we demonstrate by constructing an IND-ID-CPA-secure IB-KEM in Section 5.7.
While the events coll,pse and badChal,ps resemble the respective events Chapter 3,
they concern the embedding of the partitioning argument used in the construction
of the balanced PHF instead of the partitioning argument itself. That is why we
indexed them with “phf”. We formally define balanced PHF's as follows.

Definition 31. Let X be an arbitrary set and let 7 := Zy*™ for n = ©(\) and
m = O(Alog\). Further, let F = (HGen,HEval) be a pair of algorithms, where
HGen(1%) produces a description F' of a function and HEval(F, X) implements a
function F' : (X — T, X — F(X). We say that F is a (3,7, 0)-balanced pro-
grammable hash function (balanced PHF) if there exists a PPT trapdoor key gener-
ation algorithm TrapGen and a deterministic polynomial time trapdoor evaluation
algorithm TrapEval such that the following holds.

Given a uniformly random matrix A € Z;*™, the public gadget matrix G, t € N
and € € (0, 1] the following properties hold:

Syntax: TrapGen and TrapEval have the following syntax.

o Algorithm (F',td) <* TrapGen(1*,t, ¢, A) takes as input the security pa-
rameter A\, t € N, ¢ € [0,1], and a matrix A. It outputs a hash function
description F’ and a trapdoor td.

o Algorithm (Ry,Hy) = TrapEval(td, F’, X) takes as input the trapdoor
td, a function description F’, and X € X. It returns Rx € Z7"™ and
Hy € Z;LX”

Correctness: For all (F’,td) < TrapGen(1*,t,¢,A), X € X, and (Rx,Hyx) =
TrapEval(td, F’, X):

« Let GL(Z4,n) be the set of invertible matrices in Zj*". We require
that Hxy € GL(Z,,n) U {0} and |Rx||,, < 8 hold with overwhelming
probability over the trapdoor td corresponding to F”.

e We have
HEvaI(F’,X) =ARx +HxG (5.2)

where G is the gadget matrix of dimension n from Lemma 13.

Statistically close keys: For (F’,td) < TrapGen(1*,¢,&, A) and F <> HGen(1?), the
statistical distance of (A, F') and (A, F”) is at most .

Well-distributed hidden matrices: Consider the following experiment. We run
(F',td) < TrapGen(1*,¢,e, A) and then

X =(X,..., X0, X") & A(F')

for some algorithm A. Further, let (Rx+, Hx«) := TrapEval(td, F’, X*) and
(Rx,,Hy,) := TrapEval(td, F’, X;) for all 1 < i < . We then require that
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the events
collns :=3X #X' € X : Hx = Hy, badChalpns := Hx+ # 0
are independent and that it holds that
(¢ — Prcollyne]) - Pr[—=badChalye] > (¢, ¢) (5.3)
for all algorithms 4 running in time ¢.

Note that in comparison to prior definitions of (lattice-based) programmable
hash functions [ZCZ16, HK12], which considered “statistical” well-distribution that
holds even for unbounded A, we consider a “computational” variant. Following the
approach from the previous chapter, the Equation (5.3) essentially captures the
“balancedness” and allows us to apply balanced PHFs in partitioning proofs based
on decisional assumptions without requiring an artificial abort.

5.3 Balanced Programmable Hash Functions from
Blockwise Partitioning

In this section we describe how blockwise partitioning can be used in the construc-
tion of a balanced PHF. Recall that, for blockwise partitioning, we considered a
family of hash functions H = {H : {0,1}* — {0,1}"} and assumed for simplicity
that n = 3°¢_, 2" holds for some ¢ € N. Note that this can be generalized to arbi-
trary n but would only make the notation rather cumbersome without providing
additional insight. For H € H, we then let H; : {0,1}* — {0,1}? for all i € [{],
such that
H(X) = Ho(X) || -+ | He(X)

holds for all X € {0,1}*.

ENCODING IDENTITIES AS FULL RANK DIFFERENCE MATRICES. As preparation
for the construction of our balanced PHF from blockwise partitioning, we discuss
how a hash function output H;(X) is encoded as a matrix using the full rank differ-
ence encoding function (FRD) by Agrawal et al. [ABB10a] and adapt it to blockwise
partitioning. Essentially, it guarantees that we can map bit strings injectively to
matrices, such that the resulting matrices and their differences are invertible.

Informally, for a binary string a € {0,1}?", meaning a is a potential output of
H;, we pad a with zeros to be of length n by first padding it with Z;;}J 2/ zeros in
the front and with Z?:Z’ +127 zeros in the end. We then canonically interpret it as a
vector in Z;y and encode it with the full-rank difference encoding of [ABB10a]. We
formalize the full rank difference encoding function and this process in the following
definitions.
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Definition 32. Let f(Z) be an irreducible polynomial of degree n in Z7[Z] and for
a € Zy, let g,(Z) = P aps ZF € Zy[Z]. Then the function FRD(a) : Z — Zy*"
from [ABB10a] is defined as

coeffs(ga mod f)
coeffs(Z - g, mod f)

FRD(a) := | coeffs(Z* - ga mod f) | ¢ zmxm,
coeffs(Z"! - g, mod f)
where coeffs denotes the coefficients of a polynomial in Zj[Z].

Agrawal et al. [ABB10a] prove the following properties of FRD will be useful to
us.

Lemma 16 (Section 5 in [ABB10a]). Let FRD : Z; — Z3*" be as defined in
Definition 32, then the following holds:

1. FRD is injective.

2. There is an additive group G C Zy*" such that each H € G\ {0} is invertible
and the range of FRD is a subset of G

We refer to [ABB10a, Section 5] for the proofs of the properties stated in Corol-
lary 4. Given FRD and its properties, we now define the function FRDE’”‘7 which
formalizes the process of padding the outputs of H; that we described above.

Definition 33. For all 0 < i < ¢ we define FRD}™* : {0,1}*" — Z*" to be the
function that behaves as follows.

1. For an input a = (ai,...,as) € {0,1}*, FRDY™ lets offset; := >2i~{ 2/ and
sets b" = (by,...,b,) € Z7, where

b, — Ap—offset,  if Offset; < k < offset; + 2°
“o otherwise

foralll1 <k <n.
2. It then outputs FRD*(a) := FRD(b).

As we show below, the properties of FRD we stated in Lemma 16 carry over to
FRDP.

Corollary 2. Let FRDP™  : {0,1}% — Zy*" be as defined in Definition 33, then the
following holds:

1. FRDY is injective.
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2. There is an additive group G C Z3*™ such that each H € G\ {0} is invertible
and the range of FRDY™ is a subset of G for all 0 < i < /.

Proof. The first claim, that FRDP* is injective for all i € [¢]y, immediately follows
from the fact that FRD is injective. This is because FRD?Ik only pads its input
a € {0,1}* with zeros, resulting in b € Z, and then outputs FRD(b). Since
this padding process is injective, the injectivity of FRD immediately implies the
injectivity of FRDE> ' Similarly, the second claim holds because the range of FRD?”‘
is a subset of the range of FRD for all i € [¢],. O

Recall from Section 3.4.1, that for blockwise partitioning, we defined the al-
gorithm BPSmp that on input 1%, ¢ € N and ¢ € (0,1] with ¢/ < 2* outputs
(Ko, - . ., K¢), where either K; = L or K € {0,1}* holds for all i € [¢]. Essentially,
we then showed in Lemma 6 that with a non-negligible probability

H;(X)=K; for all i € [¢]p such that K; # L

holds only for the challenge input X = X* and in particular for no query made
by the adversary. This just enables a partitioning proof strategy. Our definition
of FRD;’Ik serves the purpose of expressing this line of thought in lattices. We
concretise this in the following lemma.

Lemma 17. Let BPSmp be as defined in Section 3.4.1 and let t € N, e € (0, 1] with
t/e < 2*. Then for (Ko,...,Ky) <= BPSmp(1*,t,e), T = {i : K; # L} C [{]o and
X € {0,1}* it holds that

— (Z FRD?'WK,)) + (Z FRD?'k(Hi(X))> =0 <= K;=Hy(X) forallicT.

i€ €L

Proof. First, we observe that if H;(X) = K, for all i € Z, then it holds that

— (Z FRD?'k(Ki)> - (Z FRD?”‘(H,-(X)))

i€l (SVA
=— (Z FRD?'k(Ki)> + (Z FRD?'k(Ki)> =0,
1€ (VA

which proves the first direction of the equivalence. We prove the second direction by
contradiction. Informally, we do so by observing that the first row of Hx consists
of the differences between K; and H;(X) over Z, for all i € Z. Hence, H = 0 implies
H;(X) =K, for all i € Z, which contradiction the original assumption. We proceed
by formalizing this proof by contradiction as follows.

Assume that there exists an index i* € Z such that H;-(X) # K; holds and
Hy = — (Lier FRDP(K;)) + (Ziez FRDY™(H;(X))) = 0 also holds at the same
time. Now for all « € Z and 1 < 7 < n we denote the j-th element of the first
row of FRDY (H;(X)) by b;; € Z,. Analogously, we denote the j-th element of the
first row of Hx by h; € Z,. We now make the following observations that follow
immediately from the definition of FRD? in Definition 33.
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1. For alli € Z and for all j € {1,...,n}\ {offset; + 1,...,offset; + 2’} we have
biJ' = O

2. It holds (bi70ffseti+17 ce bl‘7off5eti+2’i> = Hz(X) and (hoﬂ"setiJrly ceey hoffsetr"-?i) =K,
for all 1 € Z, where offset; is as defined in Definition 33.

Combining the two observations yields that for all © € Z and offset; + 1 < j <
offset; + 2° it holds that [Aoftset; +1; - - - » Roffset; 121 * = Hi(X) — K;, where we interpret
H;(X) and K; as vectors in Zgl. Recall that by our assumption above, it holds that

Hyx = 0 and hence H;«(X) — K;« = 0, if interpreted as vectors in Zii. This however
contradicts Hy(X) # K;, which proves the lemma. O

Next, we show how we can use blockwise partitioning to construct balanced
programmable hash function based and blockwise partitioning and then proof that
it is indeed a balanced PHF.

Construction 4. Let H = {{0,1}* — {0,1}"} be a family of hash functions with
n = 2XA+ 3 and let £ := [log(2A + 3)|. We define a Fg x = (HGeny, HEvaly) as
follows.

HGenpy(1*) runs H <= # and samples B, B; < Z7*™ and outputs the function
description Fyy == (H, B, (B;)icpg,)-
HEvalyik (Foik, id) does the following:
1. Tt computes H; := FRDY (H,(id)) for all i € [¢],.
2. Tt then computes B! := B, - G (H;G) for all i € [(],.
3. It then returns

L
B =B+ > B

=0

Lemma 18. If H is instantiated with a family of weak near-collision resistant hash
functions, then Fgix above is a (5,7, 0)-balanced programmable hash function for
=1+ {~+1) -m, v = negl(\) and d(t,e) = */(32t> — 16t), provided that
TrapGen,,, is only run on inputs t € N, € € [0, 1] such that t/e < 2*.

Proof. We begin by describing the algorithms TrapGeny, and TrapEval,.

TrapGeny,, (1*,t,e, A) works as follows:
1. It samples H < H

2. It runs K < BPSmp(1*,t,¢), parses K = (Ko, ..., K;) and sets Z := {i €
3. It then samples R, R; <+ {—1,1}"*" for all 0 <i < ¢
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4. Tt sets

B JAR+G K #1
"7 | AR, if K, = L
for all i € [€]o.

5. It computes

B:= AR — (Z FRD?”‘(KQG) :

i€
6. It returns Fyi = (H, B, (Bi)icg,) and td := (R, (Ry)icpg,)-

TrapEval,, (td, Fyi, id) works as follows:
1. Tt computes H; := FRDY*(H,(id)) for all i € [{]o.
2. It sets R, = R,G'(H,;G).
3. It outputs

¢
Ry =R+ ) R, and Hiy =Y FRD!*(H,(id))G.

=0 i€l

We first notice that TrapGen,, and TrapEval,, are syntactically correct and can
be executed in probabilistic polynomial time. To show correctness, we need to
prove that ||Ri4|l,, < B and that HEvalyk(Fas,id) = ARig + HigG for (Fi,td) =
TrapGen,, (1*,¢,£, A) and (Rig, Hig) = TrapEvaly,(td, Fas,id). We start by proving
[Rigll < 8-

PROVING ||Rid]|, < 8. First, observe that |R}||o = [|RiG™(H;G)| < m holds
since R;, G™'(H;G) € {—1, 1} and therefore their product R} € Z*™ can not
contain any element of absolute value larger than m. We then have that

14
<Rl + D IRfle <1+ (€4 1)m =5

0 i=0

R+ > R;

¢
[Rugll = H
1=0

holds, where the last inequality follows from R € {—1, 1} and ||R}|| < m.
Further, the trapdoor keys are statistically close because it holds that (A, By)

and (A, B;) have only a negligible statistical difference by the Leftover-Hash Lemma,
(Lemma 15).

ProvING Biyy = ARy + HiyG. To complete the proof of correctness, we show
that Equation (5.2) from the definition of balanced PHF's holds. That is, we show
that it holds that

HEV3|b|k(Fé|k, Id) = ARid + HidG~
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We observe that

4 l
HEvalyi(Fly,id) = B+ > B, =B+ Y B, -G '(H;G) (5.4)

=0 1=0

— AR — (Z FRD?'k(Ki)G> + (Z AR] + xHG)

1€ i€l
0
=A (R + ZRQ) — (Z FRDE’”‘(KQG) + (Z FRD?'k(Hi(id))G>
1=0 1€L 1€
= ARy — HyG

holds, where Equation (5.4) holds by the definition of HEvaly(Fy,.id) and all
further equations follow from the definitions of TrapGen,, (1%, A) and the trap-
door evaluation algorithm TrapEvaly, (td, F},.,id). Furthermore, notice that Hyy €
GL(Z,,n) because it is a sum of the outputs of FRDP (for different 7), which all
produce outputs in an additive subgroup of GL(Z,, n) by Lemma 17. This complete
the proof of correctness.

WELL-DISTRIBUTEDNESS. Let A be an algorithm that outputs Q* = {id(l), ey
id @, id*} on input Fyy with (Fp, td) < TrapGen(1*,t,¢, A) and A < Z*™. Fur-
thermore, let

(Rid* , H;d*) = TrapEvaI(td, Fblk; Id*)
(Ry, Hyyw) = TrapEval(td, Fi, idD) for 1 <i<Q

and let id @Y .= id* and define the events collohe and badChal as in Definition 31
as

CO”phf = did 7£ Id/ € Q* . Hid = Hid’a badChalphf = Hid* 7é 0.

First, recall that we have Hiy = Hly if and only if H;(id) = H;(id") for all i € Z by
Lemma 17. We thus have that

coll <= collyps and badChal <= badChalpps.

Thus, coll,ps and badChalgye are independent because coll and badChal are indepen-
dent by Lemma 6. Also by Lemma 6, we thus have that

2

(¢ = Pr [collpe]) - Pr[mbadChalpn] > o r—

holds, which is non-negligible if ¢ is polynomial and ¢ is non-negligible in . [
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5.4 Hash Functions with Exponential Collision Resistance

5.4 Hash Functions with Exponential Collision
Resistance

In the previous section just as in the previous chapter, we just assumed the plau-
sible but nonetheless unproven existence of families of TCR and wNCR hash func-
tions. In this section, we address this shortcoming. To that end, we introduce
exponentially-collision resistant (ECR) hash functions, which essentially requires
that any algorithm for finding collision takes exponential time in the output length
of the hash function. Thus, while the notion of ECR hash functions is similar in
spirit, it is a weaker notion than TCR and wNCR for hash functions. We show
how to explicitly construct ECR hash functions based on lattice assumptions. To
this end we define the exponential short integer solution (eSIS) assumption, which
essentially extends the standard SIS assumption [Ajt96] with a concrete bound
on the success probability of any adversary running within a certain amount of
time. We stress that this bound holds for all currently known algorithms for SIS
and closely related computation problems [BGLS19, APS15, BKW00, ACDT18,
Ducl8, MW16, ADH*19, SE94, BDGL16, Alb17, AGVW17] and also matches how
one would instantiate SIS parameters in practice. We also discuss the relation of
eSIS to worst-case lattice problems SIVP,, and GAPSVP with polynomial approx-
imation factors. The main idea of our construction is to follow the well-known
construction of collision resistant hash functions from SIS by [Ajt96] to construct
suitable compression functions, which can then be used in the Merkle-Damgard
transformation to obtain ECR hash function families.

Since we will instantiate ECR hash functions from a concrete lattice hardness
assumption, we will consider families of hash functions of the form

Ho={H :{0,1}* - 7},
where n € N and ¢ = ¢(n) € N is a prime whose size may depend on n.

Definition 34 (Exponential Collision Resistance). We say that a family of hash
functions H,, is (¢, d)-exponentially-collision resistant (ECR) for constants ¢ >
1,d > 0 if for every probabilistic algorithm A running in time at most ¢ € N

it holds that o
— 2n~d‘

Pr [H(z)=H(y) | (z,y) < A(H)]
H<Hn
Remark 10. We observe that every family wNCR or TCR hash functions is also a
family of ECR hash functions for ¢ :== 2, ¢ := 2 and d := 1 by setting n := n.

We will show how to construct ECR hash function families that satisfy this bound
for every n € N, even for small values which are too small to achieve standard
collision resistance. The construction is based on a concrete formulation of the SIS
problem. Furthermore, we sometimes just say that a family of hash functions is
ECR if the constants ¢ and d are irrelevant or clear from the respective context.
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TECHNICAL LEMMA. The following lemma will be useful to apply exponential
collision resistance in our construction of programmable hash functions and forms,
together with Lemma 20, the equivalent to Lemma 4 for ECR hash functions. It
essentially asserts that we can choose n = 2 = O(\), for some carefully chosen
1* € N, such that no adversary running in time ¢ can break the ECR of the hash
function with probability better than /2 for some € € (0, 1].

Lemma 19. Let ¢ > 1 and d > 0 be constants, and let t € N and € € (0,1] with
t/e < 2. Then fori* == [log((log(t¢/e) + ¢+ 1)/d)] and n := 2" it holds that:

log (““)“ﬂ and

-
t S d Z 2d-nfc'

Proof. We prove the first inequality as follows.

o {log <log(t0/5) +c+ 1” < -log <log(tc/5c

~—

+c+1ﬂ

I 1 1
< [log (c 0g(t/5d+c—|— ﬂ

< _log <c>\+dc+1ﬂ _ Pog (C()\+cl1>+1>-‘

To show the second inequality, we observe that n = 2Me((log(t*/e)+e+1)/d)] jmplies

d

~—

O, ﬁ C
that n > W. Then the proof is straightforward:
t e et e
dn—c — ot ) 1e T Alog( _ch:i
2 2d41 g( Ed)+7+l —c 21 g( € )+1 2 € 2

5.4.1 Concrete Exponential Hardness of SIS

The exponential short integer solution (eSIS) assumption essentially extends the
standard short integer solution (SIS) assumption, as considered in [Ajt96], with a
concrete exponential bound on the success probability of any adversary running
within a certain amount of time. We stress that this bound holds for all currently
known algorithms [BGLS19, APS15, BKW00, ACD*18, Ducl8 MW16, ADH*19,
SE94, BDGL16, Alb17, AGVWI17] and also matches a reasonable choice of pa-
rameters for SIS when instantiated in practice. A sub-exponential time algorithm
breaking SIS, and thus the eSIS assumption, would be a major algorithmic and
cryptanalytic breakthrough.

Definition 35 (Exponential SIS (eSIS) assumption). There are constants ¢ > 1
and d > 0 and polynomials m, ¢ : N — N such that for all n € N and all algorithms
A we have that

tC

zdn Y

Pr {Ax =0mod g(n) Ax € {~1,0,1}" D Ax £0|x = A(A)} <
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where A &ZZX’”(") and t € N is the maximal runtime of A on inputs from ngm(n).

Observe that Definition 35 imposes a particularly strict limit on the norm of
solution vectors, by requiring x € {—1,0,1}™™  which makes the assumption
weaker than a more general bound . Moreover, we will just write m instead of
m(n) and ¢ instead of g(n) if it is clear from context.

APPLICABILITY OF WORST-CASE REDUCTIONS TO ESIS. Micciancio and Peikert
[MP13, Theorem 1] show that for m = n - [3log(n) +4] + 1 and ¢ the smallest
prime larger than 4n3 any polynomial time algorithm breaking the SIS assumption
implies a polynomial time algorithm for worst case SIVP, with a polynomial ap-
proximation factor v.! It seems that this result can also be adopted to showing
that an algorithm breaking the eSIS assumption implies a sub-exponential time
algorithm for worst case SIVP., with a polynomial approximation factor v (which
would be a breakthrough result for worst-case lattice problems). We did not prove
this formally, though.

Furthermore, the eSIS assumption is also supported by the Fzxponential Time
Hypothesis (ETH) for GAPSVP by Lombardi and Vaikuntanathan [LV20, Conjec-
ture 2.1] by applying Micciancio’s and Regev’s reduction [MR07, Theorem 5.23].
The option to base the eSIS assumption on the ETH for GAPSVP with polyno-
mial approximation factors is worth noting, because it provides a fallback in case
that SIVP, with polynomial approximation factors v surprisingly turns out to be
solvable in sub-exponential time.

We want to thank Martin Albrecht and Damien Stehlé here for helpful discussions
and further information supporting the plausibility of the eSIS assumption.

5.4.2 Constructing ECR Hash Functions from eSIS

We now use the eSIS assumption to construct a family of ECR hash functions. The
analysis of our construction will require a concrete instantiation of SIS parameters.
As discussed in Section 5.4.1, in this chapter we follow [MP13, Theorem 1], which
reduces worst-case lattice problems to SIS for certain parameters. Therefore, for
the remained of this section, let ¢ be the smallest prime larger than 4n® and set
m =n-[3log(n) +4] + 1.

COLLISION RESISTANT COMPRESSION FUNCTION. We first show that fa(x) =
Ax for A < Zp*™ and x € {0,1}™ is an ECR compression function. Standard
collision resistance for sufficiently large n was shown by Ajtai [Ajt96]. We show a
concrete exponential bound with respect to the eSIS assumption, which yields ECR
even for small n.

Theorem 10. Let fa : {0,1}" — Z, x — Ax. Then:

q’

!Taking the variables from [MP13, Theorem 1], we implicitly set 8 = \/m, o0 = 1 and § = 1.
It can then easily be verified that ¢ = 4n® > 8 -n° and ¢ > f8 for all n € N.
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1. fa is a compression function, since m > n - (|log(q)| + 1).

2. fa is exponentially-collision resistant if eSIS holds. Concretely, eSIS implies
that there are constants ¢ > 1 and d > 0 such that for all algorithm A running
in time at most t € N on inputs from Z;*™ we have that

- A&z e
Pr|Ax =Aymod ¢ Ax,y € {0, 1}" Ax#y (x.y) = A(A) < S

(5.5)

Proof. We first show that m > n - (|log(q)] + 1). For this, observe that ¢ < 8n® by
the Bertrand-Chebyshev Theorem (see Theorem 9). It thus holds that

n-([log(q)] +1) <n-(log(q)+1) <n-(3log(n)+4) <n-[3log(n)+4] +1

=1m.

We now show that Equation (5.5) holds if the eSIS assumption holds. This part
closely follows the proof from [Ajt96]. Assume that there is an n € N and an
algorithm A running in time {4 € N on inputs from Z7*™ for which there are no
constants ¢ > 1 and d > 0 such that Equation (5.5) holds. We then construct an
algorithm B that, on input A € Z;*™, runs (x,y) <~ A(A) and outputs x —y.
If Ax = Ay, then we have A(x —y) = Ax — Ay = 0. Furthermore, we have
0+# (x—y) €{—1,0,1}". Hence, B breaks the eSIS assumption. O

COLLISION RESISTANT HASHING. Now that we have proven that fa is a colli-
sion resistant compression function, we can apply the Merkle-Damgard construc-
tion [Mer90, Dam90] to obtain a family of hash functions with arbitrary input
lengths. We will construct a function with fized input space {0,1}*, where \ is
the security parameter, since this avoids the need to encode the input length in
the input to the Merkle-Damgard construction and is sufficient for our purposes. If
required for a particular application, the input space can be generically extended to
{0, 1}* by first applying a standard collision resistant function h : {0, 1}* — {0, 1}*.

In order to construct a hash function family H, for some n € N, we let m =
n-[3log(n) + 4] +1 and set g to be the smallest prime larger than 4n?, as discussed
above in Section 5.4.1. A random hash function H<-#H,, is sampled by first choosing
a random matrix A <*Zp*™. The matrix A defines the above compression function
fa :{0,1}™ — Zp, which in turn will define a hash function Hy as follows.

By encoding vectors in Zj as binary vectors, we can view fa as a function

fa:{0,1}" —{0,1}*

for a == n - ([log(¢q)] + 1). Since Theorem 10 shows that this is a compression
function, we have m > a. By setting r .= m — a > 1, we can apply the Merkle-
Damgard transformation to process exactly r input bits per call of the underlying
compression function. To describe the function

Ha :{0,1}* - 77
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we will henceforth assume without loss of generality that A is an integer multiple
of r. This is without loss of generality, because one can always pad constant-
length inputs until their length is a multiple of r. Applying the Merkle-Damgard
transformation [Mer90, Dam90] to fa yields the following construction.

Construction 5. For any n € N, we define family H,, as follows. Let m =
n - [3log(n) +4] + 1 and let ¢ = ¢(n) be the function that returns the smallest
prime larger than 4n3.

Function sampling: Choose A < Zy*™ and output H := A.

Function evaluation: On input # = A € Z™ and = € {0,1}*:
1. Let r :== m—a and split « into r-bit chunks B; such that x = By ||- - -|| B,

where || denotes concatenation.
2. Set zp = 0% and for all i € [L] let z; := fa(B; || zi-1)-
3. Output fa(Br || zr-1)-

The following corollary essentially applies the security proof of the Merkle-Dam-
gard transform to the above construction. We prove it for completeness and to
verify the claimed bound.

Corollary 3. For any n € N, H, from Construction 5 is a family of exponen-
tially collision resistant hash functions in the sense of Definition 35 under the eSIS
assumption.

Proof. Suppose that H, is not exponentially-collision resistant. That is, for all
constants ¢ > 1 and d > 0 there is an adversary A that runs in time ¢4 such that
tC
2d~n

Pr|Ha(z) = Ha(y) : A & Zp™; (z,y) < A(A)] >

We then construct an adversary B that breaks the exponential collision resistance
of the compression function f. B receives as input A < Zy*™ and runs (z,y) &
A(A) with z,y € {0,1}*. Write

z=B" |- || B and y=BY |- | BY.

B then sets z{” = 2 = 0% and computes 2" = fa(B™ || 2")) and 2z =
FaBY | 2¥) for all i € [L]. If 2 # 2% then B aborts. Otherwise, it lets
i* € [L — 1] be the largest index such that zz(f) # zl-(f) and then outputs x =
(B || 2) = (BY | 5) € {~1,0, 1},

Observe that x # 0 because 2 # 2% Furthermore, we have 27}, = 2%}
because i* € [L — 1] is the largest index such that zi(f ) # zi(f/ ). Hence we obtain that

2 =20 & faBE | 27) = fa(BY || ) & Ax = 0.

141



5 Efficient Identity-Based Key-Encapsulation Schemes from Lattices

GUESSING THE OUTPUT OF AN ECR HASH FUNCTION. The following lemma
provides a bound on the probability of “guessing” an (¢, d)-ECR hash output, as a
function of the size of n. Note that this is where the super-polynomial loss in our
reduction originates from, because ¢ grows with ¢*. If one constructed a provably
secure ECR-hash function with constant ¢ or even over {0, 1}, then this would
allow us to avoid the quasi-polynomially bounded loss in our reductions, which
however is even smaller than quasi-polynomial. Thus, if we instantiate an ECR
hash function with an TCR or wNCR hash function as discussed in Remark 10,
then we would indeed have ¢ = 2. However, we leave the question of constructing
ECR hash functions with a constant ¢ from well-studied computational problems
as an open research problem (see Research Question 6).

Lemma 20. Let ¢ > 1 and d > 0 be constants, and let t € N and 1/¢ both be
polynomial in \. For
log(t¢ 1
= ’&Og < Og( /€2l+c+ >—‘ )

n = 2" and q the smallest prime larger than 4n®, we then have that ¢" = \OUoglogA)

Proof. Observe that since both ¢ and 1/¢ are polynomial in A\, we have that there
is a constant f such that for A\ large enough it holds that
log(t®/e) + c+1
d

< flog(A)

and hence we have that

log(t€/e)+1

n:T§22m< ’ )gﬂmgm

for A large enough. Observe that by the Bertrand-Chebyshev Theorem (see Theo-
rem 9) we have that ¢ < 8n3. We can therefore conclude the following for \ large
enough:

¢ < (8n3)n < g2 flog() _ ),6:flog(N) < 96-f log(\) (2flog(/\))6'f1°g(A)
(2 9. f)6~flog(>\) . log()\)ﬁ-flog()\) — )\O(l) . 26-f10g()\)-loglog(/\)

— )\(9(1) . /\G-f-loglog()\) — )\O(loglog()\))

5.4.3 Instantiating Multiple ECR Hash Functions in Parallel

Our constructions of balanced PHFs will use 1 + ¢ = O(log(\)) many copies of
the above ECR hash function in parallel, with exponentially increasing range size.
Therefore it will be convenient to define

n(i) =2, m(i) = n(i) - [3log(n(i)) + 4] + 1, q(i) = ¢ (n(i)),
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where ¢/(n) is the function that returns the smallest prime larger than 4n3. Since
the description of the hash functions has to be contained in the master public key of
an IB-KEM or digital signature scheme and we are keen to keep the size of these as
small as possible, we study how large the description of these ¢ many hash functions
together are and show that they are asymptotically as large as a constant number
matrices used in the context of constructions based on LWE or SIS.

Lemma 21. Let { = O(log(\)) and let H; <% H, ;) for all 0 <@ < £. Then the hash
functions Hy, ..., Hy can all together be described by O(A*1log()\)) many elements
from {0,...,q(¢) —1}.

Remark 11. We count elements in {0,...,q(¢) — 1} instead of Zy) for the different
moduli ¢(7). We do so for simplicity because it allows us to disregard the different
modulus sizes of the different hash functions. Note that we thus overestimate the
size of the descriptions of the ECR hash functions.

Proof. First, recall that a hash function H; € H; is represented by a matrix A; €

ZZ((fgxm(i) and is thus encoded by g; == n(i)-m(i) many elements from {0, ..., q(¢)—

1}. We upper bound g; as follows.
gi =22 [3log(2) + 4| +1< 2% (3i+5)+1=3-i-4' 5.4 41
Thus, for any ¢ € N, we have that

f:gzé?w <é4i-i>+5- (f:4i>+£+1

=0 1=0
€_4£+2_<£+1).4€+1+4+5 4€+1_1
32 3
<042 44424 41045
:€.22€+4+22é+3+€+5

=16 - (2) +8-(2) +0+1=(2) (16 £+8) + £ +5,

where Equation (5.6) follows from the closed-form formulas for the geometric series
and a variant of it for all t € N and = # 1:

k?'(lfn+2—(k+1)$k+l+l’ t Z‘k+1—1

t
zh k=
kz:% (x —1)2

Now let f > 0 such that ¢ < flog(\). Such a constant exists since ¢ = O(log(\)).
We can then conclude the proof as follows.

=3. + 041 (5.6)

J4
g < (29 (16-€+8)+(+5
=0

< 2%16() (16 - flog(\) 4 8) + flog(A) + 5
=\ (16 - flog(N) +8) + flog(A) + 5
= O(\* -log(N)) + O(\?) + O(log(A)) = O(N? - log(N))
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5.5 Constant-Size Balanced PHFs

This section will extend a technique by Alperin-Sheriff [Alpl5], originally used
to construct digital signatures with constant size keys from SIS. Previously, this
technique achieved only non-adaptive security, and therefore could not be used to
construct adaptively-secure IB-KEMs. We will use it to construct balanced PHFs
with constant size keys, which then yields an IB-KEM with constant-size master
public key and full adaptive security.

FULL RANK DIFFERENCE ENCODING FUNCTION FOR ECR HASH FUNCTIONS.
We require a variant FRD*®" of Agrawal et al.’s full rank difference encoding function
similar to the variant that we introduced for blockwise partitioning. However, in
contrast to FRD™, FRD®™ just pads its input with zeros in the end instead of in
the front and in the end.

Definition 36. For ¢ = O(log \) and all ¢ € [¢], we define FRD{"" : Zgi — Ly as
the function that on input a = (as,...,as) € Z2" outputs

FRD*"(a) := FRD((ay, . .., a0, ..., 0)).

Analogous to FRDP, the properties of FRD from Lemma 16 carry over to FRD®".
Essentially, it guarantees that we can map vectors injectively to matrices, such that
the resulting matrices and their differences are invertible.

Corollary 4. Let FRD" : Zgi — Zy*" be as defined as above, then the following
holds:

1. FRDS® is injective.

2. There is an additive subgroup G C Zy*" such that each H € G\ {0} is
invertible and the range of FRD™ is a subset of G for all 0 < i < (.

Proof. We first observe that padding (ai,...,a) € Zgi with zeros construct a
vector in Z;' is an injective operation. Thus, since FRD is injective by Lemma 16
it follows that FRDS™ is also injective, which proves the first claim. Furthermore,
since FRDS" just pads its input with zeros and then outputs what FRD outputs,
we have that the range of FRD;"" is necessarily a subset of the range of FRD, which
proves the second claim. O

ALPERIN SHERIFF’S METHOD. We proceed to describe Alperin Sheriff’s approach,
which our first balanced PHF from ECR hash functions is based on. For this, let
n(i) and ¢(7) be as in Section 5.4.3. Then, let id = (idy, .. .,id,), where id; € ZZ((Z))

i

for 0 < ¢ < ¢ for some integer ¢ € ©(log())), some i* € [{]y and some K € Zg(;).
We follow [Alp15] and define a function f as

1 if g =4 :
t; = d id, K,i*) .= —FRD{"(K) + » t;FRD{(id;).
{O otherwise and /(i 7) (K) ; (ids)
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Note that we have

(5.7)

£(id, K, i) = L
Hiy € GL(Z,,n), otherwise

because f(K,id;«,7*) = 0 holds obviously and the “otherwise” condition follows
immediately from the second property of Corollary 4.

The main idea of Alperin-Sheriff [Alp15] is to rewrite f as follows. Consider the
following degree-¢ polynomials p; for all 0 <1 < /.

1 ifx =y,
pir) =9, for z € {0,..., 03\ {i}

Furthermore, let ¢; ; be coefficients such that

‘
pi(z) =D ¢ a0
j=0
holds. Observe that the definition of p; is independent of +* and K and therefore

the coeflicients ¢; ; € Z, are publicly known. This allows us to rewrite f(id, K,i*) as

4
f(id, K, ") = —=FRDE"(K) + > p; (¢*)FRDS (id;)

=0
£ l
— —FRD?E(K) ‘I’ Z FRchr(ldz) (Z Ci7jl.*j)
=0 7=0

l L
= —FRD??(K) + Zl*J (Z CUFRchr(IdZ)> .

j=0 i=0

INTUITION FOR THE BALANCED PHF CONSTRUCTION. The key feature of Alperin-
Sherift’s method is that it makes it possible to define only two matrices Bk and
B, such that by recursively applying arithmetic computations on these matrices
one can compute a matrix Bijy. Furthermore, and crucially, in a security proof it
is additionally possible to obliviously embed —FRD{"(K) and i* into Bk and B,
respectively, such that by recursively applying these arithmetic computations one
obtains
B4 = ARy + f(id,K,i")G

such that f(id,K,*) = 0 if K = id;+, and f(id, K, i*) € GL(Z,, n) otherwise. We will

use this to construct lattice-based balanced PHFs.

Construction 6. For i € Nlet H, ;) = {{0,1}* — ZZ((Z))} be a family of (¢, d)-ECR
hash functions for constants ¢ > 1 and d > 0, and let £ = [log((c(A + 1) + 1)/d)].
We start by describing the hash function Fas = (HGenas, HEvalas).
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HGenas(1*) samples Hecr; <= Hag) for 0 < @ < £ and By, B < Zy™. It then
outputs Fas = ((Hecr,i)o<i<¢, Bk, B).

HEvalas(Has, id) does the following:
1. Set B; .= B and B, .= B;G!(B;_4) for all 2 < j < { and set id; =
H;(id) for all 0 <1 < ¢.
2. Compute H; == Y¢f_ ¢; ;FRDS (id;) for all 0 < j < £ and set B) := HyG.
3. Compute B/ := B,G'(H;G) for 1 <j <.
4. Compute and output Biyq := Bk + Zfzo ;

Why this particular evaluation algorithm is useful will become clear with the
description of the corresponding trapdoor generation and evaluation algorithms.
Note that the description of the balanced PHF consists of two matrices Bk, B and
¢ 4+ 1 ECR hash functions. However, as shown in Lemma 21, when instantiated
with the ECR family from Section 5.4.2, then these ¢ + 1 hash functions can be
represented by O(\? - log(\)) many elements from {0,...,q(¢) — 1}. Hence, we
have |(Hecri)o<i<e| € O(|Z77™]), where |Z7*™| is the size of the representation of
a matrix in Z;*™.

Theorem 11. If H, ;) is instantiated with the family of (c,d)-ECR hash functions
from Construction 5 for 0 < i < £, then Fas = (HGenas, HEvalas) is a (5,7, 0)-
balanced PHF for 3 :=m + (£ + 1)m?¢*,y = negl(\) and §(t,c) = A\~OlogloeN)g /2.
provided that TrapGen is only run on inputs t,e such that t/e < 2*, where t and
1/e are polynomial in A.

Proof. We begin by describing the algorithms TrapGen and TrapEval, which are
based on the technique by Alperin-Sheriff [Alp15].

TrapGen(1*,t,¢, A) works as follows:
1. It sets ¢* := [log((log(t¢/e) + ¢+ 1)/d)] and samples K < ZZ((Z:)).
2. Sample Hecr,; ¢~ My for 0 <i < L.
3. Sample Rg, R < {—1,1}m™*™,
4. Set Bk = ARk — FRDE'(K)G and B = AR + i*G.
5. Return Fas = ((Hecr,i)o<i<s, Bk, B) and td .= (Rk, R, K, *).

TrapEval(td, Fas,id) does the following:

1. Set B; = B, R; = R, Ry = 0, and id; := Hgcr;(id), and compute
Rj = RG_l(Bj_l) + i*Rj_l for 2 S] S L.

2. Compute H; = Zf:o ¢; ;FRD;“ (id;) for 0 < j < ¢, where the ¢; ; are the
coefficients of the polynomials p; from Section 5.5.

3. Compute R} = R,G'(H,;G) for 1 < j <.
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5.5 Constant-Size Balanced PHFs

4. Return Rig = Rk + X5_; R} and Hyg = f(id, K, i%).

We first notice that TrapGen and TrapEval are syntactically correct and can
be computed in probabilistic polynomial time. To show correctness, we need to
prove that ||Ri4||,, < 8 and that HEvalas(Fas,id) = ARig + HigG for (Fas,td) =
TrapGen(1*,t,6, A) and (Rig, Hiy) = TrapEval(td, Fas,id). We start by proving
IRiall oo < 5.

PROVING ||Rig||,, < 8. We bound the norm of Riq by showing |[|Ril|,, < 5 =
m + (¢ + 1)m*¢*. We begin by showing that [|R;|| < mf for all 1 < j < /(. Asa
preparation, we show that |R;|| < m Y725 i* for all 1 < j < . Recall that we
set Ry := R and that thus ||[R4|| ., < 1 < m by definition of R. Hence, we have by
induction that for all 2 < 7 < £ holds that

IRl = [RiG(By0) + iRy |
< [RGBy )|+ IRl

Jj—2 Jj—1
< m+2’*mZi“ < mZi’”.
i=0 i=0

Applying the geometric series equality
t
>t = (" = 1)/(x 1),
k=0

which holds for all ¢ € N and x # 1, we have, for i* # 1, that

i —1
i* —1

izt ,
IRl <m) i =m < mi* < ml*
i=0

Moreover, if * = 1, then

mZi*i:m-jSm-ff
i=0

and the bound holds nonetheless. We proceed by bounding the norm of R/.

|

=R HG)| < IRyl m < mttm = m?e!

Note that the second inequality holds because G™*(H;G) € {0,1}™*™. To show
that ||Rid|l, < m+ (£ + 1)m3¢* we compute

IRialloe =

l
Rk + ) R
j=0

¢
< Rl + D |R]
=0

<m+ (0+ 1)m2e*

Further, the trapdoor keys are statistically close because it holds that (A, Bg) and
(A,B;) have only a negligible statistical difference by the Leftover-Hash Lemma
(see Lemma 15).
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ProviNG By = ARy + HiyG. To complete the proof of correctness, we show
that Equation (52) holds. We first show that for all 1 < j < ¢ we have that
B; = AR; + ¢"’G, where B; and R, are as specified by HEvalas, TrapGen, and
TrapEval. For j = 1, this holds trivially by definition of HEvalas and TrapEval. By
induction we obtain
B; =BG (B, 1) = (AR, +i*G)G (B,_,)

= AR,G (B, ;) +©"GG (AR, , +i7'G)

= AR, G'(B, 1) +i'R;_) +i"i7 G

= AR; +i7G
forall 1 <j <V/.

Next, we show that

B! = AR/ +i* (i cl-,jFRDjﬁ(idi)) G
i=0
To this end, we calculate
B =B,G '(H,;G) = (AR; +i”G)G ' (H,G)
= AR,G'(H,;G) +i“H,G
= AR/ +i*/ (fj cz-,jFRDg“(idi)) G.
i=0

Finally, we obtain the correctness of Fas as follows:

¢
Big :BK"‘ZB;

Jj=0

l l
= ARk — FRDT(K)G + (AR; + 4+ (Z cz-,jFRD?”(idi)> G)

3=0 =0

—A (RK - ZEZR;) + (—FRD?E*(K) Ly <f ci,jFRD;?“(idi))) G

i=0 =0 \i=0

= ARy + f(id,K,i")G = ARy + HyG, (5.8)
where Equation (5.8) follows from the definition of f(id, K,i*) in Equation (5.7).
WELL-DISTRIBUTEDNESS. Let A be an algorithm that outputs Q* = {id(l), ceey

id @ id*} on input Fjs with (Fjg,td) <= TrapGen(1*,t,e,A) and A < Zy*™. Fur-
thermore, let

(Rig=, Hig~) := TrapEval(td, Fas,id™)
(Riy», Hiy)) = TrapEval(td, Fas,id®”) for 1 <i < Q
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and let id @Y .= id* and the events collons and badChal,ne be defined as
CO“phf = did 7é id € Q" : Hy = Hid/u badChalphf = Hy~ 7é 0

as in Definition 31.

We begin by showing that Pr[collne] < /2. For this, observe that we have
Hiy = H, if and only if Hecri-(id) = Hecri-(id'). This holds because FRDS! is
injective by Corollary 4 and because for all id € {0,1}* and ide == HECR’i*(ia) it
holds that

Hy = f(id, K,i*) = FRD (id;- ).

Hence, Hiy = H;y implies a collision on Hgcr;+. Therefore we can describe an
algorithm B that uses A to break the ECR of H;«, provided that A produces a
set @* such that coll,pe occurs with probability larger than €/2. More formally B
receives as input

Hecr- € ZZ((Z)) xm(i")

and proceeds as follows.

1. Sample K ¢ Z/\{1.), A < Z"™ and Hecr; ¢ My, for all 0 < i < £ with i # 0",

2. Sample Ry, R <= {—1,1}"*" and set Bx := ARk + FRDZ"(K)G and B =
AR +*G.

3. Set Fag = ((Hecr.)o<i<e; Bk, B) and compute Q* = {id(l), . id(Q),id*} =
A(Fps)-

4. If there are id # id" € Q* such that Hgcr-(id) = Hgcry+(id), then output
(id,id"), otherwise abort.

Note that B essentially runs A plus some minor additional operations. Therefore,
we upper-bound the running time of B by tz = 2t, where ¢ is the running time
of A. Observe that Fj¢ is distributed exactly as if it was generated by TrapGen.
Hence, if A produces Q* such that Pr[coll,ye] > €/2, then B outputs (id,id") with
Hecr,i+(id) = Hecrg+ (id) with probability at least £/2. However, we have that

t¢ (2t)° _ tp

2 2dnfc - 2dn - 2dn

Do ™

by Lemma 19 and thus B breaks the (¢, d)-ECR of H,;- if coll,ps occurs with proba-
bility at least /2.

We next consider the event —badChalyys. Observe that we have Hijg« = 0 if and
only if Hecr+(id*) = K and that TrapGen samples K @ZZ((Z)) Thus, we conclude at
this point that badChal,ns and coll,ps are independent because K is drawn uniformly
n(t*)

4(i+) - Furthermore, we thus have that

at random from Z

Pr [=badChalyy] = ¢(i*) ).
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Now, we conclude that

(e — Pr[collyng]) - Pr [=badChalyy] < =g (i*) ") = %(g/z)xoﬂoglog“” = 5(t,e)

DO ™

where g(i*)™"") = \~OUoglos(N) holds by Lemma 20. O

DiscussioN. The main advantage of this approach is that we obtain PHFs, which
are balanced and whose key size is equivalent to a constant number of matrices in
Zy*™. The major downside of this approach is that the powers i*2, ..., i** have to be
computed homomorphically, hidden from the adversary by TrapEval. This has the
consequence that we can only prove that ||Rig|| < m+ (¢4 1)m?*¢‘. Unfortunately,
the term ¢ is super-polynomial for our choice of /.

As Alperin-Sheriff [Alp15] discusses, this issue can be addressed to some degree by
choosing w(log(log()))) < ¢ < O(log(A)/log(log(A))). However, even then ||Rigl|
is only bounded by a high-degree polynomial and the security holds only for X large
enough.

We will therefore describe an alternative approach that allows us to replace the
term ¢¢ in the upper bound of the norm by AR - A " at the cost of a (asymp-
totically) slightly larger description of the programmable hash function.

5.6 Balanced Programmable Hash Functions with
Small-Norm Trapdoors

The naive approach to reduce the norm of Riy would be to pre-compute all powers
of 7* and embed each in a matrix in the description of the PHF. However, this would
lead to ¢ = O(log(\)) many matrices in the description of the PHF and nullify the
gains made by using Alperin-Sheriff’s method in the first place.

A BABY-STEP GIANT-STEP APPROACH. We introduce a new approach, which
follows a middle way by pre-computing only 2[v/] = O(y/Iog \) different powers

of i*, allowing us to reduce ¢¢ to AIVEL = 2o for ¢ = [log((c(A+ 1)+ 1)/d)]. For
this purpose, we describe a list S of size 2[v/¢] and a function pair, : {1,...,¢} —
{0,...,¢} x {0,...,¢} such that for all j € {1,...,¢} and pair(j) = (j1,J2), it
holds that j;,jo € Sy and j = j; + jo. In particular, we then have i*/ = §*Jt . j*32,
Furthermore, we have that j, < [v//], which allows us to reduce the norm of
|Riall, as outlined above.

Informally, we achieve this by a “baby-step giant-step” approach, where the list
S, contains all integers from zero up to [v/] (“baby steps”) and all integer multiples
of [v/{] between zero and ¢ (“giant steps”). Then every number in j € [{] can be
represented as the sum of the largest multiple of [\/Z} that is smaller or equal than
j and a number between zero and [v//]. It will be convenient to formalize this in
a lemma.
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Lemma 22. For { € N, let
Se=(1,...,[V{1=1) | (m- (ﬂ})ogmgw

where || is concatenation. Then there is an polynomial-time computable function
pair, : {1,...,0} = S; xSy such that for all j € {1,...,0} and (j1, j2) = pair,(j) it
holds that j = ji + jo and jo < [V/{]. In particular, we have that |S,| = 2[v{] =
)

Proof. We have that |Sy| = [vV/{] — 14 [V/{] +1 = 2[V1] = O(+/1). We define the
function pair as follows. For an input j € [¢], it sets m = Ly/ [\/ZH g1 = m[V{]

and j, == j — ji. Note that j; is the largest multiple of [v//] smaller than j
and hence is contained in S,. It therefore holds that 0 < j; < (\/Z] and hence
jo € {1,...,[vV€] —1}YU{0-[V{],1-[/{]}. By the definition of S, j, is therefore
contained in S,. Also, pair, can be efficiently evaluated. Finally, since j, = j — j,
we also have that j = j; + j», which completes the proof. O

This approach allows us to construct an balanced PHF with still a very compact
description but with much small bound on the norm of Riq.

Construction 7. For i € Nlet H, ;) = {{0,1}* — ZZ((:))} be a family of (¢, d)-ECR
hash functions for some constants ¢ > 1 and d > 0, and let ¢ := [log((c¢(A + 1) +
1)/d)]. We define a hash function Fsy = (HGengy, HEvalsy) as follows.

HGengn(1%) runs Hecry <= Haw for 0 < i < ¢ and By, B; <+ Zy*™ for j € Sy and
outputs Fsn = ((Hecr,i)o<i<e, Bk, (Bj)jes,)-
HEvalsn(Fsn, id) computes (j1, j2) := pair,(j) for all j ¢ S, and then:

1. Tt computes B; := B;,G™'(By,) for all 2 < j < ¢ with j ¢ S, and sets
id; == Hecgr;(id) for all 0 <14 < /.

2. H, = S, ¢;;FRD;“ (id;) for all 0 < j < ¢ and B{, = H(G.
3. Bg = BjGil(HjG) for 1 S] < /.
4. Finally, compute and output B;q := Bk + Z?:a 2

The following theorem shows that this is indeed a balanced PHF.

Theorem 12. If H, ) is instantiated by the family of (c,d)-ECR hash functions
from Construction 5 for 0 < i < ¢, then Fsn = (HGengy, HEvalsy) s a (5,7,0)-
balanced PHF for B =1+ (£ + 1)m?(1 + \°W), v = negl(\) and §(t,e) = 6(t,€) =
)\_O(loglog(’\))e/Q, provided that TrapGen is only run on inputs t,e such that t/e < 2,
where t and 1/e are polynomial in A.

Proof. We begin by describing the algorithms TrapGen and TrapEval.

TrapGen(1*,t,¢, A) sets i* := [log((log(t¢/e) + ¢+ 1)/d)] and then:
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1. Sample K(iZg;: and Hecr ¢~ Hy, for 0 <i < fand Ry, R;<-{—1,1}™*™
for j € S,.

2. Compute Bk == ARk — FRD{"(K)G and B; .= R, +i*/G for all j € S,.
3. Compute and output Fsy = ((Hecr,i)o<i<t, Bk, (Bj)jes,) and the trap-
door td := (Rk, (R)jes,, K, i").
TrapEval(td, Fsy, id) starts by computing (ji,j2) = pair,(j) and the matrix R; :=
R;,G'(B;,) +i*?Ry, for all j ¢ S,. It then does the following.
1. Compute H; == Y°{_ ¢; ;FRDS™ (Hecr,i(id)) for 0 < j < £
2. Set R} = R;G™'(H;G) for 1 < j < ¢and Rig =Rk + X/_; R/,
3. Finally, set Hyy := f(id, K, i*) and output (Rig, Hiq).

We first notice that TrapGen and TrapEval are syntactically correct and can be

efficiently computed. For correctness we need to prove that ||Rygll,, < S and
that HEvalsy(Fsy,id) = ARy + HigG for (Fsy,td) = TrapGen(1*,t,e,A) and
(Rig, Hig) = TrapEval(td, Fsy, id). We start by proving |Ril|,, < 5.

PROVING |Rig|l,, < 8. We bound the norm of Riy by showing that ||Ri4ll,, <
m+ (+1)(m? + m2¢[ V7] ). We begin by showing that ||R;|| < m?+m/ [Ve] for all
1 < j < (. First, notice that |[R;|| <1 for all j € S; because R; € {—1,1}™*™
by definition of TrapGen. For all j ¢ S,, we have the following.
IRl = |[R:G'(B,,) + iR,
< HRJQG_I(BJ&)
< m(1+i"?)

[e.9]

R,

Note that the last inequality holds because R;, € {0,1}"™ and G™'(B;,) €
{0,1}™ x m. Using that j, < [v/] by Lemma 22 and i* < ¢, we have that

IR, < m*+ml Vel We proceed by bounding the norm of R.

=

= [RGHG)|_ < IRyl m < m(1+i7)m
— m?(1+ ¢V

[e.e]

We now show that ||Rigll,, <1+ (€+ 1)m?*(1+ il ).

IRl =

o0

L
Rk + Y R/
7=0

l
< |Rull., + X ||R;
j=0

[e.9]

<1+ 0+ Dm2(1 + [V
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To obtain the bound on ||Ril||,, claimed in the theorem, we need to show that
(VI = xe) for ¢ = [Tlog((c(A + 1) + 1)/d)]]. Ignoring constants and ceiling
operations, this can be seen as follows:

log()\)‘/log()‘) — Alog(log(A))\/log(A)/log(A) _ )\1og(1og(>\))/1 /log()) _ )\0(1)‘

However, the constants and ceiling operations make the proof rather tedious. We
therefore state it as a lemma.

Lemma 23. For ( = [[log((c(A+ 1) + 1)/d)]] it holds that ¢[V] = xoV),

To not interrupt the proof of Theorem 12, we postpone the proof of Lemma 23
until after we finished the proof of Theorem 12.

Applying Lemma 23 then yields that 1+ (€+1)m?(1+/¢ V7] ) <14+ (+1)m2*(1+
A as claimed.

ProVING Biyy = ARy + HiyG. To complete the proof of correctness, we show
that Equation (5.2) holds. We first show that for all 0 < j < ¢ we have that
B, = AR, + i*’G, where B, and R; are as specified by the algorithms TrapGen
and HEvalsy. For all j € S;, this holds by the definition of B, in the TrapGen
algorithm. For all j ¢ S;, the matrix B; is computed as follows by HEvalsy:

Bj = Bj2G_1(Bj1> = (ARj2 + i*jQG)G_l(Bj1>

= AR,;,G"'(B;,) + GG '(AR;, +i"'G)

= A(Rj2G_1(Bj1) + i*jZle) + i*leerG

= A(R;,G™'(B,;,) +i""R;,) +i”G.

We next show that B} = AR + i (Zf:o Cz‘,jFRD?cr(idi)) G holds for all 1 < j < ¢

B, = B,G"(H;G) = (AR; +/G)G™'(H,G)

= AR,G'(H,;G) +iH;G

¢
= AR/ +i* (Z ci,jFRDicr(idi)> G
=0

Finally, we prove the correctness of Fgy, that is that By = ARy + f(id, K, %) G,
where By and Rjy are as defined by TrapGen, TrapEval and HEvalsy.

L
By =B« +Y B,
=0

¢ R
— ARy — FRDE(K)G + 3 (AR} +i7 (Z Cz‘JFRD?m(idiO G)

=0 i=0
¢ ¢ /0
=A|(Rxk+), R’ | + [ =FRD{"(K) + > i <Z chFRchr(idi)) G
=0 =0 =0

= ARy + f(id, K,i")G = ARy + f(id, K,i")G (5.9)
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where Equation (5.9) follows from the definition of f(id, K,i*) in Equation (5.7).

WELL-DISTRIBUTEDNESS. The proof that Fsy has well-distributed hidden ma-
trices is almost identical to the respective proof for Fas. Let A be an algo-
rithm that outputs Q* = {id® ... id@ id*} on input Ffy with (Fiy,td) <
TrapGen(1*,t,6, A) and A <+ Zy*™. Furthermore, let

(Rig+, Hig+) := TrapEval(td, Fsy, id*)
(Rigr, Hyy) = TrapEval(td, Foy,id®) for 1 <i < Q

and let id @+ .= id* and let the events collphs and badChalyne be defined as
Collphf = did 7é id € QF: H, = Hid’a badChalphf = Hy* 7é 0

as in Definition 31.

We begin by showing that Pr[collpn] < e/2. For this, observe that we have
Hyy = H); if and only if Hecry+(id) = Hecry+(id’). This holds because FRDS" is
injective by Corollary 4 and because for all id € {0,1}* and idy == HECR,i*(iEI) it
holds that

Hy = f(id, K,i*) = FRD (id;- ).

Hence, Hiy = H;y implies a collision on Hgcrs+. Therefore we can describe an
algorithm B that uses A to break the ECR of H;«, provided that A produces a
set @* such that coll,ps occurs with probability larger than /2. More formally B
receives as input

Hecr+ € ZZ(Z:)) xm(i")

and proceeds as follows.

1. Sample K< Z!(") A ¢ Z™ and Hecg, < Hy, for all 0 < i < € with i # i*.

2. Sample Ry, R <= {—1,1}"*" and set Bx := ARk + FRDZ"(K)G and B =
AR +i*G.

3. Set F{y = ((Hecr.i)o<i<e; Bk, B) and compute Q*F = {id(l), o id(Q), id*} =
A(Fgy)-

4. If there are id # id" € Q* such that Hgcr«(id) = Hgcr,+(id), then output
(id, id"), otherwise abort.

Again B only runs A and performs some minor additional computations, so that

we bound the running time of B by tz = 2t, where ¢ is the running time of

A. Observe that F{y is distributed exactly as if it was generated by TrapGen.

Hence, if A produces Q* such that Pr[colly] > /2, then B outputs (id,id") with

Hecr,i+(id) = Hecr+(id) with probability at least £/2. However, we have that
o2 g

e > -
2 = 2dnfc - 2dn - 2dn
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by Lemma 19 and thus B breaks the (¢, d)-ECR of H,;- if coll,ps occurs with proba-
bility at least /2.
We next consider the event —badChalyys. Observe that we have Hig« = 0 if and

only if Hecr,+(id*) = K and that TrapGen samples K& 7) Thus, we conclude at

q(i*) -
this point that badChal,ns and coll,ps are independent because K is drawn uniformly

g(i) - Furthermore, we thus have that

at random from 7Z
Pr [=badChalyy] = ¢(i*) "),
Now, we conclude that
(¢ — Pr [collyp]) - Pr [~badChalyy] < gq(i*)_"(i*) - g(g/Q)A—Oﬂoglog(W = (t,¢)
where ¢(i*) ") = \~OUoglog(N) holds because of Lemma, 20. O

Now it is only left to provide the proof of Lemma 23 that we omitted during the
proof of Theorem 12.

Proof of Lemma 23. First, observe that there is a constant a > 0 such that ¢ <

alog(A) for A large enough. We show that log(\) (VI = Ao in preparation for the
actual proof.

log()\) [ve] _ ( )\log(log(A))/log(A)) [ V7] _ y\log(log(N) [ V2] /1og(3)

< Alog(log(W)(y/alog()+1)/ log(\)

— \log(log(A))y/alog(X)/ log(A) ylog(log(A))/ log(A)

— \log(log(\)v/a//I0g(A) y log(log(X))/ 1og(A)

— )o@ yo(l) — yo(1)
Using this, we can easily conclude the lemma as follows.

KWZ] < (alog(N)) [Vl = a[\/ﬂ log(A) [Vl = aWﬂ e
< log()\) [V] yo1) — yo(1) yo(1) — yo(1)

Note that we use that a < log(\) for A large enough. O

5.7 Efficient Lattice-Based ldentity-Based
Key-Encapsulation

We proceed to describe our IB-KEM based on balanced PHFs. Our construction is
based on the identity-based encryption scheme from [Yam17a]. We do not base our
construction on the less efficient PHF-based IBE from Zhang et al. [ZCZ16], which
also additionally requires that the PHF has high min-entropy. Throughout this
section, we first introduce some further preliminaries on lattices before we describe
the construction and prove its correctness and security.

155



5 Efficient Identity-Based Key-Encapsulation Schemes from Lattices

5.7.1 Preliminaries for Lattice-Based IB-KEMs

We provide some further preliminaries that we require only for the construction
and security proof of the IB-KEM. Let m > 0 be an integer and let Dzm , be the
discrete Gaussian distribution over Z™ with parameter ¢ > 0. Further, recall that
we denote the largest absolute component of a matrix by || - ||oc and the fo-norm of
a matrix by |[|-||,. We then have the following lemma due to Regev [Reg05].

Lemma 24. We have Pr[||z|s > o/m : x ¢ Dgm ,| < 2727,
THE LEARNING WITH ERRORS PROBLEM. The security of our IB-KEM is based

on the learning with errors (LWE) problem, which was introduced by Regev [Reg05].
We formally introduce it below.

Definition 37. Let n = n(\),m = m(\) be integers, ¢ = ¢(n) > 2 be prime, and
a € (0,1) be a real number. The advantage in solving the learning with errors
problem dLWE,, ,, ,» of a PPT algorithm A is defined as

Advﬂ_WEn,m,q,a(/\) — ‘Pr [A(A, sTA +x7) = 1} —Pr {A(A,WT +x7) = 1}

)

where A<Zp*™ s 71, X <% Dgm oq, W77 and the probability is over the random
choices of A,s,x and w, and the internal randomness of A. Then for t € N and
e € (0,1], the (¢,¢)-dLWE,, 1, 4o assumption holds if Advi{'WE"’m’q’“()\) < ¢ for all
probabilistic algorithms A running in time at most t.

It is known that solving dLWE,, ,,, s for ag > 2y/n is (quantumly) at least as
hard as solving worst-case lattice problems GapSVP_ and SIVP, on n-dimensional
lattices for some v = O(n/a) [Reg05, Pei09, BLPT13]. Moreover, Katsumata
and Yamada [KY16] proved the following lemma that enables rerandomizing LWE
instances.

Lemma 25. Let q,m, m’ be positive integers and r a positive real satisfying r >
max{w(\/log(m)),w(\/log(m’))}. Let b € Z7* be arbitrary and x <> Dzm . Then
for any V € Z™™ and positive real s > ||V||a, there exists a PPT algorithm
ReRand(V,b+x,r,s) that outputs b’ = bTV+x" e Z?,Xl, where X" is distributed
statistically close to Dy o,

LATTICE TRAPDOORS. In addition to the gadget matrix, which we introduced
in Lemma 13, we use the following lattice trapdoors in the construction of our
IB-KEM. Following Brakerski and Vaikuntanathan [BV16], let n,m,m’, ¢ € N and
A € 7™ and let AJH(V) with V € ngm/ denote the random variable whose
distribution is a Gaussian D’Z”T:L,U conditioned on A - A1 (V) = V. A o-trapdoor for
A is an algorithm that samples from A (V) in time poly(n, m,m/,log(q)) for any
V e ZZ’Xm/. Note that we again slightly overload notation and denote a o-trapdoor
for A by AL

156



5.7 Efficient Lattice-Based Identity-Based Key-Encapsulation

Lemma 26. The following claims were proven in [GPV08, ABB10a, ABB10b,
CHKP10, BLP"13].

1. There exists an efficient algorithm GenTrap(1™,1™, q) that outputs (A,Agol)
for some m = O(nlog(q)), such that A € Zy*™ is 27"-close to a uniformly

random matriz and oy = w(y/nlogqlogm).

2. Given A;', one can obtain A} for any o' > o.

o

3. Given A, one can obtain [A | B];! for any B.

o

4. For AJ!' andu € Z"

q’

it holds Pr[||A ||, > /m - o] = negl(\).

5.7.2 Construction of the IB-KEM

Given these preliminaries, we are ready to describe our IB-KEM that is based on
the IB-KEM by Yamada [Yam17a].

Construction 8. Let F = (HGen, HEval) be a matrix hash function with range
T = Zy*™. We construct ZB-KEM = (SetuplBK, KeyGen, Encap, Decap) as follows.

SetuplBK(1*) chooses n,m, q,¢, 0, and o as specified in Remark 12 such that ¢
is a prime. It then runs (A, A;') <* GenTrap(1”,1™, ¢) such that A € Z}*™

and op = w(\/n log(q) log(m)) holds. Next, it samples C <> Zp*™, u < Z7
and F < HGen(1%). Finally, it outputs

mpk = (A,C, F,u) and msk == Al

KeyGen(mpk, msk,id) computes Biq := HEval(F,id) with Bjg € Z7*™. It then uses
Al to compute [A | C+ Byg], ' and samples

e [A]|C+Byl,"
It returns skig := e € Z>™. Observe that [A | C + Bigle = u mod gq.

Encap(id, mpk) computes Biy := HEval(F,id) € Z;*™. It samples s<*Z7, 10¢*- Dz, aq,
X1, X3 ¢~ Dzm g, and k <& {0, 1} and computes

co=s'u+ao+r-[q/2] €Zy cf =s'[A|C+ By +[x] |x5] € Z2™.
It outputs (ct = (co, €1), K).

Decap(ct, uskiq) parses ct as (cp, ;) and computes w = ¢y — ¢ - e € Z,. It sets
k=1if lw—[q/2]| < [¢/4] and k = 0 otherwise. It then returns x.

Remark 12. For the IB-KEM we have the following requirements regarding the
parameter choice similar to [Yam17b]:
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o As we show below, we require that ¢/5 > agy/m + (¢/v/2m) - 0+/2m holds
with overwhelming probability in order to guarantee the correctness of the
scheme;

o That GenTrap can operate, that is m > 6n [logq];

o That the leftover hash lemma (Lemma 15) can be applied, meaning m >
(n+ 1)log(q) + w(log(n));

« 0 has to be large enough such that the distribution of private keys in the actual

scheme and in the reduction is the same, that is 0 > 0y = w(\/n log(q) log(m))

and o > m(f + 1)w(\/10g7));

« That the ReRand algorithm can operate in the reduction, that is o//2c >
V2-m(B+1) and ag > w(y/log(m)) by Lemma 25;

o That the worst to average case reduction works, that is ag > 2v/2n.

To satisfy the above requirements, we set the parameters as follows:

n=0(\), m = 0O(nlog(q)),  ¢=n""Fwlog”?(n))
o=m-(B+1) w(ylog(m)) ag=3vn, q=9vn-m-(B+1).

Furthermore, to instantiate the IB-KEM with one of the balanced PHF's from ECR
hash functions, we also require that

n>2° and q > q(0),

where ¢ = [log((¢(A+ 1) +1)/d)] and ¢ and d are constants such that there is a
family of (¢, d)-ECR hash functions like the one that we describe in Construction 5.
If ZTB-KEM is instantiated with Fg k from Construction 4 based on a weak near-
collision resistant hash functions, then we instead only require that

n > 2\ -+ 3.

Correctness.

We first deduce the error term as in [Yam17b]. For a ciphertext ct = (¢, 1), let
uskiy = e and w be as described in Decap(ct, uskiq). We then have that

w:co—c1T~e:f<a-(q/21+$0—[X1T|Xﬂ'ev

=err
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holds, where we refer to err := xo— {xlT ] xﬂ -e as the error term. Assuming o/ > a,
as guaranteed by our parameter choice in Remark 12, we then have that

lerr| < |zo| + HxlT | xﬂ -e‘ (5.10)
< ol + |[[x1 1 %3], - llell2 (5.11)
< agy/m + (&/V2m) - ov2m (5.12)
= O(a'omq)

holds with overwhelming probability. Equation (5.10) follows from the triangle in-
equality, Equation (5.11) follows from the Cauchy-Schwartz inequality, and Equa-
tion (5.12) follows from Lemma 24 and Item 4 of Lemma 26. Note that the bound
does not hold with certainty because Lemma 24 and Item 4 of Lemma 26 only guar-
antee that their respective bounds hold with probability 1 — negl()). However, we
treat the bounds as if they hold with certainty for the remainder of this discussion
for simplicity.
Now, let ¢ > Q(a’omgq) such that |err| < ¢/5 holds. We then have that

lw —[q/2]] = |k [q/2] +err — [q/2]] < |k [q/2] — [q/2]] + q/5

holds and we can thus conclude that

~1fa/2]1 = Ta/2]1 +a/5=q/5 < [q/4] if k=1 and
elazl = laf2lafs = {|_ [q/2]| 4+ q/5 > 7q/10 > [q/4] otherwise.

Thus, Decap outputs the correct k with overwhelming probability.

Multi-bit Variant of our IB-KEM.

The IB-KEM we described above can be adapted to encapsulate A many bits with
a reasonable overhead. This can be achieved as described by Yamada [Yaml7a,
Section 5.3] by applying the techniques of [PVWO08, ABB10a, Yam16]. Specifically,
in order to encapsulate keys of A many bits, the vector u<- Zy in the master public
key has to be replaced with a matrix U <% ZZX’\. The ciphertext component ¢y € Z,
is then replaced by a vector ¢ € Z(’]\ that is computed as

ey =s'U+x; +r[q/2],
where x¢ <= Dy o, and k4= {0, 1}*. Furthermore, the user secret key usk = e € Z*™
has to be replaced by the matrix E € Z™** for

B4 [A]C+B;'(U).

The security of the scheme can then be proven along the lines of the proof of
Theorem 13 under the dLWE,, ;1 .o assumption. The parameter selection from
Remark 12 remains valid. Overall, the asymptotic sizes of mpk and ct stay the
same because mpk already contains at least the matrix C € Zy*™ and because ct

already contains c| € ng. Only the size of user secret keys increases by a factor
of \.
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IND-ID-CPA security of ZB-KEM

Theorem 13. If TB-KEM = (SetuplBK, KeyGen, Encap, Decap) from above is in-
stantiated with a (B,7,0)-balanced programmable hash function with v = negl(\),
then IB-KEM is (t,e)-IND-ID-CPA secure under the (t,€")-dLWE,, 41,40 assump-
tion for ' == 0(t, ) — negl(\).

Proof. We prove Theorem 13 in a sequence of games [Sho04]. We denote with G;
the event that Game ¢ outputs 1 and with E; := | Pr[1 <+ G;] — 1/2| the advantage
of A in Game i. The proof essentially adopts the proof from [Yam17a] to balanced
programmable hash functions.

Game 0. 'This is the original IND-ID-CPA security experiment. Therefore, we have

Ey = Advi 7 cem(A)-

Game 1. This game is identical to Game 0, except that the challenger computes
(F',td)<-TrapGen(1*,t,&, A) in addition to F<*HGen(1%). Note that the challenger
still sets mpk := (A, C, F,u) as specified in SetupIlBK and does not include F” in
mpk. Therefore, this is a purely conceptual change and we thus have that

Game 2. 'This game is identical to Game 1, except that the challenger main-
tains a set Q* == {idV, ..., id @ id*}, where id®, ... id@ are all the identities for
which the adversary made queries to the KeyGen oracle and id* is the challenge
identity chosen by A. It then computes (Rig+, Hig«) := TrapEval(td, F’,id") and
(Ryy, Hiyy) == TrapEval(td, F',id®) for all 1 < i < Q. Further, it defines the
events collphs and badChalghe as

CO”phf = did 7é Id/ € Q* . Hid = Hid'a badChalphf = Hid* 7é 0

as in Definition 31. This is a purely conceptual change and it thus holds that

160



5.7 Efficient Lattice-Based Identity-Based Key-Encapsulation

Game 3. This game is identical to Game 2, except that the challenger aborts and
outputs a random bit if event coll,ps occurs. It thus holds that

Pr[colly] 2 [Pr[Gs] — Pr[Gs] 65.13)
= [Pr(Ga] ~ Pr(Gs] + 5 -
:<PYG2 2) (P ;N
B A
I AR A T
(5.14)
- Pr[Gg}—;‘— Pr[Gg]—;‘ —E,—Es,

where Equation (5.13) follows from Shoup’s Difference Lemma (see Lemma 1) and
Equation (5.14) follows from the triangle inequality. We thus obtain that

Es > Ey — Pr [collng]

holds by rearranging terms.

Game 4. This game is identical to Game 3, except that the challenger aborts and
outputs a random bit if the event badChalyns occurs. We have that

E, =E;-Pr [badChalphf]

holds because badChal,p¢ is independent of the adversaries success in Game 3 since
no information about the PHF with the trapdoor is given to the adversary in both
the previous game and also this game and because badChal,ns is also independent
of coll,ne by the well-distributedness of the balanced PHF.

Game 5. This game is identical to Game 4, except that we introduce the event
badEvalP" that occurs if the adversary makes a secret key query id such that Hyg =
0. If badEvalP™ occurs, then the challenger aborts. Observe that this is a purely
conceptual change because if bad EvalP"f occurs than either collns or badChalyne must
occur. This is because if event badEval?™ occurs and collphs does not occur then
Hig- # 0 can not hold since this would imply a collision, thus causing the event
badChal,ns. Analogously, if event badEval®"® occurs and badChal,ps does not occur
then event coll,ps must happen because we then have that Hiy = 0 = Hjy+. it thus
holds that
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Game 6. This game is identical to Game 5, except that the challenger no longer
computes F <~ HGen(1*) but sets F' := F', where (F’,td) < TrapGen(1*,t,¢, A) as
specified in Game 1. Since F has statically close keys, we have that

Pr[E¢] = Pr[E;] — v = Pr [E5] — negl())

holds, where the last equality holds because we required v = negl(\).

Game 7. This game is identical to Game 6, except that whenever the adver-
sary queries the KeyGen-oracle for id, then the challenger computes (Rig, Hiq) =
TrapEval(td, F,id) and then sets By ;= ARy + HiqG. This is a purely conceptual
change since we have that HEval(F,id) = AR,y + HiyG by the correctness of the
balanced PHF F. It thus holds that

Er = Es.

From here on the proof closely the proof from [Yam17b, Section 5.6].

Game 8. In this game we change the way C is chosen. The challenger samples
Re < {—1,1}™ and sets C := [A | AR¢]. Everything else remains as in Game
7. By the Leftover Hash Lemma (Lemma 15) we have that the distributions

(A, C) and (A, C)
only have negligible statistical difference for C’ <> Z7"*™ and therefore

Es > E; — negl()).

Before we proceed, we establish some handy observations. Note that for any
id € Q" and (Rig, Hiq) = TrapEval(td, F,id) we have that

IRe + Rigllo < [IRell + [[Riall <1+ 5 (5.15)
holds because R¢ € {—1,1}"™*™ and we chose F to be a correct (3, ,d)-balanced

programmable hash function. Also, recall that it follows from the correctness of F
and the abort conditions we established throughout Games 2 to 5 that

A(RC + Rid) if id = id* and

o . (5.16)
ARc +Riy) + HoG ifid € 0%\ {id*},

C+By= {
where Hiy € GL(Z,,n) for all id € Q*\ {id*}.
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Game 9. This game is identical to the previous game except that the challenger
samples A < Z7*™ instead of generating it with a trapdoor. This makes only
a negligible difference by Item 1 in Lemma 26, which states that the statistical
distance between A and a matrix A’ generated using GenTrap is at most 27",

Further, for each query id to the KeyGen-oracle the challenger sets (Rig, Hiq) :=
TrapEval(td, F\id). Observe that we then have that

[A| C+Big) = [A | A(Rc + Rig) + HyG].
The challenger then uses the “gadget matrix” G to compute
uskig = e < [A | A(R¢ + Rig) + HgG] ' (u).

Note that the challenger can sample from this distribution by Lemma 14 because
Hiy € GL(Z,,n) and we chose 0 > m(5 + m)w(y/log(m)) > ||Re + Ridl|, in
Remark 12.

Summing up, choosing A@ZZX’” alters the view of the adversary only negligibly
and the challenger can still sample user secret keys with the correct distribution by
using the “gadget matrix”. It thus holds that

Eo > Es — negl()).

Game 10. This game is identical to the previous game except that the chal-
lenger creates the challenge ciphertext ct* differently. As previously, it computes
(Rig*, Hig=) := TrapEval(td, F,id*). Recall that we ensured that His~ = 0 holds
in Game 4. The challenger then samples b, ko, k1 <~ {0,1}, s ¢~ Z7, 20 <> Dz, aq,
X1 ¢ Dzm o4 and sets wy = s'u + 2y and w{ = sTA + Z]. Then it defines the
challenge ciphertext ct* := (cg,¢1) € Z, X ng as

co =wo+ k1 -[q/2], ¢ =ReRand([L, | Re + Rig:], w1, aq, &/ /2a), (5.17)

where I, is the identity matrix of dimension m and ReRand is the algorithm from
Lemma 25. The challenger outputs (ct* = (co, cr), Kp)-

By Lemma 25, this alters the view of the adversary only negligibly. More pre-
cisely, define the matrix V and the vector b' as follows:

V =11, | Re + Rig] X = X; and b’ :=sTA.

By applying Lemma 25 we then obtain that the distribution of ¢] as computed in
Equation (5.17) above has only a negligible statistical distance to

¢ =s"AT[L, | Re + Rigr] + [x] | %3] (5.18)
=s'[A | AR¢ + ARig+] + [x{ | x5]
=s'"[A| C+Bi] +[x] | %3], (5.19)
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where X1, X9 <> Dzm o7q. Note that Equation (5.18) holds because of Equation (5.16)
and Equation (5.19) holds because C = AR¢ and Big = ARyy=. We can apply
Lemma 25 because

o//(20) > V2-m - (B+1) > V2mym - |[Rc + Rig:

where the second inequality follows from Equation (5.15) with id = id* and the
third from the general inequality between the two norms. Therefore, we conclude
that

+ 2 |IRe + Rigs

2

Eio > Eg — negl(\).

Game 11. In this game, the generation procedure for the challenge ciphertext ct* is
modified again. First, the challenger picks vo<*Zg, v1<~Z}", 10¢> Dz, 44, and vectors
X1 ¢~ Dgm oq. It then uses TrapEval to compute (Rig+, Hig«) == TrapEval(td, F,id").
Next, it samples b, kg, £1<-{0, 1} as in the IND-ID-CPA security experiment and sets
the challenge ciphertext as in Equation (5.17) of Game 10, but with wq = vy + xg
and wy := vi + X;y. Specifically, the challenger sets

co =V + o+ K1 - [q/2]

and
ci = ReRand([L,, | Rc + Rig+], v + X1, ag, &/ /2a).

We then claim that
Ei1 > Ejp — negl(N)

holds under the dLWE,, ,;, 41,4, assumption. We prove the claim by constructing an
adversary B against dLWE,, ,,,+1 .o from any algorithm 4 that distinguishes between
Game 10 and Game 11 with non-negligible advantage.

DESCRIPTION OF B. The algorithm receives a dLWE,, ;11,4 instance (A, w' =
v+ ) € 2t 5 ZH as input, where X <& Dzm+1 4. The algorithm then
tries to distinguish whether it holds that v'T = sTA’ for s <& Zy or if it holds that
v/ & 7 as follows.

Generating mpk: Denote the first column of A’ by u € Z; and denote the last m
columns of A’ by A € Z3*™. Also, denote the first coefficient of w’ € Zg”“
by wy € Z, and let the last m coefficients of w’ be w; € Z. Then the
algorithm B sets the master public key mpk exactly as both in Game 10 and
Game 11.

Answering queries and creating ct*: Just as since Game 2, B aborts and outputs
a random bit if A queries id” to KeyGen-oracle or chooses a challenge identity
id* such that

H,»n=0 or Hy # 0.
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Under these conditions, A can answer key extraction queries as described
in Game 9 and in particular without knowledge of a trapdoor for A. Fur-
thermore, it can construct ct* exactly as in Equation (5.17) by sampling
b, ko, k1 <= {0, 1} and setting ct* := (cp,c{). It then outputs ((co,c]), xy) to
A. Note that the secret randomness used to generate wy and wy (namely, s
and X) is not necessary for this computation.

Solving dLWE: Once A outputs its guess o', our algorithm B checks whether ' =
and if so outputs 1 and 0 otherwise.

ANALYSIS OF B’S SUCCESS PROBABILITY. Observe that if (A, w’) is a valid LWE
sample with v'T = sTA’, then A’s view corresponds to Game 10. Otherwise, that
is if v/ & Z;”“, then A’s view corresponds Game 11. Hence, we have that the
advantage of B in solving dLWE,, ;1140 is (Pr[l <= Gy] — Pr[l ¢ Gyo)) and we
thus conclude that

il > Epg — Adv ommtlae ()),

Game 12. We further alter the challenge ciphertext in this game. The challenger
now samples vg < Zg, Vi <= Z7', 1o ¢ Dz,04 and X1, Xs <> Dzm o4 and computes Rig-
using TrapEval. Then the challenger samples b, kg, k1 <-{0, 1} and sets the challenge
ciphertext as

co=vo+mo+ k- [q/2], ¢f = {VI | vi(Re + Rid*)} + [XI | X-zr} . (5.20)

Note that the difference between this game and the previous one is that the chal-
lenger samples both x; and x5 in contrast to Game 11 where the challenger samples
only x;. This can be seen as reverting the change from Game 9 to Game 10. Like
that previous change, also this one alters the view of the adversary only negligibly.
We can verify this by setting V = [L, | R¢ + Rigr], X1 ¢ Dzm orq and vy <~ Z7" (as
in Game 11). It then follows that

ReRand(V, vy + X1, aq, o' /2a),

which is how ¢] is computed in Game 11, is statistically negligibly close to ¢] in
Equation (5.20) above by Lemma 25. This lemma is applicable because we chose

the parameters in Remark 12 such that

o /(20) >V2-m - (B+1) > vV2myvm - |Re + Rigs

+ 2 |IRe + Rigr

2

where the second inequality follows from Equation (5.15) with id = id" and the
third from the general inequality between the two norms. We thus have that

Eiz > Ein — negl()).
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Game 13. In this game, we change the challenge ciphertext such that it contains
no information about k1 anymore. Formally, we set ct* <> Z, X ng. We then have
that

E13 = 0.

Thus, it is only left to show that Ej3 > Ejo — negl(A). Both games differ only in the
generation of the challenge ciphertext. We thus focus on this part. First, we observe
that ¢g is already uniformly random in Game 12 because we there already sample
vy ¢~ Z,. We can therefore limit our attention to showing that the distribution of
¢ is negligibly close to the uniform distribution over ng. Recall that

c, = [VlT | v (R + Rid*)} + {XlT | XQT] .

We begin by observing that for A, A’ <*Z2*™ R¢ <> {—1, 1} vy, NS 77 the
distributions

(A,ARC,vlT,vlTRC) ~ (A,A’,vlT,v’lT) ~ (A,ARC,vI,v’f), (5.21)

are negligibly close. We note that the first two distributions are negligibly close by
T

the leftover hash lemma (Lemma 15) for |[AT [ vi| € Z{"*)*™ and Re. We obtain
the statistical closeness for the second and the third distribution by applying the
leftover hash lemma for A and R¢.

Using Equation (5.21), we conclude that for A, A’ <= Zp*™ Reg <~ {—1,1}™™
and vy, vi" < Z™ it holds that

(A, ARg¢, cf, VllT) ~ (A, AR, v! +x;, V" + v Rigr + XZT)
~ (A, ARc,v! +x], vl (R + Rig- + x;—))

are negligibly close. The first and second distribution are negligibly close because

1. x1,x5 are chosen independently at random from the other variables and

2. Riy* is computed from the trapdoors (R;)o<i<¢, which are also chosen inde-
pendently at random from the other variables.

Finally, it immediately follows from Equation (5.21) that the second and the third
distributions are negligibly close by. We thus conclude that

Eis > Eio — negl()).

ANALYsIS. From all the games above, we can now conclude that
0 =Ey3 > Eqq — negl(A) > Eqg — Adviy ™99 () — negl(\)
> Ey — Adviy e () — negl())
> Ey - Pr[—badChalyng] — Advg " ™9 (\) — negl())
> (Ey — Pr [collyn]) - Pr [~badChalyy] — Advly e« () — negl(A)
= 0(t,e) — Advly e (\) — negl(\).
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This is equivalent to

dLWE

AdviVERm L (\) > §(¢, £) — negl()),

which concludes the proof of Theorem 13. n

5.8 Conclusion and Open Questions

Concluding the chapter, we introduced balanced PHFs for lattices and demon-
strated how this extension of PHF's for lattices enables the construction of IB-KEMs
from lattices with security in the standard model. Moreover, we presented three
constructions of balanced PHF's. Our first balanced PHF Fg i is based on block-
wise partitioning, which we previously introduced in Chapter 3. This construction
shows how blockwise partitioning can be used in the context of lattices.

However, the downside of blockwise partitioning is that it relies on the non-
standard assumption of weak near-collision resistant hash functions. We addressed
this shortcoming by introducing the weaker notion of ECR hash functions and
presenting a construction from the eSIS assumption, a variant of the SIS assumption
with a concrete bound on the running time of algorithms. We note that exponential-
collision resistance is a stronger assumption than truncation-collision resistance and
weak near-collision resistance, and thus every TCR or wNCR hash function is also
an ECR hash function. Thus, the advantage of ECR hash functions is that we are
able to provide an explicit construction from a well-studied computational problem.

We then demonstrated that ECR hash functions suffice to construct balanced
PHF's by presenting two balanced PHF's from ECR hash functions. The first bal-
anced PHFs Fas has a descriptions size of only O(A?1og(\)) many Z,-elements.
It is based on a technique by Alperin-Sheriff [Alp15] and thus inherits a super-
polynomial LWE parameter from it. We thus presented Fsy, which has a slightly
larger description size of O(y/log A - A?log()\)) many Z,-elements but has a polyno-
mially bounded LWE parameter. Unfortunately, both balanced PHF's from ECR
hash functions suffer from a super-polynomial but, sub-quasi-polynomial reduction
loss of \OUeglog(N) that originates from the fact that our ECR hash function pro-
duces outputs in Z;, where n can be chosen freely, and ¢ is polynomially bounded
in n. A construction of ECR hash functions for which ¢ is a constant would resolve
this issue.

Research Question 6. Are there ECR hash functions whose security can be re-
duced to the hardness of well-studied computational problems and produce outputs
in Zy for a constant q?

However, even given such ECR hash functions, our most efficient balanced PHF
Fas would still result in an IB-KEM, which requires a super-polynomial LWE
parameter for security. This leads to the open question already asked by Peikert
in [Peil6, Question 9.
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Research Question 7. Are there standard-model, adaptively-secure lattice-based
IBE/IB-KEM schemes that have comparable efficiency and concrete security to the
existing selectively-secure ones?
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A The Program Used to find
Parameters of BCH Codes

import math as m
import logging

logging.basicConfig()
logger = logging.getLogger("find good_bch codes")
logger.setLevel (logging. WARNING)

def list suitable bch codes(n, min dimension,
- required_relative_minimal bose_distance):
"""Lists parameters of BCH codes that (potentially after
— puncturing) have codewords of length m, dimension at least
-~ min_dimension and has relative distance of at least
— Trequired_relative_minimal_bose_distance. """
# the minimal distance required in order to achieve the given
# relative distance.
required_min distance = m.ceil(n *
< required_relative minimal bose_distance)

# compute all Z2-cyclotomic cosets mod n.
cosets = q_cyclotomic_cosets_mod_n(2, n)
print ("Finished computing cyclotomic cosets")

smallest n = n + 1
best k = 0

best_d = 0
best_puncturing = 0O

# consider all possible starting points for sequences for
# 2-cyclotomic cosets mod n
for start in range(0, n - 1):
# initialize the defining set to be empty and 7 to be at the
# start position.
defining set = set()
i = start
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pr

—

192

# add 2-cyclotomic cosets mod n to the defining set until the
# required minimal distance ts rTeached or there are no
# further 2-cyclotomic cosets mod n.
while i <=n - 1:
defining set = defining set.union(cosets[i])
i+=1
achieved bose distance =
- _number_of consecutive_elements(defining set)

# the required minimal distance is achieved if there are
—~ more

# than required_min_distance consecutive elements in the
# defining set.

if achieved_bose_distance >= required_min_distance:

# the dimension of the code ts m minus the size of the
# defining set (see [HPO3, Theorem 4.4.2])
dimension = n - len(defining set)
if dimension > min dimension:
num_puncturing =
< _get_puncturing amount(achieved_bose_distance,
«» required_relative minimal bose_distance, n)

logger .debug(" [{:d}, {:d}, {:d}] 2 at start {:d} and for
— {:d} cosets".format(n, dimension,
«» achieved bose distance, start, i - start))
if n - num_puncturing < smallest_n:
smallest n = n - num_puncturing
best_puncturing = num_puncturing
best_k = dimension
best_d = achieved bose_distance

print (" [{:d}, {:d}, {:d}] => {:d} x puncturing => [{:d},
- {:d}, {:d}]".format(n, dimension,

— achieved_bose_distance, num_puncturing, n -

— num_puncturing, dimension, achieved_bose_distance -
< num_puncturing))

int("Best: [{:d}, {:d}, {:d}] => {:d} x puncturing => [{:d},
{:d}, {:d}]" . format(n, best_k, best_d, best_puncturing, n -
best_puncturing, best_k, best_d - best_puncturing))
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def q_cyclotomic_cosets_mod_n(q, n):

" Computes all g-cyclotomic cosets modulo n. The result %s a
— dictionary mapping all 0 <= i <= n to the cyclotomic coset
— contatning %."""

cosets = dict()

zero_coset = set()

zero_coset.add(0)

cosets[0] = zero_coset

for i in range(l, n):
if not i in cosets:
coset = set()
coset.add (i)
cosets[i] = coset
next_element = i * q % n
while not next element ==
coset.add(next_element)
cosets[next_element] = coset
next_element = next_element * q % n
return cosets

def number of consecutive elements(a):

" Given the set a, the function outputs the largest number of
— consecutive elements in a"""

# A set of stze zero always has zero consectutive numbers in it.
if len(a) ==
return O

sorted_elements = sorted(list(a))

# the length of the longest sequence found so far
longest_sequence_length = 1

# the index where the longest sequence found so far starts (in
<~ the sorted list)

longest_sequence_start = 0

# the length of the currently considered sequence
current_sequence_length = 1

# the index where the currently considered sequence starts
current_sequence_start = 0

# initialize the previous element with the first element in order
-~ to emulate a do-while loop
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previous_element = sorted_elements[0]
for i in range(l, len(sorted_elements)):
current_element = sorted_elements[i]
if current_element == previous_element + 1:
# 1f the current sequence s continued, update the length of
— the current
# sequence and, 1f it is longer than the currently longest
— sequence, update the information
# on the longest sequence found so far to the current
-~ Sequence.
current_sequence_length += 1
if current_sequence_length > longest_sequence_length:
longest_sequence_length = current_sequence_length
longest_sequence_start = current_sequence_start
else:
# 1f the current element is mot the continuation of
# the previous sequence, start a new sequence of length 1
current_sequence_start = i
current_sequence_length = 1
previous_element = current_element
return longest_sequence_length

def _get_puncturing amount(achieved_bose_distance,
— required_rel min distance, code_out_length):

" Given the achieved bose distance, the output length of an
error correcting code and a desired relative minimal
distance, this function computes how often the code can be
punctured while still maintaining the desired relative
— minimal distance."""
return m.floor((achieved _bose_distance - code_out_length *

« required_rel min distance) / (1 - required rel min _distance))
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