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Abstract

The upcoming upgrade of the Large Hadron Collider (LHC) as part of the High-
Luminosity LHC (HL-LHC) project will extend the accelerator’s potential and oper-
ational lifetime. The upgrade aims to significantly increase the number of collisions,
thereby enhancing the rate of rare interactions and thus the discovery potential. To
cope with this increased interaction rate and the associated increase in radiation
within the detector cavern, extensive upgrades to the detectors and their infra-
structure are required. These include new detector systems with state-of-the-art
instrumentation and technologies capable of handling both the increased radiation
and the higher event rate.

The ATLAS Detector Control System (DCS) is responsible for the safe and coherent
operation of the detector. To meet the requirements of the High-Luminosity Large
Hadron Collider (HL-LHC) environment, a scalable monitoring and control solution
was developed to address associated challenges, including the increased radiation
environment. The EMCI-EMP DCS interface is a complementary system based on
two dedicated hardware platforms. The Embedded Monitoring and Control Interface
(EMCI) serves as a radiation-tolerant interface for control and monitoring data of
the detector Front-End electronics. The Embedded Monitoring Processor (EMP)
is a Multi-Processing System-on-Chip (MPSoC)-based platform that operates as
the high-performance Back-End, connecting up to 12 EMCIs via high-speed optical
links to the supervisory layer of the DCS. The accompanying software and firmware
ecosystem provides a modular and standardized framework that streamlines the
deployment of EMCI–EMP systems across diverse applications.

This thesis presents the EMCI-EMP DCS interface and its firmware/software eco-
system. It further introduces a scalable Slow-Control Direct Memory Access (SC-
DMA) framework for CPU-efficient slow-control data exchange, achieving an ag-
gregate throughput exceeding 650Mbit/s and demonstrating stable operation with
up to 12 concurrently operating EMCIs.
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1. Introduction

1. Introduction

The European Organization for Nuclear Research (Organisation européenne pour la
recherche nucléaire), commonly known as CERN, was founded in 1954 to establish
a world-class research facility dedicated to fundamental particle physics. Conceived
as a collaborative initiative among European nations, CERN’s primary mission is
to advance understanding of the universe by investigating its most basic building
blocks and the forces that govern their interactions.

To this end, CERN operates the world’s largest and most sophisticated physics
laboratory. It is home to a network of state-of-the-art particle accelerators, including
the Large Hadron Collider (LHC), the world’s highest-energy particle accelerator.
The LHC is a circular accelerator complex with two counter-rotating beam pipes that
accelerate bunches of protons to nearly the speed of light before bringing them into
collisions at center-of-mass energies of up to 13.8TeV. These collisions are located
at four dedicated locations around the ring, the so-called Interaction Points (IPs),
corresponding to the positions of the four particle detectors: ALICE, ATLAS, CMS,
and LhCB. These detectors facilitate the recording and reconstruction of particles
produced in collisions, allowing physicists to investigate the fundamental forces of
nature and the structure of matter.

The experiments have played a pivotal role in modern physics, most notably through
the discovery of the Higgs boson. Beyond that, CERN’s research and developments
have been applied across many areas of society, including cancer research, medical
imaging, and the development of the World Wide Web. Today, over 17500 people
from more than 110 nationalities and institutes in over 70 countries are involved in
the design, construction, and operation of the research infrastructure, the experi-
ments, and the analysis of the resulting physics data.

To maintain CERN’s position as a world-class research facility over the coming
decade and to extend the lifespan of the LHC, a large-scale upgrade of both the
accelerator complex and the experiments is underway. The HL-LHC project aims
to enhance the LHC’s performance by increasing the integrated luminosity, i.e., the
number of collisions produced per bunch crossing, thereby enabling the experiments
to observe rare processes with higher statistical precision. However, the resulting
increase in particle collisions also leads to higher occupancies and radiation levels
around the IPs, creating a harsh environment for the detectors and the on-detector
readout and control electronics. To cope with these challenges, the experiments
must upgrade their tracking systems, Front-End (FE) electronics, and detector con-
trol and data acquisition infrastructure to ensure reliable operation under the more
demanding HL-LHC conditions.
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1. Introduction

1.1. Problem Statement and Motivation

The Detector Control System (DCS) and the Data Acquisition and Trigger System
(TDAQ) constitute the operational backbone of the ATLAS detector, a 45m in
length and 25m-diameter apparatus with a total mass of about 7000 t. The DCS
ensures the safe and coherent operation of the detector and provides a homogeneous
interface to all detector subsystems and their infrastructure. It enables uninterrup-
ted monitoring of the detector, control of its operational state, and state transitions
at any time. Operational fault conditions and errors are detected and reported
through the DCS, and automated or manual actions are taken to rectify them. Not-
ably, the DCS monitors and controls more than 106 parameters across the detector
and its infrastructure.

In view of the HL-LHC upgrade, the ATLAS DCS must maintain system integrity
under significantly increased radiation levels. The integration of entirely new de-
tector systems, such as the Inner Tracker (ITk), further reinforces these demands
by requiring a scalable, high I/O-density DCS interface. Together, these factors im-
pose stringent requirements on the DCS hardware in terms of radiation tolerance,
scalability, and channel density. To this end, a novel generic DCS interface has been
developed based on two custom platforms:

• The Embedded Monitoring and Control Interface, a radiation-tolerant FE in-
terface which interfaces directly with the on-detector electronics.

• The EMP, a System-on-Module (SoM)-based compact processing platform
that serves as the off-detector readout device for multiple EMCIs and connects
to the distributed DCS Back-End (BE).

Together, the EMCI and the eEMP implement a flexible, subsystem-agnostic DCS
interface that can be adapted to various on-detector electronics while providing a
well-defined interface.

While the development of the EMCI and EMP addresses hardware-related require-
ments, the novel system introduces a broad set of embedded system challenges
that require coherent, structured solutions. These include, among others, a ro-
bust runtime environment for the EMP Processing System (PS) and dedicated soft-
ware/firmware blocks for generic system tasks. These efforts resulted in the develop-
ment of the EMCI-EMP ecosystem, a comprehensive framework designed to address
typical needs and requirements, enabling rapid, standardized adoption of the novel
DCS interface across various on-detector FE electronics.

A central prerequisite for the ecosystem is a scalable, CPU-efficient data path for
accessing FE monitoring and control functionality. Following an analysis of a conven-
tional register-based access mechanism, fundamental limitations in throughput and
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1. Introduction

scalability were identified. Therefore, to ensure the system’s scalability and fully
exploit the capabilities of the EMCI–EMP platform, a custom, high-throughput,
CPU-efficient solution for Direct Memory Access (DMA) based FE communication
is presented.

The motivation of this work is therefore twofold. Firstly, there is a need for a
radiation-tolerant, scalable, and generic DCS FE interface capable of meeting the
harsh requirements of the HL-LHC environment. Secondly, the development of a
cohesive firmware and software ecosystem around the EMCI-EMP DCS interface is
essential. This ecosystem provides standard software and firmware building blocks
and a scalable, high-throughput data path for heterogeneous FE devices, thereby
ensuring a robust, maintainable, and standardized system deployment within the
ATLAS DCS.

1.2. Thesis Outline

In the first part of the thesis, the LHC and the ATLAS detector are introduced in
detail, including their various subsystems. Then, an overview of the HL-LHC project
is provided, detailing its motivation, key challenges, and the planned operational
schedule. The challenges posed by radiation to electronic components are discussed
next, focusing on the most relevant effects and underlying physical mechanisms.
Building on this, the theoretical mechanisms by which radiation is produced and
distributed during high-energy collisions are discussed, and the correlation between
instantaneous and integrated luminosity and the exposed radiation is derived from
radiation-field measurements from previous LHC runs. Using this correlation and
simulation results, the radiation fields expected during the HL-LHC era are used to
infer constraints on on-detector electronics.

Before addressing the impact of the HL-LHC upgrade on the ATLAS DCS, the
system itself is first introduced. An overview of its scope, architecture, and the
currently used FE hardware, the Embedded Local Monitoring Board (ELMB) is
provided. Then, the radiation tolerance of this FE hardware is re-evaluated against
the expected HL-LHC radiation levels, highlighting the need for a future-proof solu-
tion and motivating the EMCI-EMPDCS interface.

On this basis, the new EMCI and EMP hardware platforms and the overall system
architecture are discussed, followed by an introduction of the accompanying firm-
ware and software ecosystem. This common framework solution provides a broad
range of standard software/firmware building blocks developed to satisfy common
requirements for all foreseen use cases. Following this, the initial benchmark study,

3



1. Introduction

which uses a register-map-based mechanism to access FE-related control and mon-
itoring data, is presented, highlighting scalability and throughput limitations and
outlining the motivation for a dedicated solution beyond commercial Intellectual
Property Cores (IP-cores). This leads to the presentation of the Slow-Control Dir-
ect Memory Access (SC-DMA) subsystem for the EMCI-EMP architecture, a fully
custom DMA solution tailored for the specific requirements of the novel DCS inter-
face. The discussion of this subsystem is followed by a dedicated characterization
and benchmark study that assesses its scalability and performance under represent-
ative conditions. The thesis concludes with a summary of the work and a discussion
of the relevance of the EMCI-EMP as the next-generation DCS platform for the
HL-LHC era.
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2. The ATLAS Detector at the Large Hadron Collider

2. The ATLAS Detector at the
Large Hadron Collider

The scientific field of particle physics seeks to understand the fundamental building
blocks of matter and the forces that govern their interactions. To investigate at the
smallest scales, particle accelerators accelerate subatomic particles to high energies
and collide them. These high-energy collisions recreate conditions similar to those
immediately after the Big Bang, allowing researchers to study rare processes and
discover previously unknown particles. The LHC accelerates beams of hadrons,
particles composed of two or more quarks, bound together by the strong nuclear
force, to nearly the speed of light and collides them. Through these collisions,
the LHC aims to explore the fundamental forces of the universe by observing the
particles and interactions they produce. This includes studying the Higgs boson,
testing the known Standard Model of Particle Physics, and searching for signs of
physics beyond the Standard Model, such as dark matter, supersymmetric particles,
and extra dimensions [1].

This chapter provides an overview of the LHC and the ATLAS detector, one of the
four experiments at the LHC. The ATLAS detector is a general-purpose detector
designed to observe a wide range of particles using a complex system of subdetectors
to reconstruct and analyze the particles produced in collisions.

2.1. The Large Hadron Collider

The LHC [2] is the world’s largest and most powerful circular particle accelerator and
collider, with a circumference of 27 km and located 100m underground. Constructed
between 2000 and 2008 within the existing tunnel system of the Large Electron-
Positron (LEP) collider, the LHC went into operation in 2009. Its two-ring design
for counter-rotating particle beams enables proton-proton collisions with a center-
of-mass energy of 13.8TeV and lead-lead collisions with a center-of-mass energy of
1150TeV.

The existing tunnel, constructed already between 1983 and 1988 to house the LEP,
has an internal regular diameter of only 3.7m. This restricted cross-sectional area
prevented the installation of two separate accelerator rings. Consequently, the LHC
had to integrate both counter-rotating beam pipes within a single magnetic struc-
ture occupying the same ring [4]. This magnetic structure consists of a dense array
of superconducting magnets arranged in a lattice that ensures beam alignment and
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2. The ATLAS Detector at the Large Hadron Collider

Figure 2.1: Overview of CERN’s accelerator complex and the different experiments [3].

stability throughout the accelerator’s 27 km circumference. A total of 1232 super-
conducting dipole magnets, each 15m in length, are employed to bend the traject-
ories of the proton beams along their circular paths. These are supplemented by
higher-order multipole magnets, including quadrupoles, sextupoles, octupoles, and
decapoles, which are responsible for focusing and correcting the beam trajectories
in both transverse planes.

Before particles are injected into the LHC, they pass through a multi-stage pre-
acceleration chain, illustrated in Figure 2.1, using CERN’s network of accelerator
facilities. The process is initiated with a hydrogen gas source, where protons are
extracted and initially accelerated by the Linear accelerator 4 (Linac4) to 160MeV.
They are then sent to the Proton Synchrotron Booster (PSB), which increases their
energy to 2GeV, followed by the Proton Synchrotron, which augments their en-
ergy to 26GeV. In the ensuing stage, the Super Proton Synchrotron (SPS) ac-
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2. The ATLAS Detector at the Large Hadron Collider

celerates the protons to 450GeV, after which they are then alternately injected in
bunches of up to 1.8 × 1011 protons into the counter-rotating beam pipes of the
LHC.

Inside the LHC, these proton bunches are then accelerated to their final energy of
6.9TeV using superconducting radio-frequency (RF) cavities [5]. These are metallic
resonant structures that generate an oscillating electromagnetic field at 400MHz,
which transfers energy to the particles as they pass through. The RF system is
powered by high-power, intensity-modulated klystrons, enabling precise control over
the accelerating field. Synchronization between the RF field and the circulating
bunches ensures efficient acceleration while maintaining longitudinal bunch com-
pression and stability.

The two counter-propagating beam pipes intersect at four locations around the
accelerator ring. At these IPs, the beams are brought into collision at the centers
of the four particle detectors: ATLAS [6], CMS [7], ALICE [8], and LHCb [9].
The following presents a comprehensive description of the ATLAS detector and its
various subsystems.

2.2. The ATLAS Detector

The ATLAS detector is one of two general-purpose detectors at the LHC and is the
largest-volume particle detector ever built. While both CMS and ATLAS pursue
similar scientific objectives, such as the exploration of new particles and the study
of fundamental interactions, they rely on different technologies and magnet systems
to achieve these goals.

The ATLAS detector features a toroidal geometry, measuring 46m in length and
25m in diameter, with a forward-backward-symmetric design about the IP. The
detector is capable of recording data across a wide range of physics, from the preci-
sion measurement of the Higgs boson to searches for signatures of extra dimensions
and particles that could comprise dark matter. To this end, the detector incorpor-
ates various subsystems, as illustrated in Fig. 2.2, which are arranged in concentric
layers that surround the beam pipe. In the following subsections, each subsystem,
including the magnet system, the Inner Detector (ID), the calorimeters, and the
muon spectrometer, is detailed, with focus on their functionality and roles within
the detector architecture.
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Figure 2.2: Overview of the ATLAS detector and its toroidally arranged sub-detectors
and magnet systems [10].

2.2.1. Magnet System

The ATLAS detector incorporates two distinct superconducting magnet systems:
the Central Solenoid Magnet and the Toroid Magnet [11]. These systems enable the
measurement of a particle’s momentum and charge by bending its trajectory as it
traverses the detector. To generate the required magnetic fields, both magnet sys-
tems are cooled to approximately 4.5K, ensuring that the superconducting materials
operate with negligible electrical resistance. This allows for the stable generation of
powerful magnetic fields, sufficient to bend the trajectories of particles produced at
high energies. The resulting magnetic-field configuration, including the field lines of
both magnet systems, is illustrated in Figure 2.3.

Central Solenoid Magnet The central solenoid magnet [13] surrounds the ID at
the core of the experiment and generates a 2T axial magnetic field, which is aligned
parallel to the beam pipe. The field is generated by more than 9 km of niobium-
titanium superconductor wires embedded into strengthened, pure aluminum strips.
The magnet’s compact design, with a total thickness of 4.5 cm, minimizes material
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Figure 2.3: Illustration of the magnetic fields and their respective field lines within the
ATLAS detector [12].

interference with the particles being studied, thereby reducing unwanted interactions
and enhancing data quality.

Toroid Magnet The ATLAS toroid magnet system comprises an eight-coil barrel
toroid that surrounds the central region of the experiment, and two end-cap toroids
on either side of the detector to extend the magnetic coverage to particles leaving
the detector. With a total length of 25.3m, an outer diameter of 20.1m, and a
mass of approximately 830 t, the barrel toroid is the largest toroidal magnet ever
constructed. The superconducting system generates a toroidal magnetic field of up
to 3.5T, with field lines looping azimuthally around the beam axis. It ensures the
deflection of muons (heavy electrons) over a large detector volume, thereby enabling
precise momentum and charge measurements at high energies.

2.2.2. Inner Detector

The ID [14] constitutes the innermost layer of the ATLAS detector. As illustrated
in Fig. 2.4, it consists of three complementary sensor systems: the Pixel Detector,
the Semiconductor Tracker (SCT), and the Transition Radiation Tracker (TRT).
The high sensitivity of these systems enables precise measurements of the electrical
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charge, direction, momentum, and trajectories of electrically charged particles pro-
duced in proton-proton collisions. Although it remains a compact detector system,
measuring just 6.2m in length with a circumference of only 2.1m.

Figure 2.4: Overview of the Inner Detector, showing its three constituting subsystems:
the Pixel, SCT, and TRT detector [15].

Pixel Detector The Pixel detector [16], located just 3.3 cm from the LHC beam
axis, functions as the first tracking layer for any charged particle that is produced
during collisions. The detector comprises four barrel layers and three end-cap disks
on each side, integrating a total of 2,024 modules with approximately 92 million
n+ − in − n sensors, commonly referred to as pixels [17]. The standard pixel size
is measured at 50µm x 400µm, while the pixels of the Insertable B-Layer (IBL),
the innermost Pixel layer, measure at 50µm x 250µm, thus providing a higher
granularity. The passage of a charged particle through the silicon sensor results
in the deposition of energy, which is detected with a position resolution of nearly
10µm.

Semiconductor Tracker The SCT [18] surrounds the Pixel detector and comprises
four cylindrical barrel layers and 18 planar end-cap disks. It is constructed from
4,088 double-sided silicon micro-strip modules, incorporating more than 6 million
readout strips. In total, the SCT provides a silicon surface coverage of approximately
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60m2. The detector’s geometry and high channel density ensure that each charged
particle traverses at least four silicon layers, enabling trajectory reconstruction with
a spatial resolution of up to 25µm.

Transition Radiation Tracker The TRT [19] constitutes the third and outermost
sensor system of the ID. It consists of 300,000 thin-walled drift tubes, referred to
as "straws", which are arranged in a cylindrical geometry around the beam axis.
Each straw measures 4mm in diameter and contains a gas mixture with a 30 µm
gold-plated tungsten wire positioned at its center. The collision of particles with
the gas results in ionization, thereby creating an electrically detectable signal. The
TRT operates in conjunction with a dense radiator material interleaved between
the straws. This material induces transition radiation when high-energy electrons
traverse boundaries between materials with different dielectric constants. The ra-
diation is absorbed in the gas, producing additional ionization and enabling the
distinction between electrons and heavier particles [14].

2.2.3. Calorimeter

In particle-physics detectors, calorimeters [20] are designed to measure particle en-
ergy by requiring them to deposit their full energy. This can be interpreted as the
particle coming to a halt. Upon entering the calorimeter, a high-energy particle in-
teracts with the detector material, producing a cascade of secondary particles. This
process is referred to as a shower. The energy of the original particle is then recon-
structed from the collected signal generated by these interactions. Calorimeters are
generally classified into two primary categories: electromagnetic calorimeters, which
are optimized for detecting electrons and photons, and hadronic calorimeters, which
are designed to measure the energy of hadrons, particles that contain quarks, such
as protons and neutrons. The radial and longitudinal arrangement of the different
calorimeter systems within the ATLAS detector, surrounding the ID, is shown in
Figure 2.5.

Liquid Argon Calorimeter The Liquid Argon (LAr) Calorimeter [22] surrounds
the ID and is designed to measure the energy of electrons, photons, and hadrons.
It incorporates alternating layers of dense absorber materials, such as lead, copper,
or tungsten, which are interleaved with liquid argon. When traversed by particle
showers, the argon becomes ionized, and the resulting ionization current is collected
and measured to reconstruct the energy of the impacting particle. To maintain the

11



2. The ATLAS Detector at the Large Hadron Collider

Figure 2.5: Overview of the location of the ATLAS calorimeter and its subsystems [21].

argon in its liquid state, the system is cooled to approximately −184 ◦C. Vacuum-
insulated feedthroughs ensure reliable signal transmission to the external readout
electronics.

Furthermore, the calorimeter’s central part features an accordion-like configuration,
designed to optimize the efficacy of electron and photon identification. This special-
ized geometry folds absorber plates and readout electrodes in a wave-like pattern,
thereby closing gaps between modules and ensuring a hermetic seal. In addition to
its electromagnetic barrel and end-cap layer, the LAr hadronic end-cap serves as the
hadronic calorimeter in the forward region, as the Tile Calorimeter does not provide
coverage there.

Tile Hadronic Calorimeter The Tile Calorimeter [23], which surrounds the LAr
Calorimeter, is designed to measure the energy of hadronic particles that do not
deposit their full energy in the LAr Calorimeter. These particles include protons
and neutrons, in particular. The calorimeter comprises alternating layers of steel
absorber plates and plastic scintillator tiles. When hadrons traverse steel, they gen-
erate particle showers. These subsequent secondary particles excite the scintillator

12



2. The ATLAS Detector at the Large Hadron Collider

material, thereby producing photons. Wavelength-shifting fibers collect this light
and transmit it to photomultiplier tubes, where it is converted into an electrical
signal.

2.2.4. Muon Spectrometer

The ATLAS muon spectrometers [24] constitute the outermost layer of the detector,
intending to determine the position and to measure the momentum of muons. A
muon is a minimum-ionizing particle that is frequently characterized as a heavy
electron due to its mass, which is approximately 200 times greater than that of an
electron. Due to their substantial mass and minimal interaction with dense detector
materials, muons traverse the ID and calorimeter system with minimal energy loss.
The muon spectrometer facilitates this characteristic by tracking muons over a large
volume and reconstructing their trajectories in the magnetic field to infer their mo-
mentum. To achieve both high spatial resolution and fast event selection, the muon
system uses a combination of precise tracking detectors and fast-response trigger
chambers, each optimized for specific muon-detection requirements. An overview of
the coverage and layout of the ATLAS muon spectrometers is shown in Figure 2.6.

Figure 2.6: Computer-generated image detailing the areas of the ATLAS detector
covered by the muon spectrometers [25].
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Precision Detectors The precision detectors of the muon system, known as Mon-
itored Drift Tubes (MDTs), have been designed to determine a muon’s position with
a precision of 100µm. The MDTs consist of aluminum tubes with a diameter of 3 cm
that are filled with a gas mixture. As muons traverse the tubes, they ionize the gas,
thereby releasing electrons that subsequently drift towards a central wire, where they
induce a detectable signal. The total number of tubes exceeds 380,000, arranged in
multiple layers to reconstruct each muon’s trajectory.

Fast-Response Detectors To select potentially interesting events in real-time,
ATLAS employs fast-response muon detectors, including Resistive Plate Chambers
(RPCs) in the barrel region and Thin Gap Chambers (TGCs) in the end-caps.
These detectors respond within 2.5µs by detecting ionization in gas volumes between
electrodes or wire planes. Recent technological advancements, including Micromegas
(MMGs) and Small-Strip Thin Gap Chambers (STGCs), have been installed during
the most recent detector upgrade. These chambers are utilized in regions with
high radiation levels near the beam pipe, offering both rapid response and high
resolution.

2.3. The High-Luminosity LHC Project

The LHC remains the world’s most powerful particle accelerator at present, and
this situation is expected to remain unaltered for at least two decades. Maximizing
its scientific potential is therefore a top priority and is explicitly identified as a
key objective in the European Strategy for Particle Physics. Consequently, efforts
are underway to extend the LHC’s operational lifetime and enhance its capabilities
through a substantial upgrade known as the High-Luminosity Large Hadron Collider
(HL-LHC) project [26]. The present schedule of the remaining operations until the
commencement of the Long Shutdown 3 (LS3), during which the upgrades will be
installed, is presented in Fig. 2.7.

The primary objective of the HL-LHC project is to significantly increase the number
of collisions delivered to the experiments, thereby enabling the collection of larger
datasets. This is accomplished by increasing the instantaneous luminosity (Lint), a
measure of the collision rate, which is expressed in units of inverse barns per second
(1/(b s)). The HL-LHC aims to achieve an instantaneous luminosity 5 to 7.5 times
higher than that of the original LHC design. Reaching this ambitious goal required
approximately a decade of intensive research and development, encompassing the
design, testing, and integration of a wide range of advanced technologies. The HL-
LHC machine configuration will therefore rely on several cutting-edge innovations,
including:
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Figure 2.7: Timeline detailing the installation of the HL-LHC and ATLAS/CMS
upgrades during the LS3 and the final start of operation (adapted from [27]).

• High-field quadrupoles to achieve the required beam focusing

• Compact superconducting RF cavities with ultra-precise phase control

• High-power superconducting links (to transmit energy with nearly zero loss)

The HL-LHC upgrade necessitates adapting the ATLAS detector to address novel
challenges and fulfill emerging requirements, thereby capitalizing on the increased
luminosity. Higher collision rates will result in more rare events and thus more col-
lectible data, as well as a denser event environment. This necessitates not only col-
lecting more data but also operating the detectors with greater precision to identify
and differentiate overlapping particle interactions (pile-up). Furthermore, given that
the radiation exposure within the detector scales approximately linearly with the
luminosity, the requirements on electronic components in the experiment cavern
are more demanding. Consequently, this requires redesigning or developing new
sub-detectors and FE electronics to withstand the anticipated increase in radiation
levels during HL-LHC operation.

To address these challenges, the ATLAS Phase-II Upgrade, scheduled for installation
during LS3, involves a complete replacement of the ID and associated infrastruc-
ture with a novel, all-silicon tracker, known as the Inner Tracker (ITk) [28]. The
system will feature extended angular coverage towards the forward regions, higher
granularity, and improved radiation tolerance to cope with increased occupancies
and long-term radiation damage. In addition, the ITk is designed for a signific-
antly higher data-acceptance rate, enabling it to handle the increase in the read-out
event rate from approximately 100 kHz to 1MHz. In parallel, substantial upgrades
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are planned for the calorimeter and muon systems, including the implementation of
new FE, trigger, and readout electronics [29].

A critical aspect of upgrading the ATLAS detector for HL-LHC operation is to en-
sure the long-term reliability of the electronics and associated infrastructure under
extreme conditions. To define the requirements for developing such electronics and
to evaluate the current systems employed, it is essential to have a basic understand-
ing of the expected radiation environment and its impact on the detector electron-
ics. The subsequent chapter thus provides a comprehensive overview of the various
types of radiation, their effects on electronics, and mitigation strategies commonly
employed during the development process. Furthermore, the chapter will discuss
the fundamental process by which radiation is generated within the detector and
how it scales with luminosity, enabling projections and discussions of the conditions
expected during HL-LHC operations.
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3. Radiation Environment and
Electronics at the HL-LHC

The upgrade of the LHC to the HL-LHC poses substantial challenges for both the
accelerator infrastructure and the associated experiments. It demands the devel-
opment of advanced technologies, including high-field superconducting magnets, ul-
traprecise RF cavities, and increasingly complex detector systems capable of pro-
cessing data at rates ten times higher than those achieved today. A critical aspect
common to all systems is the reliable operation of electronic components in a signi-
ficantly harsher radiation environment.

Given the rising collision rate at the HL-LHC, a substantial increase in the ra-
diation background within the ATLAS detector cavern is to be expected. The
elevated radiation environment directly impacts the performance, reliability, and
expected lifetime of both on-detector electronics and supporting infrastructure. As
these components must remain operational throughout the HL-LHC’s lifetime, they
must meet stringent radiation-tolerance specifications. However, establishing these
requirements necessitates a fundamental understanding of the impact effects them-
selves and the expected radiation environment.

This chapter introduces the primary radiation types that impact electronic com-
ponents, together with the standard metrics used to quantify radiation tolerance
and the commonly applied mitigation strategies to enhance robustness. A sub-
sequent discussion explores the origins of radiation within the experimental cav-
ern, highlighting the correlation between luminosity and radiation fluence. This
correlation, in conjunction with appropriate simulations, facilitates the determin-
ation of requirements for radiation-tolerant electronics and infrastructure within
ATLAS.

3.1. Radiation Effects on Electronic Components

The interaction of radiation with semiconductor devices depends on two factors:
the type of particle and the mechanism of energy transfer. Furthermore, some ef-
fects manifest gradually due to cumulative radiation exposure, while others occur
suddenly as a result of a single particle strike. A comprehensive understanding of
these processes requires distinguishing between ionizing and non-ionizing radiation,
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as they produce distinct forms of damage in electronic materials. This section in-
troduces the primary categories of radiation and their physical effects on semicon-
ductors, and then discusses the primary impact of radiation-induced effects. The
section concludes with an outline of the mitigation strategies commonly used in the
design of electronics for radiation-prone environments.

3.1.1. Radiation Types and Impact

The classification of radiation can be broadly defined by its ability to ionize matter,
which in turn determines its interaction with semiconductor materials. This results
in classifying radiation into two categories: ionizing and non-ionizing, each of which
leads to different degradation effects in electronic components.

• Ionizing radiation is based on particles with sufficient energy to dislodge
electrons from atoms, thereby generating electron-hole pairs in semiconductor
materials. Common ionizing particles include alpha (α) and beta (β) particles,
neutrons, protons, and high-energy photons such as gamma rays and X-rays.
While these particles vary in mass, charge, and penetration depth, they share
the ability to disrupt electronic structures directly and induce charge buildup
in insulating or dielectric layers.

• Non-ionizing radiation comprises particles and electromagnetic waves that
do not possess enough energy to ionize atoms. However, certain types, par-
ticularly low-energy neutrons and protons, can still transfer significant kinetic
energy to atoms in a crystalline lattice, displacing them from their regular
positions. This displacement leads to the formation of crystal defects that
degrade the electrical properties of semiconductor devices over time.

3.1.2. Dose Effects

As mentioned, in addition to its direct interaction with matter, radiation can also
cause cumulative changes over time that gradually degrade semiconductor perform-
ance. These effects, termed "Dose Effects", emerge from persistent radiation ex-
posure and are typically classified into two categories: Total Ionizing Dose (TID), a
surface effect, and Displacement Damage (DD), a volume effect.

• Total Ionizing Dose: Continuous exposure of electronic components to ion-
izing radiation induces parasitic changes in semiconductor materials. In MOS-
FET and bipolar devices, these changes primarily result from the generation,
transport, and trapping of charge carriers, particularly holes, in insulating
layers such as gate oxides. Additionally, sufficiently high doses can increase

18



3. Radiation Environment and Electronics at the HL-LHC

leakage currents and cause a loss of isolation in CMOS circuits. The TID quan-
tifies the accumulated energy deposited per unit of mass of material, serving
as a metric for determining the threshold beyond which a device’s performance
degrades or fails. The International System of Units (SI) defines the unit of
absorbed doses as gray (Gy), where 1Gy = 1 J/kg. However, in most specific-
ations, and also throughout this thesis, the older unit rad is used. One rad
corresponds to the absorption of 100 erg (1 erg = 100 nJ) per gram of matter,
which is equivalent to 0.01 J/kg or 0.01Gy [30].

• Displacement Damage: These damages are defined as cumulative, volu-
metric degradation caused by non-ionizing radiation, primarily from neutron
and proton doses. These particles transfer momentum to the lattice atoms,
displacing them from their positions and creating defects in the crystal struc-
ture. Such defects are characterized by their electrical activity, which intro-
duces traps that reduce carrier lifetimes and impair charge transport prop-
erties. In BJTs, this results in increased base current and reduced current
gain. In MOSFETs, significant damage can degrade carrier mobility, redu-
cing drive strength and slowing switching speed. This damage is often de-
scribed using the Non-Ionizing Energy Loss (NIEL) scaling hypothesis, which
states that the damage caused by energetic particles is roughly proportional
to the displacement damage cross section (D). While NIEL is typically ex-
pressed in units of keV × cm2/g, the displacement damage cross section D is
often given in MeV ·mb. For silicon, the two are related by 100MeV ·mb ≈
2.144 keV · cm2/g [30].

However, in the ATLAS context, displacement damage is commonly expressed
as the equivalent fluence of 1MeV neutrons in silicon. To account for the
dependence of the displacement-damage cross section on particle type and
energy, the contribution of each particle is weighted by a hardness factor,
defined as the ratio of the corresponding displacement-damage cross section
in silicon, WQ(E), to that of 1MeV neutrons, WQ,n(1 MeV). The resulting
fluence therefore corresponds to the fluence of 1MeV neutrons producing the
same average NIEL damage in silicon. While the NIEL of 1MeV neutrons
is defined as 95MeV ·mb, this reference value must be determined indirectly
from broader neutron spectra, introducing a systematic uncertainty in the
absolute normalization of the neutron-equivalent scale [31].

3.1.3. Single-Event Effects

In contrast to cumulative damage, Single-Event Effects (SEEs) are defined as a
random disruption in an electronic device caused by a single ionizing particle or
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photon impacting the semiconductor. This impact can lead to transient malfunc-
tions or even permanent device failure. Therefore, SEEs are generally categorized as
either nondestructive or destructive mechanisms. Nondestructive (soft) SEEs res-
ult in transient errors, such as incorrect output values or bit flips, without causing
permanent damage to the component. Conversely, destructive (hard) SEEs cause ir-
reversible damage, ultimately leading to the component’s failure [30]. In the ATLAS
context, the SEE-related tolerance requirements are typically expressed through the
flux of hadrons with energies above 20MeV, hE>20MeV.

Below, the differences between the two categories of SEEs are summarized, along
with their specific impact on electronic devices:

• Single-Event Upset (SEU): A SEU occurs when a high-energy particle
strikes a sensitive region in a semiconductor device, depositing enough charge
to flip the state of a memory cell or logic circuit. This transient change
does not cause permanent damage but can corrupt data or alter program
flow. The probability of such events is characterized by the SEU cross section
(δSEU), which depends on particle fluence and energy. Advanced CMOS scal-
ing increases SEU sensitivity due to reduced capacitance and charge collection
volumes, resulting in an increased probability of Multi-Bit Upsets (MBUs)
from a single strike [30].

• Destructive SEEs Mechanisms: Single Event Latch-up (SEL), Single Event
Burnout (SEB), and Single Event Gate Rupture (SEGR) are classified as de-
structive SEEs, as they can cause permanent damage or functional failure in
semiconductor devices. SEL occurs when a single charged particle induces a
parasitic low-impedance path between power and ground in CMOS or Bipolar
CMOS (BiCMOS) bulk technologies. This leads to a sustained high-current
state that may persist even after the initial event and can result in thermal
destruction. SEB and SEGR, in contrast, are typically triggered by heavy-ion
or high-energy particle strikes in power devices such as MOSFETs or BJTs.
An SEB resembles an SEL as it involves a critical increase in current. It oc-
curs specifically in the drain region of a power device, where impact ionization
and subsequent avalanche breakdown cause irreparable damage. SEGR occurs
when a particle strike induces a localized electric field strong enough to rup-
ture the gate oxide of a MOSFETs, causing a permanent short between the
gate and the channel [30].

3.1.4. Radiation Mitigation Strategies in HL-LHC Electronics

Given the diverse ways in which radiation affects electronics, mitigation strategies
must be applied at multiple levels, from semiconductor technology choices to cir-
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cuit design, firmware protection, and system architecture. The subsequent section
provides a brief overview of the most widely adopted strategies for HL-LHC elec-
tronics development to ensure reliable operation throughout the experiment’s dura-
tion.

• Advanced CMOS processes: Submicro CMOS processes are selected for
radiation-hard, on-detector Application-Specific Integrated Circuits (ASICs),
as their thin gate-oxides offer high intrinsic tolerance to TID effects. The
reduced oxide thickness limits charge trapping, a primary cause of threshold
shifts and increased leakage current. An example of such a design is the RD53
pixel readout ASIC [32], which is based on a 65 nm CMOS process and has
demonstrated robust operation up to 600Mrad.

• Redundant logic: The so-called Triple Modular Redundancy (TMR) is
widely adopted for critical logic blocks. Functional units are being replic-
ated, and the majority vote is used to mask SEUs effectively. The redundant
instances are physically separated to reduce the risk of simultaneous MBUs
caused by a single particle strike. Nevertheless, TMR can be compromised if
more than one logic copy is affected simultaneously by a particle strike [33].

• Firmware protection: Memory cells and configuration registers often in-
clude built-in Error Correction Codes (ECCs) to detect and correct SEUs and
MBUs. Additionally, periodic firmware-level scrubbing routines can be im-
plemented to read back and rewrite memory contents, thereby preventing the
accumulation of bit flips over time. Cyclic Redundancy Checkss (CRCs) are
also commonly used in communication links and memory interfaces to detect
corrupted data [34].

• Shielding and placement: The detector incorporated several radiation
shields, such as the barrel toroids and forward shielding disks, which atten-
uate radiation backgrounds. Nevertheless, due to geometric constraints and
the fact that shielding the volume near the IP would interfere with particles,
the innermost detector electronics cannot be shielded. To mitigate this, sens-
itive electronics, such as Field Programmable Gate Arrays (FPGAs), power
supplies, and readout systems, are relocated to less-exposed areas, such as the
underground service cavern. These are then connected to their corresponding
FE modules via optical or shielded copper links [35].

• Component screening and selection: In cases where the use of application-
specific ASICs is not feasible, Commercial Off-The-Shelf (COTS) components
must be utilized. However, this requires stringent pre-selection to ensure con-
sistent radiation resistance across all production lots. The screening process
entails the irradiation of samples under TID, NIEL, and SEE conditions that
surpass the operational requirements by safety factors, as defined in the "Safety
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Factor and Testing Procedure Recommendations of the Radiation Effects Task
Force" [31].

3.2. ATLAS Radiation Environment

After providing a comprehensive overview of the fundamental radiation mechanisms,
their impact on electronic components, and the available mitigation strategies, the
subsequent section discusses the specific radiation conditions within the ATLAS ex-
periment. The origin and spatial distribution of the radiation field in the detector
cavern are examined, with emphasis on its dependence on the delivered number
of collisions at the IP. This correlation is evident in LHC Run 2 measurements,
which show a strong relationship between accumulated radiation and integrated lu-
minosity. The discussion then extends to HL-LHC conditions, based on detailed
simulations, to quantify the expected increase in TID and NIEL levels and to define
the corresponding challenges for reliable detector electronics during HL-LHC oper-
ation.

3.2.1. ATLAS Background Radiation

The predominant source of the radiation field within the ATLAS cavern originates
from secondary particles produced in inelastic proton-proton collisions at the IP.
Typically, each inelastic collision produces approximately 120 secondary particles,
including charged hadrons, neutrons, photons, and electrons. These particles con-
stitute the primary radiation background and are predominantly absorbed by the
detector. However, a fraction of these particles emit at small polar angles and inter-
act with surrounding accelerator components, generating tertiary particle showers
that may scatter back into the cavern, thereby further contributing to the local
radiation field. The contributions from beam-halo or beam-gas processes are com-
paratively minor.

Consequently, the number of emitted radiation particles can be considered directly
proportional to the rate of inelastic interactions at the IP, which is determined by two
factors: the luminosity delivered by the machine and the relevant interaction cross
section. The instantaneous luminosity Linst [1/(cm2 s)] is a quantitative measure
of the particle flux available for interactions at the IP. The inelastic cross section
σinel (expressed in inverse barns, with 1 b = 1 × 10−24 cm2), functions as a metric
quantifying the probability of occurrence of inelastic processes. Their product then
results in the expected interaction rate:

R = σinel · Lints (3.1)
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The total number of inelastic interactions over a specific period is then accordingly
given by the product of the time-integrated luminosity Lint and the inelastic cross
section:

Nx = σinel ×
∫

Ldt = σinel × Lint (3.2)

Consequently, accumulated radiation quantities such as TID and NIEL track the
integrated luminosity.

Figure 3.1: Integrated luminosity for p-p physics at
√
s =13TeV during LHC Run 2 [36].

The data from LHC Run 2 verify this relationship. As illustrated in Figure 3.1, the
delivered and recorded luminosity for the years 2015-2018 is displayed. Figure 3.2
presents the measured TID and 1MeV neutron fluence in the Inner Detector during
the same period. The TID was monitored using Radiation-Sensitive p-MOSFETs
(RadFETs), while the 1MeV neutron-equivalent fluence was measured using BPW34
diode sensors. In both plots, the colored bands indicate sensor spread at specific (r,
z) positions, while the central line corresponds to position-average measures. This
average is consistently scaled proportionally to the integrated luminosity, thereby
validating the predicted proportionality.

3.2.2. Projection to the ATLAS HL Radiation Conditions

The HL-LHC baseline foresees up to Lint ≈ 4000 1/fb delivered to ATLAS over
its operational lifetime. This increase in integrated luminosity implies a roughly
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Figure 3.2: TID measurements from RadFETs (left) and 1MeV neutron fluence
measurements from BPW34 diode sensors (right), in the ID during LHC Run 2, shown
together with the corresponding pre-run simulation results [37].

order-of-magnitude increase in cumulative radiation exposure relative to the LHC,
and necessitates a detailed study of TID and NIEL in both detector and service
areas. To assess this, the Radiation Simulation Working Group conducted simula-
tions using the GCALOR [38] package interfaced with the GEometry ANd Tracking
(GEANT3) framework [39]. While GEANT3 handles particle tracking, electromag-
netic interactions, and detector geometry, GCALOR models hadronic interactions,
combining the High-Energy Transport Code (HETC) [40] for charged hadrons up
to 10GeV, FLUKA-based hadronic interaction models [41] at higher energies, and
the Monte Carlo Ionization Chamber Analysis Package (MICAP) neutron transport
code for neutrons below 20MeV [42]. Figure 3.3 presents the simulated radiation
maps in cylindrical coordinates, with the longitudinal coordinate z (along the beam
axis) on the horizontal axis and the radial distance r from the beam line on the
vertical axis.

The following characteristics can be derived from the simulations:

• Spatial concentration: Peak TID and NIEL are concentrated at small radii
and in proximity to the interaction region (ITk, forward regions). The fluence
and dose decrease steeply with increasing r and |z|.

• Absorber shadowing: Massive detector elements, such as the LAr and Tile
calorimeters, provide strong local attenuation, reducing the dose and fluence
behind these absorbers by several orders of magnitude. This results in the
formation of a distinct "shadow" region, where the outer detector regions
experience a substantial reduction in exposure.

The simulations indicate that the TID in the silicon tracker region with the highest
exposure is between 105 and 107 Gy, with the absolute peak confined to the inner-
most pixel regions. The corresponding 1MeV neutron fluence approaches 1015−1016
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Figure 3.3: Simulation results for the TID in Gy and the total fluence of hadrons with
E > 20MeV per cm2, for an integrated luminosity of 4000 fb−1, in the tracking and
calorimeter regions of the Phase-II ATLAS detector. The geometry model used is
symmetric in azimuth, and with respect to z = 0 [37].

neq/cm
2 in the same volumes. Outside the calorimeter volumes, the TID falls below

50Gy to 100Gy and NIEL drops to 1010− 1012 neq/cm
2 range.

Apart from TID and NIEL, SEEs also represent a critical reliability concern for
electronics installed within the ATLAS detector. The nature of SEEs is distinct
from that of cumulative effects, which can be directly estimated from simulation
results. SEEs are inherently stochastic and strongly depend on device technology
and operating conditions. Their occurrence is therefore directly linked to the radi-
ation environment in which the devices operate. Within ATLAS, this environment
is characterized by a mixed spectrum of particles, ranging from thermal (0.0025 eV)
to several TeV. For SEEs, the most critical contribution comes from high-energy
hadrons, typically above 20 MeV, which are the leading cause of upsets in CMOS
technologies.

Estimating SEE rates is a two-step process. First, the local particle flux and spec-
trum at a given location must be obtained from simulations. Then, the device sens-
itivity must be determined experimentally through an irradiation test, in which the
SEE cross-section, σSEE, is measured as a function of particle energy. The expected
SEE rate is then calculated as follows:

RSEE =

∫ ∞

Eth

σSEE(E) Φ(E) dE (3.3)

where Φ(E) is the simulated flux spectrum and Eth is the minimum energy threshold
at which the device becomes sensitive to SEEs [43].

For HL-LHCs electronics, this implies that the simulation defines the boundary con-
ditions of the particle environment, while device-level irradiation provides the re-
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quired sensitivity information. The resulting SEE rate estimates are used to determ-
ine the operational requirements for on-detector systems. Consequently, implement-
ing SEE mitigation strategies, including triple modular redundancy, configuration
memory scrubbing, error-correcting codes, and the selection of radiation-hardened
technologies, is essential for the design of front-end electronics [43].

3.2.3. Conclusion

From the simulations above, the following requirements for the detector electronics
and service infrastructure can be defined:

• Electronics placed at a small radius (ITk and forward regions) must tolerate
TID of up to 1 × 107Gy and NIEL up to 1016 neq/cm

2. Device selection,
development, and qualification for these zones must follow the most stringent
criteria.

• Calorimeter structures strongly attenuate the radiation field; nonetheless, in-
termediate regions can still see doses of up to 1×104Gy and require radiation-
tolerant or remotely located electronics.

• Cavern walls and service caverns fall into much lower categories (TID <
100Gy, NIEL < 1011 neq/cm

2), permitting the use of less-stringent radiation-
tolerant component classes and easing maintenance access.

These spatially varying requirements motivate the two primary strategies employed
in ATLAS upgrades. First, sensitive, high-complexity electronics are relocated to
low-radiation areas wherever feasible. Second, when on-detector electronics are un-
avoidable, radiation-tolerant electronics are implemented and tailored to the simu-
lated local exposure.

The following chapter introduces the ATLAS DCS. It provides a comprehensive
overview covering the system requirements to ensure reliable and coherent detector
operation, the fundamental system architecture, the common middleware stand-
ard, and the FE-interfacing hardware in use. Subsequently, the requirements im-
posed on the DCS by the HL-LHC era are outlined, together with the strategy
adopted to ensure the system remains capable of supporting safe detector opera-
tion.
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4. The ATLAS Detector Control
System

The ATLAS Detector Control System (DCS) [44], in conjunction with the Data Ac-
quisition and Trigger System (TDAQ) [45], serves as the operational backbone of the
detector. While the TDAQ system is responsible for the readout, communication,
and temporary storage of data from physics events, the DCS enables control and
monitoring of detector hardware and infrastructure. Its primary function is to ensure
safe, reliable, and coherent detector operation at all times.

This chapter provides a comprehensive overview of the ATLAS DCS, primarily based
on Ref. [44]. It first summarizes the functional requirements and describes the
overall system architecture. Next, the common middleware standard used within
the DCS is introduced, which provides the standardized interface between the Back-
End and Front-End. The chapter then discusses the FE hardware that enables
the system’s operation. Finally, the challenges posed by the HL-LHC upgrade are
examined, together with the corresponding strategies and solutions developed to
ensure that the DCS remains robust and can provide safe detector operation during
the HL-LHC era.

4.1. Requirements

The ATLAS detector is organized in a hierarchical, tree-like structure of detectors,
subdetectors, subsystems, and technical infrastructure, each with a defined degree
of operational independence. The DCS must reflect this structure in both its design
and implementation. It must support the transition of the detector to any predefined
operational state while ensuring continuous monitoring and archiving of operational
parameters. Consequently, it facilitates the identification and communication of
anomalous conditions and supports both manual and automated processes for their
rectification.

Given the experiment’s multi-decade timescale, spanning more than 30 years from
research and development through construction, commissioning, and full-scale oper-
ation, the system had to evolve seamlessly from small-scale prototypes to full-scale
deployment in an integrated detector environment. Moreover, the heterogeneity of
technologies employed throughout the experiment necessitated a standardized, ho-
mogeneous interface to minimize maintenance and integration effort and facilitate
the development of a consistent, uniform operator interface.
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To fulfill these requirements, the DCS must offer high scalability and flexibility while
remaining platform-independent. It must be capable of controlling and monitoring
more than 106 parameters while interacting with external systems, including the
LHC, CERN services, the ATLAS magnets, and the Detector Safety System (DSS).
Furthermore, the system must be fault-tolerant, support remote diagnostics, and
use hardware that meets the required radiation-tolerance standards, as the detector
is inaccessible during operation due to ionizing radiation.

4.2. System Design

As mentioned before, the design of the ATLAS DCS must address the experiment’s
large scale and multi-decade lifetime while maintaining flexibility and scalability.
However, given the fact that these challenges are common to all LHC experiments
and the accelerator complex, the Joint Controls Project (JCOP) was initiated in
1998. The initiative’s objective was to validate a set of commercial technologies and
incorporate them into a reusable software framework to promote standardization
across CERN. The result of this initiative was the JCOP framework, which provides
a catalog of modular, experiment-agnostic components and integration tools that
reduce development effort and support long-term maintenance of control systems.
As part of this technology selection process, a detailed evaluation of industrial Su-
pervisory Control and Data Acquisition (SCADA) systems was conducted, resulting
in the selection of Process Visualization and Steering System (PVSS), developed by
ETM and later acquired by Siemens and renamed as SIMATIC WinCC Open Ar-
chitecture (WinCC OA) [46], as the supervisory backbone of the DCS. WinCC OA
supports large-scale, distributed deployments and interfaces with devices through
standardized middleware. Its adoption ensured that the ATLAS supervisory layer
would rely on a stable, industry-supported platform, while the JCOP Framework
provided experiment-specific extensions and integration tools. Adopting the JCOP
framework, the ATLAS DCS also implements the standard SCADA paradigm of
separating device-facing logic from supervisory control.

Figure 4.1: Definition of Front-End and Back-End components within a DCS system.
Adapted from Ref. [47].
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The ATLAS DCS is architecturally organized into FE and BE components as shown
in Figure 4.1. The FE comprises detector-facing hardware and interface electronics,
including custom FE modules, power services, and General Purpose Input/Output
(GPIO) boards, such as the Embedded Local Monitoring Board (ELMB). These FE
devices connect to the BE via Ethernet, or in legacy installations, via Controller
Area Network (CAN).

Figure 4.2: Back-End architecture of the ATLAS DCS. Adapted from Ref. [47]).

The DCS BE is based on interconnected control stations that deploy a distributed
SCADA system using WinCC OA. Communication between the detector-facing in-
terfaces and the Local Control Stations (LCSs) is provided by a middleware layer
based on the industry-standard Open Platform Communications Unified Architec-
ture (OPC UA) [48]. As illustrated in Figure 4.2, the BE is tiered into three logical
layers: LCSs that handle process-level control of subsystems; Sub-Detector Con-
trol Stations (SCSs) that coordinate and enable stand-alone operation of individual
subdetectors; and the Global Control Stations (GCSs), which host central services,
interfaces to external systems, and the operator Human-Machine Interfacess (HMIs)
in the ATLAS control room. The complete BE consists of approximately 150 com-
mercial rack servers interconnected via a dedicated Local Area Network (LAN). The
hierarchical detector structure is implemented as a distributed Finite-State Machine

29



4. The ATLAS Detector Control System

(FSM) in software, facilitating the propagation of control states between the oper-
ator’s HMI and individual devices.

4.3. Standard Middleware OPC UA

In the context of distributed control systems, middleware functions as the interme-
diary between applications and components. The role of middleware is to manage
a diverse range of data models while ensuring portability and optimal performance
within a hierarchical mesh of heterogeneous components. For the ATLAS DCS,
OPC UA was selected as the standard for all system communications. Accordingly,
each DCS FE interface exposes its control and monitoring functions through a OPC
UA endpoint.

OPC UA, as a platform-independent, service-oriented architecture designed for in-
dustrial automation and machine-to-machine communication across devices, oper-
ating systems, and programming environments. Key characteristics of the OPC UA
architecture are:

• Cross-platform and language-agnostic: OPC UA is operating system-
independent and portable across a wide range of platforms, supporting devel-
opment in multiple programming environments. The reference stack is imple-
mented in standard ANSI C, while Software Development Kits (SDKs) are
available in C++, Java, .NET, Python, and other languages.

• Flexible communication models: Supports both client-server and publish-
subscribe communications paradigms, operating over multiple transport pro-
tocols including TCP/IP, UDP, WebSockets, and MQTT.

• Security framework: Incorporates built-in mechanisms for authentication,
authorization, encryption, and data integrity, ensuring secure data exchange
in critical environments.

• Advanced Data Modeling : The OPC UA information model enables the
creation of semantic-rich, hierarchical representations of devices, processes,
and systems. Beyond simple variables and parameters, it supports complex
data types, relationships, methods, and event-driven interactions. Its graph-
based architecture allows flexible structuring, including simple variables, trees,
and cyclic graphs, supporting the organization of data.

Within the DCS, numerous OPC UA servers are deployed to interface with a wide
range of devices, including power supplies, VME crates, and the ELMB. To simplify
and standardize the development of these servers and to minimize maintenance
efforts, the quick OPC UA server generation framework (quasar) (see Section 6.2.3)
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was introduced. This framework provides a structured and automated approach
for generating OPC UA servers, ensuring consistency across implementations and
accelerating the deployment of new device interfaces [49].

4.4. Embedded Local Monitoring Board

The hardware requirements for the ATLAS DCS have been primarily driven by the
already demanding conditions within the experiment’s cavern during the LHC era,
where equipment must function reliably in the presence of a strong magnetic field and
withstand radiation levels integrated over the experiment’s lifetime. Nevertheless,
general requirements such as the use of low-cost commercial components, low power
consumption, and high I/O density apply to any equipment used, regardless of the
environmental condition.

The complexity of the detector, with its variety of customized designs and FE elec-
tronics, both within and outside the detector, as well as the requirement to monitor
and control these components, presented a significant challenge. Moreover, the need
to measure environmental parameters, such as temperature and humidity, within
the cavern further necessitated a suitable DCS FE device. Given the absence of a
commercially available solution that met the specific requirements, the DCS shifted
its focus towards developing a low-cost, purpose-built I/O concentrator. Given the
CERN Fieldbus Group’s prior adoption of the CAN fieldbus as a common standard
for FE communication, the new device was designed from the outset to operate
on CAN. This ensured immediate compatibility with the experiment’s fieldbus to-
pology and leveraged CAN’s robust electromagnetic compatibility. The resulting
device, the ELMB, provides a compact, robust, and standardized CAN-based I/O
interface for detector and cavern monitoring [44].

The Embedded Local Monitoring Board (ELMB) is a custom-designed I/O concen-
trator developed as a standardized solution for interfacing with custom FE elec-
tronics in the ATLAS P1 installations. At its core, the ELMB features an 8-bit
ATmega128 microcontroller from ATMEL, which operates at 4MHz from a local
crystal oscillator. Despite its assembly from commercial off-the-shelf (COTS) com-
ponents, particular emphasis was placed on selecting electromagnetic and radiation-
tolerant components to meet the stringent requirements of the ATLAS environ-
ment.

The following provides a comprehensive overview of the ELMB, including its hard-
ware and firmware, as well as a summary of its radiation qualification. This fa-
cilitates an evaluation of the current status of the DCS, taking into account the
challenges associated with the upcoming LHC update. The design and firmware
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implementation of the ELMB are described in detail in Ref. [44], which serves as
the primary reference for this section.

4.4.1. Hardware

The ELMB is architecturally divided into three electrically isolated sections (see
Fig. 4.3), each operating within its own supply domain. Every domain is equipped
with a dedicated voltage regulator that features current limiting and thermal protec-
tion to mitigate fault conditions, including over-current events that may arise from
SEL. The inter-domain signaling is enabled by galvanically isolated optocouplers,
which maintain electrical isolation while providing reliable communication between
domains.

Figure 4.3: Block diagram of the Embedded Local Monitoring Board, showing the three
electrically isolated and separately powered functional sections. Adapted from Ref. [50].

The ELMB is built around an ATmega128 microcontroller that manages data acquis-
ition, I/O, and communications. The microcontroller interfaces with the on-board
CAN controller via Serial Peripheral Interface (SPI) and provides In-System Pro-
gramming (ISP) and Universal Synchronous/Asynchronous Receiver Transmitter
(USART) interfaces for serial programming and communication.

The analog measurement is performed by a 16-bit delta-sigma Analog-to-Digital
Converter (ADC) with four differential input channels, capable of unipolar or bi-
polar measurements. These four ADC inputs are time-multiplexed with 16 analog
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multiplexers, yielding up to 64 individually addressable analog channels. The ADC
is connected to the ATmega128 via SPI, allowing the microcontroller to schedule
conversions and configure conversion parameters as needed. In addition, the micro-
controller exposes 32 digital I/O lines, increasing the ELMB’s versatility for a wide
range of monitoring and control tasks.

The ELMB’s compact dimension of 50mm x 67mm is well-suited for space-constrained
installations. To facilitate deployment in stand-alone configurations, a general-
purpose motherboard was developed, providing standardized connectors for digital
I/O, analog inputs, CAN bus, and power.

4.4.2. Firmware

The ELMB firmware comprises two distinct applications written in C and pro-
grammed into the microcontroller’s flash memory: the ELMB bootloader and an
ELMBio firmware application.

The bootloader enables remote in-situ firmware upgrades over the CAN bus. Upon
system startup, a valid firmware update can be written directly to the microcon-
troller’s flash memory using the CANopen protocol. After the update is complete,
the ATmega128 executes the application code from flash.

The ELMBio firmware application is the standard firmware used on the ELMB and
provides full access to the device’s analog and digital I/O interfaces. It is a general-
purpose CANopen application that enables ELMB functionality without requiring
custom firmware development. The firmware supports all 64 analog inputs via the
onboard multiplexed ADC, the 16 digital inputs, the 16 digital outputs, and an
external Digital-to-Analog Converter (DAC). The firmware is compliant with the
CANopen DS-401 device profile for I/O modules [51], enabling configuration and
data exchange through standard CANopen services. Configuration parameters, such
as the ADC channel conversion rate, can be configured during in-system testing or
production using CANopen Service Data Objectss (SDOs). The configuration val-
ues are stored in the device’s EEPROM, ensuring persistence across reboots. Access
to analog and digital I/O data is facilitated by Process Data Objectss (PDOs), a
lightweight message type within the CANopen protocol that incurs minimal protocol
overhead. These PDOs facilitate efficient synchronous or asynchronous data trans-
mission, whereby analog data is transmitted upon the occurrence of a predefined
threshold and digital inputs are initiated upon state transitions.

To ensure reliable operation in radiation-prone environments, the firmware imple-
ments a set of software-based protection mechanisms against SEEs. These include
a supervisory watchdog timer, periodic register refreshing, and CRCs on memory
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contents to detect and mitigate potential data corruption. Additionally, CAN-
open provides built-in error-control protocols that facilitate the monitoring and
management of networks comprising multiple CANopen nodes. A central Net-
work Management (NMT) master is responsible for supervising the network by
controlling the states of individual nodes based on the following CANopen proto-
cols:

• The heartbeat protocol verifies node availability by having nodes send heart-
beat messages at regular intervals.

• The Node/life-guarding protocol uses a Remote Transmission Request (RTR)
sent by the NMT master, to which each node replies with a Node Guard
message containing its state and a toggle bit.

4.4.3. Radiation Qualification

The ELMB was designed to operate in the high radiation environment of the LHC.
As it is built from radiation-sensitive COTS components, including CMOS SRAM,
EEPROM Flash memory, bipolar devices, and optocouplers, these components were
selected and qualified to meet the required radiation tolerance. To estimate the ac-
cumulated radiation levels expected over a decade of uninterrupted operation at the
ELMB’s intended installation locations, dedicated simulations were performed for
the three standard radiation metrics, TID, NIEL, and SEE. Furthermore, to account
for uncertainties in the accuracy of these simulations, as well as to consider potential
Low-Dose-Rate (LDR) effects and lot-to-lot variations in COTS-based designs, the
final required radiation tolerance levels incorporate additional safety factors, defined
in the "ATLAS Policy on Radiation Tolerant Electronics" [52]. In the ELMB quali-
fication case, the incorporation of the applied safety factors in conjunction with the
simulated fluences/doses yielded the requisite radiation-tolerance levels, including
all safety margins, as follows:

• TID: 14Gy

• NIEL: 9× 1010 neutrons/cm2

• SEE: 1× 1010 hadrons/cm2

A comprehensive irradiation program was conducted between 1998 and 2003. This
program involved an initial component screening in 1998, pre-series tests from 2001
to 2003, and final production-series qualification in 2003. The production series of
the ELMB achieved the following qualified tolerances:

• TID: 140Gy

• NIEL: 6× 1011 neutrons/cm2
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• SEE: 5× 1010 hadrons/cm2

The outcomes of these irradiation campaigns demonstrated that the ELMB produc-
tion units significantly exceed the requirements for TID, NIEL, and SEE, providing
comfortable operating margins despite simulation uncertainties and batch variabil-
ity. Consequently, the safe operation of the ELMB within the detector and DCS is
ensured throughout the LHC’s operational lifespan.

4.5. DCS Requirements for HL-LHC

The HL-LHC upgrade, with its significant increase in particle collision rates, in-
tegrated luminosity, and radiation levels, poses unprecedented challenges for the
ATLAS DCS. Nevertheless, the DCS must continue to ensure the coherent, safe,
and reliable operation of all detector subsystems and infrastructure, even under
these more demanding conditions. Consequently, a comprehensive reevaluation
of the DCS, particularly its FE-interfacing hardware and associated infrastruc-
ture, is required to ensure the long-term integrity and stability of detector oper-
ation.

The ELMB demonstrated to be a reliable and robust DCS FE solution for LHC
Run 1-3 under the given conditions. However, it was not designed to withstand the
radiation level expected during HL-LHC operation. Critical components, such as
ADCs and optocouplers, are prone to radiation-induced failures, including SEUs and
cumulative degradation. Consequently, a majority of ELMBs would be expected to
encounter irreversible bit flips or permanent loss of functionality before the end of
Run 4. Beyond this issue, the ELMB architecture also exhibits intrinsic limitations
that no longer meet the requirements of new Phase-II detector systems. The device’s
constrained I/O density limits the number of parameters that can be monitored
and controlled per board, whereas modern detector systems require coverage of
thousands of parameters. Consequently, covering all channels of Phase-II detector
systems would necessitate deploying a large number of ELMBs. This would increase
infrastructure complexity, including cabling and power-distribution requirements,
making the architecture difficult to scale efficiently.

The ELMB’s inadequate radiation tolerance alone renders it unsuitable for operation
at the HL-LHC. However, it is essential to note that not all ATLAS subsystems will
undergo a complete replacement. In several cases, parts of the existing infrastructure
will be retained, including the CAN-based DCS. This creates a dilemma: while re-
tained infrastructure continues to require a CAN-compatible radiation-hardened FE
device, newly developed detector systems demand a more scalable and performant
DCS architecture with higher radiation tolerance, I/O density, and communication
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throughput. Addressing these divergent requirements has motivated the adoption
of a dual strategy for the Phase-II DCS, resulting in the development of two com-
plementary solutions:

• ELMB2, an increasingly radiation-tolerant drop-in replacement for the leg-
acy ELMB, designed for subsystems where the existing DCS infrastructure is
retained.

• EMCI-EMP, a modular, high-bandwidth, radiation-hard interface developed
to meet the demands of new detector systems.

4.5.1. ELMB2

The ELMB2 is the direct successor of the original ELMB, which was designed
as a pin-compatible, drop-in replacement for retained DCS infrastructure. The
device maintains the compact form factor, the CANopen interface, and the identical
analog/digital channel layout. This compatibility ensures that any ELMB2 can
replace an ELMB in existing crates, enabling cabling without requiring system-
level modifications. To ensure long-term operability under HL-LHC conditions, the
radiation-sensitive components of the ELMB, including the voltage regulators and
optocouplers, were replaced with more radiation-tolerant equivalents. A dedicated
irradiation campaign demonstrated that the ELMB2 remains fully functional up to
a TID of 32 krad and a neutron fluence of 1.0× 1013 neutrons/cm2. The tests show
a significant improvement in NIEL and TID tolerance compared to the ELMB.
Consequently, the ELMB2 provides a robust and sustainable solution for subsys-
tems that retain their CAN-based DCS infrastructure at the foreseen locations [53]
[54].

4.5.2. EMCI-EMP

In contrast to the ELMB2, which primarily addresses the requirements of subsystems
retaining their legacy infrastructure, the EMCI-EMP system has been developed to
overcome the architectural limitations of the ELMB and to provide a scalable solu-
tion for newly designed detector systems. The system comprises two complementary
platforms: the Embedded Monitoring and Control Interface (EMCI) and the Em-
bedded Monitoring Processor (EMP).

The EMCI serves as the radiation-hard on-detector FE, providing modular, flexible
interfaces for control and monitoring. Conversely, the EMP, operating in a radiation-
free environment, serves as the system’s backbone, connecting up to 12 EMCIs in a
star topology while interfacing with the distributed control system. The EMCI and
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EMP together address the performance and scalability requirements of the HL-LHC
upgrade.

The subsequent chapter will present the overall system architecture in detail, along
with a comprehensive overview of both the EMCI and the EMP, including their
hardware designs and component selections.
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5. The EMCI-EMP DCS Interface

The Embedded Monitoring and Control Interface (EMCI) and the Embedded Mon-
itoring Processor (EMP) constitute the next-generation system developed to extend
and complement the ATLAS DCS during the HL-LHC era. The system is based on
a modular approach that addresses the strict radiation tolerances for on-detector
hardware and overcomes the architectural scalability and performance limitations
of the legacy DCS FE solution.

This chapter first provides a comprehensive introduction to the EMCI-EMP DCS
interface. It outlines the system’s architecture, operational spectrum, and identified
target applications within the ATLAS detector. Thereafter, the hardware design and
components of both the EMCI and EMP are presented in detail.

5.1. EMCI–EMP Interface Overview

The EMCI–EMP system is a next-generation DCS interface designed to provide
reliable, high-performance monitoring and control of ATLAS on-detector compon-
ents. This section provides a thorough overview of the system, focusing on its
architecture, operational capabilities, and intended applications within the ATLAS
detector.

5.1.1. System Architecture

During HL-LHC operations, the monitoring and control of on-detector components
within ATLAS will typically be based on two dedicated paths:

• A primary path dedicated exclusively to DCS functions, based on independent
FE interfaces, communication, and power lines.

• A secondary path that uses the communication infrastructure of the on-detector
electronics and shares resources with other types of data, such as readout data.

The path used to implement monitoring control of the respective on-detector FE
depends largely on whether the target requires a high degree of reliability and avail-
ability or if its data is subject to less critical use. For critical monitoring and control
applications, it is imperative to implement the primary path using a dedicated, in-
dependent DCS FE-interface. Critical use cases include, for example, temperature
monitoring, where temperature is used for functions such as software interlocks,
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powering, cooling, and gas distribution controls. This path must be highly reli-
able and available at all times, even when the detector and integrated electronics
are not fully powered. In contrast, the secondary path relies on the communica-
tion infrastructure of other subsystems, such as TDAQ. This results in DCS data
sharing resources with other data types, such as trigger or readout data. There-
fore, its implementation should be limited to less important DCS data or when the
primary path cannot be implemented due to space constraints or service availabil-
ity.

Figure 5.1: Schematic view of the primary DCS data path, for control and monitoring
data which require a high degree of reliability and availability. Implementation of this
path is either based on the ELMB2 or on the EMCI-EMP system. Adapted from Ref.
[47].

As shown in Figure 5.1, the primary path for the DCS utilizes either the ELMB2
or the EMCI-EMP system to connect to the dedicated DCS FE-interfaces of on-
detector hardware. As a drop-in replacement for legacy systems, the ELMB2 pre-
serves the existing ELMB infrastructure and provides a straightforward upgrade
path for established setups. By contrast, the EMCI-EMP system is a next-generation
solution explicitly designed for the HL-LHC era. It is built around two complement-
ary platforms: the EMCI and the EMP.

The EMCI serves as the interface that connects to the FE-interface of the on-detector
hardware. Designed with radiation-tolerant components, it ensures reliable opera-
tion in high-radiation environments, enabling flexible placement within the detector
to meet system requirements. The EMCI interfaces with various detector FE tech-
nologies via electrical Links (eLinks) and connects to the EMP through high-speed
optical links. The EMP, in turn, serves as the system’s backbone and is built from
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COTS components and therefore must be installed in low-radiation environments
(e.g., counting rooms). A single EMP can communicate with up to 12 EMCIs, en-
abling a scalable, flexible system design. It also supports communication rates of
up to 320Mbit/s with FE electronics, which is several orders of magnitude higher
than the current ELMB standard of 500 kbit/s. A diagram of the entire EMCI-EMP
system architecture is shown in Figure 5.2.

Figure 5.2: EMCI-EMP system overview. The EMP forms the backbone of the novel
DCS interface, connecting up to 12 EMCIs in a star topology via high-speed optical links
and interfacing with the distributed SCADA system via LAN.

Definition

The term uplink is used to describe the data link from FE Electronics to the
EMP. In the opposite direction, the link is called downlink.

5.1.2. Functional Scope of the EMCI-EMP Interface

The EMCI–EMP interface supports a wide range of potential operational tasks, re-
flecting the diverse requirements of FE electronics and the detector infrastructure.
Its design enables flexible integration with various FE technologies while ensuring re-
liable monitoring and control. Its functional scope encompasses:
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• EMP hardware control: Includes configuration and status readback of on-
board peripheral components, clock generation, and sensor acquisition to sup-
port reliable operation and fault detection.

• EMCI configuration and control: Provides register-level access to the
EMCI, for configuration, monitoring, and operational management of internal
functions. In addition, the EMCI’s slow-control interface exposes dedicated
I/O pins for user-defined tasks.

• FE electronics integration: Supports user-defined protocols via the eLink
interfaces, ensuring connectivity with a broad range of on-detector FE mod-
ules. Payload framing, DC balancing, and optional error correction are handled
in firmware.

• Extended interfacing options: The EMP supports both single-ended and
differential signaling through the SoM’s I/O banks. Additional interfaces,
including CAN, Universal Asynchronous Receiver-Transmitter (UART), SPI,
and I2C, can be implemented in Programmable Logic (PL) using dedicated IP-
cores. Processing system-based interfaces, such as Multiplexed I/Os (MIOs),
further enhance integration with external systems and debugging tools.

The diverse functionality of the EMCI-EMP system underscores its high versatil-
ity and configurability, enabling compact and application-specific implementations
within the DCS. Mandatory functions, such as configuration and monitoring of EMP
and EMCI hardware, are implemented alongside custom FE applications, while re-
specting the system’s processing capabilities and available logic resources. This
approach is designed to ensure an optimal balance of functionality, performance,
and resource utilization.

5.1.3. EMCI–EMP Target Applications

The design and development of the EMCI-EMP interface were guided by several
potential target applications identified during the early planning phase of the DCS
upgrade. These use cases played a crucial role in designing the hardware architec-
ture, ensuring that the final system meets the diverse operational requirements of
the target applications. While the majority of applications will employ the complete
EMCI-EMP system, which includes both the EMP and EMCI, there are applica-
tions, such as the ITk Interlock system, in which only the EMP is used. The following
summarizes the target applications that will utilize the EMCI-EMP system during
the Phase-II upgrade:

• ITk Strips: The EMCI-EMP will control and monitor AMAC ASICs, trans-
mitting and receiving signals via the EMCI [55].
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• ITk Pixel interface to MOPS: The EMP will communicate with custom
FPGA-based Mopshub FE devices via EMCI-served eLinks, providing CAN
communication to the MOPS FE monitoring ASIC [56].

• TileCal SIN sensor readout: The EMP will configure and control EMCIs
to process digitally frequency-modulated signals, which convey positional data
from TileCal system probes [57].

• TGC Charge Monitoring System: The EMP will host EMCIs to interface
with custom FPGA-based modules connected via the EMCI for monitoring
applications [47].

• ITk Interlock: In this case, the EMP will directly interface with custom
FPGA-based interlock modules within counting rooms via differential signal-
ing, without using EMCIs [47].

In addition to the application-specific control and monitoring functions listed above,
all deployments may require auxiliary slow-control I/O capabilities. Depending on
the installation, these I/O channels may be either located locally at the EMP chassis
(e.g, for nearby temperature probes) or in proximity to the EMCI.

In summary, these application examples demonstrate the flexibility of the EMCI–EMP
system. By supporting a wide range of FE technologies through a standard, mod-
ular interface, the system enables high standardization within the DCS, facilitating
rapid integration into the BE.

5.2. EMCI: Design and Technical Specification

The harsh radiation environment expected during HL-LHC operation no longer
permits the use of microprocessors or FPGAs in direct proximity of the IP. Con-
sequently, the intelligence in the FE electronics is traded off against radiation tol-
erance and high-bandwidth devices, which primarily provide robust data transport
and basic monitoring functionality. This approach shifts the bulk of control logic
and data processing to the BE.

Accordingly, the EMCI primarily serves as a bidirectional interface between the
on-detector FE and the high-performance EMP. The device’s design is based on
radiation-tolerant components from the CERN Radiation Hard Optical Link pro-
ject, ensuring reliable operation in the harsh radiation environment of the ATLAS
cavern.

This section introduces the EMCI by outlining its hardware architecture, the key
building blocks that enable its functionality, and the radiation tolerance of its main
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components. The presented information regarding the EMCI is described in de-
tail in its Electronics Specification (Ref. [58]), which serves as the primary refer-
ence.

5.2.1. Hardware Architecture

The EMCI is based, as illustrated in Figure 5.3, on the low-power GigaBit Trans-
ceiver (lpGBT) [59], a radiation-tolerant Serializer/Deserializer (SerDes) ASIC that
aggregates FE signals into a single bidirectional data stream. This data stream is
interfaced with the Versatile Transceiver+ (VTRx+) [60], a high-speed optical trans-
ceiver that establishes optical connectivity between the EMCI and the EMP.

Figure 5.3: Block diagram of the EMCI. At its core, the EMCI is based on the lpGBT,
a radiation-tolerant ASIC, and is powered by two FEASTMP DC-DC converters.
Connectivity to the EMP is provided via a VTRx+ optical transceiver, while the eLinks
for interfacing with on-detector FEs are accessible through the High-Pin-Count (HPC)
FPGA Mezzanine Card (FMC) connector. Adapted from Ref. [58].

Connectivity with the FE electronics is established via the lpGBT’s eLinks. These
eLinks, along with other interfaces, are routed to the HPC FMC connector on the
EMCI. The pinout of this connector partially conforms to the VITA 57.1 FMC
standard, thereby ensuring full compliance with all ground and power assignments.
While some non-general-purpose pins are repurposed, the design ensures compatibil-
ity with standardized carrier boards, thereby removing the risk of electrical damage.
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To access the eLinks via the FMC connector, a customized motherboard is required
to separate and route the signals according to the specific needs of the FE electron-
ics.

The EMCI can be powered either via the FMC connector or, for debugging, via the
auxiliary connector. It accepts an input voltage in the range of 5V to 12V, which
is regulated by two on-board FEASTMP DC/DC converters [61], to provide the
required 1.2V and 2.5V supply rails. The FEASTMP is a DC/DC converter mod-
ule developed at CERN, based on the FEAST2 ASIC, and is specifically designed
for operation in high-radiation and strong magnetic-field environments. Figure 5.4
shows a computer-generated image of the EMCI, showing the key components such
as the FEASTMP DC/DC converters, the lpGBT, and the HPC FMC connector.

Figure 5.4: Computer generated image of the EMCI Printed Circuit Board (PCB) [62].
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5.2.2. Radiation Tolerance and Operational Requirements

The EMCI has been designed for operation in the radiation environment of the HL-
LHC. Consequently, its primary active components, namely lpGBT, VTRx+, and
FEASTMP, must possess the necessary radiation-tolerance qualification. As such,
the development and testing of these components have been conducted to ensure
compliance with the requisite radiation requirements. A comprehensive report of the
results from the corresponding qualification campaigns is available in the respective
datasheets for the components [59–61]. Table 5.1 summarizes the radiation levels
for which these components are qualified.

Total Ionizing Dose Total Neutron Fluence Total Hadron Fluence
lpGBT 200Mrad - -
VTRx+ 100Mrad 1× 1015/cm2 1× 1015/cm2

FEAST2 100Mrad 5× 1014/cm2 8.5× 1014/cm2

Table 5.1.: Overview of the radiation qualification of EMCI components.

In addition to these radiation-tolerant components, the EMCI also integrates active
COTS components, such as a Zener diode and three Light-Emitting Diodes (LEDs)
controlled by N-channel MOSFETs. While the Zener diode showed no evidence
of radiation-induced degradation, the LEDs and MOSFETs are not required for
operation, and their power circuitry is designed to be disconnected by removing a
dedicated jumper, thereby avoiding any risk of failure and not impacting system
functionality.

5.2.3. The Low Power GigaBit Transceiver

This section delineates the lpGBT ASIC around which the EMCI is built. A more
comprehensive description of it can be found in the lpGBT documentation (Ref.
[59]). The following offers a concise overview of the most relevant functionalities for
the EMCI-EMP DCS interface.

The lpGBT is a radiation-tolerant ASIC developed at CERN for use in the harsh
HL-LHC radiation environment. It serves mainly as a SerDes, converting between a
bidirectional high-speed serial link and multiple parallel eLinks.

The bidirectional high-speed can be used to establish a connection to the counting
rooms, offering a fixed downlink rate of 2.56Gbit/s and a configurable uplink rate of
either 5.12Gbit/s or 10.24Gbit/s. Both directions employ interleaved Reed-Solomon
Forward Error Correction (FEC) codes [63] to detect and correct transmission er-
rors, and scrambling to limit DC imbalance. Transmission and reception of these
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Figure 5.5: Architecture of the lpGBT ASIC [59].

high-speed serial data streams are implemented using dedicated circuitry, including
a high-speed line driver for transmission and an equalizer to compensate for elec-
trical signal degradation on reception. Notably, the lpGBT implements dedicated
Clock and Data Recovery (CDR) and Phase-Locked Loop (PLL) circuits that extract
the embedded clock from the incoming serial data stream and generate an internal
40MHz clock. This enables the device to operate without a dedicated reference
clock, provided that a valid downlink stream is available. Otherwise, when operated
in a transmit-only configuration, an external clock source is required. The high-
speed interface is designed to connect directly to Versatile Link+ (VL+)-compliant
[64] optoelectronic modules, such as the VTRx+.

Towards the FEs, the lpGBT provides multiple parallel eLinks. Each eLink is driven
by a dedicated ePort and consists of three differential pairs: one for data transmis-
sion, one for data reception, and one for reference-clock distribution. These links
feature programmable signal amplitude to support requirements on transmission
distance, bit rates, and power consumption. In total, the lpGBT supports 28 input
eLinks and 16 output eLinks, organized into groups of four known as eGroups. The
number of active input eGroups depends on the selected uplink data rate and FEC
scheme, as summarized in Table 5.2.
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Uplink Line Rate 5.12Gbit/s 10.24Gbit/s

FEC schema FEC5 FEC12 FEC5 FEC12
Active eGroups 7/7 6/7 7/7 6/7

Table 5.2.: Overview of active eGroups depending on the configured uplink line rate and
the FEC scheme. The FEC5 and FEC12 denote different Reed-Solomon FEC schemes,
where FEC5 can correct up to 5 (or 10 consecutive) wrong bits and FEC12 can correct
up to 12 (or 24 consecutive) wrong bits at the respective line rates [59].

Moreover, the data rate of each eLink can be configured. Increasing the bandwidth of
an eLink results in a decrease in the number of active eLinks in the respective group,
causing a trade-off between maximum per-link bandwidth and available channel
count (see Table 5.3).

Direction Downlink Uplink
Line Rate [Gbit/s] 2.56 5.12 10.24
Active eLinks per group 4 2 1 4 2 1 4 2 1
eLink Bandwidth [Mbit/s] 80 160 320 160 320 640 320 640 1280

Table 5.3.: Overview of the achievable eLink bandwidth depending on eGroup
configuration and the uplink and downlink line rates [59].

In addition to its primary function as a data SerDes, the lpGBT implements addi-
tional capabilities for the control and monitoring of detector hardware, such as:

• Three generic I2C masters

• A 16-bit programmable I/O port

• A 10-bit ADC with eight multiplexed inputs

• On-Chip temperature monitoring

• Up to 8 multiplexed current sources to drive external temperature sensors

• A 8-bit DAC

lpGBT Configuration and Control

The lpGBT is designed to operate in several distinct modes and supports a wide
range of application-specific settings, including configurable line rates, eGroup con-
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figurations, clock speeds, driver strengths, and more. Consequently, configuration is
imperative to ensure the device’s intended functionality.

To manage these configurations, the lpGBT implements a total of 498 internal 8 bit
registers, each assigned to a unique 16 bit address. Of these, the first 336 registers
are writable and initialized to zero upon power-up, while the remaining registers are
read-only and primarily used for device monitoring and diagnostics. Register access
is coordinated by a simple bus arbiter, with access distributed among four distinct
functional blocks: the e-Fuses block, the Read-Only Memory (ROM) block, the I2C
slave, and the Serial Control (SC) block. The e-Fuses and ROM blocks can only
write to registers, whereas the I2C slave and SC interfaces can also read from the
read-only registers to retrieve internal status information.

During the power-up sequence, a dedicated Power-Up State Machine (PUSM) ini-
tiates the configuration process and, depending on the selected boot mode, selects
either the e-Fuses or the ROM as the source for register initialization. The e-Fuses
are organized into eight groups, with each group containing 32 fuses. Each group
is responsible for programming one 8 bit register. This configuration enables the
initialization of up to 256 registers during power-up. Conversely, the ROM offers a
rudimentary, predefined configuration that functions as a backup mechanism. Fol-
lowing the completion of the initialization process, the e-Fuses and the ROM are
deactivated, and control of the register bus is transferred to the I2C slave and the
SC interfaces. In contrast to the fixed-priority arbitration during start-up, access
between the I2C and SC blocks is dynamically shared, with the arbiter assigning
priority to the I2C slave when parallel access requests occur. The registers that have
not been initialized via the EEPROM or the ROM must be configured afterward
via the I2C or SPI interface.

To support multi-lpGBT systems and avoid conflicts during configuration, both the
I2C and SC interfaces utilize the same, fully configurable 7 bit address. The four
least significant bits of the address are set using the external pins ADR3 through ADR0,
while the three most significant bits are defined by the ChipAddressBar[2:0] field
in register 0x36. The configurable addressing schema is imperative in systems with
several lpGBTs on the same bus.

I2C Configuration. The I2C slave port of the lpGBT facilitates both read and
write operations on the device’s configuration register, regardless of the ASIC’s op-
erational mode. The slave interface is designed to support addressing of either a
single register or a block of consecutive registers. To execute an access, the master
transmits a valid 7 bit slave address, the corresponding R/W bit, and the register
address. For write operations, the corresponding data bytes are subsequently trans-
mitted by the master, with the register address being automatically incremented
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after each 8-bit word. For read operations, the master issues a repeated START con-
dition, along with the slave address and the read bit. The lpGBT then provides the
requested data. After each frame is transmitted, the address is automatically incre-
mented, and the next data frame is sent until the master issues a STOP condition,
thereby enabling multi-register reads within a single sequence.

SC Configuration. In contrast to the I2C approach, configuration of the lpGBT
via the SC channel requires several prerequisites to ensure a reliable connection
over the Internal Control (IC)/External Control (EC) channel. Most importantly,
the internal PLL must be locked, which can be accomplished by loading a minimal
configuration from the built-in ROM or from the programmed e-fuses. This pre-
liminary configuration provided the fundamental CDR/PLL, equalizer, line driver,
and IC/EC channel settings, thereby enabling the ASIC to establish communica-
tion with the backend and to lock to a reference clock. The remaining configuration
must then be set through either the IC channel (transceiver mode) or the EC channel
(transmitter mode).

Frame Format

The lpGBT employs distinct frame formats for the downlink and uplink, which
share a similar overall structure but differ in detail due to their respective data rates
(2.56 , 5.12 , or 10.24Gbit/s) and FEC schemes (FEC5 or FEC12). In total, five
frame types are defined: one fixed downlink frame format and four possible uplink
frame formats, depending on the chosen link configuration.

Downlink Frame The downlink uses a fixed 64 bit frame, transmitted synchron-
ously with the LHC bunch-crossing period (25 ns), yielding a constant data rate of
2.56Gbit/s. The frame is divided into several fields, as illustrated in Fig. 5.6, and
summarized as follows:

• Header: Split and interleaved to enhance transmission robustness, the header
comprises three sub-fields:

– H Field: A 4 bit sequence (H[3:0] = 4b’1001’) marking the frame start.
The header ensures DC balance, detection redundancy, and reliable frame
alignment.

– IC Field: 2 bit for the IC channel, used to configure and control the
lpGBT, operating at 80Mbit/s.

49



5. The EMCI-EMP DCS Interface

– EC Field: 2 bit for the EC channel, operating also at 80Mbit/s. The
signal is made available on the differential output pair EDOUTECP and
EDOUTECN.

• D Field: The 32 bit user-data payload is divided into 4 Byte, each correspond-
ing to an eGroup. The eLink data rate and the distribution of the respective
8 bit among the eLinks are directly related and depend on the eGroup config-
uration.

• FEC-Field: A 24 bit FEC code used for error detection and correction.

To ensure the reliable operation of the CDR circuit, which requires frequent signal
transitions, the IC, EC, and D fields are scrambled before being inserted into the
frame. Transmission is Most Significant Bit (MSB)-first, with H(3) as the leading
bit and FEC(0) as the trailing bit.

Figure 5.6: Overview of the lpGBT downlink frame structure before interleaving.
Adapted from Ref. [59].

Uplink Frame Unlike the fixed downlink format, the uplink frame structure de-
pends on two parameters: the optical uplink data rate and the selected FEC scheme.
Although there are four defined frame types, they all share the same general layout.
Differences arise from the total frame length, length of the configured FEC scheme
(FEC5 or FEC12), and the mutually dependent length of the user-data payload as
summarized in Table 5.4.

Since the EMP uses a fixed uplink configuration that operates at 10.24Gbit/s with
FEC5 encoding, the lpGBT must be configured accordingly. Consequently, only the
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Data rate Frame length FEC D Field FEC Field LM Field

5.12Gbit/s 128 bit FEC5 112 bit 10 bit 0
5.12Gbit/s 128 bit FEC12 96 bit 24 bit 2
10.24Gbit/s 256 bit FEC5 224 bit 20 bit 6
10.24Gbit/s 256 bit FEC12 192 bit 48 bit 10

Table 5.4.: Uplink frame structure as a function of data rate and FEC scheme [59].

relevant frame type for EMCI-EMP operations will be discussed. The uplink frame is
illustrated in Fig. 5.7 and is based on the following components:

• Header: Split and interleaved for reliability, it contains:

– H Field: A 2 bit sequence (H[1:0] = 2b’10’) that delimits the start of
the frame.

– IC Field: 2 bit for the uplink IC channel, operating at 80Mbit/s.

– EC Field: 2 bit the uplink EC channel, operating at 80Mbit/s. The
signal is received on the differential input pair EDINECP and EDINECN.

• LM Field: 10 bit Latency Measurement (LM) field, used to estimate the
round-trip latency of the optical link.

• D Field: A 224 bit user-data payload, divided into seven 32 bit chunks, each
mapped to a specific lpGBT eGroup.

• FEC Field: A 24 bit FEC code used for error detection and correction.

Figure 5.7: Overview of the lpGBT uplink frame structure for the configuration using
FEC5 and an uplink data rate of 10.24Gbit/s.
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5.3. EMP: Design and Technical Specification

The EMP constitutes BE of the novel DCS interface. It serves as a central processing
and data aggregation platform, interfacing with multiple EMCIs in a star topology.
In total, the EMP supports up to twelve EMCIs, each connected via high-speed
optical links. Communication with the experiment’s SCADA system is implemented
over a LAN through a redundant Ethernet interface.

The EMP is designed for deployment in environments without elevated radiation
levels and is based entirely on COTS components. The baseboard is built around
a TE0807 SoM from Trenz Electronics, which features an AMD Zynq UltraScale+
Multiprocessing System-on-Chip (MPSoC). The design of this baseboard is compat-
ible with most interfaces and I/Os of the SoM, enabling connectivity to a wide range
of analog and digital peripherals. The implementation of high-speed optical commu-
nication with the EMCIs uses two Samtec FireFly modules: a 12-channel transmitter
and a 12-channel receiver. These modules are routed directly to the MPSoC’s GTH
Multi-Gigabit Transceiverss (MGTs), ensuring full compliance with the VL+ optical
link specification for high-energy physics environments.

In operation, the EMP supervises and configures all connected EMCIs, aggregates
and processes FE monitoring data, and implements control and readout logic for the
FE electronics. The subsequent subsections offer a comprehensive overview of the
EMP’s hardware architecture and communication capabilities.

5.3.1. TE0807 MPSoC Module

The following section provides a brief overview of the TE0807 SoM module as de-
scribed in the Technical Reference Manual (Ref. [65]). The TE0807 series from Trenz
Electronic, as depicted in Fig. 5.8, is a compact platform measuring 52 x 76mm.
It integrates an AMD Zynq UltraScale+ MPSoC with all essential support com-
ponents and circuits. Each module offers up to 8GB of 64 bit DDR4 SDRAM and
up to 512MB of dual-parallel SPI flash memory. The MPSoC itself is housed in a
900-pin BGA package, with access to high-speed transceivers, PL, and processing
system interfaces. Most signals of the MPSoC are routed through four 160-pin
Board-to-Board (B2B) SoM connectors, which expose MIO pins, FPGA I/O banks,
clock signals, high-speed serial transceiver lanes, and auxiliary signals such as JTAG,
UART, and power management interfaces. This modular design of the TE0807 series
facilitates straightforward integration with custom carrier boards and supports the
implementation of application-specific interfaces.

The TE0807 implements a complete on-board power management system. All re-
quired MPSoC power rails are generated locally using 14 switching regulators and 13
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S

Figure 5.8: Front and back side of the TE0807 MPSoC module [66].

Low-Dropout Regulatorss (LDOs). The four major power domains of the MPSoC -
the Low Power Domain (LPD), Full Power Domain (FPD), PL, and battery - are
supplied and controlled independently. As a result, the module requires only a single
external 3.3V input, simplifying carrier board design by eliminating the need for
additional sequencing or domain-specific regulation.

Local high-speed clock generation is enabled by an onboard Si5345 jitter-attenuating
clock multiplier that generates programmable low-jitter clocks. These clocks are
routed directly to the GTH high-speed transceiver banks, enabling deterministic,
reliable clock distribution. The Si5345 is supplied with reference inputs from an on-
board 50MHz crystal and a 25MHz Low Voltage CMOS (LVCMOS) oscillator, while
additional clock inputs and outputs are available via the B2B connector.

In summary, the TE0807 module series integrates all critical infrastructure required
by the MPSoC. When mounted on a custom baseboard, the carrier only needs to
provide the external 3.3V supply and to route the I/O, MIO, clock, and power signals
to the dedicated physical layer. All remaining functions, including DDR4 SDRAM
initialization, power sequencing, system clocking, and flash boot, are managed on
the module.

The EMP is compatible with any module from the TE0807 family. However, in
its standard configuration, the TE0807-04-4BE81-AK module is employed. This
module integrates an AMD Zynq UltraScale+ ZU4EG-1E MPSoC, 4GB of DDR4
SDRAM, two 64MB dual-parallel SPI flash devices for boot and configuration, and
a 2 kbit serial EEPROM containing a unique EUI-48-compliant MAC address. Via
the module’s B2B connectors, a total of 204 PL I/Os, 65 PS MIOs, 4 PS-GTR, and
16 GTH high-speed transceivers, as well as standard interfaces (I2C, UART, and
JTAG) are accessible.
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AMD Zynq UltraScale+ ZU4EG MPSoC

The AMD Zynq UltraScale+ ZU4EG MPSoC is a heterogeneous device that com-
bines a multi-core PS with a PL fabric, providing a compact and flexible platform for
embedded control and monitoring applications. The following gives a brief overview
of the key architectural components, following the Zynq UltraScale+ MPSoC Data
Sheet (Ref. [67]).

The device’s PS is comprised of three primary subsystems:

• A quad-core, 64 bit ARM Cortex-A53 Application Processing Unit (APU) sup-
porting execution of an embedded operating system such as Linux.

• A dual-core ARM Cortex-R5F Real-Time Processing Unit (RPU), optimized
for deterministic control and low-latency tasks.

• A Platform Management Unit (PMU), implemented as a discrete microcon-
troller, is responsible for power management, thermal monitoring, and fault
handling. The PMU functions independently of the APU and RPU, providing
support for secure boot, system initialization, and runtime supervision.

In addition to its primary subsystems, the PS integrates a wide range of peripheral
controllers, including UART, I2C, SPI, CAN, USB 2.0, and Gigabit Ethernet. These
components can be configured for external interfacing through the MIO subsystem.
Furthermore, the PS includes four PS-GTR transceivers, which support standard
interfaces such as PCIe, SATA, USB 3.0, and DisplayPort.

The PL fabric complements the PS, offering configurable logic cells, distributed
Random-Access Memory (RAM), block RAM, Digital Signal Processing (DSP) slices,
PLLs, and 16 GTH MGT. These GTH transceivers are tightly integrated into the
PL and operate independently of the standard I/O banks. They support high-speed
serial communication for custom protocols and data links within the user-defined
logic, supporting line rates from 500Mbit/s to 16.375Gbit/s. In essence, the PL fa-
cilitates application-specific hardware implementations, including protocol bridges,
custom processing pipelines, and hardware accelerators.

In addition to the fixed-function peripheral controllers present in the PS, the PL can
host "soft" peripherals implemented using AMD IP-cores. These IP-cores provide
predefined hardware blocks that implement the peripheral controller’s HDL design
within the PL fabric. They can be connected to external I/O pins, and their
interface to the PS is via the Advanced eXtensible Interface (AXI) protocol (see
Sec. 6.2.1).

Furthermore, the UltraScale+ architecture integrates two System Monitors (SYS-
MON), one in the PS and one in the PL. Each of these devices is equipped with an
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ADC and on-chip sensors to monitor temperatures, supply voltages, and external
voltages. These measurements can be accessed via the Advanced Peripheral Bus
(APB), enabling system diagnostics and fault handling.

5.3.2. EMP Baseboard

The EMP baseboard is a custom carrier for the TE0807 SoM. It is designed to
expose the SoM’s digital and analog communication interfaces and GPIOs, thus
extending the Zynq’s PS and PL connectivity to dedicated physical layers and con-
nectors. This enables the EMP to be used in diverse embedded monitoring and
control applications within the DCS. Figure 5.9 presents a computer-generated 3D
model of the baseboard, showing the placement of key connectors and components.

Figure 5.9: Computer generated 3D image of the EMP baseboard [68].

A high-level block diagram of the EMP baseboard is provided in Figure 5.10, il-
lustrating how the Zynq UltraScale+ MPSoC module interfaces with the base-
board’s memory devices, optical transceiver modules, mezzanine connectors, and
slow-control peripherals. The following provides a comprehensive overview of the
carrier’s functional domains and peripherals. Please refer to the Electronics Spe-
cifications of the EMP (Ref. [69]) for more information.

PS Peripheral Interfaces

The EMP baseboard provides the physical infrastructure necessary to access the
peripheral controllers integrated into the Zynq’s PS, including Physical Transceiv-
ers (PHYs), supporting circuitry, and connectors. These PS peripherals are ex-
posed through the MIO subsystem, which maps controller signals to dedicated
MPSoC I/Os, which are then routed to the carrier via the SoM’s B2B connector.
The instantiation of these controllers and the MIO pin assignments are defined
in the hardware design and propagated to the board-specific device tree, enabling
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Figure 5.10: Block diagram of the EMP baseboard, illustrating the integration of the
Zynq on the TE0807 MPSoC module via the B2B connectors and the external interfaces
provided by the EMP baseboard [69].

straightforward integration of PS interfaces with baseboard components. The fol-
lowing overview summarizes the PS-based interfaces implemented on the EMP base-
board:

• Two redundant 1Gbit/s Ethernet interfaces are provided via a stacked (dual)
RJ45 connector. Each interface is implemented by an Ethernet-to-RGMII
PHY connected to one of the Zynq PS’s Gigabit Ethernet MAC (GEM)
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controllers. The RGMII PHY signals and the shared Management Data In-
put/Output (MDIO) bus are routed through MIO pins.

• A USB 2.0 (Type-A) connector is available on the baseboard. The USB 2.0
functionality is facilitated by a dedicated PHY chip connected to the PS via
MIOs.

• The PS supplies two I2C master controllers, both of which are routed to the
baseboard through MIOs. The first I2C master controls an octal bidirectional
Inter-Integrated Circuit (I2C) switch, which in turn connects to various base-
board and SoM peripherals. These peripherals include the EEPROM, the
Si5345 clock multiplier, the Enhanced Small Form-factor Pluggable (SFP+)
module, both FireFly modules, and three temperature sensors situated in
thermally sensitive regions of the board. The second I2C master is routed
through a level-shifter to a 4-pin locking connector and is reserved for monit-
oring the EMP power supply.

• Furthermore, three spare MIO lines (not assigned to a dedicated PS peri-
pheral) are routed to a 10-pin header. Depending on the application’s specific
requirements, these lines can be redistributed to alternative PS peripherals.

PL Configuration Interfaces

The EMP baseboard supports a range of programming and debugging workflows,
including network-based boot and remote configuration. In addition, the EMP is
equipped with two physical JTAG interfaces, both of which access the same JTAG
Test Access Port (TAP) routed to the Zynq device:

• An onboard USB–JTAG module (PCBM1) is exposed via a Micro-USB con-
nector for convenient on-bench programming.

• A 14-pin header (J23) is provided for use with a dedicated programming cable
or production programmer.

Xilinx devices use the JTAG port as the primary interface for several essential
activities. During the development and implementation stages, Vivado’s Hardware
Manager uses the JTAG to identify the target device, download bitstreams, and
attach on-chip debug probes, such as the Integrated Logic Analyzer (ILA), to capture
internal signals at system speed. Additionally, JTAG enables indirect programming
of configuration flashes via the FPGA JTAG path.
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Optical High-Speed Interfaces

The EMP can support up to 13 high-speed optical links, leveraging the Zynq MPSoC
MGTs as the physical-layer SerDes. Twelve of these MGTs are routed to two Samtec
high-speed connector systems on the EMP baseboard, which are intended to host a
pair of 12-channel Samtec FireFly transceiver modules [70]. Each FireFly module
is equipped with a 12-fibre pigtail terminated with a MTP/MPO-12 short-boot
male connector. The thirteenth MGT is routed to a standard SFP+ cage on the
baseboard. Although this SFP+ link is compatible with the VL+ specification, it
is not intended for EMCI connectivity; instead, it is reserved for optional debug,
monitoring, or control functions.

All three optical modules provide a dedicated Two-Wire Interface (TWI) for control
and monitoring purposes. In practice, this TWI implements an I2C-compatible man-
agement bus for accessing configuration registers, status information, and diagnostic
data. SFP+ devices typically implement the Digital Diagnostic Monitoring Interface
(DDMI) via a standardized EEPROM map defined in the SFF-8431/SFF-8472 spe-
cifications. In contrast, the FireFly management interface adheres to the register
model outlined in the SFF-8626 specifications while incorporating vendor-specific
extensions to enhance control and diagnostic functionality.

GPIOs

The FPGA fabric of the MPSoC exposes two distinct classes of programmable I/O
banks used on the EMP baseboard: High-Performance (HP) I/O banks, optimized
for high-speed interfaces, and High-Density (HD) I/O banks, intended for dense,
lower-speed connectivity. HP banks are designed to support LVDS and other high-
speed differential standards, operating at low I/O voltages within the range of 1.0V
to 1.8V. Conversely, HD banks offer a broad single-ended voltage range span-
ning 1.2V to 3.3V, well-suited for general-purpose signaling and legacy peripher-
als.

The ZU4EG MPSoC chipset is equipped with 48 HD and 156 HP GPIOs, which are
exposed via the B2B connector on the EMP baseboard. The HD GPIOs of banks
45 and 45 are routed to two generic 34-pin headers, while 144 of the 156 HP GPIOs
are routed to the EMP’s HPC FMC connector. This FMC connector adheres to the
VITA 57.1 pinout standard and power supply conventions to ensure compatibility
with commercial FMC modules. Consequently, unpopulated pins on the EMP side
FMC are left unused to prevent accidental shorts or unintended signals. The remain-
ing 12 HP GPIOs are retained on the baseboard for dedicated control functions, such
as resetting the I2C switch or controlling status LEDs.
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The HD and HP banks are supplied from independent supply rails and can be con-
figured independently. To this end, the EMP baseboard is equipped with two dedic-
ated DC-DC converters, each controlled by a pair of DIP switches. These switches
enable the user to adjust the switching frequency and output voltage according to
predefined DC-DC output settings.

Memories

In addition to the on-module DDR4 SDRAM, QSPI flash, and EEPROM integ-
rated on the TE0807 SoM, the EMP baseboard provides additional non-volatile
storage via a 16GB eMMC device connected to the Zynq PS via the dedicated
SD/eMMC interface. Furthermore, the baseboard integrates a microSD card socket
that interfaces with the Zynq PS through a bidirectional level shifter, thereby en-
suring proper voltage translation and enabling the use of standard 3.3V microSD
cards.

Both storage interfaces support boot functionality and can host the operating sys-
tem’s root filesystem. The eMMC provides a robust, solder-down storage solution
well-suited for production use. Nevertheless, programming the device is only pos-
sible from the PS itself, as it lacks an external programming interface. Conversely,
the microSD socket facilitates media exchange, making it well-suited for rapid de-
velopment, testing, or recovery.

Zynq Boot Modes

The Zynq’s BootROM can boot the system from various sources, including QSPI,
SD, eMMC, USB 2.0, PS JTAG, and external NAND flash. The EMP is designed
to support several of these options, with the relevant configuration selected via a
dedicated 4 bit DIP switch that directly connects to the Zynq’s boot mode pins.
This enables selecting the desired boot source before the system is powered up.
A complete list of supported options and their associated DIP switch settings is
provided in Table 5.5.

Power Distribution

The EMP baseboard accepts an external supply via either a 4.2mm pitch Molex
connector, or a 2.1mm barrel jack. The input voltage range supported on both con-
nectors is 6V to 36V, with a nominal and recommended input level of 12V. While
the 2.1mm barrel jack is primarily intended for laboratory or stand-alone setups, the
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Boot Mode Mode Pins [3:0] Pin Location
PS JTAG 0000 JTAG
SD1 0101 MIO[51:43]
Quad-SPI (32b) 0001 MIO[12:0]
eMMC 0110 MIO[22:13]

Table 5.5.: Settings of the DIP switches on the EMP baseboard for configuring the
supported boot modes [69].

Molex connector is designated as the standard input in production setups, where the
EMP is housed within a crate and powered by a local supply.

The primary 12V input is stepped down by three DC–DC converters to generate the
principal supply domains required by the SoM and peripheral circuitry:

• 3.3V supply dedicated to baseboard components

• 3.3V supply dedicated exclusively to the SoM

• 5V supply for additional baseboard peripherals

The 5V rail is further stepped down to 1.8V by a downstream converter to feed aux-
iliary baseboard circuits. The 1.8V domain is also used as input to two LMZ30604
DC–DC regulator modules, whose outputs supply the HD and HP I/O banks of
the PL. Each LMZ30604 output voltage is user-selectable via two independent pairs
of 4 bit DIP switches, allowing for dynamic configuration of the HD and HP I/O
voltages.

5.4. EMP Chassis

The EMP chassis is a standard 19-inch, 1U rack-mount unit designed to house up
to three EMP baseboards along with a commercial redundant power supply. Each
EMP is powered via the supply’s 12V rails, which are connected to the baseboard
through the 4.2mm pitch Molex connector. The chassis is designed for installation
in a standard 19-inch production rack equipped with horizontal backdoor ventilation
and Uninterruptible Power Supply (UPS) backed power supply.

The crate design was primarily driven by the EMP’s significant heat dissipation,
particularly from the SoM and FireFly modules. During an initial series of tests
with the first EMP prototype, the behavior of the EMP and especially the Fire-
Fly modules was studied in the absence of a forced airflow. Therefore, the Xilinx
Integrated Bit Error Ratio Tester (IBERT) IP-core was used to apply a represent-
ative load to the PL and to keep all GTH transceivers continuously active, while
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an artificial CPU load was generated on the PS using the Linux command-line tool
stress. During the test, all on-board temperature sensors were read out and logged
at regular intervals, enabling later analysis of the data.

Figure 5.11: Evolution of the measured temperatures on the EMP baseboard without
forced airflow. The plot shows the measured values for the I2C temperature sensors
(close below the SoM, between the FireFly modules, and near the DC/DC converters) as
well as the internal temperatures of the FireFly modules and the Zynq PS.

The analysis of the recorded data is presented in Figure 5.11. It shows that the
measured PS temperature increases monotonically throughout the one-hour test
run and reached approximately 105 ◦C at the end of the test, i.e., already beyond
the recommended maximum junction temperature of 100 ◦C. Moreover, the corres-
ponding curve has not yet reached saturation, implying that prolonged operation
under these conditions would further increase the junction temperature and ap-
proach the over-temperature shutdown threshold. At the same time, the FireFly
receiver module reaches about 100 ◦C while the transmitter stabilizes around 82 ◦C,
i.e. both devices are operated more than 10 ◦C above the maximum temperature
of 70 ◦C, and more than 30 ◦C above the recommended temperature for continuous
operation, causing accelerated aging of the both modules.

In addition, the infrared image of the FireFly and SoM, as presented in Figure 5.12,
shows maximum surface temperatures of only about 50 ◦C for the FireFly heatsink
and 90 ◦C for the SoM heatsink. This corresponds to an excess temperature differ-
ence of 20 ◦C between the on-silicon temperature sensor and the external heatsink,
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indicating substantial thermal resistance and thus inefficient heat dissipation. These
observations demonstrate that reliable long-term operation of the EMP requires a
controlled, forced airflow and motivated a dedicated thermal study under realistic
conditions in an operational environment.

Figure 5.12: Infrared image of the FireFly and SoM heatsink during the no-airflow test.

The conducted study, including methodology and detailed results, is presented in
Appendix A. In summary, to validate the thermal behavior of the EMP chassis un-
der operational conditions, a fully populated prototype was deployed in an ATLAS
counting room and subject to a typical operational load. Based on the measured
temperature profiles, several mechanical modifications were implemented to optim-
ize the internal airflow and to reduce thermal isolation of critical components. The
updated design was subsequently reevaluated under identical conditions and was
confirmed to maintain all components within the specified operational margins,
thereby validating the crate layout in an operational environment. Figure 5.13
shows a schematic view of the final EMP chassis layout.

Optionally, the chassis can be equipped with three front-panel-mounted fans, each
aligned with one EMP baseboard. While not mandatory in standard rack install-
ations with functional backdoor ventilation, these fans ensure sufficient airflow to
maintain critical components within the specified limits, even in the event of back-
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Figure 5.13: Computer-generated image of the 19-inch rack-mount EMP chassis,
showing three slots reserved for EMP boards and a fourth slot housing a redundant
server power-supply [71].

door ventilation failure. Their use is only imperative when the crate is operated in
standalone laboratory setups without rack-based cooling.
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6. The EMCI-EMP Ecosystem

The EMCI-EMP system is a versatile infrastructure for implementing a wide range
of embedded control, monitoring, and data-processing applications within the DCS.
Leveraging the heterogeneous Zynq MPSoC architecture, it combines the hardware
flexibility of FPGA-based PL with the software capabilities of the PS. This enables
the EMP to accommodate a wide range of FE devices, supporting various commu-
nication standards and processing requirements.

Given the variety of targeted subsystems within the DCS (see Sec. 5.1.3), the di-
versity of application requirements, and the complexity of EMP hardware, a con-
sistent development methodology and a standard baseline for software and firmware
components are essential. To address this, a modular reference framework, the
EMCI-EMP ecosystem [72], has been developed, delineating standard interfaces,
communication flows, and reusable building blocks. The objective is to promote a
certain degree of standardization across various target applications. As such, it aims
to accelerate system integration, enhance maintainability, and ensure compatibility
with existing hardware requirements. The components comprising the framework
are designed as reusable building blocks that can be easily adapted to application-
specific requirements.

The subsequent section introduces the architecture of the reference framework. It
provides an overview of the most common software/firmware stacks for various tar-
get applications using the EMCI-EMP system. The individual components are sub-
sequently described, along with an overview of their functionality, the needs they
address, and their integration into the overall system.

6.1. Architectural Overview

The configuration of each EMP instance is determined mainly by its operational
context. However, in practice, each deployed system integrates standard applications
alongside FE-specific applications. To this end, the reference framework offers a
modular architecture that incorporates standard tools, reusable firmware IP-cores,
and common hardware support.

The design philosophy of the EMCI-EMP ecosystem ensures that differences in
functional requirements between multiple FE systems can be addressed without
re-engineering the entire platform. Therefore, it promotes reusability of core com-
ponents while supporting the rapid adaptation of the EMP to new FE hardware
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or operational constraints. This not only accelerates system deployment but also
ensures that different subsystems within the DCS share a consistent, well-defined
interface to the distributed control infrastructure.

Figure 6.1: Modular architecture of the EMCI-EMP interface, showing building blocks
for specific target applications. Orange denotes components from external sources;
turquoise indicates modules provided as part of the reference software; lila represents
custom building blocks to be developed for the respective FE hardware. Adapted from
Ref. [73].

Figure 6.1 shows the modular architecture of the EMCI-EMP ecosystem, illustrat-
ing typical system applications and their constituent building blocks. The diagram
organizes each target application as a vertical stack of multiple software, firmware,
and hardware layers, while also delineating the respective development responsibil-
ities. While the implementation of FE-specific eLink applications remains the full
responsibility of the subsystem developers, the control and monitoring stacks for the
lpGBT and EMP are delivered as standardized components. Providing these two
stacks in a unified manner minimizes redundant development effort across deployed
EMCI–EMP instances, thereby ensuring consistency in system control, monitor-
ing, and diagnostics. An overview of the available components is summarized as
follows:

• Firmware: The EMP FPGA firmware reference design implements the pro-
cessing pipeline for lpGBT monitoring and control. This pipeline encompasses
the encoding and decoding of lpGBT frames, the high-speed MGT interface to
the optical transceiver modules, and custom AXI adapters that facilitate com-
munication with the PS. Given the similarity in functionality of FE-specific
eLink communication, such as the lpGBT channel encoding/decoding, the
reference design is organized into modular IP-cores, enabling subsystem de-
velopers to integrate their custom logic through well-defined adoption points.
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• Embedded Software and Utilities: General requirements common to all
applications, such as access to shared hardware resources (e.g., Ethernet con-
nectivity) and standardized software components (e.g. Operating System
(OS), drivers, tooling), are addressed through the EMP Operating System
(epos). It provides a comprehensive runtime environment, encompassing a
bootable system image, a Linux kernel, device tree implementations for the
EMP hardware, and a set of device drivers and utilities. As such, epos ensures
a consistent operational environment across all stacks, facilitates deployment,
and offers a reliable foundation for various applications. Furthermore, dedic-
ated software libraries and tools complement the PS stack, providing support
for application development and hardware integration.

• DCS Interface: The DCS standard middleware layer, OPC UA, is adop-
ted as the uniform communication interface, ensuring seamless integration of
each system with the distributed control system. OPC UA exposes configur-
ation, monitoring, and control interfaces in a standardized manner, enforcing
a standard interaction model between local applications and remote supervis-
ory systems. To further accelerate development and promote standardization,
the CERN-developed quasar framework (see Sec. 6.2.3) is used to implement
OPC UA servers. Within the EMCI-EMP ecosystem, dedicated quasar-based
servers are provided for the control, monitoring, and diagnostics of EMCI and
EMP hardware.

These layers provide a consistent, scalable platform for development and integration.
The following section introduces the fundamental concepts, technologies, and frame-
works that underpin the architecture. Subsequently, a more thorough discussion of
firmware and software components will be presented.

6.2. Fundamental Concepts and Technologies

Modern System-on-Chip (SoC)-based embedded systems depend on standardized
interfaces, kernel subsystems, and software frameworks to ensure efficient commu-
nication between hardware, firmware, and higher-level applications. This section
introduces the fundamental technologies that underpin the EMCI–EMP ecosystem,
as well as the development tools and frameworks employed throughout its imple-
mentation. These include the Advanced eXtensible Interface (AXI), the Linux User-
space I/O (UIO) subsystem, and quasar, CERN’s framework for building OPC UA
servers.
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6.2.1. The Advanced eXtensible Interface

The Advanced eXtensible Interface is part of ARM’s Advanced Microcontroller Bus
Architecture (AMBA) specification and has become the industry standard for high-
performance on-chip communication. The following will discuss the AXI protocol
standard in detail based on the "AMBA AXI Protocol Specification" (Ref. [74]),
which serves as the primary reference.

AXI, introduced with AMBA 3.0 and extended in AMBA 4.0, enables highly paral-
lel, pipelined communication between multiple masters and slaves in complex SoC
designs. Its development was driven by the need to overcome the throughput and
concurrency limitations of earlier AMBA protocols, such as the Advanced High-
performance Bus (AHB) and the APB, by providing an interface that supports
independent address, data, and control phases, multiple outstanding transactions,
and out-of-order responses.

At its core, the AXI standard establishes a uniform signaling and handshake mech-
anism while maintaining flexibility in configuring the underlying interconnect to-
pology. This separation enables designers to reuse AXI-compliant IP-cores across
different SoC architectures without requiring modification. In a standard system
configuration, processors, DMA engines, or accelerators function as AXI masters,
while memory controllers, peripherals, and other devices serve as slaves. The com-
munication between them uses dedicated unidirectional channels, coordinated via a
deterministic, straightforward handshake.

AXI Protocol Family and Use Cases

According to the AMBA 4.0 specification, three primary AXI protocol variants
have been defined. Each of these variants has been optimized for a specific class of
communication:

• AXI4: A high-performance memory-mapped interface for bulk data trans-
fers between bus masters (e.g., processors, DMA engines) and slaves (memor-
ies, high-speed peripherals). AXI4 supports burst transactions and can sus-
tain multiple outstanding transactions concurrently, maximizing throughput
in complex SoC designs.

• AXI4-Lite: A lightweight, simplified memory-mapped interface used for low-
throughput tasks such as reading and writing of control and status registers.
It shares the same structure as AXI4 but omits advanced features, resulting
in a small logic footprint and ease of use.
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• AXI4-Stream: A streaming (non-memory-mapped) interface for high-speed
unidirectional data flows. Unlike AXI4/AXI4-Lite, the AXI4-Stream protocol
has no address or response channels and relies on a simple handshake over a
single data channel for flow control. This eliminates address overhead and al-
lows an unlimited burst length for data streams, thereby maximizing through-
put for feed-forward data paths.

All three AXI variants utilize the exact fundamental handshake mechanism for data
transfers. This mechanism is triggered when the source asserts VALID, indicating
that it has data or control information available. Concurrently, the destination
drives READY, signaling its readiness to receive the information. Data or control
information is transferred only when both VALID and READY are asserted within a
single clock cycle. At this point, the signal is considered acknowledged. In AXI
terminology, each clock cycle in which a VALID/READY handshake completes on a
data channel is called a Data Beat, representing the transfer of one complete data
word on the parallel bus.

AXI4 and AXI4-Lite

The architecture of both the AXI4 and AXI4-Lite interfaces implements a five-
channel communication structure, as illustrated in Figure 6.2. These independent
unidirectional channels facilitate concurrent read and write operations.

• Write Address (AW): Carries the write command information from master
to slave, including the target address (AWADDR) and control signals such as burst
length (AWLEN) and size (AWSIZE). The master asserts AWVALID to indicate a
valid address, and the slave responds with AWREADY when it is ready to accept
the address.

• Write Data (W): Transfers the actual write data from master to slave
(WDATA), along with byte-enable strobes (WSTRB) and a flag marking the fi-
nal beat of a burst (WLAST). Further, each data beat is acknowledged by its
own handshake, where the master asserts WVALID when valid data is available
on the bus and the slave raises WREADY when it is ready to receive the data
beat.

• Write Response (B): Manages the write response from the slave back to
the master after a write transaction completes. This channel carries the status
code BRESP, indicating, for example, slave-sided transaction errors. The re-
sponse channel also implements its own handshake signal where the slave as-
serts BVALID when the response is ready, and the master responds with BREADY
to acknowledge it.
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• Read Address (AR): Carries read request information from master to slave,
including the address to read from (ARADDR) and control signals similar to the
AW channel (burst, length, size, etc.). The signals ARVALID/ARVALID are used
for the address handshake on read requests.

• Read Data (R): Returns requested data from slave to master. This channel
conveys the data (RDATA) along with a response code (RRESP), and if the read
is a burst, the slave asserts RLAST with the final data beat. Each read data
beat is transferred when both handshake signals RVALID and RREADY are high.

Figure 6.2: The five independent channels of an AXI4 memory-mapped interface
(applicable to both AXI4 and AXI4-Lite). Each channel is unidirectional and has its own
pair of VALID/READY handshake signals. The separation of address (AW, AR), data
(W, R), and response (B) channels enables write and read transactions to progress
concurrently and be pipelined, thereby improving throughput compared to single-channel
buses. Adapted from Ref. [74].

Every AXI4 and AXI4-Lite read or write transactions consist of an address phase
(via the AR or AW channel) followed by one or more data beats on the corresponding
data channel (via the R or W channel) during the data phase. Additionally, during a
write transaction, the slave responds on the B channel to validate and complete the
transaction. As such, each of these unidirectional channels defines its own pair of
handshake signals, thereby decoupling the producer and consumer. This decoupling
enables each side to throttle the transfer without loss or deadlock. It is essential
to note that once a VALID is asserted, the source is responsible for maintaining the
data in a stable state until the destination asserts READY, thereby completing the
transfer. Similarly, the destination can assert READY at any time, even before VALID
is high, or withdraw it to throttle the transactions. A waveform diagram of both
an AXI4 write and AXI4 read transaction is shown below. Figure 6.3 illustrates the
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signal timing of a typical AXI4 write transaction, whereas Figure 6.4 corresponds
to an AXI4 read transaction, with both figures showing all relevant active channels
during each phase.

Figure 6.3: AXI4 write transaction timing. During the address phase, the master drives
AWADDR/AWVALID and, optionally, WDATA/WVALID. The slave acknowledges the address
phase by asserting AWREADY. During the data phase, the slave asserts WREADY when it is
ready to receive data, and the master transmits data over WDATA while keeping WVALID
asserted. On the last dataword, the master additionally asserts WLAST to mark the last
data beat. After the data phase, the master asserts BVALID, which the slave acknowledges
by asserting BREADY and transmitting the status code via BRESP, thereby ending the
transaction. Adapted from Ref. [74].

As outlined, AXI4 and AXI4-Lite share a common architectural foundation; how-
ever, the AXI4 protocol incorporates several additional features, including burst
support, transaction identifiers, and optional sideband signals, thereby enhancing
configuration and flexibility.

AXI4 is designed for high-bandwidth, memory-mapped communication. The system
maintains the five-channel architecture while introducing enhanced channel config-
urability to optimize data transfer across various applications. A pivotal aspect of
AXI4 is its ability to support burst transfers, variable data widths, and a variety
of auxiliary signals that facilitate data ordering, protection, and Quality of Service
(QoS) as summarized below:

• Burst Transactions: AXI4 enables a single read or write request to transfer
up to 256 data beats in one burst. These transactions can take different forms,
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Figure 6.4: AXI4 read transaction timing. During the address phase, the master drives
ARADDR/ARVALID. The slave acknowledges the address phase by asserting ARREADY.
During the data phase, the master asserts RREADY when it is ready to receive data, and
the slave transmits data over RDATA while keeping RVALID asserted. On the last
dataword, the slave additionally asserts RLAST to mark the last data beat. During the
entire transaction, the status of each data beat is transmitted in parallel to the data via
the RESP signal. Adapted from Ref. [74].

such as incrementing the address, repeating the address, or wrapping around
within a predefined address boundary. The master must indicate the burst
type, the per-beat size, and the burst length on the address channel. After
the address handshake, the master sends a sequence of data beats on the W
channel, asserting the WLAST signal with the final beat to mark the end of
the burst. The slave, after accepting all data, responds on the B channel to
complete the transaction. In the read case, the slave returns data beats on the
R channel after the completion of the address phase handshake and asserts
RLAST on the final beat of the burst.

• Transaction IDs: AXI4 supports an identifier tag on transactions, allowing
responses to be matched to requests and enabling out-of-order completion in
interconnects. A master can issue multiple read/write requests with differ-
ent identifiers; the interconnect and slave can reorder responses as long as
transactions with the same identifier are completed in order.

• Optional Signal Extensions: The AXI4 specification defines several op-
tional sideband signals to support advanced features: cache hints, protection
levels, quality of service, region identification, and user-defined signals. These
signals enable the master to convey additional metadata about transactions,
such as whether a read is cacheable or bufferable, or to which subordinate
region an address maps in a complex system.
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Conversely, AXI4-Lite is designed for tasks that do not require the full complexity
or bandwidth of AXI, such as reading and writing control and status registers in
peripheral devices. To this end, AXI4-Lite defines a more simplified subset of the
AXI4 protocol. As such, the protocol preserves the fundamental handshake and
the five-channel architecture; yet it supports only single-beat transfers and reduces
the set of auxiliary signals. Therefore, AXI4-Lite masters and slaves do not im-
plement the burst length, burst type, or other burst-related signals. Additionally,
WLAST/RLAST are not required, since the data phase of each transaction is executed
within a single clock cycle. Moreover, the system generally utilizes a single identifier
or, in some cases, omits these signals entirely, thereby ensuring that all operations
are inherently sequential. Therefore, each master must wait for each transaction to
complete before issuing the next one.

At the system level, AXI4 and AXI4-Lite are fully interoperable. An AXI4 master
is capable of communicating with an AXI4-Lite slave through an interconnect that
adapts the unused burst and identifier signals. This compatibility facilitates a unified
communication framework across high-speed and control paths within the same
SoC.

AXI4-Stream Interface

AXI4-Stream is a specialized, non-memory-mapped variant optimized for continu-
ous data streams. It establishes a connection between a single source and a single
destination in a unidirectional manner, thereby eliminating the address and response
phases. Instead, it employs a single data channel with VALID/READY flow control,
optionally accompanied by qualifier signals such as:

• TLAST: Indicates the end of a frame or packet.

• TSTRB, TKEEP: Byte qualifiers for partial transfers.

• TID, TDEST, TUSER: Provides identifiers, routing information, or defined side-
band signals.

This lightweight structure minimizes latency and allows for unlimited burst lengths,
rendering AXI4-Stream well-suited for real-time or high-bandwidth pipelines, in-
cluding DMA transfers to FPGA logic, sensor data capture, and image processing
chains. The VALID/READY handshake ensures reliable flow control by transmitting
data only when the consumer can accept it, thereby preventing overflow or underrun
without additional signaling.
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AXI Integration in SoC Designs

In systems comprising a single master and a single slave, the two can be directly
connected to achieve minimal latency and maximum bandwidth. However, mod-
ern SoC designs often incorporate multiple masters and slaves that must function
concurrently. In such environments, an AXI interconnect, frequently implemented
as a crossbar or hierarchical fabric, provides the necessary connectivity between all
communicating agents.

While AXI delineates the interface contract between IP-cores, it does not stipulate
the physical interconnection of these interfaces within the SoC. Each AXI master
and slave can be connected to a central interconnect fabric that manages routing,
arbitration, and synchronization. This modular design facilitates IP-core reuse and
simplifies SoC integration, provided that all components are AXI-compliant and can
communicate seamlessly through the fabric.

To ensure correct and efficient operation, each AXI must interconnect and perform
several key functions.

• Address decoding and routing: The interconnect is responsible for decod-
ing transaction addresses to ascertain the target slave peripheral or memory.
Each slave is assigned a region of the memory/peripheral address map. The in-
terconnect compares the address against these regions and forwards the trans-
action to the interface of the corresponding slave.

• Arbitration: The arbitration logic is responsible for determining which trans-
fer is to be given priority when two or more masters attempt to access the same
resource concurrently. Interconnects generally include an arbiter for each slave
port, which monitors all incoming requests and grants access to one at a time.

• Transaction tracking: An AXI interconnect is required to manage multiple
transactions concurrently. Therefore, it is necessary to monitor transaction
identifiers and ensure that responses are directed to the appropriate master
and linked to the correct transaction. By supporting multiple outstanding
transactions, the AXI fabric maximizes the utilization of parallel resources
and ensures low latency, as faster slaves are not blocked behind slower ones.

• Pipelined Data Paths: To facilitate high operating frequencies over exten-
ded interconnect wires, AXI fabrics often implement pipelining through the
use of register slices or FIFO buffers within the channel. These pipeline stages
disrupt combinational paths, thereby enabling the interconnect to meet the
required timing constraints. The AXI protocol is designed to tolerate such

73



6. The EMCI-EMP Ecosystem

pipeline delays by implementing its handshake mechanism. A pipelined inter-
connect facilitates concurrency by allowing multiple transfers to occur across
different pipeline stages.

In essence, the AXI interconnect functions as a critical element of a SoC, facilitating
deterministic and efficient communication among multiple heterogeneous IP-cores.
Abstracting address mapping, arbitration, and flow control from individual compon-
ents enables scalable, reusable system architectures that can be adapted to varying
performance and integration requirements.

Summary

The AXI protocol family provides a scalable and modular communication back-
bone for modern SoC. AXI facilitates efficient data exchange across heterogeneous
IP-cores through its unified VALID/READY handshake, flexible channel architecture,
and protocol variants tailored for memory-mapped and streaming communication.
When combined with configurable interconnect topologies, such as crossbars, AXI
ensures both high performance and design reusability, forming the foundation of
many contemporary FPGA-based systems.

6.2.2. The Userspace I/O System

For many simple, memory-mapped hardware peripherals, e.g., custom IP-cores im-
plemented in the PL of an SoC, writing a full Linux device driver would introduce
a huge amount of complexity. However, if a peripheral can be controlled through
a set of registers and, optionally a interrupt line, it is often sufficient to provide
user-space access to its mapped memory and a mechanism to receive and handle
its interrupts. In particular, if the device’s control logic does not inherently benefit
from the resources available in the kernel space.

To support exactly this class of peripherals, the Linux Userspace I/O (UIO) sub-
system [75] was introduced. UIO is a minimal kernel framework that exposes a
device’s memory-mapped regions and interrupt events to user space, enabling the
driver logic to be implemented in a user-space process. This approach significantly
reduces development complexity and mitigates the risk associated with writing and
maintaining custom kernel modules. However, UIO is not a universal driver in-
terface. Devices such as USB controllers or network adapters, which already have
well-established kernel subsystems, are not considered suitable for UIO. Instead,
UIO is intended for devices that can be fully controlled through a memory-mapped
interface, typically generate interrupts, and do not fit into any of the established
kernel driver frameworks.
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In practice, each UIO device registered within the UIO subsystem is accessed via
a character device file at /dev/uioX and a corresponding set of sysfs attribute files
under /sys/class/uio/uioX/. The sysfs interface [76] provides device metadata,
including map descriptors, physical base addresses, and memory sizes of each region,
which can be used to configure access to these regions. The character device, on the
other hand, facilitates direct hardware interaction by accessing the device’s address
space. Applications can use mmap() to map the device’s memory into their own
virtual address space. While hardware interactions can be performed by writing the
mapped memory, interrupts are handled by reading and writing directly from the
character device.

The UIO subsystem therefore implements a mechanism that allows a device’s control
logic to be entirely in user space without requiring a custom kernel driver. To further
simplify this pattern, higher-level helper libraries are commonly deployed, such as
libuio, which streamlines access to UIO devices.

libuio

The libuio library [77] is a lightweight C helper library for the Linux UIO subsystem.
It offers a structured Application Programming Interface (API) that facilitates the
discovery and opening of UIO devices, the mapping of their memory regions into user
space, the management of interrupts, and the implementation of low-level read/write
operations. By encapsulating these recurring routines, libuio significantly reduces
boilerplate code and improves reliability when developing user-space drivers or hard-
ware access libraries. The library itself is typically distributed as a shared library
and can be integrated seamlessly into C or C++ projects by including its header in
an extern "C" block.

Its core functionalities can be summarized as follows:

• UIO Device Discovery: Libuio enables the scanning of UIO sysfs entries to
identify devices by name or index. This approach eliminates the use of hard-
coded device numbers, thereby enabling applications to dynamically identify
the appropriate device, even when device numbering changes due to changes
in the device tree or runtime configuration.

• Memory Mapping: For each UIO device, libuio provides the capability
to map one or more memory regions into the user space. It retrieves the
physical address and size from sysfs, calculates the correct offset, and uses
mmap to expose the region to the application. This enables direct access to
hardware registers via user-space pointers, eliminating the need for manual
offset management.
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• Interrupt Handling: The library streamlines interrupt handling by making
the UIO file descriptor accessible to user code. Applications can block on read
calls and wait for an interrupt or a timeout. After handling the event, writing
to the descriptor re-arms the interrupt. This encapsulates the fundamental
UIO behavior of reading and re-enabling Interrupt Requests (IRQs), thereby
enabling user-space drivers to manage interrupts in a portable manner.

• Multiple Maps Support: UIO devices may expose multiple memory regions
(for instance, separate configuration and data spaces). Libuio offers an API
that facilitates the mapping of individual regions by index, thereby enabling
straightforward access to all functional areas of a complex device.

6.2.3. The Quick OPC UA Server Generation Framework

The quasar framework [49, 78] is a CERN-developed, generic, extensible toolkit
for generating OPC UA servers that simplifies and standardizes the integration
of heterogeneous hardware into large-scale distributed control systems. Figure 6.5
presents an overview of the framework’s architecture, emphasizing and putting in
context the different constituting layers.

Figure 6.5: Overview of the quasar framework, illustrating the layered architecture
including the HAL, Device logic, generated server components, and the external OPC UA
server toolkit. Adapted from Ref. [79].

The lowest layer of the architecture is the Hardware Access Layer (HAL), which
provides a uniform API for managing hardware access and must be provided by the
hardware developer or vendor. The device logic layer, situated above, implements
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device-specific business logic and serves as an interface between the HAL and the
higher-level layers of the quasar framework. These higher-level layers are composed
of multiple modules, each addressing a specific functional aspect, with the uppermost
module implementing the address space, which exposes the server’s information
model to clients and is implemented using a UA SDK.

The structure of the address space is defined via the quasar design file, which
provides an Extensible Markup Language (XML)-based object-oriented description
of the device or system, its specific relations, and its attributes. In addition, a separ-
ate XML-based configuration file is required that defines the concrete instances and
parameters of these objects. A dedicated schema-to-C++ mapping generator then
uses these files to instantiate and initialize the objects and link the corresponding
address space. Moreover, additional modules that operate purely in the address
space provide services such as calculated variables, component-based logging, or
server metadata management.

The object-oriented device model is a key aspect of the quasar framework. Based on
the description, quasar automatically generates the OPC UA address space and the
corresponding device-logic code stubs. This eliminates the need for developers to
understand low-level OPC UA internals and significantly reduces the overall imple-
mentation effort. In summary, the framework promotes a clear separation between
device-specific implementation and standardized server interfaces, thereby improv-
ing maintainability, accelerating development, and ensuring consistent integration
within the DCS.

6.3. The EMP FPGA Firmware Reference Project

The EMP FPGA firmware reference project [80, 81] provides a modular and ex-
tensible foundation for implementing FE control and monitoring logic on the EMP
platform. The design, as illustrated in Figure 6.6, establishes a standardized baseline
architecture that combines reusable infrastructure and IP-cores with well-defined in-
tegration points for custom application logic. Its primary objectives include enabling
communication between EMP, the lpGBT, and the FE hardware, as well as ensuring
compatibility with the software and control layers built upon it.

To achieve these goals, the firmware integrates custom IP-cores with standard Xil-
inx building blocks to implement communication paths and data pipelines. Partic-
ular emphasis is placed on modularity, allowing subsystem developers to extend
or modify designated logic regions without interfering with the core infrastruc-
ture.
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Figure 6.6: Overview of the lpGBT frame codec fabric: The lpGBT IC channel is
exposed via an AXI4-Lite interface to the PS. A dedicated FSM manages register
transactions with the GBT-IC IP-core [82], which handles lpGBT fields and acts as a
SerDes between the LPGBT-FPGA IP-core [83] and FSM. The LPGBT-FPGA
implements frame coding and connects directly to the MGT, while FE logic interfaces
directly through the emp-lpGBT IP-core.

One of the central use cases addressed by the reference project is the configuration,
control, and monitoring of the lpGBT. The operation of the ASIC requires configur-
ing its internal registers, particularly to lock its CDR/PLL circuits to the downlink
data stream, thereby recovering a stable system clock. In operational deployments,
these registers are written over the IC field of the lpGBT frame, requiring the EMP
to implement the full uplink/downlink pipeline, including frame encoding/decoding
and IC field handling. To support this functionality, the firmware project includes
an end-to-end IC channel communication pipeline. This covers the AXI4-Lite inter-
face on the PS side, through the emp-lpgbt IP-core, to the optical transceivers via
the MGT IP-core. In parallel, the eLink data path incorporated adoption points
for FE-specific logic, enabling integration of custom data into the lpGBT frame
structure. This ensures reusability, system-level consistency, and clear boundar-
ies between infrastructure and application logic, thereby promoting a well-defined
separation between the two.

The subsequent subsections provide a detailed overview of the individual IP-cores
that comprise the EMP FPGA reference design. Each core is discussed in terms of its
functionality, interface specification, and role within the overall architecture, high-
lighting how the control path for lpGBT monitoring and control is implemented and
how the general lpGBT frame encoding/decoding is performed.
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6.3.1. The emp-lpgbt IP-core

The emp-lpGBT IP core is a custom firmware design that comprises multiple sub-
cores. It implements a complete bidirectional pipeline that enables the configuration
and monitoring of the lpGBT via the IC channel and provides interfaces for FE-
specific eLink data integration. An overview of the core’s architecture is presented
in Figure 6.7.

Figure 6.7: High-level overview of the architecture of the emp-lpgbt IP-core.

The core integrates a custom AXI4-Lite adapter IP-core, providing software with
direct access to a memory-mapped register space containing control, address, and
status registers. This interface enables the software to issue read and write requests
targeting specific lpGBT configuration registers. The execution of these transactions
is coordinated by a dedicated IC-FSM, which translates the software commands
into the corresponding signal sequences and synchronizes them via a dual-clock
FIFO for interfacing with the GBT-IC IP-core. The GBT-IC module then performs
serialization and IC channel coding in accordance with the lpGBT protocol. The
resulting bitstream is multiplexed with the EC and user eLink data streams to form
the composite input, which is transferred through a clock Clock Domain Crossing
(CDC) module from the 40MHz logic domain to the 320MHz MGT domain. The
data stream is then processed by the LPGBT-FPGA IP-core, where the final frame
encoding is carried out. The lpGBT frame is subsequently interfaced with the MGT
IP-core.

Conversely, the incoming serial data stream from the lpGBT is received from the
MGT IP-core and first decoded by the LPGBT-FPGA IP-core before being trans-
ferred back into the logic domain through the reverse CDC module. The frame is
then demultiplexed into its IC, EC, and eLink data components. The IC stream
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is passed through the GBT-IC module, where the payload is extracted, deserial-
ized, and decoded. After synchronization via the dual-clock FIFO, the IC-FSM
writes the resulting data to the memory-mapped registers, making it accessible to
the software.

Although the AXI4-Lite adapter, IC-FSM, and GBT-IC module are dedicated to
handling the IC field, the EC and eLink data fields are propagated in parallel through
the LPGBT-FPGA’s frame encoding and decoding. The according signals are made
available as interfaces, enabling straightforward integration of subsystem-specific
logic while preserving compatibility with the standardized lpGBT frame pipeline.
In the following, the individual components of the core, the GBT-IC IP-core, and
the LPGBT-FPGA IP-core will be discussed in detail, with particular emphasis on
their specific functions within the lpGBT frame pipeline.

The GBT-IC IP-core

The GBT-IC IP-core was initially developed in conjunction with the SCA-EC IP-
core as components of the generic GBT-SC module for FPGAs [82, 84]. The purpose
of this development was to generate the serial stream for both IC and EC types of
GigaBit Transceiver (GBTx) slow-control communication [85]. The SCA-EC IP-core
is designed to implement the High-Level Data Link Control (HDLC) protocol, which
serializes and deserializes EC control data for up to 41 Giga-Bit Transceiver - Slow
Control Adapter (GBT-SCA) ASICs. The GBT-IC, on the other hand, implements
an HDLC subset, enabling the control and monitoring of the IC stream of a single
GBTx link.

Figure 6.8: Architecture of the GBT-IC IP-core. Adapted from Ref. [84].
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Despite its original development for the GBTx system, the IC protocols of the lpGBT
and the GBTx are fully compatible. It is therefore recommended that when the IC
channel of an lpGBT is to be used, the GBT-IC IP-core is instantiated alongside
the LPGBT-FPGA IP-core.

The LPGBT-FPGA IP-core

The LPGBT-FPGA IP-core [83, 86] provides the implementation that serves as the
direct counterpart to the lpGBT ASIC. Its design supports all frame coding schemes
defined for both the downlink and uplink path, and it is therefore configurable with
respect to the lpGBT’s uplink bandwidth and FEC coding (see Sec. 5.2.3). To ac-
commodate these options, the LPGBT-FPGA IP-core provides a modular structure
in which the relevant building blocks must be instantiated according to the intended
uplink configuration. The architecture of the core, as depicted in Fig. 6.9, can thus
be characterized as asymmetric, given its integration of different bandwidths and
FEC codings for uplink and downlink. The EMP FPGA reference design implements
the core to operate the uplink at 10.24Gbit/s with the FEC5 coding, reflecting the
standard setup for the EMCI–EMP system.

Figure 6.9: Overview of the asymmetric architecture of the LPGBT-FPGA IP-core.
Adapted from Ref. [87].

The downlink datapath, which encodes data according to the lpGBT specification,
is composed of four blocks:
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• Scrambler: Randomizes the outgoing 36 bit data word, using a scrambling
function of order 36 based on a recursive equation.

• Encoder: Computes the FEC code for the outgoing frame using a Reed-
Solomon scheme as defined by the lpGBT protocol.

• Interleaver: Reorders the encoded frame bits to spread potential burst errors
across multiple FEC blocks. This improves the overall error correction capab-
ility of the downlink frame.

• TX-Gearbox: Implements a register-based CDC to transfer data from the
internal serial clock domain to the MGT clock domain. It also handles over-
sampling by duplicating bits when the word rate is lower than the transceiver
clock rate.

The uplink datapath, on the other hand, decodes data according to the lpGBT
specification and is based on five different blocks:

• Frame Aligner: Detects the position of the frame header and requests a phase
shift on the input clock to align the received data.

• RX-Gearbox: Handles CDC between the MGT and the internal logic. It
collects oversampled bits from the MGT and reorders them to reconstruct the
original data word.

• Deinterleaver: Reverses the interleaving applied by the lpGBT to restore the
original order of the FEC codewords.

• Decoder: Applies Reed-Solomon decoding (FEC5 or FEC12, depending on the
configuration) to detect and correct transmission errors.

• Descrambler: Recovers the original user data by inverting the scrambling func-
tion used by the uplink.

6.3.2. The FW-Debughub IP-core

The FW-Debughub IP-core is a custom firmware design for the EMP FPGA ref-
erence project. It serves as a dedicated debug and control bridge between the
PL and the PS. It is intended primarily to enable software access to key firm-
ware status and control features, enabling monitoring and diagnostics of EMP firm-
ware.

Communication with the PS is implemented via a custom AXI4-Lite slave adapter,
similar to the adapter implemented for the GBT-IC IP-core. This AXI4-Lite slave
adapter features a dedicated register map tailored to debug and control functionality.
The core itself supports monitoring of the lpGBT link by acquiring the uplink frame
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alignment, the MGT status, and the LPGBT-FPGA fabric status. Additionally,
it provides control over several reset signals of system cores within the hardware
design, allowing for targeted or complete resets to be performed directly from the
PS.

6.3.3. The Generic EMP-MGT IP-core

The EMP-MGT IP-core is a scalable, configurable, multi-transceiver core designed
for the EMP FPGA hardware design. It can instantiate up to thirteen UltraScale+
GTH transceivers preconfigured using the Xilinx Transceiver Wizard and aligned
with lpGBT interface requirements. As shown in Figure 6.10, the core facilitates
parameterized instantiation through a Graphical User Interface (GUI), thereby en-
suring the design’s dynamic adaptability to system requirements while optimizing
resource utilization.

The core can be instantiated employing two distinct modes. The first mode is
designated for the optical FireFly modules, in which the core instantiates only the
MGT channels routed to FireFly modules. Conversely, the second mode is defined
for the SFP+ module, in which the core instantiates only the single MGT channel
routed to the SFP+ module. This separation reflects the differences between the
connected optics modules. However, the separation is primarily due to the clock
constraints inherent in the UltraScale+ GTH transceiver architecture, in which a
reference clock attached to a specific quad can be shared with at most two other
quads. Given that the FireFly modules are connected to a total of 12 MGTs, which
occupy three complete quads, a single reference clock is utilized and shared among
the two remaining quads. However, the SFP+ module connected via channel 15 of
quad four and therefore requires its own dedicated clock.

Furthermore, the FireFly MGTs allows individual channels to be disabled, thereby
excluding them from instantiation, and to select each quad’s master reset. The
SFP+ mode is single-channel and therefore does not provide the same per-channel
configurability and uses a fixed master reset. Moreover, the GUI allows each chan-
nel’s Transmit (TX)/Receive (RX) polarity to be configured separately.

From a system integration perspective, the EMP-MGT IP-core is intended to in-
terface directly with the emp-lpgbt IP-core’s framing logic, thereby serving as the
physical transceiver interface between the frame pipeline and the optical modules
on the baseboard.
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Figure 6.10: Overview of the customization GUI of the EMP-MGT IP-core. The GUI
enables the parametrization.

6.3.4. Clock-Domain Architecture

The EMP FPGA reference firmware operates across several distinct clock domains,
as required by the integrated IP-cores and communication protocols. The high-
speed serial communication through the MGTs and the encoding/decoding fabric
of the LPGBT-FPGA IP-cores rely on 320MHz domains that are either reference-
synchronous (downlink) or link-synchronous (uplink). In contrast, the IC channel
handling within the GBT-IC IP-core and the IC-FSM are operating in a 40MHz
clock domain,
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On the transmit side, a differential 320MHz reference clock, generated by the SI5345
clock multiplier, is routed to the MGT, where it is converted to a single-ended signal
by an IBUFDS_GTE4 primitive. The resulting clock is fanned out to two independent
BUFG_GT primitives: one forwards the 320MHz clock, while the other applies a
divider to generate a 40MHz clock. The 40MHz clock is used by the slow-control
logic (GBT-IC IP-core and FE-Logic), whereas the 320MHz clock drives all MGT
transmit paths and is also exported for use by the downlink LPGBT-FPGA IP-core’s
encoder. Because the slow-control logic and the LPGTB-FPGA IP-core operate in
different clock domains, the emp-lpgbt IP-core implements a transmit-side CDC
stage to synchronize between the 40MHz slow-control domain and the 320MHz
transmission domain. On the receive data path, each MGT channel recovers its

Figure 6.11: Clock-domain overview of the EMP FPGA firmware reference design.

own 320MHz clock from the incoming serial data stream using the internal CDR
circuitry. This recovered clock (RXUSRCLK) drives the receive-side LPGBT-FPGA IP-
core’s decoder, ensuring that deserialization, word alignment, and protocol handling
remain phase-locked to the individual link. Since these recovered clocks are unique
to each channel and asynchronous with respect to the global 40MHz slow-control
domain, the emp-lpgbt IP-core implements downlink CDC logic to transfer decoded
data into the shared processing domain.

All AXI4-Lite interfaces operate in an independent 100MHz PL-fabric domain. Al-
though timing-wise separate from the 40MHz slow-control logic, this domain is
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tightly coupled to the data being handled. Therefore, control paths and the IC-
FSM implement dedicated dual-clock FIFOs or synchronizer stages to hand off and
accept data and control signals between the 100MHz domain and the 40MHz do-
main.

6.4. epos - The EMP Operating System

The epos framework [72, 88] establishes a coherent and extensible software envir-
onment for the EMP, unifying the boot process and the operating system while
providing standard utilities for operation. The framework is composed of three
main components:

• epos-bsp: A customized Xilinx PetaLinux Board Support Package (BSP) [89]
designed explicitly for the EMP hardware platform. The BSP integrates the
complete board reference design, including the hardware description, device
tree, and configuration files required to build the EMP boot image and asso-
ciated Linux kernel modules. Based on this BSP, a PetaLinux project can be
created to enable the tailored, pre-configured building and packaging of essen-
tial system software components, such as the First Stage Bootloader (FSBL),
Arm Trusted Firmware, U-Boot, PMU Firmware, and the Linux kernel. This
approach streamlines the generation of boot images and kernel modules, en-
suring reproducibility and consistent hardware support across all system de-
ployments.

• epos-rootfs: A build environment for the EMP’s root filesystem (rootfs)
based on CERN’s standard AlmaLinux 9 distribution. The environment sup-
ports the integration of additional packages and libraries at build time, in-
cluding dependencies for typical EMP applications such as quasar-based OPC
UA servers. The resulting rootfs is production-ready and supports multiple
deployment options, via SD card, on-board eMMC, or Network File System
(NFS).

• etools: A suite of utilities for managing FPGA firmware and device-tree over-
lays. From a Vivado hardware design, the tools automatically generate the
FPGA bitstream and the corresponding device-tree overlay, which can be dy-
namically applied from the PS side. This facilitates runtime reconfiguration
of PL-based modules while ensuring uninterrupted operation of the base op-
erating system.

Collectively, these components offer a comprehensive and standardized software
stack for the EMP. The framework ensures reproducibility and consistency in system
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deployment and ensures long-term maintainability by aligning with CERN’s estab-
lished software standards. Additionally, both emp-rootfs and emp-bsp are auto-
matically built and deployed via GitLab Continuous Integration (CI)/Continuous
Delivery (CD) jobs. This provides users with a streamlined and user-friendly system
configuration process.

6.5. Software

The EMP’s function within the DCS is to enable access to the connected hardware,
i.e., the EMCI and FE interfaces, as well as the EMP peripherals. This access
must be exposed through the standard DCS middleware layer, OPC UA, thereby
ensuring seamless integration into the SCADA system. By adopting OPC UA,
an additional abstraction layer is introduced, allowing hardware-related parameters
such as temperatures and voltages to be represented directly within the OPC UA
address space. This approach avoids exposing low-level register contents or raw
bitstreams, instead ensuring that the information provided is human-readable and
system-agnostic.

The EMP is a software-centric platform in which the PS governs both the PL and
the connected peripherals. As such, hardware access is also managed by the PS.
While the PS can directly control EMP peripherals, it is not suited for tasks such as
line coding or operating high-speed serial transceivers (MGTs), which are required
for communication with the lpGBT and, henceforth, the connected FE-interfaces.
These functions are delegated to the PL, which is optimized for such functional-
ity. The interface between PS and PL is established through the AXI protocol,
which exposes memory-mapped resources of the PL to software running on the
PS.

To support this functionality within the DCS, the EMP employs a three-layered soft-
ware stack, comprising the driver layer, the HAL, and the middleware layer. Hard-
ware access to on-board EMP peripherals is provided at the driver layer through
standard Linux kernel drivers. However, access to devices implemented in the
PL must either rely on custom drivers or leverage the Linux UIO subsystem (see
Sec. 6.2.2). The development and maintenance of such custom drivers can be costly;
thus, the UIO subsystem provides a generic mechanism for mapping hardware re-
gister spaces to user space. It thereby offers a standardized software interface to PL
devices via the AXI4-Lite protocol. The libuio library further simplifies the hardware
access via the UIO interface by providing user-space abstractions for interacting. On
top of this driver layer, the HAL is implemented through device-specific libraries,
such as LpGbtSw and empTools, which encapsulate the higher-level logic of the lp-
GBT and EMP peripherals. These HALs rely on kernel driver APIs, such as libuio,
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to perform the actual register access, but expose this functionality through struc-
tured, device-aware software interfaces. The implementation of the middleware layer
is facilitated by the quasar framework (see Sec. 6.2.3), which provides a standard-
ized way to built OPC UA servers and leverages the HAL implementation to expose
hierarchical device access to the DCS SCADA system.

The following subsections offer a comprehensive overview of the software stack’s
constituent components. These include the high-level HAL libraries LpGbtSw and
empTools, as well as additional utilities, such as AirHDL and PuzzledLizardWizard,
which facilitate the implementation and integration of the stack. The chapter con-
cludes with the presentation of the two quasar-based OPC UA servers that provide
control and monitoring capabilities for the EMCI and EMP hardware.

6.5.1. The LpGbtSw Library

The LpGbtSw library [72, 90] is a versatile C++-based software framework that
provides comprehensive support for the lpGBT ASIC. It serves as an abstraction
layer that encapsulates the lpGBT’s business logic. This logic encompasses detailed
knowledge of how to access peripheral interfaces, such as ADC channels, GPIOs,
and I2C masters. Additionally, the library provides a convenient mechanism for
configuring and reading the lpGBT registers.

The library provides a polymorphic API for AXI4-Lite register-based interactions
with the lpGBT, enabling developers to create portable, backend-agnostic software.
In the context of EMP-based systems, the LpGbtSw offers a specialized backend
implementation that facilitates communication with the GBT-IC IP-core through
the AXI4-Lite interface, leveraging the libuio library. Furthermore, a pure software
lpGBT simulator is available, which emulates the chip’s behavior based on its register
map in a request-reply fashion. This simulator is utilized for the development and
testing of systems in scenarios where access to an EMP or an lpGBT-based FE is
restricted or non-existent.

A collection of standalone tools, referred to as demonstrators, complements the lib-
rary and enables console-based interaction with the lpGBT, as shown in Figure 6.12.
These tools allow users to execute a series of functions, including reading ADC chan-
nels, manipulating GPIOs, accessing individual registers, and configuring the lpGBT
via its IC channel. Notably, these operations can be performed without the necessity
of custom application code, thereby facilitating the integration of these tools into
existing systems.

The LpGbtSw is primarily designed to function as a HAL for an OPC UA server,
thereby facilitating efficient and flexible communication with the lpGBT across a
range of hardware configurations and operating conditions. The library’s modular
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Figure 6.12: Output of the lpGbtAdc demonstrator from the LpGbtSw library, showing
the raw ADC values read from the lpGBT over the IC channel using the UIO backend.

architecture enables the integration of new backends, ensuring seamless extensibility
to other lpGBT-based systems.

6.5.2. empTools

The empTools [91] is a versatile software library that provides board-level peri-
pheral support and access to the FW-Debughub in the FPGA reference design. It
implements the per-device logic required to control and monitor EMP baseboard
peripherals, including the FireFly/SFP+ modules, the Si5345 clock generator, and
the temperature sensors.

Peripheral I2C devices are connected to one of the Zynq’s PS I2C masters via a
bidirectional switch. Each peripheral is represented in the Linux OS through a
dedicated sysfs/dev node, instantiated from the corresponding device-tree entries
during system boot. The switch itself is managed by a standard platform driver, en-
abling transparent access to each multiplexed PS interface without requiring explicit
switch handling in user space. Device access itself is structured through a two-layer
HAL stack. The first layer provides a generic, low-level PS abstraction that encapsu-
lates file descriptor management, ioctl calls, and buffer handling behind a uniform
register-oriented API. This ensures that all device-specific implementations can rely
on a consistent and reusable communication mechanism. The second layer builds
upon this base to implement device-specific logic, exposing typed register accessor,
bit-field abstractions, and convenience functions tailored to the semantics of each
peripheral.

The functionality of these low-level access layers is provided by a set of demonstrator
tools that enable direct interaction with EMP peripherals from the command line
(see Figure 6.13). These tools serve as both configuration and debugging aids for
development when deploying the related EMP OPC UA monitoring server is not
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Figure 6.13: Command-line output of the empTools demonstrator for the FireFly
modules, showing typical measurements, diagnostic values, and control parameters of a
single FireFly module, read from its internal registers via the TWI interface.

convenient. Furthermore, the library implements a set of system services that lever-
age the peripheral HAL to automate critical monitoring and configuration tasks at
runtime. This encompasses the automated programming of the Si5345 clock gener-
ator during the system’s initialization and the continuous temperature monitoring of
the FireFly modules. Notably, the FireFly service incorporates an interlock mechan-
ism that deactivates the internal laser drivers and output channels if the module’s
critical temperature threshold is exceeded for an extended period. This reduces
power consumption, thereby maintaining the temperature within the operational
range and preventing thermal damage.

In addition to the PS-based peripherals, the library also implements access to the
AXI4-Lite interface of the FW-Debughub via the Linux UIO subsystem. This in-
terface facilitates control of firmware resets and monitoring of lpGBT link status,
including frame alignment, lpGBT, and MGT fabric status, as well as FEC error
counters. The related software design employs a two-layered approach similar to
the I2C peripheral’s implementation. The first layer implements memory access
to specified registers by integrating libuio, while the second layer implements the
semantic functions for controlling resets or retrieving status information. Dedic-
ated demonstrator tools are also provided, enabling users to query critical firmware
system parameters directly from the command line.

Additionally, the empTools library provides support for the Xilinx SYSMON, which
is integrated within every Zynq UltraScale+ MPSoC. Each device implements one
SYSMON block in both the PS and the PL, thereby enabling monitoring of on-
chip and off-chip voltages and junction temperatures. The SYSMON is exposed in
Linux via the IIO subsystem, which provides two nodes for each value: the raw
ADC count and the scaling factor. To facilitate seamless integration, the library
offers a lightweight wrapper class that implements functions to retrieve and convert
the raw value into physical units, such as volts and degrees Celsius. The wrapper
is designed to handle both scaling and unit conversion internally, thereby offering
a convenient interface for monitoring PS and PL supplies, reference voltages, and
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Figure 6.14: Output of the SYSMON demonstrator tool, reporting on-chip
temperatures and supply voltages obtained from the Industrial I/O (IIO) subsystem.

thermal sensors. An example console readout produced by this wrapper is shown
in Figure 6.14. The integration of system monitoring information complements
the empTools, delivering comprehensive monitoring and control of the entire EMP
hardware.

Similar to the LpGbtSw, the primary function of the empTools is to serve as the
HAL layer for an OPC UA server. Consequently, it facilitates remote control and
monitoring of EMP hardware in a structured, DCS-conforming manner, while al-
lowing for seamless integration into the SCADA system.

6.5.3. Additional Software Utilities

The implementation of a UIO interface for a custom PL device requires exact spe-
cification of the interface, particularly the memory space. On the PL side, the
AXI4-Lite interface and its associated register map must be defined, including the
structure, organization, and mapping into the system address space. On the software
side, the low-level access code must correctly reflect the memory-mapped implement-
ation to ensure reliable access to signals. During development, when modifications
and updates occur frequently, the process can quickly become time-consuming and
error-prone, especially in complex systems.

To address these challenges, dedicated utilities are available that streamline the
generation of memory space implementations and their corresponding software in-
terfaces, thereby accelerating the overall development workflow. In particular, the
open-source AirHdl tool, in conjunction with the CERN-developed PuzzledLizard-
Wizard, establishes a complementary toolchain that bridges the gap between hard-
ware register definition and low-level access code. Together, these tools facilitate
high-level, type-safe software development.
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AirHDL

AirHdl [92] is a web-based register generator for AXI4-based designs in VHDL and
SystemVerilog. It provides an intuitive graphical interface that enables developers
to formally specify registers, bit-fields, and their semantics in a consistent and easily
maintainable manner. Once defined, the register map can be automatically trans-
lated into synthesizable HDL, either as a VHDL component or a SystemVerilog
module, with an AXI4-Lite interface on the host-facing side. In addition to its HDL
components, AirHdl facilitates software development and project documentation by
generating a variety of complementary files, including:

• C/C++ header files

• SystemVerilog testbenches

• VHDL testbenches

• HTML documentation

• Markdown documentation

• IP-XACT XML descriptions

• JSON representations

By automating these development steps, AirHdl significantly reduces manual effort,
ensures consistency between hardware and software implementations, and provides a
reliable, standardized interface for memory-mapped peripherals.

PuzzledLizardWizard

PuzzledLizardWizard [72, 93] is a code generation tool that builds on JSON re-
gister mapping definitions exported from AirHdl. Based on the provided JSON
export, the tool automates the generation of low-level C and C++ HALs with integ-
rated libuio support for AXI4 Lite peripherals. The generated HALs offer type-safe
register access and bitfield abstractions while extending the common command-
request/response pattern with interrupt-safe handlers.

As part of the EMP workflow, the PuzzledLizardWizard enables rapid generation
of maintainable HAL skeletons for user-defined IP-cores. By eliminating repetitive
boilerplate code, the potential for integration errors is reduced, and developers can
focus on developing the higher-level HAL.
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6.5.4. OPC UA Servers

The lpGBT OPC UA server and the EMP Monitoring & Control OPC UA server
have been developed using CERN’s quasar framework. These servers are designed
to abstract hardware access provided by their respective HALs for the EMCI and
EMP hardware, mapping functionality to an OPC UA address space. This approach
facilitates access to lpGBT and EMP monitoring and control through standardized
network services that are easily integrated into the distributed SCADA backend.
The servers complement their respective application domains, thereby forming two
fundamental pillars of the EMCI-EMP ecosystem. As such, they enable the coherent
and safe operation of the novel DCS interface.

lpGBT OPC UA Server

The lpGBT OPC UA server [72, 94] exposes the control and status interfaces of the
lpGBT ASIC via the OPC UA protocol. It functions as an interface between the
lpGBT on the EMCI and the SCADA-based DCS BE. This enables remote clients
to monitor and control the lpGBT across the network, with a focus on streamlined
access and seamless integration into the experiment’s control infrastructure [94].
The quasar-generated OPC UA information model of the lpGBT OPC UA server is
shown in Figure 6.15.

Figure 6.15: Quasar-generated OPC UA information model for an lpGBT device.

As illustrated in Figure 6.16, the quasar-built server internally wraps the LpGbtSw
C++ library. The server exposes these capabilities via the address space, enabling
remote clients to operate the lpGBT safely and coherently.
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Figure 6.16: Architecture of the lpGBT OPC UA server ecosystem, including its
interface with the hardware, and the connectivity to various clients via OPC UA. The
server communicates with the lpGBT through the LpGbtSw library to access the
hardware registers. External client applications using OPC UA over TCP/IP, including
general-purpose diagnostic tools (e.g., UA Expert) and the SCADA system, which
integrates lpGBT control into the DCS. Adapted from Ref. [72].

EMP Monitoring & Control OPC UA Server

The EMP Monitoring & Control OPC UA server [95] is a software component that
facilitates remote, network-based access to the EMP hardware. Its primary function
is to monitor system parameters, such as temperatures, voltages, and power states.
Furthermore, it enables the monitoring of various peripheral devices on the EMP,
such as the SI5345 clock multiplier and the Samtec FireFly transceiver modules, and
provides access to the debug and reset functionalities of the EMP firmware. The
complete information model of the EMP Monitoring & Control OPC UA Server is
provided in Appendix B.1.

As presented in Figure 6.17, at its core, the server uses the empTools C++ HAL
to interface with the EMP boards’ subsystems. It communicates with on-board
peripheral devices, accesses the FW-Debughub in EMP firmware, and reads data
from the Xilinx SYSMON in PS and PL. All these data and controls are represented
as nodes in the server’s address space, providing a comprehensive view of the EMP’s
status and ensuring the safe and coherent operation of the EMP hardware within
the DCS.

94



6. The EMCI-EMP Ecosystem

Figure 6.17: Architecture of the EMP Monitoring & Control OPC UA server. The
server interfaces with the PL and PS SYSMON, the FW-Debughub, and the PS
periphery, using the empTools library API. Like the lpGBT server, the EMP OPC UA
server communicates with remote clients over TCP/IP, allowing SCADA applications
and diagnostic tools to access the EMP’s status and perform control operations.

6.6. Contributions

Over the past three years, contributions to the EMCI–EMP ecosystem have primar-
ily focused on the domains of EMP firmware, embedded software, and system integ-
ration. In the context of the EMP FPGA Firmware Reference Project, the scope of
work entailed migrating the codebase from Vivado 2021.2 to 2023.2, designing and
implementing the FW-Debughub IP-core, developing AXI4-Lite slave adapters, and
comprehensively redesigning the firmware clock architecture. Issues related to clock
domain crossing (CDC) were addressed in the emp-lpgbt IP core. Furthermore,
the generic EMP-MGT IP core was modified to incorporate parameterization and
a GUI, thereby facilitating GTH MGT channel selection in accordance with system
requirements.

In the domain of software engineering, the empTools C++ library was designed and
implemented to provide structured access to EMP monitoring and control interfaces.
The EMP Monitoring & Control OPC UA server was developed using the quasar
framework to expose EMP diagnostics and control functionality via a standardized
network interface. Additional contributions included migrating and customizing the
epos-bsp, with updates to the device tree and kernel integration. Further contri-
butions to epos have been made through the migration to the most recent Vivado
toolchain for epos-BSP and etools, with the primary objective of ensuring compat-
ibility with the EMP FPGA Reference Firmware Project.
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7. Benchmark and
Characterization Study

As part of a technical evaluation campaign, a system benchmarking study was con-
ducted. The objective of this study was to characterize the scalability, long-term
stability, and performance of the EMCI-EMP system. In particular, the benchmarks
targeted the scalability of the system when increasing the number of connected EM-
CIs from one up to the maximum of twelve, the stability of sustained operation over
extended periods, and the achievable data throughput between the EMCIs and the
EMP. In addition, the study considered how the attainable throughput depends on
the EMP CPU load, thereby quantifying the trade-off between processing resources
and data rate.

Due to the unavailability of FE hardware for the campaign’s test setup, a dedic-
ated data path configuration was implemented using the lpGBT’s built-in loopback
feature. This enables the retransmission of received downlink data on the uplink,
thereby returning it to the EMP and establishing a closed communication path.
As such, the system’s full bandwidth can be exercised under controlled conditions,
enabling a systematic evaluation of performance independent of external hardware
constraints.

The ensuing sections first introduce the test environment in detail, focusing on the
firmware and software components. Subsequently, the measurement methodology is
outlined, followed by the presentation and analysis of the benchmark results. The
final sections of the chapter discuss observed performance boundaries, identify po-
tential bottlenecks, and outline directions for possible improvements and alternative
implementation strategies.

7.1. Test Environment

The hardware setup utilized in this study, as shown in Figure 7.1, consists of a single
EMP connected to 12 EMCIs. Regarding the software and firmware environment,
the existing EMCI-EMP ecosystem served as the basis for implementing test-specific
customizations. The PS of the EMP runs on an AlmaLinux 9 OS, based on the epos
framework, and provides essential software support, including the UIO subsystem
and key ecosystem libraries such as libuio, LpGbtSw, and empTools. In the context
of firmware, the EMP FPGA reference project served as the fundamental basis. It
was extended with a dedicated IP-core to enable eLink data communication with the
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EMCI. The block was integrated into the reference project by interfacing with the
emp-lpgbt IP-core’s eLink data interfaces. The subsequent discussion will provide a
comprehensive overview of the study-specific configurations, the developed IP-core,
and the test-specific software application.

Figure 7.1: Benchmark study test setup comprising one EMP connected to 12 EMCIs.

7.1.1. lpGBT Configuration

The lpGBTs were configured to operate their uplink at 10.24Gbit/s with FEC5
encoding, matching the settings of the EMP FPGA firmware reference project on
which the test setup is based. Consequently, each uplink frame comprises a 224 bit
wide eLink data field, which is further subdivided into seven 32 bit uplink groups.
In contrast, the downlink frame consists of 64 bit, with 32 bit allocated for eLink
data.

As already stated, the lpGBT implements multiple so-called "built-in test features"
that can be grouped into two main categories: internal chip self-test and data-
path validation. In this study, the latter is of particular interest. The data-path
validation features compose a broad range of link testing capabilities, including
loopback modes, test-pattern generators and checkers, dedicated test outputs, and
eye-diagram monitors. These features facilitate system evaluation, production test-
ing, and in-system debugging by providing standardized verification procedures.
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Consequently, the study utilizes these lpGBT features by employing the loopback

Figure 7.2: Data path on the lpGBT for DownLink Group Data Source loopback.
Adapted from Ref. [58].

function to configure the data source for each ePortRx group, enabling each down-
link data field to be returned upon receipt. Consequently, the 32 bit downlink data
field is replicated across the seven uplink eGroups, thereby establishing a closed com-
munication path that utilizes the full bandwidth of both the uplink and downlink
eLink data fields. As illustrated in Figure 7.2, the internal data path of the lpGBT is
outlined, highlighting the internal connection between the uplink and the downlink
group data source. It is essential to acknowledge that, even as the uplink artifi-
cially acquires data from the downlink, emulating data typically originating from
FE electronics, the EMP processes this data identically to how it would in a real-
istic communication scenario. Consequently, the lpGBT loopback feature provides
a well-defined communication path that serves as a valuable evaluation model for
assessing the performance of the EMCI-EMP architecture.
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7.1.2. The eLink Interface IP-core

Since the EMP FPGA reference firmware project does not provide a generic mechan-
ism for accessing eLinks from the PS, as this is usually implemented in an application-
specific manner for each specific FE, a dedicated IP-core was developed to provide
this functionality. To this end, the eLink Interface IP-core was designed to facilit-
ate PS access to the eLink data paths of the emp-lpgbt IP-core, thereby enabling
the embedding of data into downlink frames and the extraction of received data
from uplink frames. Figure 7.3 illustrates the architecture of the eLink Interface

Figure 7.3: Functional diagram of the eLink Interface IP core and the data path of
eLink data within EMP.

IP-core. As shown, the core is equipped with a dedicated AXI4-Lite adapter that
enables register-based access from the PS. The adapter maintains a single 32 bit
data register for downlink data and, in turn, seven 32 bit registers for uplink data,
effectively partitioning the full 224 bit uplink frame into its seven eGroups. Since
the AXI adapter operates in the 100MHz clock domain, whereas the eLink data
interfaces of the emp-lpgbt IP-core operate in the 40MHz domain, the design in-
corporated two dual-clock FIFOs to synchronize the two domains. In addition, the
FIFOs serve as short-term buffers, which are not explicitly required by the bench-
mark implementation, but still illustrate a general-purpose integration strategy for
more complex system configurations. To complement the data path architecture and
avoid reliance on a purely polling-based scheme, a dedicated interrupt logic has been
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integrated into the core’s design. Upon receiving and storing new uplink data in
the corresponding register, the core asserts an IRQ to the PS, enabling event-driven
processing of uplink data.

7.1.3. Software

On the software side, access to the eLink Interface IP-core is implemented using
the UIO subsystem with libuio support. The AXI4-Lite register accessor was gener-
ated using the PuzzledLizaredWizard tool, which produces a lightweight C++ HAL
for the core’s AXI4-Lite address space. This HAL enables direct interaction with
the AXI4-Lite adapter of the eLink Interface IP-core and maintains a flexible and
portable software structure.

Building on this HAL, a dedicated test application was developed to assess the
EMCI-EMP system via the eLink Interface IP-core. As illustrated in the flowchart
present in Figure 7.4, the application writes a 32 bit data word to the downlink data
register within the AXI4-Lite address space. The eLink Interface IP-core reads it
from the register, synchronizes it to the 40MHz emp-lpgbt clock domain, and for-
wards the data word via the eLink user data path to the emp-lpgbt IP-core. There,
the data is embedded into the lpGBT downlink frame, decoded, and finally transmit-
ted via the MGT IP-core to the lpGBT. The lpGBT, configured in loopback mode,
replicates the 32 bit data word upon reception into each of the seven available uplink
data groups and transmits the resulting frame back to the EMP. On the FPGA side,
the emp-lpgbt IP-core receives the returned data frame, extracts the user data, and
forwards the 224 bit eLink data word to the eLink Interface IP-core. Here, the data
is synchronized into the AXI timing domain, and each eGroup word is subsequently
written to its corresponding uplink data register, after which the core asserts the IRQ
to signal the availability of new data. In response, the test application acknowledges
the IRQ and reads back the uplink registers to verify data integrity by comparing
the received data words with the initially transmitted data. Errors are logged and
counted to monitor reliability. Next, the application enters a programmed inter-
transaction delay after which the sequence is repeated.

7.2. Testing Procedure

The benchmark study was conducted across a range of system configurations, from
one to twelve parallel active EMP-EMCI links. For each configuration, the EMP
and the EMCI were configured using the tools available in the software ecosystem,
including programming the SI5345 clock multiplier, with empTools, and configuring
the lpGBT into loopback mode via the LpGbtSw register API. Each EMCI-EMP
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Figure 7.4: Flowchart representing the implementation of the benchmark application.
For each iteration, the application writes a 32 bit data word to the corresponding register
of the eLink Interface IP-core and then waits for the associated IRQ. Once the interrupt
is received, it is disabled, the received data is read from the register, and their integrity is
verified. Finally, the application checks the time elapsed since the process started: if the
fixed limit of 120 s has not yet been reached, it sleeps for the configured inter-transaction
delay before starting the next iteration; otherwise, it terminates and returns.

link in a given test series was operated through an independent instance of the
benchmark application on the Zynq’s PS. These processes were launched with high
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scheduling priority and pinned to specific CPU cores, enabling a systematic study
of the impact of additional links on CPU utilization.

For each system configuration, the test procedure followed the discussed data trans-
mission routine, in which the programmed inter-transaction delay was progressively
reduced between test runs from an initial value of 1 s down to 0 s in logarithmic steps.
The systematic reduction of the inter-transaction ensured a finer granularity as it
approached zero and allowed the system behavior to be probed across different tim-
ing regimes. Each delay setting was operated for 120 s, during which the benchmark
application continuously issued transactions and recorded relevant metrics directly
to a CSV file. These metrics comprise CPU utilization, the number of transmitted
data frames, the observed error rate, and the number of missed interrupts, all logged
for subsequent analysis. In addition, a separate process for each EMP-EMCI link
was launched to poll all lpGBT ADC channels at 1Hz using the LpGbtSw. The
polling frequency of 1Hz was chosen to reflect a typical update rate for slow control
values. This additional workload was introduced to demonstrate that the lpGBT
IC channel communication and the lpGBT eLink data transfer can operate simul-
taneously on PS and PL without interfering with each other.

The following section presents the results of the benchmark study. As outlined
above, the number of active EMP-EMCI links and the number of CPU cores al-
located to the benchmark application were varied during the system evaluation. In
configurations with up to four links, each benchmark process was pinned to a separ-
ate CPU core. Once all four cores were occupied, additional processes were evenly
mapped across the existing cores: in the configuration with eight active links, each
core ran two benchmark processes; in the configuration with twelve active links,
three benchmark processes shared each core.

7.3. Benchmark Results

The results of the performed tests are presented below. The analysis was divided into
three groups. Initially, the data with a programmed inter-transaction delay greater
than zero are examined. Subsequently, the data with a zero inter-transaction delay
is analyzed, thereby presenting the maximum achievable data throughput. Finally,
the result of a 12-hour stability test is provided, in which the system’s stability under
maximum load with 12 parallel EMCI links was assessed.
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7.3.1. Programmed Delay

The presented data provide a quantitative overview of the system’s performance
and scalability across multiple configurations of the test setup. Figure 7.5 shows the
correlation between the average throughput per EMCI and the corresponding meas-
ured CPU load. The results show an almost linear correlation for configurations
in which the number of active EMCIs matches the number of available CPU cores.
This linear trend indicates efficient parallel execution of independent transactions
across CPU threads, with minimal contention on the bus interface. Once the num-
ber of EMCIs exceeds the number of CPU cores, the per-EMCI frame rate begins to
decline, and the total CPU load increases disproportionately due to scheduling over-
heads and resource contention in the Linux kernel. In comparison, Figure 7.6 shows

Figure 7.5: Average throughput per EMCI [Mbps] as a function of the CPU load [%] for
different configurations of EMCIs and utilized CPU cores. The CPU load is given as the
sum over all four cores, such that 100% corresponds to one fully utilized core and 400%
to all four cores fully utilized.

the aggregate throughput of all links as a function of CPU load, demonstrating that
the total frame rate scales nearly linearly up to full CPU utilization. The data in-
dicate that neither contention among benchmark processes sharing a CPU core nor
link-specific effects introduces measurable throughput variations; each additional
link contributes approximately the same incremental frame rate, independent of the
number of processes scheduled on a given core. Figure 7.7 depicts the dependence
of the average throughput on the programmed inter-transaction delay, displayed
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Figure 7.6: Total system throughput [Mbps] as a function of the CPU load [%]. Note
the near-linear, almost identical scaling across all configurations.

on a logarithmic scale. At large delays, the throughput decreases inversely with
the delay duration. However, for sleep durations below approximately 10µs, the
frame rate improvement becomes marginal. This arises from the intrinsic timing
granularity of the Linux scheduler and the overhead of frequent system calls, which
prevent accurate timing and continuous transaction dispatch at microsecond-scale
intervals. The corresponding CPU utilization as a function of the inter-transaction
delay, shown in Figure 7.8, confirms that system load is directly correlated with the
rate of AXI4-Lite transactions. CPU usage increases sharply for shorter sleep dura-
tions, reaching saturation at low delay values, where interrupt latency and context-
switch overhead dominate. Conversely, at longer delays exceeding 1ms, the CPU
load converges toward idle levels as the transaction frequency decreases. Overall, the
results demonstrate that the AXI4-Lite communication path scales efficiently with
the number of CPU cores but remains fundamentally limited by software-driven
transaction overhead and kernel-timing resolution.

7.3.2. Zero Inter-Transaction Delay

The following bar charts summarize the measured average and total frame rates for
different system configurations without any programmed inter-transaction delay. In
this test condition, all active CPU cores are fully loaded, allowing a direct assessment
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Figure 7.7: Achieved average throughput rate per EMCI [Mbps] as a function of the
programmed delay [µs].

Figure 7.8: Average CPU load [%] as a function of the programmed inter-transaction
delay [µs] between requests.
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of the achievable throughput and scalability of the implemented AXI4-Lite eLink
accessor.

As shown in Figure 7.9, configurations with one, two, and three active EMCI con-
nections exhibit comparable average throughput. However, configurations with four
EMCIs exhibit a substantial deviation from this trend. This effect is likely attrib-
utable to the cumulative scheduling and synchronization overhead that arises when
all CPU cores are fully utilized. In contrast, the configuration with 8 and 12 act-
ive EMCI exhibits a significant decrease in per-link throughput, as expected. The

Figure 7.9: The bar chart shows the average throughput [Mbps] per EMCI for different
system configurations with no delay between requests.

results presented in Figure 7.10 show that configurations employing the same num-
ber of CPU cores reach comparable maximum total frame rates, regardless of the
number of active EMCI links. In particular, all configurations using four CPU cores
converge to the same throughput ceiling. Therefore, increasing the number of links
from four to eight or twelve does not increase the total frame rate; it simply dis-
tributes it across more channels. This behavior is consistent with the decrease in
average per-link frame rate discussed earlier and correlates with limitations imposed
by CPU resources, not by the AXI4-Lite bus or the lpGBT data path. Overall, these
measurements show the intrinsic scalability boundaries of the AXI4-Lite-based eLink
accessor under maximum load conditions.
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Figure 7.10: The bar chart shows the total achieved throughput [Mbps] for different
system configurations with no delay between requests.

7.3.3. Stability Test

In addition, the system configuration with twelve EMCIs operating in parallel and
without programmed inter-transaction delay was operated continuously for 12 hours.
Throughout the test, no transmission errors, timeouts, missed interrupts, or syn-
chronization issues were detected, thereby validating the system’s stability during
continuous operation. As illustrated in Figure 7.11, the accumulated number of
successfully transmitted and received data frames during the test is presented and
demonstrates a linear progression, indicating that the scheduled transactions were
processed without interruption. In total, approx. 3246Gbit of data were received
error-free during the 12 hours.

7.4. Conclusion

The conducted benchmark study demonstrates that the EMP platform can reliably
operate with the intended maximum of 12 EMCIs. Across all evaluated configura-
tions, no transmission errors were detected, and all interrupt events were successfully
acknowledged within their expected timing windows, even under sustained high-load
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Figure 7.11: Data received without errors and missed IRQ over a period of 12 hours.

conditions. The study further verifies that the IC channel communication, imple-
mented as a dedicated software-firmware path, can operate concurrently with the
eLink transmission layers, without mutual interference. This confirms that the EMP
architecture supports stable parallel operations of multiple different communication
channels. It is important to note that the implemented test architecture inten-
tionally prioritizes simplicity, transparency, and deterministic behavior over raw
performance.

However, despite the robustness and deterministic behavior of the evaluated setup,
several fundamental limitations emerge from the chosen AXI4-Lite communication
approach. The protocol, while ideal for configuration and low-throughput con-
trol paths, inherently supports only single-beat transactions without burst capab-
ility. Each 32 bit access thus requires a complete handshake sequence, resulting
in high protocol overhead and limited bandwidth. Combined with the copy-based
access mechanism of the Linux UIO subsystem and the libuio library, which trans-
fers data between kernel and user space for each operation, the processing load
scales directly with transaction frequency. As a result, the achievable through-
put is primarily constrained by CPU resources rather than by the AXI4-Lite inter-
face.

These constraints make it challenging to handle more complex data structures, such
as FE protocols. Thus, supporting different FE types would require each subsys-
tem to implement its own custom protocol engines within the PL. This would con-
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sequently result in heterogeneous EMP configurations, increased firmware devel-
opment effort, and greater complexity in maintenance. Consequently, to ensure
long-term maintainability and scalability of the system, a more flexible and effi-
cient bus between the PS and PL is desirable, which provides higher throughput,
structured frame handling, and reduced CPU utilization. In this context, AXI4-
based transactions, with their burst-capable data paths and the ability to eliminate
copy overhead between user and kernel space via DMA, offer a promising alternat-
ive.

Xilinx DMA IP Solutions

To overcome the intrinsic performance limitations of the AXI4-Lite-based eLink ac-
cessor, several Xilinx DMA IP-cores were evaluated as potential alternatives. The
most relevant options, the AXI DMA [96] and AXI Central DMA [97] IP-cores, are
both designed to provide high-throughput data movement between memory-mapped
AXI4 interfaces and AXI4-Stream endpoints. Both cores offer mature, feature-rich
implementations that sustain high transfer rates in SoC designs.

However, their architectural paradigm is optimized for generic memory-to-memory
or memory-to-stream communications. Integrating these IP-cores into the EMP ar-
chitecture would require additional translation logic to convert between the AXI4-
Stream interface and the lpGBT-specific frame format. Furthermore, the Xilinx
DMA solutions are accompanied by extensive software stacks that rely on the
DMA-Engine framework for their configuration and control. While this abstraction
simplifies integration for most applications, it also introduces significant overhead
and limits flexibility. The driver hides many low-level transaction configuration op-
tions, making it difficult to implement specific, tailored control logic. In addition,
both cores have a comparatively large resource footprint in terms of Lookup Tables
(LUTs), Flip-Flop (FF), and Block RAM (BRAM), which conflicts with the available
resources on the EMP, especially given the need for up to twelve independent data
paths. Consequently, despite their technical capabilities, the Xilinx DMA IP-cores
were deemed unsuitable for the targeted application, which prioritizes simplicity,
resource efficiency, and low driver overhead.

These factors contributed to the decision to implement a customized DMA solution,
the Slow-Control Direct Memory Access IP-core, explicitly designed to meet the re-
quirements of the EMCI–EMP architecture. In contrast to generic Xilinx implement-
ations, the SC-DMA IP-core provides a tightly integrated, low-overhead data path
between PS and PL, with structured frame handling aligned with the lpGBT pro-
tocol and a minimal driver interface. The subsequent chapter will present the design,
architecture, and validation of the SC-DMA IP-core in detail.
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8. The Slow-Control DMA
Subsystem

The benchmark study presented in the previous chapter highlights a central limita-
tion of the EMCI-EMP communication architecture. Since the selected AXI4-Lite-
based approach imposes strict bounds on throughput and transaction concurrency
at the PS-PL interface, it fundamentally constrains the achievable system perform-
ance. Consequently, access to the eLink data path would require substantial custom,
FE-specific logic. This, in turn, leads to fragmented firmware deployments, in which
each subsystem integrating the EMCI-EMP system must implement its own dedic-
ated PS-PL interface and control stack, reducing standardization across deployments
and significantly increasing long-term maintenance effort.

Figure 8.1: Software, firmware and hardware layers of the SC-DMA based FE eLink
communication stack.

To overcome these limitations and address the absence of suitable COTS Data-
Movement IP-cores, a Slow-Control Direct Memory Access (SC-DMA) subsystem
has been developed. It implements a generic, high-performance lpGBT-compatible
communication framework that enables the efficient transfer of slow-control FE data
between the PS and the PL. The subsystem comprises a custom-developed DMA
IP-core that implements the high-throughput data mover and a complementary cus-
tom Linux kernel module that provides a unified software interface for configuration,
control, and data transfer. Figure 8.1 situates these components within the FE eLink
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communication application stack of the EMCI-EMP software and firmware architec-
ture and shows how they integrate with the surrounding layers.

This chapter first outlines the functional requirements that were defined and adhered
to throughout the development process. Next, the architecture and internal func-
tional units of the IP-core are discussed, followed by a description of the simulation
and validation testbench used for verification. Finally, the functionality and software
interfaces of the developed kernel module are discussed.

8.1. Design Requirements

The SC-DMA subsystem was designed based on a set of functional and non-functional
requirements, tailored to the EMCI-EMP system. The most important design
guidelines and target features relevant to integration, robustness, and operational
reliability are outlined below:

• Integration and Compatibility: To ensure interoperability, the core must
integrate seamlessly into the existing EMP FPGA firmware reference frame-
work. Therefore, it must implement interfaces that enable seamless integration
with the eLink data interfaces of the emp-lpgbt IP-core, and implement the
system memory interface according to the FPGA’s specifications.

• eLink Frame Format: The design must incorporate a flexible parameter-
ization concerning the various eLink configurations of the connected EMCI,
and consequently, the associated lpGBT frame format. The objective of this
parameterization is to enable the IP-core to deserialize downlink eLink frames
into lpGBT-compliant frames and to recover and serialize data from incoming
lpGBT frames into eLink frames.

• Resource Efficiency: FPGA resource utilization should be minimized to
achieve a balance between functionality, performance, and area efficiency. The
scalability of the IP-core must be evaluated for various parallel EMP-EMCI
link configurations to ensure the EMP FPGA reference firmware, including
12 SC-DMA instances, still fits the available resources of the EMP PL. Con-
sequently, the use of lightweight logic constructs is recommended wherever
feasible to minimize resource consumption.

• Error Detection and Reporting: The core should include mechanisms
that can detect and report data transmission errors. This includes timeout
events that indicate stalled communication or protocol violations in received
data streams. Detected errors should be reported through a dedicated status
register.
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• Fault Recovery and Watchdog Supervision: To enhance the system’s ro-
bustness, a functional unit capable of recovering from unexpected fault states,
such as stalled FSMs, should be implemented. If inactivity or protocol vi-
olations are detected, an internal recovery mechanism should reinitialize the
affected logic blocks, allowing the system to resume regular operation.

• Software Overhead: The IP-core should be designed to minimize the soft-
ware overhead for control, configuration, and monitoring, limiting it to a small,
well-defined set of instructions. Similarly, the corresponding Linux kernel mod-
ule should be lightweight, providing only the essential abstractions necessary
for reliable and efficient operation.

By adhering to these guidelines, seamless integration of the SC-DMA subsystem
into the EMCI-EMP architecture can be ensured. In addition, they ensure that
the core delivers robust, resource-efficient data transfer, preserves configurability to
accommodate diverse lpGBT configurations, and keeps the software control layer
lightweight and maintainable.

8.2. Architectural and Functional Overview

The SC-DMA IP-core is a custom firmware design developed to extend the EMCI-
EMP ecosystem by providing a scalable, high-throughput data path for eLink access
via system memory. The core is equipped with two 128 bit-wide, AMBA-compliant
AXI4 interfaces: one for reading from system memory and the other for writing to
it. Additionally, the core implements interfaces for integration with the emp-lpgbt
IP-core, thereby supporting the lpGBT frame format.

The architectural design of the SC-DMA IP-core comprises six functional units, each
with a clearly defined role within the high-speed slow-control data path. Figure 8.2
shows the architectural design and outlines the overall structure, communication in-
terfaces, and the interconnections between the individual units.

The SC-DMA IP-core separates the uplink and downlink data paths into distinct
chains, with each chain implementing its own dedicated AXI4 and emp-lpgbt facing
interface. The downlink path consists of the AXI4-Read Engine, which retrieves
eLink data frames from system memory, and the Downlink Frame Assembler, which
formats eLink data into lpGBT-compliant downlink frames. Conversely, the uplink
path consists of the Uplink Frame Collector, which monitors incoming lpGBT uplink
frames to recover eLink data frames, and the AXI4-Write Engine, which commits the
recovered eLink data frames to the designated memory region.
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Figure 8.2: An architectural overview of the SC-DMA IP core and its constituting
functional entities, including their basic interconnections.

In addition, two dedicated units, the Watchdog and the Configuration Interface,
implement the IP-core’s control and supervisory functionality. The Configuration
Interface implements an 32 bit-wide AXI4-Lite-based register map interface that
exposes a comprehensive set of registers, enabling the control and monitoring of
the SC-DMA core. The Wachtdog, on the other hand, serves as the supervisory
unit of the SC-DMA core. It continuously monitors ongoing transactions to verify
completion within predefined timing constraints. In case of a system timeout, a
stalled FSM, or a protocol violation, the Watchdog initiates automatic recovery to
restore proper operation. Furthermore, it governs the generation and handling of
IRQs, ensuring reliable interaction with the PS.

The subsequent subsections will provide a comprehensive overview of the operational
behavior and functionality of each architectural unit. However, it is first necessary
to examine the configuration and parametrization that enable the IP-core’s adher-
ence to the lpGBT frame format, thereby enabling the interpretation and alignment
of lpGBT frames. Given that the lpGBT protocol supports flexible eLink mapping
and variable per-link data width, the core must reflect the exact configurations of
the connected hardware, thereby ensuring that the data fields extracted from or
inserted into lpGBT frames correspond to the expected eLink and eGroup assign-
ments.
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8.2.1. SC-DMA Customization GUI

The SC-DMA IP-core features a GUI that allows customization of each instance
via pre-synthesis generic parameters, as illustrated in Figure 8.3. The GUI enables
configuring the AXI4-Lite base address of the Configuration Interface, the AXI
transaction identifier, the eLink frame delimiter, and parameterization of each uplink
and downlink eGroup. During synthesis, the settings are propagated as VHDL
generics, ensuring that each instantiated core operates according to the required
hardware parameters.

Figure 8.3: Overview of the customization GUI of the SC-DMA IP-core. The GUI
enables the parametrization to meet operational requirements for integration with lpGBT
hardware and within EMP firmware.
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The available configuration fields are summarized as follows:

• BaseAddr: Defines the memory-mapped address of the AXI4-Lite Configur-
ation Interface. The address must be unique for each instantiated SC-DMA
core and must be aligned with the Vivado address space configuration. This
ensures correct address decoding and non-overlapping register access within
the system memory map. The alignment ensures that the PS can reliably ac-
cess each instance’s control and status registers via AXI interconnects without
contention or address ambiguity.

• AXI ID: Specifies the identification tag the core uses for AXI4 transactions:
AWID, BID, ARID, and RID. This tag guarantees the association of read and write
operations initiated by each SC-DMA instance in shared or multi-master AXI
environments. Assigning distinct tags to multiple DMA instances connected to
the same interconnect or memory bus ensures that responses can be correctly
matched to their originating requests. Thus, transaction integrity is preserved,
and interconnect-level conflicts during concurrent data transfers are prevented.

• eGroup Configuration: Defines the eGroup configuration of the connected
EMCI hardware for both uplink and downlink directions. Each eGroup can
be configured independently to contain one, two, or four active eLinks, or be
disabled entirely. The configuration delineates the position and field width of
each active eLink within the lpGBT frame (see Table 5.3). An increase in the
number of eLinks per eGroup results in a reduction of the bandwidth available
per eLink, whereas a decrease leads to an increase in the bandwidth per eLink.
The configuration ensures the correct interpretation and alignment of eLink
data within the lpGBT uplink and downlink frames.

• eLink Frame Delimiter: Defines the Start Byte and End Byte delimiters,
which specify the unique byte patterns used to identify the beginning and end
of an eLink frame in the uplink data streams.

8.2.2. Configuration Interface

The Configuration Interface serves as the control and status interface between the
PS and the SC-DMA IP-core. It provides a structured set of memory-mapped re-
gisters that enable software to manage DMA address configuration, trigger transac-
tions, read back status and error information, and acknowledge IRQs. The register
map interfaces with the PS using the AXI4-Lite protocol and was designed using
AirHDL. An overview of the implemented registers, including their offsets, types,
and access, is shown in Figure 8.4. The available registers are summarized as fol-
lows:
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Figure 8.4: Overview of the AXI4-Lite register map. This map describes the
implementation of the configuration and monitoring interface of the SC-DMA IP-core. It
shows each register’s offset, name, and access properties.

• START: Configured to implement a single usable bit, which, when set to a
logic high, initiates a DMA transaction. After the transfer is initiated, the
internal state machines automatically execute the entire transaction. The bit
is automatically cleared after one clock cycle.

• BUSY: Reading back the register indicates the current operational state of
the DMA engine. To ensure the engine is idle, the software must poll this
register before initiating a new transfer.

• SRC_ADDR: Configuration register that stores the 32 bit source memory
address from which data is read during a DMA transfer. The register must be
configured before asserting the START signal.

• DST_ADDR: Configuration register that stores the 32 bit destination memory
address from which data is read during a DMA transfer. The register must be
configured before asserting the START signal.

• STATUS: Provides transaction-related status information and error flags, in-
cluding the last status of both the AXI4-Read and Write Engine, the AXI slave
response indicating transmission status (via the RRESP/BRESP channel), a flag
indicating observed timeouts, a dedicated flag indicating if a recovery was ex-
ecuted, and the IRQ acknowledge delay. The register is automatically updated
during runtime, and the software must poll it after the IRQ is processed.

• ACK: Interrupt acknowledgment register. The register is configured to im-
plement a single usable bit. When this bit is set to a logic high, it clears
the pending interrupt flag and re-arms the interrupt controller for subsequent
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events. The register must be written during IRQ handling and before initiat-
ing another AXI transaction. The register is automatically cleared after one
clock cycle.

• RESET: The register enables a soft-reset mechanism for the AXI engine.
Writing a logic high resets the internal control logic, the various FSMs, and
registers to their default state. The register is automatically cleared after one
clock cycle.

In summary, the AXI4-Lite Configuration Interface provides a streamlined, robust
command interface between the PS and the SC-DMA core. By abstracting the
complex AXI transactions into a minimal register protocol, software interactions
are minimized, and the design goals of scalability and fault transparency are con-
sidered.

8.2.3. Watchdog

The Watchdog serves as the supervisory control unit of the SC-DMA IP-core. It
ensures operational integrity by monitoring the state and progress of the AXI4-
Read and AXI4-Write Engines to detect stalled behavior or transmission errors. In
addition, the Watchdog is responsible for controlling IRQs and their acknowledg-
ment.

Before a transaction begins, the Watchdog remains in the IDLE state. During this,
all internal counters are cleared, and no interrupt is asserted. When a transaction
is triggered, the Watchdog marks the DMA engine as busy and moves into the
supervisory phase. There, the states of the read and write engines are continuously
monitored, along with their activity durations. If both engines complete within their
specified time limits, the transaction is marked as successful; if either engine fails to
finish within its specified time window, a timeout condition is raised. In both cases,
whether due to regular completion or timeout, the watchdog captures a summary
of the transaction and writes it to the status register. Thereafter, the Watchdog
transitions to the notification state, signaling completion via an IRQ. The kernel
driver then has to acknowledge the IRQ and read back the status register. Only
then can the Watchdog advance execution and either enter a recovery sequence if
a timeout is detected or return to the IDLE state if the transaction was completed
successfully. This "handshake" ensures that the software is explicitly informed of the
last transaction, regardless of whether an error was detected.

If the transaction summary indicates a timeout, the Watchdog enters the recov-
ery phase after the handshake completes. It then asserts a dedicated reset signal
towards the SC-DMA logic to reset the FSMs, buffers, and FIFOs. The reset is
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Figure 8.5: Simulation of an AXI-Read Engine timeout and the automated recovery
sequence initiated through the Watchdog. It is shown that the transmit timeout counter
increases until it reaches the configured limit TX LIMIT, upon which the Watchdog leaves
the DMA BUSY state and enters the notification state WAIT_ACK, asserting the IRQ. When
the software acknowledges the IRQ (ACK) and the STATUS STROBE signals that the status
register got read, the watchdog transitions to the RESET state, asserts the RST_WD, and
forces all DMA FSMs to return to IDLE, restoring the SC-DMA subsystem to a
well-defined state.

held for a predefined number of clock cycles, and upon release, the watchdog re-
mains in the recovery state for the same number of clock cycles to allow the FIFOs
to be reinitialized. Thereafter, the watchdog returns to the IDLE state, checks
both AXI4 engines to clear the busy flags, and becomes available for new transac-
tions.

Overall, the watchdog FSM provides a structured supervision scheme that com-
bines monitoring, time-failure detection, software notifications, and autonomous re-
covery. This underscores the robustness requirement of the SC-DMA subsystem,
particularly in fault conditions that otherwise would leave the data path in an un-
defined or stalled state. The corresponding VHDL implementation is provided in
Appendix C.1.

8.2.4. AXI4-Read Engine

The AXI4-Read Engine implements the data-acquisition path of the SC-DMA IP-
core and manages the transfer of eLink data from system memory into the PL for
downlink transmission. Before the start of a transaction, the kernel driver must
write a descriptor containing the source memory address to the SRC_ADDR register.
Then, upon a triggered transaction, the AXI4-Read Engine automatically requests
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a fixed burst of 16 data words from the designated source address, with each data
beat corresponding to a single 128-bit eLink frame. Consequently, the entire burst
transfers 16 eLink frames, i.e., the maximum number available per lpGBT. Due to
strict memory alignment in both firmware and software, and to the AXI interface
incrementing addresses during a burst transaction, the frames can be identified
through their consecutive memory locations. That means eLinks are to be indexed
by their memory offset from the base address, eliminating the need for additional
headers or control information within the data stream.

Functional Description

The control logic of the AXI4-Read Engine is implemented as a four-state FSM
synchronized with the 100MHz AXI clock domain, as detailed in Appendix C.2.
During the inter-transaction phase, the engine remains in the IDLE state and waits
for the transaction trigger from the AXI4-Lite Configuration interface. As shown in
Figure 8.6, upon reception, the AW-channel transaction parameters are configured,
including the source address and burst length, and the ARVALID flag is set to initiate
the address phase. Should the memory controller or AXI interconnect already have
asserted ARREADY, the FSM will directly raise the RREADY flag to signal it is ready
to receive data and will immediately transit to the read phase; otherwise, the FSM
enters an intermediate handshake phase in which ARVALID remains set until the
request is accepted, and only then RREADY is asserted.

Figure 8.6: Address phase of the AXI4-Read Engine. Upon detection of the START bit,
the engine leaves the IDLE state, configures the AXI AR-channel, and asserts ARVLAID.
The handshake is complete when ARREADY is asserted from the slave, after which the
Read Engine transitions to the READ state.

During the read phase, as shown in Figure 8.7, the engine maintains the RREADY
signal asserted while concurrently monitoring the RVALID channel to capture incom-
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ing data beats. In addition, the RRESP channel is observed throughout the read
phase, and upon a transaction error, the corresponding read-response field of the
status register is set accordingly. It should be noted that the read engine super-
vises the entire transaction, but the received valid data beats are interfaced directly
with the Downlink Frame Assembler for subsequent frame formatting. Upon re-
ception of the final data beat, the FSM de-asserts the RREADY signal, enables the
Uplink Frame Collector, and moves to the final FSM stage. The FSM stalls until
the Watchdog enters the notification stage, thereby signaling the transaction’s com-
pletion. The AXI4-Read Engine then returns to the IDLE state, where all process
parameters are cleared, and the engine remains re-armed for subsequent transac-
tions.

Figure 8.7: Read-data phase of the AXI4-Read Engine following a successful address
phase. With RREADY asserted, the engine marks itself ready for the reception of data. The
engine accepts 128 bit data beats on RDATA whenever RVALID is high, while RID and
RRESP confirm the transaction identifier and the read response, respectively. The Read
Engine remains in the READ state until the final beat of the burst and only then moves to
FINISHED.

Overall, the AXI4-Read engine implements a well-structured FSM that ensures com-
pliance with the AXI4 specification and enables a deterministic, high-throughput
data flow between the PS and the PL. In addition, the combination of fixed-burst
transactions, strict address alignment, and autonomous control minimizes PS inter-
vention and improves efficiency for repetitive downlink data transfers.

8.2.5. Downlink Frame Assembler

The Downlink Frame Assembler implements the lpGBT frame generation entity of
the SC-DMA IP-core. Its primary task is to format the eLink frames received from
system memory into lpGBT-compliant downlink frames. To this end, the Assembler
is implemented as an AXI clock-domain-synchronous FSM that manages the capture
and buffering of data from the RDATA channel, the deserialization of eLink frames,
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and the parallel assembling of lpGBT downlink frames. Since both the deserializa-
tion and assembling of lpGBT frames are implemented sequentially, an additional
dual-clock FIFO was implemented. This FIFO serves as a buffer that temporarily
stores all assembled downlink frames until packaging is complete. At the same time,
it synchronizes the buffered frames to the 40MHz clock domain to interface them to
the emp-lpgbt IP-core. Figure 8.8 illustrates a simplified abstraction of the Downlink
Frame Assembler, depicting the deserialization and assembly process. The corres-
ponding VHDL source code can be found in Appendix C.3.

Figure 8.8: Abstract representation of the lpGBT frame assembly process performed by
the Downlink Frame Assembler. The process extracts data slices from each buffered
eLink according to the specific eGroup configuration and the related eLink field width,
and copies them to their target positions within the lpGBT downlink frame. The bit-field
widths shown are chosen for illustration only and are selected arbitrarily.

Functional Description

The Assembler remains in the IDLE state until the AXI4-Read Engine asserts the
RREADY signal, thereby signaling readiness to receive data from the memory con-
troller. As illustrated in Figure 8.9, the FSM moves into the CAPTURE phase when
detecting RREADY, and it starts monitoring the RVALID signal for valid data beats on
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the RDATA channel. Upon reception, each valid 128 bit word is stored sequentially
into a dedicated array structure, ensuring the indexed buffering of the entire 16-beat
data burst. Upon completion of the read phase, the FSM autonomously transitions
to the SORT phase for subsequent deserialization and packaging.

Figure 8.9: After the Assembler leaves the IDLE state and enters the CAPTURE phase, the
valid data beats on RDATA are stored into successive entries of the BUF array until the end
of the burst is detected through RLAST.

During the SORT phase, the Assembler performs a controlled deserialization of the
buffered eLink data to assemble lpGBT-compliant downlink frames. Based on the
eGroup configuration determined during synthesis from the VHDL generics ob-
tained from the customization GUI, a configuration table was derived that specifies,
for each active eLink, the corresponding group assignment, eLink index, and field
width within the downlink frame. Owing to strict memory alignment, the use of
address-incremental AXI bursts, and sequential buffering during the CAPTURE phase,
the Assembler can iterate over this table and process only dedicated array indices,
implicitly discarding any data that may have been written to non-active memory
locations. For each table entry, the Assembler can therefore compute the target
position within the lpGBT frame and copy the corresponding data slice from the
buffered eLink frame to that destination. In addition, a dedicated per-frame pointer
tracks the already consumed data and is shifted accordingly to the field width after
each copy operation.

Once the configuration table has been fully traversed, the FSM transitions to the
WRITE phase, where the assembled lpGBT frame is written to the FIFO. The FSM
then returns to the SORT stage to generate the next frame. This cycle repeats until
all buffered eLink frames have been fully deserialized and packed into downlink
frames. Only after the final frame has been processed, the FSM asserts the SEND
DATA flags and returns to the IDLE state. Figure 8.10 illustrates the simulation of
such a SORT/WRITE cycle, showing assembly of an lpGBT frame and its subsequent
transfer to the FIFO.

Since the FIFO is implemented as a dual-clock FIFO that synchronizes the buffered
lpGBT frames into the emp–lpgbt timing domain, the readout must be controlled
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Figure 8.10: Single cycle of the SORT/WRITE of the Downlink Frame Assembler. After
collecting eLink frames, the Assembler enters the SORT state, where it deserializes the
buffered data into an lpGBT-compliant downlink frame lpGBT FRAMES. Once the frame is
assembled, the FSM transitions to WRITE and asserts FIFO WR ENABLE, causing the 32 bit
lpGBT frame on FIFO DIN to be consumed by the FIFO.

by a process operating in this specific domain. To this end, the SEND (AXI ACLK)
flag asserted by the Assembler is first transferred from the AXI clock domain to the
40MHz emp–lpgbt clock domain via a dedicated synchronizer, yielding the SEND (40
MHz) signal. As shown in Figure 8.11, once the SEND DATA SYNC flag is detected,
a dedicated FIFO readout process asserts the READ ENABLE signal and initiates a
structured readout of the FIFO content until it is completely drained. The resulting
lpGBT frames are streamed directly to the external data ports of the SC-DMA
IP-core, which are intended to be connected to the emp–lpgbt IP-core. As soon as
the read interface indicates that the FIFO is empty, the read process de-asserts the
read-enable signal. The Assembler FSM then clears the SEND flags, thereby leaving
both the FIFO readout process and the Assembler FSM re-armed for subsequent
transactions.

Figure 8.11: Simulation of the send process for downlink lpGBT frames. The SEND (40
MHz) flag synchronized from the SEND (AXI ACLK) flag set through the Assembler FSM
enables the FIFO read controller, which asserts FIFO RD ENABLE and streams the 32 bit
data frames on FIFO DOUT as long as FIFO RD VALID is high. The data are forwarded
directly to the DOUT bus for interfacing with the emp-lpgbt IP-core.

In summary, the Downlink Frame Assembler serves as an intermediary between
the eLink data frames and lpGBT-compliant downlink frames. The implemented
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FSM provides a deterministic mapping between the two frame formats, enabling
streamlined data alignment and full protocol compliance.

8.2.6. Uplink Data Collector

The Uplink Data Collector is the counterpart to the Downlink Frame Assembler.
In contrast to the Downlink Frame Assembler, which deserializes eLink frames into
lpGBT-compliant frames, the Uplink Data Collector extracts valid eLink patterns
from the continuous lpGBT uplink stream and recovers the eLink frames through
structure serialization. To this end, the Collector evaluates every active eLink chan-
nel in parallel within a dedicated logic block. This parallel topology is determined
during synthesis using a configuration table similar to that used by the Downlink
Frame Assembler. The table is derived from the VHDL generics specifying the
uplink eGroup configurations.

Figure 8.12: Abstract representation of the frame collection process implemented by the
Uplink Frame Collector. For each lpGBT uplink eGroup, incoming eLink channels are
continuously scanned to identify valid frame start (S) and end (E) delimiters. Upon
detection of the start delimiter, the data patterns (8 bit, 16 bit and 32 bit) are buffered
into a 3D array until the end delimiter is received. The frames are stored in the array
such that their locations can later be used to determine the eGroup association and
eLink index.

The recovered eLink patterns are buffered in a 3D array that assigns a dedicated
column to each eLink index, with the depth sized to match the width of the corres-
ponding eLink data field, enabling sequential, structured buffering of the extracted
patterns. This enables the deterministic reconstruction of each eLink frame after it
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has been fully collected. The recovered frames are finally written to a dual-clock
FIFO that synchronizes between the 40MHz and 100MHz timing domains to in-
terface with the AXI4-Write Engine. Figure 8.12 illustrates a simplified abstraction
of the Uplink Frame Collector, depicting the extraction from the lpGBT uplink
frame and the reconstruction of the eLink frames. The full VHDL listing of the
implemented FSM is given in Appendix C.5.

Functional Description

Once the collector has been activated, the FSM transitions from IDLE to the COLLECTION
stage, and each dedicated logic block begins monitoring its eLink channel within the
lpGBT uplink frames, searching for valid eLink data. As soon as the start-of-frame
delimiter is detected on a channel, the respective status is set to active, and data
patterns from subsequent frames are written directly into the 3D array. Each lo-
gic block remains in this capture mode, appending data to the corresponding array
column until the end-of-frame delimiter is detected. The channel’s status is then
set to finished, and the respective logic block remains stalled till all remaining act-
ive channels have terminated. Figure 8.13 summarizes this parallel capturing phase
based on simulation results. To protect the capture phase against overflow condi-

Figure 8.13: Simulation of the Uplink Collector during the COLLECT phase. Incoming
224 bit lpGBT frames on DIN are monitored per eLink channel, with each per-channel
state transitioning from LS_IDLE to LS_ACTIVE once valid frame patterns have been
detected. Subsequent data patterns are directly written to the BUF array while the status
of each link is recorded in the LINK STATE. The Collector remains in the COLLECT phase
until all active logic blocks LS_FINISHED.

tions or stalled channels, the FSM implements dedicated protection mechanisms.
Suppose the buffer depth of a lane exceeds its predefined maximum of 128 bit, the
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channel state is set to ERROR, and the corresponding link status is set to OVERFLOW,
terminating operation of the affected logic block. In parallel, an external timeout
controller supervises the overall collection process and prevents the logic blocks from
remaining indefinitely in an active state. Suppose data collection is not completed
when the predefined timeout expires, the link status of all active links is set to
TIMEOUT, and the affected logic blocks are terminated. These mechanisms ensure
the deterministic termination of each logic block, even under degraded link condi-
tions or in the presence of corrupted data.

Figure 8.14: Uplink Collector FLATTEN/WRITE FIFO sequence. After all active frames
have been collected, the Collector first flattens the eLink frames into a 224 bit vector and
concatenates the 32 bit metadata vector. Then the resulting 256 bit word is written to
the FIFO, after which the remaining frames are processed in the same manner. Once all
received frames are pushed to the FIFO, the Collector transitions into the FINISHED state.

Once all logic blocks have either completed successfully or been fault-terminated, the
FSM proceeds to the frame reconstruction stage. During this, the Collector iterates
over the configuration table and sequentially reconstructs each eLink frame from the
respective patterns buffered in the 3D array into a 224 bit vector. In addition, for
each reconstructed eLink frame, a 32 bit metadata header is generated that contains
the eGroup and eLink identifiers, the link status, and the data bit count. The header
is concatenated with the flattened eLink frame to form a 256 bit frame, which is
subsequently written to the dual-clock FIFO. The total frame length of 256 bit was
selected because the eLink frame already occupies 128 bit, and concatenating any
header would yield an unfavorable overall frame length. Since a width of 256 bit
corresponds to two AXI data beats on the implemented 128 bit wide bus, this width
was deemed the most reasonable to transmit the eLink frame including a metadata
header.

Figure 8.14 shows the simulation of the "FLATTEN/WRITE FIFO" sequence that is
executed in a loop till all frames are reconstructed and written to the FIFO. Only
then the collector signals completion to the AXI4-Write Engine and returns to its
IDLE state, awaiting the following enable command.
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8.2.7. AXI4-Write Engine

The AXI4-Write Engine serves as the counterpart to the AXI4-Read Engine, man-
aging the transfer of received eLink frames into system memory, implementing the
same 128 bit-wide, AMBA-compliant AXI4 interface. The embedded logic is man-
aged by a dedicated FSM, synchronized to the 100MHz AXI clock domain, that con-
trols the entire transaction sequence, encompassing the address, data, and response
phases; Appendix C.4 contains the corresponding VHDL code.

Functional Description

Upon completion of the Uplink Frame Collector, a DONE flag signals that the re-
constructed frames have been written to the FIFO and can now be committed to
system memory. Once the flag is detected, the write engine calculates the required
burst length based on the FIFO occupancy.

Figure 8.15: Address phase of the AXI4-Write Engine. When the uplink Collector
signals completion (COLLECTOR DONE), the write engine configures the AXI AW-channel,
asserts AWVALID, leaves IDLE, and enters the HANDSHAKE state. The transaction is
accepted once AWREADY is asserted. At this point, the engine is ready to stream the data
beats and transitions to the WRITE stage.

As shown in Figure 8.15, the FSM directly prepares the AXI AW-channel, using the
memory address stored in the DST_ADDR register and the calculated burst length, and
asserts the AWVALID signal. In parallel, the first 256 bit word is already read from the
FIFO, and the AXI4 W-channel is prepared accordingly. Consistent with the AXI4-
Read Engine, the FSM will directly move to the write phase in case the memory
controller or interconnect already has asserted AWRREADY and the handshake com-
pletes immediately; otherwise, the FSM will enter an intermediate handshake phase,
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in which AWVALID remains asserted until the request is accepted. The prepared W-
channel maintains the WREADY signal and the WDATA channel stable until the address
phase is finished, and the first write handshake is completed.

Once the address phase is completed, the FSM moves to the data phase, where it
continuously drives the AXI4 W-channel and streams the FIFO content into sys-
tem memory. To enable a continuous data stream, the engine alternates between
transmitting the lower and upper 128 bit of each 256 bit FIFO data word while,
in parallel, fetching the next word from the FIFO. Figure 8.16 illustrates the in-
terleaved process that ensures data is present on the AXI W-channel without idle
cycles, thereby maximizing bus utilization.

Figure 8.16: Write phase of the AXI4-Write Engine. During the WRITE state, the engine
asserts WVALID and drives 128 bit words on WDATA, sourced from the 256 bit FIFO output
FIFO DOUT. The process interleaves the FIFO so that the next data word is already read
as soon as the previous data word is transmitted, ensuring continuous streaming of data
beats on the AXI bus as long as WREADY is asserted by the slave. The final data beat is
marked through WLAST, upon which the FSM transitions into the response phase.

As shown in Figure 8.17, on the final beat of the burst, the FSM asserts WLAST to
mark the end of the transfer and then transitions into the response phase. There,
the handshake of the last transmitted data beat is checked, and only then the
BREADY signal is asserted. The FSM awaits now the response from the memory
controller, and as soon as BVALID is detected and BRESP indicates successful com-
pletion, the FSM writes the appropriate write response field of the status register
and then transitions into the final state, where it remains stalled until the Watch-
dog enters the notification stage, signaling transaction completion. Only then the
AXI4-Write engine returns to the IDLE state, re-armed for subsequent transactions.
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Figure 8.17: During the response phase, the engine checks for the final handshake on
the last data beat of the write phase and only after asserts BREADY. Next, the engine
waits for a valid response BVALID and BRESP confirming the successful completion of the
burst write to system memory, and then transitions into the Finished state.

8.3. Testbench

To verify the functionality, timing behavior, and multi-channel concurrency of the
SC-DMA IP-core, a simulation testbench was developed. This testbench is based on
a block design that implements multiple SC-DMA instances, which are connected
via AXI interconnect to a single memory subsystem. The objective was to replicate
the EMP’s architectural characteristics to create a simulation and debugging envir-
onment that closely resembles the real hardware deployment.

The implemented block design, as shown in Figure 8.18, instantiates six independent
SC-DMA IP-cores that are connected to a shared memory model via AXI Crossbar
IP-cores [98]. The EMP itself offers up to four AXI-FPD HP slaves for interfacing
with the system memory. In the target firmware, up to 12 SC-DMA instances are
foreseen, which corresponds to 24 AXI masters that must be distributed across
these HP slaves. For the testbench, six SC-DMA IP-cores were chosen to emulate
half of the maximum configuration while already reproducing the intended per-
interconnect-fan-out and arbitration behavior. To this end, four dedicated AXI
Crossbar IP-cores are used, evenly distributing the 24 masters so that each AXI
HP slave serves a total of six SC-DMA master interfaces. Since the testbench is
intended to resemble the actual hardware configuration, the six SC-DMA IP-core
are connected via two AXI Crossbars to independent AXI Block RAM Controller
IP-cores [99], each of which is connected to an independent port of the implemented
memory model. The memory model itself is implemented using a pre-programmed
Block Memory Generator IP-core [100] that provides data frames to the AXI4-Read
engine during simulation and accepts write-back traffic from the AXI4-Write engine.
Additionally, two AXI Verification IP-cores [101] are integrated as protocol monitors,
one between each AXI Crossbar and Block RAM Controller. These Verification
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Figure 8.18: Block-level architecture of the SC-DMA validation testbench. Six
instances of the SC-DMA IP-core are instantiated in parallel, each connected via its
AXI4 master interface to the shared memory subsystem composed of a Block Memory
Generator and two AXI BRAM Controllers. Separate AXI Crossbars fan out the read
and write channels, enabling concurrent access to the same BRAM-based memory by all
SC-DMA instances. The integration of additional AXI Verification IP-cores into the
shared AXI bus enables transaction-level debugging and diagnostics of the AXI protocol
during simulation.

IP-cores are configured to pass-through AXI transactions, thereby analyzing the
transactions to provide transaction-level protocol debugging and detailed diagnostics
during simulation.

The simulation is implemented using a dedicated VHDL testbench that integrates
a stimulus process for each SC-DMA IP-core to manage AXI4-Lite register transac-
tions for configuring each instance and to trigger transactions via the Configuration
Interface. Before transactions are initiated, these processes configure their respect-
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ive SC-DMA instance by writing the source and destination address descriptors into
the core’s corresponding registers. Then, the START bit triggers the engine, and
each SC-DMA instance starts requesting data from the block memory, assembling
downlink frames, and streaming the lpGBT frames onto the dedicated downlink in-
terface. To emulate the commonly used hardware test setup that relies on the lpGBT
loopback mode (see Sec. 7.1.1), the testbench mimics this mechanism. Therefore,
each downlink frame is concatenated seven times into a 224 bit vector and returned
to the respective eLink data interface of the respective SC-DMA instance. The re-
ceived lpGBT frames are subsequently formatted back into eLink frames and written
back via the AXI4 write interface to the corresponding memory region of the block
memory.

Upon completion of a DMA transfer, the SC-DMA cores assert the IRQ lines, which
are monitored by the respective stimulus processes. The stimulus process imme-
diately acknowledges this by writing to the dedicated IRQ-clear register and sub-
sequently reading the status register. This re-arms the IP-core, thereby enabling the
simulation to process multiple consecutive transactions. Consequently, the model
facilitates verification of back-to-back operations, a critical component for evaluat-
ing the SC-DMA architecture under continuous, sustained loads. In summary, the

Figure 8.19: Transaction-level simulation of the multi-channel validation testbench.
The Figure shows the IRQ signals for each SC-DMA IP-core, along with the AXI
protocol view obtained from the AXI Verification IP-cores, which summarizes the activity
traced between the AXI crossbar master interfaces and the AXI BRAM Controllers. The
simulation is used to verify the AXI protocol compliance of the SC-DMA IP-core as well
as the arbitration, ordering, and latency behavior of the AXI Crossbars.

testbench provides a controlled and realistic environment for assessing both the stan-
dalone behavior of the SC-DMA IP-core and the concurrent operation of multiple
instances under conditions that closely resemble the EMP hardware architecture
and the commonly used test setup. As illustrated in Figure 8.19, the testbench en-
ables the systematic verification of AXI protocol compliance, arbitration behavior,
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latency, concurrency, and interrupt handling across all instantiated DMA channels.
Consequently, the testbench provides a robust platform for functional verification
and debugging of the SC-DMA IP-core.

8.4. Scalability Analysis

The evaluation of the SC-DMA IP-core resource footprint was conducted to assess its
feasibility for integration into the EMP FPGA firmware. Since the baseline firmware
already implements 12 IC channel pipelines, MGT instances, and lpGBT frame
encoding/decoding fabrics, resources are already constrained. In addition, extremely
high occupancy is, in any case, unfavorable, as it increases routing complexity and
restricts possible FE-specific additions.

Overall, the scaling of the SC-DMA IP-core’s resource footprint is mainly driven by
structures that are subject to specific configurations, primarily through the number
of active eLink channels. This applies to both the Downlink Frame Assembler and
the Uplink Frame Collector implementations, which provide per-channel logic, stor-
age structures, and other components that scale with the number of active eLinks.
Conversely, the AXI4-Read Engine, the AXI4-Write Engine, the AXI4-Lite Config-
uration Interface, and the Watchdog implement entirely static structures that are
mostly independent of the IP-core’s configuration. In the following discussion, there-
fore, only the Assembler and the Collector are reviewed in detail to determine their
specific resource scaling and to consider their timing behavior. Subsequently, the SC-
DMA IP-core is integrated into the EMP FPGA reference firmware, and the result-
ing post-implementation resource utilization is reviewed to confirm that the overall
footprint remains compatible with the available PL resources.

8.4.1. Frame Assembler: Resource and Timing Scaling

The Downlink Frame Assembler is designed to deserialize eLink frames and assemble
lpGBT downlink frames. This logic is implemented as a single block that is reused
for all eLinks, whereas the combinational logic remains effectively independent of
the number of active eLinks. The only structure that scales accordingly to the active
eLinks is the pointer array that marks the position of already consumed bits within
each eLink buffer. This results in a nearly linear increase in FF usage and negligible
LUT overhead.

However, the timing behavior of the implemented FSM is adversely affected by
an increasing number of eLinks. As summarized in Table 8.1, the frame assembly
latency grows approximately linearly with the number of active eGrops for a fixed
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number of eLinks per eGroup. This follows from the fact that the Assembler im-
plements only a single datapath, so exactly one eLink data slice is copied into the
lpGBT frame per clock cycle. Therefore, the number of clock cycles scales with
the total number of eGroups to be processed. At the same time, increasing the
number of eLinks per eGroup reduces the number of bits available per eLink within
each lpGBT frame. Consequently, the number of lpGBT frames that must be gen-
erated to transmit a complete eLink frame is doubled when 2 instead of 1 eLink
is active within an eGroup, and again if 4 instead of 2 eLinks are active within
an eGroup. The same factors also apply to the number of write cycles required to
push the generated lpGBT frames into the FIFO, further contributing to the overall
latency.

Latency [ns]

active eLinks / eGroups 1 2 3 4

1 800 960 1120 1280
2 1920 2560 3200 3840
4 5120 7680 10 240 12 800

Table 8.1.: Assembler latency for different combinations of active eGroups and eLinks.

Overall, the Downlink Frame Assembler is designed as a trade-off between resource
efficiency and assembly latency. Its single datapath architecture is highly resource-
efficient, but the assembly latency increases with the number of active eLinks and
eGroups. However, since the downlink path is not time-critical, the resulting latency
is acceptable and has been deliberately traded against the reduced resource us-
age.

8.4.2. Frame Collector: Resource and Timing Scaling

The Uplink Frame Collector is designed to process every received lpGBT uplink
frame on a cycle-by-cycle basis and therefore implements parallel datapaths to
handle each active eLink separately. Each of these datapaths is implemented as
a discrete logic block that handles the per-lane control paths, including collection,
buffering, state tracking, and pointer management. Since these logic blocks are rep-
licated for every active eLink and implemented as dedicated hardware, they primar-
ily drive the Collector’s resource footprint. As a result, with more active eLinks,
LUT usage increases approximately linearly, while collection latency remains stable
due to the parallel architecture.

The post-synthesis utilization results listed in Table 8.2, show how the LUT and
FF usage scale according to the number of active eGroups and eLinks. For a fixed
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eGroup configuration (1, 2, or 4 eLinks per eGroup), both LUT and FF utilization
increase almost linearly with the number of active eGroups. This results from the
fact that each additional eGroup adds a fixed number of additional eLinks, and
the logic blocks are replicated accordingly. Considering the scaling of LUT and
FF per active eLink, the numbers converge approximately to O(102) LUTs and
≈ 150−170 FFs per active link, especially for configurations with high eLink counts.
The consumption of LUTs can be, in general, attributed to each instantiated control
path and the flattening network, which concatenates the buffered eLink patterns into
the 224 bitvector. The consumption of FFs, on the other hand, is mainly dominated
by the per-channel frame buffer, which, although described as a multi-dimensional
array, is implemented as registers rather than block RAM.

1 eLink/eGroup 2 eLink/eGroup 4 eLink/eGroup

active eGroups LUT FF LUT FF LUT FF

1 278 421 388 563 728 1248
2 392 559 546 839 970 1414
3 511 696 904 1112 1492 1971
4 626 833 864 1392 1729 2521
5 747 969 1107 1665 2247 3072
6 928 1104 1366 1968 2599 3630
7 977 1239 1548 1280 3039 4173

Table 8.2.: Post-synthesis utilization table showing the LUT and FF scaling of the
Uplink Frame Collector for different eGroup configurations.

In summary, the Uplink Frame Collector features a parallel architecture in which
each eLink channel is processed by an independent control path. The resulting LUT
and FF utilization scales approximately linearly with the number of active channels,
with only a small additional overhead from global timeout and completion logic. In
contrast to the Downlink Frame Assembler, the trade-off between low latency and
resource efficiency was chosen in favor of low latency, as the Uplink Frame Collector
implements a time-critical path.

8.4.3. System-Level Resource Validation

To validate these scaling considerations at the system level, an upper-bound con-
figuration was implemented in the EMP FPGA reference design. For this purpose,
12 instances of the SC-DMA IP-core were integrated, each configured with 16 en-
abled uplink and 16 enabled downlink eLink channels. This reflects the settings
expected for the maximum link configuration in DCS applications. The correspond-
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Figure 8.20: Post-implementation resource utilization for the EMP FPGA reference
firmware design with 12 instantiated SC-DMA IP-cores.

ing post-implementation utilization, as shown in Figure 8.20, confirms sufficient
resource headroom for additional subsystems and future extensions. Moreover, the
intended operational scenarios do not foresee more than 10 parallel EMCI links
per EMP, thereby providing additional margin compared to the demonstrated con-
figuration. In summary, both the block-level scaling trends and the integrated
reference-design results demonstrate that the SC-DMA IP-core scales predictably
with the number of active eLinks and remains well within the available FPGA re-
source budget.

8.5. Kernel Driver

To complement the SC-DMA subsystem, a dedicated Linux kernel driver was de-
veloped. The primary objective is to provide a standardized interface to the SC-
DMA IP-core, enabling control, configuration, and monitoring through a determ-
inistic interaction model. The driver abstracts the DMA engine’s complexity into
a compact set of operations, facilitating integration into higher-level software com-
ponents, such as user-space libraries or applications. To this end, the driver imple-
ments a strict transaction model that avoids internal buffering, queues, or command
pipelines and instead exposes a thin abstraction layer.

The kernel module is implemented as a platform driver and is bound to the hardware
instances via their device-tree identifier (compatible = "elinkdriver"). During
probing, the driver maps the AXI4-Lite control register interface into kernel space,
installs an interrupt handler for DMA completion, and registers a character device
that serves as the user space access point.

The following subsections describe the main features of the kernel module, includ-
ing its character device, ioctrl interface, interrupt handling, and synchronization
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mechanism. The corresponding implementation of the features discussed is provided
in Appendix D.

8.5.1. Character Device Interface

Each SC-DMA instance is exposed as a standard Linux character device, provid-
ing the primary interface for interacting with the DMA engine. The associated file
operations open(), mmap(), and release() define the interactions and ensure that
memory allocations, register accesses, and synchronization mechanisms are consist-
ently handled. The following summarizes the specific implementation of the three
functions:

• open(): When a character device is opened, the driver first allocates a private
device node structure that encapsulates per-file state information. Then a
DMA-coherent 16 kB buffer is allocated, and its physical base address is writ-
ten to the SRC_ADDR register. Next, the DST_ADDR register is programmed
with a fixed offset from the physical base address. This divides the contiguous
buffer into distinct transmit and receive regions at known offsets, enabling a
deterministic, non-overlapping memory layout from the DMA’s perspective.

• mmap(): The function provides user-space access to the allocated memory
regions. When a user-space process calls mmap() on the character device, the
driver retrieves the corresponding device node structure and calculates the
requested mapping size from the Virtual Memory Area (VMA) descriptor.
To prevent inconsistent mappings, the requested size is checked against the
allocated buffer’s size; if they do not match, the call is rejected. Otherwise,
the coherent DMA buffer is mapped into the user process’s virtual address
space. This zero-copy mapping enables user-space applications to write and
read eLink frames directly from system memory without additional copying.

• release(): When the device is closed, the elink_release() tears down all
per-open resources, frees the DMA-coherent buffer, and deallocates the device
node structure, to ensure that each DMA session cleanly releases its memory
and state, preventing resource leaks and guaranteeing that every subsequent
session starts from a well-defined context.

8.5.2. IOCTRL Interface

The ioctl() interface provides the primary control planes between user space and
the DMA engine. It exposes a single command that allows applications to trigger
DMA transfers and retrieve status information upon completion.
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When the ELINKDRV_DMA_START is issued, the driver clears the IRQ Handler flag and
then reads the BUSY register to ensure that the DMA engine is idle and no transaction
is currently in progress. If the DMA engine is busy, the command fails and returns
-EBUSY. Otherwise, the driver triggers the DMA engine by writing to the START
register, then blocks the calling process until either the interrupt handler signals
completion or a 5 s timeout expires. Once the IRQ is processed, the driver reads the
STATUS register, copies the status to user space, and returns zero to the user-space
application, indicating transaction completion. If instead the timeout expires, the
command immediately terminates and returns -ETIMEDOUT.

8.5.3. Interrupt Handling and Synchronization

The interrupt handler and the ioctrl-based trigger path are coupled via a com-
pletion scheme that uses a shared flag and a dedicated wait queue. Upon DMA
initiation, the driver clears the internal IRQ Handler flag, issues the transaction
trigger via the START register, and then puts the process to sleep on a wait queue.
As long as the IRQ Handler remains cleared, the process is blocked for up to a
configured timeout, and the transaction is considered in flight.

Once the DMA engine completes the transaction, it asserts the IRQ, and the kernel
dispatches the corresponding interrupt service routine. This routine acknowledges
the interrupt by writing to the ACK register, updates the IRQ Handler flag, and con-
sequently wakes the process sleeping on the device’s wait queue.

8.6. Conclusion

In summary, the SC-DMA IP-core meets the central design objectives discussed. It
integrates seamlessly into the EMP FPGA reference project, supports the lpGBT
eLink frame format for both uplink and downlink, implements a robust error de-
tection, reporting, and fault-recovery mechanism, and significantly reduces software
overhead through an efficient driver interface. However, while the functional beha-
vior has been verified and the architectural requirements are met, the system’s actual
runtime and operational capabilities remain to be quantified.

To evaluate the performance of the SC-DMA system and assess its value to the
EMCI-EMP ecosystem, a dedicated benchmark study was conducted. The following
chapter presents this study, which aims to determine the system’s actual throughput,
CPU load, and scalability as the number of concurrent EMCI links increases. Using
a methodology similar to that in the benchmark study of the AXI4-Lite-based eLink
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Interface IP-core in Chapter 7, the results enable a direct comparison of both eLink
interface solutions.
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9. Characterization and
Benchmarking

The characterization and benchmarking of the SC-DMA subsystem, in conjunction
with its integration into the EMCI-EMP ecosystem, is intended to assess the overall
capabilities of the novel solution under realistic operational conditions. The primary
objective of this study is to quantify the stability of sustained operation, the achiev-
able data throughput, and the resulting CPU load when accessing eLinks through
the SC-DMA engine. A central aspect of this study is whether the newly developed
DMA solution can reproduce the reliable behavior observed in earlier tests and main-
tain stable operation across configurations ranging from a single EMCI up to twelve
links operating in parallel.

Due to the unavailability of FE hardware during the evaluation phase, the sub-
sequent benchmark campaign leveraged the lpGBT’s internal loopback mechanism,
introduced in Chapter 7, to replicate the test environment utilized in the initial
study. This approach establishes a closed communication path and recreates the
characteristics to enable comparison with earlier results.

The chapter provides a comprehensive overview of the specific aspects that distin-
guish the SC-DMA test environments from the previously studied environments.
Subsequently, it provides a comprehensive overview of the firmware and software
components involved, details the test methodology, and presents and analyzes the
benchmark study results.

9.1. Test Hardware and SC-DMA System
Integration

The benchmarking campaign utilizes a test setup analogous to that presented in
Chapter 7, comprising a single EMP connected to up to twelve EMCIs. However, it
incorporates two adjustments: the integration of the SC-DMA subsystem and the
use of extended optical connections. All twelve uplink and downlink channels are
routed through 100m optical fibers, providing link conditions that more accurately
reflect those expected during operation.

The deployed firmware is derived from the EMP FPGA reference project. For each
EMP-EMCI pipeline, the previously used eLink-Interface IP-core was replaced with
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an instance of the SC-DMA IP-core. The corresponding uplink and downlink eGroup
configuration of each DMA channel was defined as follows:

• Downlink: Each downlink eGroup was configured to use a single eLink, cor-
responding to the full 8 bit width of the respective group.

• Uplink: Each enabled uplink eGroup must be configured to operate with four
eLinks, such that each uses 8 bit of the 32 bit-wide uplink group.

This configuration was selected so that, in lpGBT loopback mode, the EMCI loops
back the 32 bit downlink frame, comprising four groups, each containing a single
8 bit part of an eLink frame, to all seven uplink eGroups. Consequently, each up-
link group comprises a 32 bit word consisting of four unique 8 bit frame patterns,
thereby creating a closed data path. This guarantees that the lpGBT uplink frame
contains detectable and verifiable data that are recognized as an eLink frame by
the Uplink Frame Collector and can be easily checked against the transmitted data.
Conversely, the number of active uplink eGroups remains configurable because the
DMA engine bypasses data from these eGroups, resulting in a reduced firmware
resource footprint, shorter AXI write bursts, and reduced software data validation
and generation. During the benchmarking process, two configurations were evalu-
ated. The first configuration comprised four active eGroups, corresponding to 16
active uplinks, the maximum expected in DCS applications, where each downlink
is associated with a corresponding uplink channel. The second configuration com-
prised seven active eGroups, which corresponds to the system’s maximum achievable
uplink bandwidth.

The integration of the SC-DMA instances with the uplink and downlink eLink data
paths is implemented via the eLink Stream interfaces of the emp-lpgbt IP-core
(see Figure 6.7). Concurrently, the integration with the Zynq UltraScale+ MPSoC
memory controller is implemented via four Crossconnect IP-cores, each connecting
6 of the 24 AXI masters (12 AXI4-Read and 12 AXI4-Write interfaces) to four
AXI FPD HP interfaces. Notably, the integration does not modify the baseline
design’s architectural structure. Consequently, it guarantees that any behavioral
inconsistencies detected can be attributed to the integration of the SC-DMA sub-
system.

Regarding the software, the test environment operates within the established EMCI-
EMP ecosystem. AlmaLinux 9 serves as the runtime platform, and higher-level con-
trol and monitoring tasks continue to rely on standard ecosystem libraries, such as
LpGbtSw and empTools. In contrast to the previous benchmark campaign, which
used the generic UIO subsystem to implement eLink access, the study presented uses
the custom-developed DMA kernel module. The combination of these components
forms a controlled and reproducible evaluation environment that remains directly
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comparable to the initial study while incorporating the new SC-DMA infrastruc-
ture.

9.2. Test Application

The developed benchmark application is a C program that can be instantiated in
multiple concurrent processes to exercise the SC-DMA subsystem under configurable
load conditions. The primary objective is to generate pseudo-random traffic for each
DMA channel, write the generated data to the mapped memory, trigger the DMA
engine, and verify end-to-end data integrity upon receiving the data back. Further-
more, the C program records detailed performance metrics, including throughput,
CPU load, and scheduler behavior, for subsequent analysis of the tests. Figure 9.1
provides a general overview of the interactions among the user-space application,
the Linux kernel driver, the SC-DMA IP-core, system memory, and the interrupt
controller.

Upon initiation, the program parses the command-line arguments to determine the
number of active DMA channels and an optional inter-transaction delay. For each
active EMCI-EMP link, the program then forks a child process that drives exactly
one SC-DMA instance. The parent process synchronizes the concurrent initiation
of all child processes by implementing a simple pipe-based synchronization barrier.
After this, the parent process sleeps while waiting for the child processes to com-
plete.

Each child process is initially bound to a specific CPU core, thereby ensuring a
round-robin distribution of processes across all available cores. This prevents pro-
cess migration between cores, improves cache locality, and enables a clear separation
of the executed processes, allowing a precise analysis of their behavior. Further-
more, each worker is scheduled using a real-time round-robin policy, which con-
strains the scheduler’s decisions, leading to more predictable time slots and reduced
jitter, especially when multiple processes share a core or compete with other sys-
tem tasks. Subsequently, each process opens its corresponding SC-DMA character
device, memory-maps a 16 kB coherent buffer exported by the kernel driver, and
enters the main execution loop. Within that loop, each child process generates four
independent 128 bit pseudo-random downlink frames. These frames contain a fixed
start and end byte, enabling the SC-DMA IP-core to detect frame boundaries and a
14 bit payload. Note that the transmitted payload pattern will repeat roughly every
300 s due to the periodicity of the chosen random number generator. The generated
frames are then written into the TX region of the mapped buffer and, in parallel,
buffered in a local array for subsequent verification. Thereafter, the process invokes
the SC-DMA IP-core and awaits its completion. Upon transaction completion, the
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Figure 9.1: Sequence diagram showing the interaction between the user-space test
application, the kernel driver, the SC-DMA IP-core in the PL, the system memory, and
the interrupt controller during a single DMA transaction.

status descriptor returned by the DMA engine and the received uplink frames are
validated, and the corresponding counters are incremented. The program then trans-
itions to the inter-transaction delay phase, after which the main loop is executed
repeatedly until the programmed test duration times out.
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9.3. Benchmark Results

The benchmark campaign was executed using the application described in the pre-
ceding section. To automate the measurement campaign, a dedicated Python script
was implemented that systematically traverses all system configurations under study.
The script processes the configurations (1, 2, 3, 4, 8, and 12 active EMCI-EMP
links) and, for each configuration, repeatedly launches the benchmark applications
with progressively shorter inter-transaction delays from 1 s to 0 s in logarithmic
steps. Each of these steps was executed for 10 minutes, during which the relev-
ant performance metrics were systematically documented to a CSV file at 1-minute
intervals.

The results of the benchmarking campaign are presented in the following sections.
As in the preceding study, the analysis is divided into three sections. Initially,
measurements obtained with a programmed inter-transaction delay are examined to
provide insight into how the DMA scales under increasing load and increased uplink
count. Subsequently, the datasets recorded without any inter-transaction delay are
analyzed, which indicate the system’s maximum sustainable data rate. Finally, the
result of a 167-hour stability test is provided, in which the system’s stability was as-
sessed under maximum load with 12 parallel EMP-EMCI links.

9.3.1. Programmed Delay

The benchmark campaign was conducted for two distinct uplink configurations. In
the initial configuration, each DMA core was set to operate with 16 active uplink
eLinks, corresponding to four active eGroups with each four eLinks enabled per
group (see Table 5.3. This reflects the maximum configuration foreseen for DCS
operation. In the second configuration, the number of active uplink eLinks was
increased to 28 active uplink eLinks, corresponding to seven active eGroups with four
eLinks enabled per group, to study how DMA performance and CPU load scale with
the amount of data transported per transaction and to exercise the full bandwidth
of the system. The following discussion first presents results from configurations
with 16-uplink eLinks and then compares them with measurements obtained with
28-uplink eLinks.

Configuration with 16-uplinks per EMCI

The primary set of results examines the correlation between CPU utilization and the
programmed inter-transaction delay. As shown in Figure 9.2, the average CPU load
per core is shown as a function of the inter-transaction delay across all evaluated
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system configurations. It is shown that the CPU load increases monotonically as the
transaction delay decreases. When the delay is reduced below approximately 100µs,
the CPU load increases, reflecting the increased time spent in user-space processing
and kernel-level DMA handling.

Figure 9.2: Average CPU load per core as a function of the inter-transaction delay of
different system configurations. The markers denoting configurations with 1, 2, 3, and 4
active EMCIs largely overlap, leaving only the yellow markers visible.

In the configuration where the number of active EMCIs is balanced to the number
of used CPU cores (1, 2, 3, or 4 active EMCIs), the corresponding markers in
Figure 9.2 lie almost exactly on top of one another, so predominantly the 4 EMCI/4
core markers are visible. This overlap shows that, for a given delay, the average
per-core utilization across these four configurations differs by at most 1%. Such
behavior is expected since each EMP-EMCI link is handled by a dedicated, but
identical process pinned to its own core. At the shortest delay of 1µs, the per-core
load in these balanced configurations peaks at around 70%.

For the configuration with 8 and 12 active EMCIs, the average load per core increases
more steeply, as the delay is reduced. In these cases, multiple DMA processes share
each CPU core, so the total amount of work per core increases roughly in proportion
to the number of active EMCIs. Once the inter-transaction delay drops below a few
tens of microseconds, this combined processing nearly saturates all CPU cores (≈
95% to 100%).

144



9. Characterization and Benchmarking

The corresponding throughput is summarized in Figure 9.3, which shows the aver-
age per-EMCI throughput as a function of total CPU utilization. A high degree
of similarity is exhibited in balanced link/core configurations, for which each of
these four configurations achieves a maximum per-link throughput of approxim-
ately 60Mbit/s at a total per-core utilization of approximately 70%. This verifies
that each EMCI-EMP can sustain a stable, reproducible throughput when granted
exclusive access to a CPU core. Furthermore, it shows that the SC-DMA subsys-
tem does not introduce any systematic performance skew between multiple parallel
links.

Figure 9.3: Average throughput per EMCI as a function of total CPU utilization.

In contrast to exclusive core-link assignment, configurations with 8 and 12 active
EMCIs exhibited a significant decrease in per-link throughput. In these cases, the
number of active links exceeds the number of available CPU cores, so each core
must service either 2 (8 links) or 3 (12 links) DMA channels in parallel. Con-
sequently, the available CPU time per link decreases, leading to lower per-link
throughput.

The scaling of the total system throughput is illustrated in Figure 9.4, which shows
the sum of all per-link throughputs as a function of total CPU utilization. Across
all tested configurations, the data points lie close to a single straight line, indicating
an almost perfectly linear relation between CPU load and aggregate throughput. At
balanced link/core ratios, each EMCI-EMP link effectively operates as an independ-
ent copy, resulting in both linear scaling of total throughput and CPU utilization.
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For higher channel counts, the total throughput continues to follow the linear trend
as the CPU usage approaches 400%, at which point all four cores are fully occupied.
At this juncture, all links must share the fixed CPU budget and the total through-
put saturates accordingly. Overall, the nearly perfect linear behavior across a wide
range of configurations demonstrates excellent scaling of the whole platform and the
firmware software stack.

Figure 9.4: Total system throughput as a function of total CPU utilization.

The slight deviations from the global linear trend at the highest throughputs at
balanced link/core configurations, visible in both Figures 9.3 and 9.4, occur for the
smallest inter-transaction delays. Here, the requested inter-transaction delay ap-
proaches the time granularity of the OS scheduler and its timers, and the OS cannot
accurately measure the delay for each process, thereby introducing a minor timing
inaccuracy for each DMA channel. While in the 1 EMCI/1 core configuration, this
effect is barely visible, it increases with the number of channels operating in paral-
lel, reaching a pronounced level in the 4 EMCI/4 core configuration. However, in
configurations with 8 and 12 parallel channels, the effect is largely suppressed be-
cause the CPU cores approach saturation at inter-transaction delays of around 10µs.
Consequently, the effective timing between the processes is dominated by CPU sat-
uration, context-switch overhead, and wake-up latencies rather than by the nominal
sleep values. The observed deviations from ideal linear scaling should therefore be
attributed to the timing granularity, rather than to any intrinsic misbehavior of the
SC-DMA subsystem.
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Impact of increased uplink count

To investigate how performance scales with the amount of data transported per
uplink transaction, the benchmark campaign was repeated with 28 active upstream
eLinks per EMCI. As illustrated in Figure 9.5, the average throughput per EMCI
is shown as a function of total CPU utilization for the 28-uplink configurations.
The data demonstrate a high degree of similarity to the 16-uplink data set, as
shown in Figure 9.2: the throughput increases approximately linearly with CPU
utilization until the corresponding cores reach approximately 70%. However, the
28-uplink configurations achieve considerably higher per-link throughput, of roughly
90Mbit/s.

Figure 9.5: Average throughput per EMCI as a function of total CPU utilization in a
configuration in the 28-uplink configuration.

This similarity in CPU behavior between the two configurations is further high-
lighted in Figure 9.6, which plots the total CPU utilization as a function of the
programmed delay for both 16 and 28-uplinks. For all evaluated system configura-
tions, the curves for both uplink configurations differ only by 1% to 5% at a given
delay and thus follow almost identical trajectories. This suggests that, to first order,
the CPU load is dominated by the rate of DMA transactions and interrupt events
rather than by the exact payload size of each transfer. Consequently, an increase in
the number of active uplinks results in a largely unaltered relation between delay
and CPU utilization.

147



9. Characterization and Benchmarking

Figure 9.6: Total CPU utilization as a function of the programmed inter-transaction
delay comparing the 16- and 28-uplink configuration.

A closer look at the average transaction rate per EMCI in Figure 9.7 reveals, how-
ever, that the 28-uplink configuration achieves a lower rate than the 16-uplink con-
figuration at the same total CPU utilization. This indicates that each DMA transac-
tion in the 28-uplink case consumes more CPU time, resulting in fewer transactions
per second being issued for a given CPU budget.

As illustrated in Figure 9.8, the CPU-load skew between user and kernel space
quantifies the difference in average CPU utilization attributed to user and system
time and is defined as:

∆uCPU =
tusr − tker
tusr + tker

, (9.1)

where tusr tker denote the user- and kernel-space CPU times, respectively, accumu-
lated for each sampling point. The resulting positive skew ∆uCPU indicates that
user-space processing dominates. For small inter-transaction delays, the skew is
systematically higher in the 28-uplink configuration, indicating a larger fraction of
time spent in user space than in the 16-uplink case. This is consistent with the
increased amount of eLink data that must be generated and validated per transac-
tion. In addition, Figure 9.5 shows that the effective throughput per EMCI is higher
for 28-uplinks at any given point. The combination of these observations indicates
that in this configuration, the system performs fewer DMA transactions per second,
but each transaction transports more data. Hence, an increase in throughput at
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Figure 9.7: Average transaction rate per EMCI as a function of total CPU utilization
for the 16- and 28-uplink configurations.

a constant CPU load is achieved by increasing the useful payload per transaction
rather than increasing the transaction rate.

A dedicated test of the 28-uplink and 12 active EMCIs configuration and a pro-
grammed 1µs inter-transaction delay, but without data validation, yields an ag-
gregated throughput of approximately 540Mbit/s. For comparison, the correspond-
ing configuration with data validation enabled achieves about 460Mbit/s, i.e., a
throughput increase of roughly 17%. The CPU load nevertheless remains domin-
ated by user space, indicating that the dominant contribution originates from the
test application rather than from the DMA engine. This suggests that the SC-DMA
subsystem itself is not the limiting factor.

In summary, the comparison between the 16- and 28-uplink configurations demon-
strates that the SC-DMA subsystem exhibits near-ideal scaling with the amount of
data transported per transaction. The CPU cost per DMA transaction is mainly in-
dependent of the uplink configuration; instead, the predominant factor is the bench-
mark application and its data-generation and validation mechanisms. However,
increasing the number of active uplinks directly corresponds to a proportional in-
crease in effective throughput, while preserving the linear relation between total
system throughput and CPU utilization, as observed for the 16-uplink configura-
tion.
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Figure 9.8: CPU load skew between user and kernel space as a function of the
programmed inter-transaction delay for the configuration with 12 active EMCI-EMP
links, comparing the 16- and 28-uplink configuration.

9.3.2. Zero Inter-Transaction Delay

The ensuing analysis will consider the special case in which the benchmark applic-
ation was operated without any inter-transaction delay. In this configuration, the
application omits the sleep statement entirely, enabling each worker process to issue
DMA transactions back-to-back, constrained solely by the CPU and OS. This mode
does not represent typical applications; however, it does provide an upper bound
on the maximum sustainable throughput and highlights the system’s behavior in a
fully CPU-bound regime.

As illustrated in Figure 9.9, the maximum average throughput per EMCI across all
tested system configurations is summarized, showing the results for 16 and 28 active
uplinks. All configurations achieve significantly higher per-link data rates than the
programmed-delay regime discussed in the previous subsection, since no CPU time
is spent waiting between transactions. For link/core balanced configurations with
1, 2, 3, and 4 active EMCI-EMP links, the 16-uplink configurations achieve per-link
throughputs of approximately 85Mbit/s, and the 28-uplink configuration reaches
per-link throughputs of up to 120Mbit/s.

The corresponding total system throughput is illustrated in Figure 9.10. In the
28-uplink configuration, the aggregated throughput increases nearly linearly from
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Figure 9.9: Maximum average throughput per EMCI for all evaluated system
configurations, comparing the 16- and 28-uplink configurations in the zero-delay regime.

approximately 125Mbit/s in the 1 EMCI/1 CPU setup to almost 500Mbit/s in
the 4 EMCI/4 CPU configuration. When 8 or 12 EMCIs are operated in parallel,
the total throughput saturates at approximately 650Mbit/s. The same qualitat-
ive behavior is observed for the 16-uplink configuration, but with lower absolute
values.

In summary, the zero-delay measurements show that removing the inter-transaction
delay increases both the per-link and the aggregated throughput. In the balanced
configurations, the per-link throughput increases to about 85Mbit/s for the 16 up-
link and up to 120Mbit/s for the 28 uplink configuration. When 8 or 12 EMCIs
are operated in parallel, the total throughput saturates at around 650Mbit/s or
450Mbit/s respectively, with a corresponding reduction in per-link rate as multiple
channels share the same CPU cores. This behavior indicates that the limiting factor
is the available CPU resource, rather than any intrinsic bandwidth limitation of the
SC-DMA subsystem. A dedicated test with data validation disabled demonstrates
that, for the 28-uplink configuration, the system can achieve an aggregate through-
put exceeding 930Mbit/s, corresponding to a performance increase of more than
40%.
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Figure 9.10: Maximum total system throughput for all evaluated system configurations
in the zero-delay regime, comparing the 16-and 28-uplink configurations.

9.3.3. Long-Term Stability Test

To complement the benchmark study, a dedicated long-term stability test was con-
ducted. The objective of this test was to verify that the SC-DMA subsystem can
sustain a high data rate for extended periods without performance degradation or
instability. To this end, the 16-uplink configuration with 12 active EMCI-EMP
links was operated continuously for more than 167 h. The benchmark applica-
tion was configured without inter-transaction delays, such that each worker process
issued DMA transactions back-to-back. Figure 9.11 summarizes the evolution of
the transmitted data over time. It shows the cumulative amount of received data,
which increases linearly over the measurement period and reaches several hundred
Tbit.

The linear increase in transmitted data indicates that the DMA engine, kernel driver,
and user-space benchmark application maintain stable operation over extended peri-
ods. During the test, no performance degradation, anomalous behavior, or trans-
mission error was observed, indicating that the SC-DMA subsystem is suitable for
continuous high-throughput operation.
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Figure 9.11: Long-term stability test of the SC-DMA subsystem: cumulative data
transmitted as a function of time over a period of more than 167 h.

9.4. Conclusion

The benchmark study presented in this chapter demonstrates that the SC-DMA
subsystem provides a scalable and CPU-efficient data path across a wide range of
EMP-EMCI configurations. For programmed inter-transaction delays, the system
exhibits predictable, CPU-bound behavior: CPU utilization increases monotonically
with decreasing delay, and total throughput scales linearly with the number of active
links and the available CPU budget. For cases where the number of links corresponds
to the number of CPU cores, each link achieves a stable per-link throughput. Con-
sequently, the SC-DMA implementation does not induce link-to-link performance
variations.

A comparison of configurations with 16 and 28 active uplinks confirms that the dom-
inant cost per DMA transaction is primarily independent of the payload size. The
increase in uplinks results in more valid data transported per transaction, while the
overall number of transactions decreases slightly. Thus, a higher effective through-
put is achieved at a similar CPU load. An analysis of the zero-delay regime revealed
that both the 16- and 28-uplink configurations become fully CPU-bound, and the
maximum achievable throughput is limited by available processing resources rather
than the DMA engine.
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The long-term stability test demonstrated that the SC-DMA subsystem can sustain
a high throughput over more than 167 h without degradation or errors. Overall,
all results confirm that the proposed SC-DMA architecture meets the targeted per-
formance, robustness, and scalability requirements, demonstrating its potential as a
valuable addition to the EMCI-EMP ecosystem.
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10. Summary and Conclusions

The development of the EMCI-EMP system represents a substantial improvement
for the ATLAS Detector Control System (DCS) addressing the requirements of the
High-Luminosity Large Hadron Collider (HL-LHC) era. The newly developed sys-
tem provides a flexible and radiation-tolerant architecture for a wide range of de-
tector control and monitoring tasks. Its generic design enables adoption across
diverse Front-End (FE) devices and offers a standardized interface to the distrib-
uted DCS Back-End (BE). In the HL-LHC environment, on-detector FE electronics
are deliberately kept simple to meet radiation and reliability constraints, thereby
relocating control and monitoring responsibilities to the BE. This, in turn, de-
mands higher-bandwidth communication links and more processing-intensive ser-
vices, which the EMCI-EMP system is designed to provide.

The Embedded Monitoring and Control Interface (EMCI) and the Embedded Mon-
itoring Processor (EMP) form a complementary hardware system. The EMCI, im-
plemented as a radiation-tolerant FE interface, is based on CERN-developed com-
ponents such as the low-power GigaBit Transceiver (lpGBT) ASIC, which aggregates
all FE signals into a single bidirectional channel and interfaces with the Versatile
Transceiver+ (VTRx+), an optical transceiver to transmit data through a high-
speed optical link. It supports up to 16 downlink and 28 uplink devices via generic
electrical Links (eLinks), permitting flexible protocol definitions and connection to-
pologies tailored to the specific FE design. The EMP, in turn, is a compact platform
that serves as the backbone of the DCS control and monitoring system. It is de-
signed around a Trenz Electronics System-on-Module (SoM) hosting a highly flexible
AMD Xilinx Zynq Multiprocessing System-on-Chip (MPSoC). It can connect to up
to 12 EMCIs in star topology through optical links and interfaces with the Super-
visory Control and Data Acquisition (SCADA) system over a Local Area Network
(LAN). Together, these platforms provide the hardware foundation for a scalable
and forward-compatible DCS infrastructure.

Complementing the hardware, a comprehensive firmware and software ecosystem
has been developed. The EMP FPGA reference design establishes a standardized
baseline architecture that combines reusable infrastructure and Intellectual Property
Cores (IP-cores). It implements the BE counterpart to the lpGBT and provides a
complete control and monitoring path for the ASIC. The firmware is complemented
by a software suite that includes the EMP Operating System (epos), dedicated
hardware abstraction layers, and a set of quasar-based OPC UA servers. Together,
these components provide a runtime environment and enable control and monitoring
of EMP and EMCI hardware, as well as seamless integration with the DCS BE. In
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summary, the ecosystem enables developers to access a wide range of production-
ready components, ensuring consistency and ease of deployment for integration with
their FE electronics.

A central aspect of the thesis is the design and implementation of the Slow-Control
Direct Memory Access (SC-DMA) subsystem, which provides a high-throughput,
CPU-efficient data path between the EMP system memory and the EMCI’s eLink
channels. In contrast to commercial Direct Memory Access (DMA) engines, which
are typically optimized for long, contiguous data streams, the SC-DMA subsystem
is tailored to large numbers of small, frame-based control and monitoring trans-
actions. The protocol translation between linear eLink frames in system memory
and the complex, interleaved frame structure of the lpGBT is facilitated through
serializing and deserializing eLink frames in hardware. Consequently, the SC-DMA
effectively accelerates the protocol framing and unpacking that would otherwise
have to be implemented in software or additional logic. In addition, the IP-core
implements a configuration register interface that enables deterministic software
control of transactions, complemented by the Watchdog unit, which ensures safe
and coherent operation, reports errors, and recovers the engine if required. This
hardware-accelerated protocol framing constitutes a novel application of DMA prin-
ciples, especially in the DCS domain. Compared with the register-based AXI4-Lite
approach, the SC-DMA IP-core offers a frame-oriented eLink interface that supports
variable per-link payload sizes, as well as comprehensive transaction-level status re-
porting and watchdog-assisted recovery, enabling robust error detection and hand-
ling.

On the software side, the SC-DMA IP-core is complemented by a custom Linux ker-
nel module that encapsulates the low-level control and access to each instantiated
core behind a dedicated character device. The driver handles kernel-side memory
mapping, manages source and destination address descriptors, and processes Inter-
rupt Requests (IRQs). Through the character device interface, user applications can
access a SC-DMA instance, map the associated memory region into user space, and
initiate DMA transactions without interacting directly with the underlying hard-
ware.

During an extensive benchmark campaign with up to 12 concurrent DMA channels
communicating with 12 EMCIs, the SC-DMA subsystem was evaluated for stability,
performance, and scalability. The results demonstrate that the developed solution
sustains high transaction and throughput rates over extended periods without trans-
mission errors, while significantly reducing CPU load compared to register-map-
based interaction between the Processing System (PS) and Programmable Logic
(PL) using the Linux Userspace I/O (UIO) subsystem. The benchmarking further
shows that the architecture scales almost perfectly linearly with the number of paral-
lel DMA channels and that the interrupt handling and watchdog mechanism provide
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robust operation even under high-load and marginal-timing conditions. At the same
time, the study reveals practical limitations of the current validation model: per-
frame verification in user space accounts for a non-negligible fraction of the overall
CPU load and saturates available processing resources before the underlying SC-
DMA subsystem reaches its intrinsic throughput limitations.

Following the successful completion of an ATLAS-internal review process, the EMCI-
EMP project will move into production. A total of 54 EMP and 165 EMCI will be
manufactured, assembled, and tested before being handed over to the ATLAS sub-
systems. During this phase, the role of the EMP team will gradually shift from
system development towards support. The team will continue to maintain and de-
velop the EMCI-EMP ecosystem, while the individual subsystems will integrate
the system with their respective FE electronics. Nevertheless, several directions
for further development of the EMCI-EMP ecosystem have already been identi-
fied.

On the firmware side, both the FW-Debughub and the SC-DMA IP-core offer po-
tential for refinement. Regarding the FW-Debughub, extended firmware diagnostics
could be implemented, and the SC-DMA IP-core could be extended to include
subsystem-specific features. On the software side, future work will focus on the
OPC UA server, extension of the SC-DMA driver interface, and the integration of
all components into automated build and test flows.

Overall, the work presented in this thesis establishes the EMCI-EMP DCS interface
as a solid and extensible basis for a broad range of detector control and monitoring
tasks during the HL-LHC era. The combination of a radiation-tolerant, lpGBT-
based FE and a versatile, MPSoC-based BE, together with a coherent firmware
and software stack, provides a unified platform that can be adapted to the specific
needs of diverse on-detector FE electronics. Within this ecosystem, the SC-DMA
subsystem addresses the performance limitations between the PS and the PL by
establishing a dedicated, CPU-efficient data path that enables direct eLink access
through system memory. Additionally, the SC-DMA subsystem serves as a hard-
ware accelerator for the lpGBT protocol framing, presenting complex frame-based
traffic as a simple memory abstraction to software. The validation campaign demon-
strated the efficacy of the SC-DMA subsystem by showing that it can process high
transaction rates over an extended period and scale efficiently to a large number of
concurrent DMA channels. Consequently, it can be concluded that the SC-DMA
subsystem is well-suited to function as a key building block within the EMCI-EMP
ecosystem.

In the longer term, the EMCI-EMP system and the SC-DMA subsystem provide
a solid foundation for a reusable DCS platform beyond the specific use cases ad-
dressed in this work. Their modular design and comprehensive ecosystem make it
an attractive candidate for future adoption by additional ATLAS subsystems and,
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potentially, by other experiments with similar requirements for radiation tolerance,
scalability, and maintainability.
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A. Thermal study

A.1. Introduction

This study builds on previous laboratory tests, which confirmed the need for the
EMP components, particularly through the FireFly transmitter heatsink, to main-
tain the operating temperature below 50 ◦C, as recommended by the manufacturer.
Therefore, it was essential to evaluate the thermal conditions of all devices within
a fully equipped EMP crate, operated under various use cases and rack ventilation
configurations. These studies will help us determine the correct number of spare
critical components required for the experiment’s lifetime.

A.2. Requirements for continuous FireFly
Operation

The EMP FireFly modules are equipped with a “Standard Pin-Fin” heatsink, as
shown in Figure A.1, designed to provide low thermal resistance from the base to the
fins, with omnidirectional airflow. To prevent premature wear, it is recommended to
keep the “Case Temperature”, the internal, monitorable temperature of the heatsink,
at 50 ◦C or lower. Generally, this ’case’ must be maintained below 70 ◦C. This

Figure A.1: Dimensions for Standard Pin-fin Heatsink.

is especially important for the transmitter module based on the Vertical-Cavity
Surface-Emitting Laser (VCSEL) array, as its performance and overall lifespan are
significantly influenced by its operating temperature. The temperature values for
the 12-channel Rx and TX modules can be read from the module’s memory map
via the TWI interface [70].
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A.3. Test Setup and Test Environment

A.3.1. Production Rack

The EMP crate was used in a production rack in the SDX1 rack room (see Fig-
ure A.2). This rack is equipped with a backdoor cooler for horizontal ventilation
with air forced from the front to the back of the rack. Note that the rack was
adequately covered with dummy front panels in all empty slots, ensuring that air
propagates only through the rack equipment. The production rack was in full op-
eration, with multiple computers, yielding a total continuous power consumption of
around 1.2 kW, representing a realistic environment for a rack hosting DCS equip-
ment powered by the UPS distribution. This rack configuration (power, airflow, and
ventilation) is standard for DCS equipment racks in USA15 and US15, which are
the underground service caverns for the ATLAS experiment, where EMP units are
planned to be deployed across all use cases.

Figure A.2: DCS rack in SDX1 Level 2 with deployed EMP test crate (below the three
large empty white cover panels)
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Further, it should be noted that the SDX1 rack room has an environment temperat-
ure comparable to that of USA15/US15, except that it rises by a few degrees during
physics operation with stable LHC beams due to elevated High Level Trigger (HLT)
farm heat dissipation.

A.3.2. EMP Chassis

The EMP crate is a standard 1U-size crate, which can house up to three EMP
baseboards. The crate is powered by using a commercial redundant power supply
with two mains inputs, which can be inserted in a reserved space in the crate.
Figure A.3 shows a schematic layout of the crate with the arrangement of the three
EMP’s and the Power Supply.

Figure A.3: EMP crate layout.

For the thermal study, one crate was fully populated with three EMP baseboards,
each equipped with a SoM and a pair of FireFly modules (TX/RX modules) (see
Figure A.4). Further, the setup includes a 400W redundant 1 HU server power
supply [102].

The orientation of the EMP baseboards is aligned to the forced airflow, as the air
drawn in by the horizontal ventilation passes the board in a longitudinal direction
from the front to the back of the crate. The inlet air first passes through the
FireFly modules and then through the SoM, between its heatsink crate and chassis
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Figure A.4: Fully assembled prototype EMP crate v1.

top plate, and on both sides of the SoM. Note that compared to the initial crate
layout, the baseboards were rotated 180◦ to achieve precisely this effect (incoming
air first passing the FireFly modules). The original rotation resulted in the FireFly
modules being completely isolated from the airflow, as the SoM covered them. As
a result, the airflow around the FireFly modules stagnated, and the heat could not
be dissipated.

Figure A.5: FireFly modules with heatsink fan.

After initial tests with the setup described above, an additional change was in-
troduced to ensure that the Firefly ventilation would also be sufficient for lab or
system test setups where no production-level air cooling is available. As shown in
Figure A.5, a small fan was installed on each pair of FireFly modules. This fan
is powered by a 12 V source directly from the EMP baseboard and generates a
vertically directed airflow from the top of the Firefly heatsink towards the base-
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board. This setup has already been tested in a laboratory setup before being used
in a production-like environment. The laboratory test has shown that the fan can
provide the necessary cooling capacity to keep both FireFly modules below the
50 ◦C threshold at an ambient temperature of approximately 23 ◦C without addi-
tional vertical airflow. Note that the extra fan is not considered a critical element of
the airflow for the production environment, as the backdoor coolers provide proper
forced airflow. Thus, in production, if any of these fans fail, the Firefly would still
operate under appropriate conditions (see Sec. A.6).

Further improvements/changes introduced to improve ventilation conditions:

• Added vertical separation between power supply and EMP baseboards

• Added optional separation between EMP baseboards

• Optimization of the perforation scheme on the upper and lower panels

• Added fixation holes on front panels for optional active horizontal ventilation

These changes were considered in the design of crate version 2; see Figure 5.13.

A.4. Methods of Temperature Measurement

To record the temperatures of each of the three EMP baseboards during the thermal
study, a Python-based logger was used. This logger was ensured to be active
throughout the study, and that all sensors were read every 30 s. The data were then
saved to a CSV file for analysis. The following sensors have been included:

• On-board 12 bit I2C temperature sensor between FireFly modules (MAX1827)

• On-board 12 bit I2C temperature sensor between DC/DC converter (MAX1827)

• On-board 12 bit I2C temperature sensor below SoM (MAX1827)

• On-chip temperature sensor on FireFly transmitter module

• On-chip temperature sensor on FireFly receiver module

• Xilinx SYSMON FPD temperature sensor

• Xilinx SYSMON LPD temperature sensor

• Xilinx SYSMON PL temperature sensor
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To correlate the measured temperatures with the ambient conditions of the rack area,
the “Ambient” temperature and the “Rack” temperature, data from the Common In-
frastructure Controls (CIC) DCS system were used for the analysis.

The “Ambient” temperature is measured by a sensor attached to the wall of the
rack room. Therefore, although the absolute measured value cannot be directly
correlated with the data measured in the crate, the relative deviations can be used
to determine the activity of the HLT computing farm and its effect on the EMP
baseboards.

The “Rack” temperature refers to a sensor mounted in front of the rack’s heat ex-
changer fins and measures the air temperature before it passes through the backdoor
heat exchanger and is released into the room. The measured temperature can be
used indirectly, as a function of the "Ambient” temperature, to determine the dis-
sipated heat, i.e., the energy dissipated by the airflow from the components in the
rack. It should be noted that, in addition to the EMP crate, other devices are
housed in the rack, and thermal contact between the sensor and the heat exchanger
fins cannot be ruled out.

A.5. Module Utilization

During the test, each SoM was subjected to a specific load on the PS and PL to
generate power consumption comparable to that of a later production load. The aim
was also to ensure that the laser drivers of the FireFly modules remain continuously
busy and that the status of the links can be tested remotely at any time. The
utilization of the PS and PL is briefly described below.

A.5.1. PL Utilization

The IBERT IP-core for GTH transceivers on UltraScale+ architectures was imple-
mented on the PL. This core is an evaluation and demonstration platform for the
transceivers and offers configurations for different line rates, reference clock rates,
and logic widths. In addition, it contains data pattern generators and checkers
that allow the transmission of Pseudo-Random Binary Sequence (PRBS) via each
channel.

The IBERT IP-core has been implemented along with the tools required to access its
debug core via the Xilinx Virtual Cable (XVC) protocol. This enables access to the
debug core via a TCP/IP-based protocol that behaves like a JTAG adapter, allowing
remote access to the SoM and thus enabling checks of the Bit Error Rate (BER)
and the connection status. The power consumption of an EMP with the IBERT
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IP-core was evaluated using a standard laboratory power supply, with a measured
value of 18W. For comparison, the same setup was employed for the standard EMP
firmware, with the EMP connected to 12 EMCIs. This resulted in approximately
17.6W of consumption, indicating that the IBERT IP-core can be considered a
comparable load to future production applications.

A.5.2. PS Utilization

The 4-core Cortex-A53 processor of the MPSoC was stressed throughout the entire
test. For this purpose, the Linux command-line tool “stress” was used, which can load
each core heavily. In addition to the temperatures, the CPU load was permanently
logged and remained at 100% on each core.

A.5.3. Power Consumption

The estimated power consumption of a fully equipped crate is approximately 74W.
Of this, 18W are attributed to the operating load of the power supply, as measured
by running the power supply without a load, while the remaining 56Ware distributed
among the three EMPs.

A.6. Results of the Thermal Tests

The results of the thermal tests are discussed in the following section. The tests
ran for one month and comprised over 120,000 data sets containing the measured
values from all the sensors listed in the section A.4. In addition, data from rack and
room monitoring via the CIC DCS system have been used to investigate temperature
changes on the boards as a function of ambient temperature.

The test can be divided into two different series, with and without the additional fan
on the FireFly heatsink. All test series are discussed below, using data recorded on
one board as an example. The remaining data for the other two boards are available
here.

Test without additional FireFly fan

The first scenario was a test without the additional fan on the heatsink of the FireFly
modules. The test was conducted during a period with no stable beams, resulting in
relatively constant ambient and rack temperatures because the computer farm was
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not loaded. The test ran for about 20 hours and yielded transmitter temperatures
of 36 ◦C to 37 ◦C and receiver temperatures of about 42 ◦C. The SoM temperature
was also below 50 ◦C throughout the test. The data from this test are shown in
Figure A.6.

Figure A.6: Temperature evolution without an equipped FireFly fan.

Test with additional Firefly fan

The second series of tests was carried out with the additional fan on the heatsink of
the Firefly module. The tests ran for approximately one month, recording periods
when the computing farm was inactive, as in the previous test, and periods when
the farm was active during stable beam operation.

As already mentioned, the room monitoring data was also used for a more detailed
analysis. This allows the measured temperatures on the EMP baseboards to be
analyzed as a function of the room and rack ambient temperature. While the HLT
computing farm is loaded, the temperature in the room rises by approximately 2 ◦C
to 3 ◦C, while the temperature in the rack increases by approximately 4 ◦C to 5 ◦C.
If, on the other hand, the farm is not active, an almost stable room temperature of
approximately 20 ◦C and a stable rack temperature of approximately 23 ◦C can be
observed.
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The following diagrams show how the temperatures at the EMP baseboards behave
in both cases. It should be noted that in all cases the critical threshold value of the
Firefly module was not exceeded. Therefore, it can be concluded that ventilation
provides the required cooling capacity under the given circumstances, with a margin
well above 10 ◦C for the TX FireFly temperature.

Figure A.7: Temperature evolution with additional FireFly fan during a period without
stable beams.

Figure A.7 shows the behavior when the computing farm is not active, and as can
be seen, the room and rack temperatures are only subject to minimal fluctuations.
This is also reflected by the data from the EMP baseboard. Overall, the temperature
appears constant, as reflected in the data. The temperature of the FireFly modules
is also clearly below the threshold values: 32 ◦C for the TX module and 37 ◦C for
the RX module. Figures A.6 and A.7 show a direct comparison of the setup with
and without additional FireFly heatsink fans, respectively. The setup with the
additional ventilation is approximately 5 ◦C to 6 ◦C lower per module than without
the fan.

In contrast, Figure A.8 shows the recorded data while the computing farm is regu-
larly active during LHC fills. Here, you can clearly see the correlation between the
temperatures measured on the EMP and the room-monitoring temperatures. During
these periods, the room monitoring temperatures rise from 20 ◦C to 23 ◦C and the
rack monitoring temperatures rise from 22.5 ◦C to 27.5 ◦C (note that the rack heat
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Figure A.8: Temperature evolution with equipped FireFly fans during a period with
regular stable beams (computing farm active).

dissipation is largely dominated by the computers as mentioned above, not the EMP
crate). The temperatures measured on the EMP follow the changes with a max-
imum temperature difference of 6 ◦C to 7 ◦C on the SoM. However, all temperatures
are well within the required range for continuous operation.

Open rack door

Furthermore, to simulate intermittent backdoor ventilation failure, the rack door was
opened for approximately 20 hours. The data recorded during this period are shown
in Figure A.9. It should be noted that the critical threshold temperature for the
transmitter module is not exceeded and remains below 50 ◦C, owing to the additional
fan on the FireFly heatsink. At just above 52 ◦C, the temperature of the receiver
module is slightly higher than the specified threshold value. Still, no increased aging
effect is expected for this module, except that a failure of the backdoor cooler in
production can usually be rectified within hours. It should be further noted that
this scenario of a backdoor failure is an exceptional case that occurred in the past,
much less than once per 5 years, averaged over all racks equipped with backdoor
coolers, and usually only one of the three fans within the door failed while the others
continued operating.
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Last but not least, this scenario also indicates that the EMP crate can operate well
under degraded cooling conditions in USA15. In such situations the USA15/US15
room temperature will increase by an absolute maximum of 10 ◦C (usually around
10 ◦C) but the backdoor fans will remain active even if the rack cooling water stops
circulating and thus forced airflow will still be present in the rack which can limit
the EMP temperature increase to less than the observed maximum of approxim-
ately 20 ◦C for the SoM and approximately 15 ◦C for the Firefly TX/RX mod-
ules.

Figure A.9: Temperature evolution with equipped FireFly fan during the simulation of
an intermittent failure of the rack door ventilation by opening the rack door. The figure
shows two periods of increased temperature: the first, an initial test of approximately 1
hour, and the second, a test of approximately 20 hours. The figure also shows that the
temperature returns to normal within less than 2 minutes after the rack door is closed.

In addition, for situations in which all cooling mechanisms would fail or be excep-
tionally unavailable, a software-based monitoring service within the EMP PS was
developed as a systemd service ([91]) to query the temperatures of the FireFly mod-
ules at regular intervals. If a module’s temperature consistently exceeds a defined
threshold of 70 ◦C over 4 minutes, the service initiates a shutdown sequence for the
affected FireFly modules. This process involves disabling all optical channels of both
modules, deactivating the RX module output signal, and setting the RX output amp-
litude to zero. This brings their temperatures back within acceptable limits. While
in this state, the FireFly modules are inoperable and cannot be used for communic-
ation. Reactivation of the modules requires user intervention.
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Note that the current implementation of the protection mechanism is intended for
integration setups and laboratory testing. It will later be incorporated into the
production software — the EMP Monitoring & Control OPC UA Server — so
users can activate or deactivate it. Nonetheless, the protection remains essential
to prevent permanent damage and the consequent incapacitation of the EMP func-
tion.

A.6.1. Conclusions

The thermal study conducted for the EMP in a production-like environment shows
that the system operates well within the required temperature ranges, with no ex-
pected negative impact on lifetime. The different test scenarios provide key insights
into the thermal behavior of the setup under various environmental and operational
conditions.

• Without equipped FireFly fan: the baseline test, conducted without addi-
tional FireFly ventilation and thus only passively cooled EMPs, showed that
the EMP crate’s FireFly modules maintain stable temperatures during the
recorded periods. The measured transmitter module temperatures are ap-
proximately 36 ◦C to 37 ◦C, and the receiver module is approximately 42 ◦C.
These values are well below the recommended maximum operation temperat-
ure of 50 ◦C, confirming the effectiveness of the existing cooling solution under
stationary conditions. Note that for a TX-12 FireFly module heatsink tem-
perature of 40 ◦C, the expected cumulative failure rate is below 0.01% for the
expected lifetime of 15 years for an EMP device [EMP specification].

• With equipped FireFly fan: Test with the equipped additional FireFly heat-
sink fan resulted in a further reduction of module temperatures by approx-
imately 5 ◦C to 6 ◦C. Even under demanding conditions, when the computing
farm was active during stable beam phases, the FireFly modules were operated
well below the required limit of 50 ◦C.

• Simulated cooling failures: A stress test simulating a rack ventilation failure
by opening the rack door demonstrated that even under adverse conditions,
the EMP crate continued to operate without exceeding the recommended tem-
peratures. The transmitter module remained below 50 ◦C, while the receiver
module reached around 52 ◦C, which is considered not to impact the module’s
lifetime. This indicates that the EMP crate can also be operated safely in
the event of temporary cooling failures, consistent with recommendations for
scenarios with reduced cooling.

In summary, all tests, with and without the FireFly heatsink fan, as well as the
simulated rack ventilation failure, showed that the EMP can be operated safely
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within the recommended temperature ranges. This validates the horizontal rack
ventilation as sufficient for the EMP use case, ensuring that the system can also
withstand infrequent cooling system failures without compromising the lifetime of
the optical transmitters.

A.6.2. Re-validation with Pre-Production EMP and Crate

Following the pre-production of EMP (version 3) and the EMP crate (version 2), the
thermal study was repeated in the same rack in SDX1. Note that the crate version
2 hosts optional chassis fans, one per EMP (see also Fig. A.10), which were used
instead of the previously used FireFly heatsink fan.

Figure A.10: EMP crate v2 fully equipped. The chassis fans (top) serve as a
replacement for the FireFly heatsink fans.

These tests confirmed the same thermal performance of the crate, with temperature
variation of less than 2 ◦C relative to each of the scenarios discussed in the previous
sections.
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B. quasar Design Diagram

B.1. EMP Monitoring & Control OPC UA Server

Figure B.1: OPC UA information model for the EMP monitoring server.
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C. SC-DMA IP Core -
Finite-State Machines

C.1. Watchdog FSM

RD_STS <= std_logic_vector(to_unsigned(RD_STS’pos(READ_ENGINE), 3));
WR_STS <= std_logic_vector(to_unsigned(WR_STS’pos(WRITE_ENGINE), 3));

RST_GLOBAL <= RST or not AXI_ARESETN or RST_WD;
RST40 <= RST_GLOBAL_SYNC or RST_WD_SYNC;

AXI_WATCHDOG_FSM: process(AXI_ACLK, RST)
begin
if rising_edge(AXI_ACLK) then
if RST_GLOBAL = ’1’ then
TX_TO_CNT <= (others => ’0’);
RX_TO_CNT <= (others => ’0’);
IRQ_DLY_CNT <= (others => ’0’);
RST_ACT_CNT <= (others => ’0’);
RST_WD <= ’0’;
IRQ <= ’0’;
WATCHDOG <= IDLE;

else
case WATCHDOG is
--------------------
-- WATCHDOG: IDLE --
--------------------
when IDLE =>
TX_TO_CNT <= (others => ’0’);
RX_TO_CNT <= (others => ’0’);
IRQ_DLY_CNT <= (others => ’0’);
RST_ACT_CNT <= (others => ’0’);
IRQ <= ’0’;

if READ_ENGINE = IDLE and WRITE_ENGINE = IDLE then
BUSY <= ’0’;

end if;

if START = ’1’ and BUSY = ’0’ then
WATCHDOG <= DMA_BUSY;
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BUSY <= ’1’;
end if;

------------------------
-- WATCHDOG: DMA BUSY --
------------------------
when DMA_BUSY =>
if READ_ENGINE /= FINISHED then
if TX_TO_CNT < TX_TIMEOUT_LIMIT then
TX_TO_CNT <= TX_TO_CNT + 1;

else
TIMEOUT(0) <= ’1’;

end if;
end if;

if WRITE_ENGINE /= IDLE then
if RX_TO_CNT < RX_TIMEOUT_LIMIT then
RX_TO_CNT <= RX_TO_CNT + 1;

else
TIMEOUT(1) <= ’1’;

end if;
end if;

if (READ_ENGINE = FINISHED and WRITE_ENGINE = FINISHED) or TIMEOUT
/= "00" then

READ_STATUS <= RD_STS;
WRITE_STATUS <= WR_STS;
WATCHDOG <= WAIT_ACK;

end if;
------------------------
-- WATCHDOG: WAIT ACK --
------------------------
when WAIT_ACK =>
IRQ <= ’1’;
IRQ_DLY_CNT <= IRQ_DLY_CNT + 1;

if ACK = ’1’ then
IRQ <= ’0’;
IRQ_DELAY <= std_logic_vector(IRQ_DLY_CNT);

if TIMEOUT /= "00" then
RECOVER <= ’1’;

end if;
end if;
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if STATUS_STROBE = ’1’ then
RECOVER <= ’0’;
READ_STATUS <= (others => ’0’);
WRITE_STATUS <= (others => ’0’);
TIMEOUT <= (others => ’0’);
IRQ_DELAY <= (others => ’0’);

if RECOVER = ’1’ then
RST_WD <= ’1’;
WATCHDOG <= RESET;

else
WATCHDOG <= IDLE;

end if;
end if;

---------------------
-- WATCHDOG: RESET --
---------------------
when RESET =>
RST_ACT_CNT <= RST_ACT_CNT + 1;

if RST_ACT_CNT >= RESET_CYCLES then
WATCHDOG <= IDLE;

elsif RST_ACT_CNT >= RESET_CYCLES/2 then
RST_WD <= ’0’;

end if;
end case;

end if;
end if;

end process;

206



C. SC-DMA IP Core - Finite-State Machines

C.2. AXI4-Read Engine FSM

AXI4_READ_FSM: process(AXI_ACLK, RST_GLOBAL)
begin
if rising_edge(AXI_ACLK) then
if RST_GLOBAL = ’1’ or RST_WD = ’1’ then
READ_ENGINE <= IDLE;
ARVALID <= ’0’;
RREADY <= ’0’;
READ_RESP <= "00";

else
case READ_ENGINE is
----------------------------
-- AXI4-READ ENGINE: IDLE --
----------------------------
when IDLE =>
if STATUS_STROBE = ’1’ then
READ_RESP <= "00";

end if;

if START = ’1’ and BUSY = ’0’ then
ARADDR <= SRC_ADDR;
ARLEN <= std_logic_vector(to_unsigned(DL_WORDCNT-1, 8));
ARVALID <= ’1’;

if arready = ’1’ then
RREADY <= ’1’;
READ_ENGINE <= READ;

else
READ_ENGINE <= HANDSHAKE;

end if;
end if;

---------------------------------
-- AXI4-READ ENGINE: HANDSHAKE --
---------------------------------
when HANDSHAKE =>
if ARREADY = ’1’ then
ARVALID <= ’0’;
RREADY <= ’1’;
READ_ENGINE <= READ;

end if;
----------------------------
-- AXI4-READ ENGINE: READ --
----------------------------
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when READ =>
COLLECTOR_ENABLE <= ’1’;
ARVALID <= ’0’;

if RVALID = ’1’ and RRESP /= "00" then
READ_RESP <= RRESP;

end if;

if RLAST = ’1’ then
COLLECTOR_ENABLE <= ’0’;
RREADY <= ’0’;
READ_ENGINE <= FINISHED;

end if;
--------------------------------
-- AXI4-READ ENGINE: FINISHED --
--------------------------------
when FINISHED =>
if WATCHDOG = WAIT_ACK then
READ_ENGINE <= IDLE;

end if;
end case;

end if;
end if;

end process;
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C.3. Downlink Frame Assembler

frameAssembler: process(AXI_ACLK, RST100)
variable link : lane_info_t;
variable linkMsb : integer range 0 to 7;
variable linkgrp : integer range 0 to 3;
variable linkWidth : LaneWidth;
variable linkIndex : integer range 0 to 15;
variable linkFrameMsb : integer range 0 to 31;

begin
if rising_edge(AXI_ACLK) then
if RST100 = ’1’ then
ASSEMBLER <= IDLE;
SEND_EN <= ’0’;
IDX <= 0;
CH_NUMBER <= 0;
POINTER <= (others => 127);

else
case ASSEMBLER is
---------------------------
-- FRAME ASSEMBLER: IDLE --
---------------------------
when IDLE =>
SEND_EN <= ’0’;
IDX <= 0;
CH_NUMBER <= 0;
POINTER <= (others => 127);

if FIFO_EMPTY /= ’1’ then
SEND_EN <= ’1’;

end if;

if RREADY = ’1’ then
ASSEMBLER <= CAPTURE;

end if;
------------------------------
-- FRAME ASSEMBLER: CAPTURE --
------------------------------
when CAPTURE =>
if RVALID = ’1’ and RID(2 downto 0) = ID then
BUF(CH_NUMBER) <= ELINK_DIN;
CH_NUMBER <= CH_NUMBER +1;
ASSEMBLER <= SORT when RLAST = ’1’ else CAPTURE;

end if;
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---------------------------
-- FRAME ASSEMBLER: SORT --
---------------------------
when SORT =>
if IDX < ACTIVE_LANE_INFO’length then
linkGrp := ACTIVE_LANE_INFO(IDX).grp;
linkIndex := ACTIVE_LANE_INFO(IDX).IDX;
linkMsb := ACTIVE_LANE_INFO(IDX).msb;
linkFrameMsb := (3 - linkGrp) * 8 + linkMsb;
linkWidth := ACTIVE_LANE_INFO(IDX).bw;

if POINTER(IDX) /= 0 then
FIFO_WR_PENDING <= ’1’;

case linkWidth is
when W8 =>
lpGBT_FRAME(linkFrameMsb downto linkFrameMsb-7) <=

BUF(linkIndex)(POINTER(IDX) downto POINTER(IDX)-7);
POINTER(IDX) <= POINTER(IDX) - 8 when POINTER(IDX) > 7 else 0;

when W4 =>
lpGBT_FRAME(linkFrameMsb downto linkFrameMsb-3) <=

BUF(linkIndex)(POINTER(IDX) downto POINTER(IDX)-3);
POINTER(IDX) <= POINTER(IDX) - 4 when POINTER(IDX) > 3 else 0;

when W2 =>
lpGBT_FRAME(linkFrameMsb downto linkFrameMsb-1) <=

BUF(linkIndex)(POINTER(IDX) downto POINTER(IDX)-1);
POINTER(IDX) <= POINTER(IDX) - 2 when POINTER(IDX) > 1 else 0;

when others =>
null;

end case;
end if;
IDX <= IDX + 1;

else
ASSEMBLER <= WRITE;

end if;
----------------------------
-- FRAME ASSEMBLER: WRITE --
----------------------------
when WRITE =>
if FIFO_WR_PENDING = ’1’ then
FIFO_WR_EN <= ’1’;
FIFO_DIN <= lpGBT_FRAME;
FIFO_WR_PENDING <= ’0’;

else
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FIFO_WR_EN <= ’0’;
FIFO_DIN <= (others => ’0’);

end if;

if FIFO_WR_ACK = ’1’ then
IDX <= 0;
lpGBT_FRAME <= (others => ’0’);
ASSEMBLER <= IDLE when all_zero(POINTER) = true else SORT;

end if;
end case;

end if;
end if;

end process;

fifoDrain: process(CLK40, RST40)
begin
if rising_edge(CLK40) then
if RST40 = ’1’ then
FIFO_RD_EN <= ’0’;

elsif SEND_EN_SYNC = ’1’ then
FIFO_RD_EN <= ’1’ when FIFO_EMPTY /= ’1’ else ’0’;

end if;
USERDATA_OUT <= FIFO_DOUT when FIFO_RD_VALID = ’1’ else (others =>

’0’);
end if;

end process;
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C.4. AXI4-Write Engine FSM

AXI4_WRITE_FSM: process(AXI_ACLK, RST_GLOBAL)
variable fifoCnt : integer range 0 to 64 := 0;

begin
if rising_edge(AXI_ACLK) then
if RST_GLOBAL = ’1’ or RST_WD = ’1’ then
fifoCnt := 0;
AWVALID <= ’0’;
WVALID <= ’0’;
WLAST <= ’0’;
BREADY <= ’0’;
WRITE_RESP <= "00";
WRITE_ENGINE <= IDLE;

else
case WRITE_ENGINE is
-----------------------------
-- AXI4-WRITE ENGINE: IDLE --
-----------------------------
when IDLE =>
if STATUS_STROBE = ’1’ then
WRITE_RESP <= "00";

end if;

AWADDR <= DST_ADDR;
fifoCnt := to_integer(unsigned(FIFO_CNT_DOUT)) * 2;

if COLECTOR_DONE = ’1’ and FIFO_RD_VALID = ’1’ then
AWLEN <= std_logic_vector(to_unsigned(fifoCnt - 1, 8));
AWVALID <= ’1’;
WSTRB <= (others => ’1’);
BREADY <= ’1’;
HALF_DONE <= ’1’;
WDATA <= FIFO_DOUT(127 downto 0);
BUF <= FIFO_DOUT(255 downto 128);

if AWREADY = ’1’ then
FIFO_RD_EN <= ’1’;
WVALID <= ’1’;
WRITE_ENGINE <= WRITE;

else
WRITE_ENGINE <= HANDSHAKE;

end if;
end if;
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----------------------------------
-- AXI4-WRITE ENGINE: HANDSHAKE --
----------------------------------
when HANDSHAKE =>
if AWREADY = ’1’ then
FIFO_RD_EN <= ’1’;
WVALID <= ’1’;
AWVALID <= ’0’;
WRITE_ENGINE <= WRITE;

end if;
------------------------------
-- AXI4-WRITE ENGINE: WRITE --
------------------------------
when WRITE =>
WSTRB <= (others => ’1’);
AWVALID <= ’0’;
WVALID <= ’1’;
FIFO_RD_EN <= ’0’;

if WVALID = ’1’ and WREADY = ’1’ and HALF_DONE = ’1’ then
fifoCnt := fifoCnt - 1;
WDATA <= BUF;
HALF_DONE <= ’0’;

if fifoCnt = 1 then
WLAST <= ’1’;
WRITE_ENGINE <= RESPONSE;

end if;

elsif WVALID = ’1’ and WREADY = ’1’ and HALF_DONE = ’0’ then
fifoCnt := fifoCnt - 1;
HALF_DONE <= ’1’;
FIFO_RD_EN <= ’1’;

if FIFO_RD_VALID = ’1’ then
WDATA <= FIFO_DOUT(127 downto 0);
BUF <= FIFO_DOUT(255 downto 128);

end if;
end if;

---------------------------------
-- AXI4-WRITE ENGINE: RESPONSE --
---------------------------------
when RESPONSE =>
if WVALID = ’1’ and WREADY = ’1’ then
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fifoCnt := fifoCnt - 1;
WLAST <= ’0’;
WVALID <= ’0’;
WSTRB <= (others => ’0’);
BREADY <= ’1’;

end if;

if BVALID = ’1’ and BRESP = "00" then
BREADY <= ’0’;
WRITE_RESP <= BRESP;
WRITE_ENGINE <= FINISHED;

end if;
---------------------------------
-- AXI4-WRITE ENGINE: FINISHED --
---------------------------------
when FINISHED =>
if WATCHDOG = WAIT_ACK then
fifoCnt := 0;
WRITE_ENGINE <= IDLE;

end if;
end case;

end if;
end if;

end process;
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C.5. Uplink Frame Collector

timeoutCTRL: process(CLK40, RST)
begin
if rising_edge(CLK40) then
if RST = ’1’ then
GLOBAL_TO_CNT <= (others => ’0’);
TO_REACHED <= ’0’;

elsif COLLECTOR = COLLECT then
if GLOBAL_TO_CNT >= TIMEOUT_LIMIT then
TO_REACHED <= ’1’;

else
GLOBAL_TO_CNT <= GLOBAL_TO_CNT + 1;

end if;
else
GLOBAL_TO_CNT <= (others => ’0’);
TO_REACHED <= ’0’;

end if;
end if;

end process;

frameCollector: process(CLK40, RST)
variable link : lane_info_t;
variable idx : integer range 0 to 27 := 0;
variable linkBw : LaneWidth := W0;
variable linkIdx : integer range 0 to 27 := 0;
variable grpWord : std_logic_vector(31 downto 0) := (others => ’0’);
variable chunk16 : std_logic_vector(15 downto 0) := (others => ’0’);
variable chunk8 : std_logic_vector(7 downto 0) := (others => ’0’);

begin
if rising_edge(CLK40) then
if RST = ’1’ then
LANE_STS <= (others => LS_IDLE);
POINTER <= (others => 0);
FIFO_WR_CNT <= 0;
FIFO_WR_EN <= ’0’;
FIFO_DIN <= (others => ’0’);
COLLECTOR <= IDLE;

else
case COLLECTOR is
---------------------------
-- FRAME COLLECTOR: IDLE --
---------------------------
when IDLE =>
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DONE <= ’0’;
FIFO_WR_CNT <= 0;
POINTER <= (others => 0);
LANE_STS <= (others => LS_IDLE);
LANE_RES <= (others => GOOD);

if ENABLE = ’1’ then
COLLECTOR <= COLLECT;

end if;
------------------------------
-- FRAME COLLECTOR: COLLECT --
------------------------------
when COLLECT =>
if TO_REACHED = ’1’ then
for idx in ACTIVE_LANE_INFO’range loop
if LANE_STS(idx) /= LS_FINISHED and LANE_STS(idx) /=

LS_DEACTIVATED then
if LANE_RES(idx) /= OVERFLOW then
LANE_STS(idx) <= LS_ERROR;
LANE_RES(idx) <= TIMEOUT;

end if;
end if;

end loop;
COLLECTOR <= FLATTEN;

elsif all_collected(LANE_STS) then
COLLECTOR <= FLATTEN;

else
for idx in ACTIVE_LANE_INFO’range loop
link := ACTIVE_LANE_INFO(idx);
linkIdx := link.idx;
linkBw := link.bw;
grpWord := frame_in(GRP_RANGES(link.grp) downto

GRP_RANGES(link.grp)-31);

case linkBw is
when W32 =>
if grpWord(31 downto 24) = START_BYTE and LANE_STS(idx) =

LS_IDLE then
BUF_32_BIT(linkIdx)(0) <= grpWord;
POINTER(linkIdx) <= 1;
LANE_STS(idx) <= LS_ACTIVE;

elsif LANE_STS(idx) = LS_ACTIVE then
if POINTER(link.idx) >= DEPTH_BUF32 then
LANE_STS(idx) <= LS_ERROR;
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LANE_RES(idx) <= OVERFLOW;
else
BUF_32_BIT(linkIdx)(POINTER(linkIdx)) <= grpWord;
POINTER(linkIdx) <= POINTER(linkIdx) + 1;

if has_end_byte(grpWord, END_BYTE) then
LANE_STS(idx) <= LS_FINISHED;

end if;
end if;

end if;

when W16 =>
chunk16 := grpWord(link.msb downto link.msb-15);
if chunk16(15 downto 8) = START_BYTE and LANE_STS(idx) =

LS_IDLE then
BUF_16_BIT(linkIdx)(0) <= chunk16;
POINTER(linkIdx) <= 1;
LANE_STS(idx) <= LS_ACTIVE;
elsif LANE_STS(idx) = LS_ACTIVE then
if POINTER(link.idx) >= DEPTH_BUF16 then
LANE_STS(idx) <= LS_ERROR;
LANE_RES(idx) <= OVERFLOW;

else
BUF_16_BIT(linkIdx)(POINTER(linkIdx)) <= chunk16;
POINTER(linkIdx) <= POINTER(linkIdx) + 1;

if has_end_byte(chunk16, END_BYTE) then
LANE_STS(idx) <= LS_FINISHED;

end if;
end if;

end if;

when W8 =>
chunk8 := grpWord(link.msb downto link.msb-7);
if chunk8 = START_BYTE and LANE_STS(idx) = LS_IDLE then
BUF_8_BIT(linkIdx)(0) <= chunk8;
POINTER(linkIdx) <= 1;
LANE_STS(idx) <= LS_ACTIVE;

elsif LANE_STS(idx) = LS_ACTIVE then
if POINTER(link.idx) >= DEPTH_BUF8 then
LANE_STS(idx) <= LS_ERROR;
LANE_RES(idx) <= OVERFLOW;

else
BUF_8_BIT(linkIdx)(POINTER(linkIdx)) <= chunk8;
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POINTER(linkIdx) <= POINTER(linkIdx) + 1;

if has_end_byte(chunk8, END_BYTE) then
LANE_STS(idx) <= LS_FINISHED;

end if;
end if;

end if;

when others =>
null;

end case;
end loop;

end if;
------------------------------
-- FRAME COLLECTOR: FLATTEN --
------------------------------
when FLATTEN =>
FIFO_WR_EN <= ’0’;
FIFO_DIN <= (others => ’0’);

if FIFO_WR_CNT < LANE_STS’length then
if LANE_STS(FIFO_WR_CNT) /= LS_DEACTIVATED then
link := ACTIVE_LANE_INFO(FIFO_WR_CNT);
STATUS <= encode_status(LANE_RES(FIFO_WR_CNT));
EGROUP <= std_logic_vector(to_unsigned(link.grp,8));
BIT_CNT <= std_logic_vector(to_unsigned(POINTER(link.idx),8));
ELINK <= std_logic_vector(to_unsigned(link.idx,8));

case link.bw is
when W32 =>
DATA <= flatten_buffer32(BUF_32_BIT(link.idx))(223 downto 0);
BUF_32_BIT(link.idx) <= (others => (others => ’0’));

when W16 =>
DATA <= flatten_buffer16(BUF_16_BIT(link.idx))(223 downto 0);
BUF_16_BIT(link.idx) <= (others => (others => ’0’));

when W8 =>
DATA <= flatten_buffer8(BUF_8_BIT(link.idx))(223 downto 0);
BUF_8_BIT(link.idx) <= (others => (others => ’0’));

when others => null;
end case;

FIFO_WR_PENDING <= ’1’;
COLLECTOR <= WRITE_FIFO;

end if;
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FIFO_WR_CNT <= FIFO_WR_CNT + 1;
else
COLLECTOR <= FINISHED;

end if;
---------------------------------
-- FRAME COLLECTOR: WRITE FIFO --
---------------------------------
when WRITE_FIFO =>
if FIFO_WR_PENDING = ’1’ then
FIFO_WR_EN <= ’1’;
FIFO_DIN <= EGROUP & ELINK & STATUS & BIT_CNT & DATA;
FIFO_WR_PENDING <= ’0’;

else
FIFO_WR_EN <= ’0’;
FIFO_DIN <= (others => ’0’);

end if;

if FIFO_WR_ACK = ’1’ then
COLLECTOR <= FLATTEN;

end if;
-------------------------------
-- FRAME COLLECTOR: FINISHED --
-------------------------------
when FINISHED =>
if to_integer(unsigned(FIFO_CNT_DIN)) = FIFO_WR_CNT then
DONE <= ’1’;
COLLECTOR <= IDLE;

end if;
end case;

end if;
end if;

end process;
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D. SC-DMA Linux Kernel Module

D.1. Character Device Interface

D.1.1. open()

1 static int elink_open(struct inode *inode , struct file *file) {
2 struct dmaDevice *dma;
3 struct file_private *priv;
4 uint32_t addr_low;
5
6 // Find dmaDevice associated with this cdev
7 dma = container_of(inode ->i_cdev , struct dmaDevice , cdev);
8 if (!dma)
9 return -ENODEV;

10
11 // Allocate per -open structure
12 priv = kzalloc(sizeof (*priv), GFP_KERNEL);
13 if (!priv)
14 return -ENOMEM;
15
16 priv ->dev = dma;
17
18 // Allocate the coherent DMA memory per open
19 priv ->buf.size = DMA_BUF_SIZE;
20 priv ->buf.vir = dma_alloc_coherent(dma ->dev , priv ->buf.size , &

priv ->buf.phy , GFP_KERNEL);
21 if (!priv ->buf.vir) {
22 kfree(priv);
23 return -ENOMEM;
24 }
25
26 addr_low = (uint32_t)(priv ->buf.phy & 0xFFFFFFFF);
27 dmaWrite(dma , DST_ADDR_REG , addr_low + RX_MM_OFFSET);
28 dmaWrite(dma , SRC_ADDR_REG , addr_low);
29 wmb();
30 file ->private_data = priv;
31 return 0;
32 }
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D.1.2. mmap()

1 static int elink_mmap(struct file *file , struct vm_area_struct *vma
) {

2 struct file_private *priv = file ->private_data;
3 size_t size = vma ->vm_end - vma ->vm_start;
4
5 if (size != priv ->buf.size)
6 return -EINVAL;
7
8 return dma_mmap_coherent(priv ->dev ->dev , vma , priv ->buf.vir ,

priv ->buf.phy , priv ->buf.size);
9 }

D.1.3. release()

1 static int elink_release(struct inode *inode , struct file *file) {
2 struct file_private *priv = file ->private_data;
3 if (priv) {
4 if (priv ->buf.vir)
5 dma_free_coherent(priv ->dev ->dev , priv ->buf.size , priv

->buf.vir , priv ->buf.phy);
6 kfree(priv);
7 file ->private_data = NULL;
8 }
9 return 0;

10 }
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D.2. ioctrl Interface

1 static long elink_ioctl(struct file *file , unsigned int cmd ,
unsigned long arg) {

2 struct file_private *priv = file ->private_data;
3 struct dmaDevice *dmaDev;
4 long wait_ret;
5 u32 status;
6
7 if (!priv)
8 return -ENODEV;
9

10 dmaDev = priv ->dev;
11
12 if (! dmaDev)
13 return -ENODEV;
14
15 switch (cmd) {
16 case ELINKDRV_DMA_START:
17 WRITE_ONCE(dmaDev ->irq_handled_flag , 0);
18
19 if (dmaRead(dmaDev , BUSY_REG) == 0x00) {
20 /* Trigger DMA */
21 dmaWrite(dmaDev , START_REG , START_VAL);
22
23 /* Wait for completion */
24 wait_ret = wait_event_interruptible_timeout(dmaDev ->wq,

READ_ONCE(dmaDev ->irq_handled_flag), msecs_to_jiffies (5000));
25 status = dmaRead(dmaDev , STATUS_REG);
26
27 /* Copy status back to userspace */
28 if (copy_to_user ((u32 __user *)arg , &status , sizeof(

status)))
29 return -EFAULT;
30
31 if (wait_ret == 0) {
32 return -ETIMEDOUT;
33 } else if (wait_ret < 0) {
34 return wait_ret;
35 }
36 } else {
37 return -EBUSY;
38 }
39
40 return 0;
41
42 default:
43 return -ENOTTY;
44 }
45 }
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D.3. Interrupt Handler

1 static irqreturn_t elinkdriver_irq(int irq , void *dev_id) {
2 struct dmaDevice *dma = dev_id;
3 dmaWrite(dma , ACK_REG , ACK_VAL);
4 WRITE_ONCE(dma ->irq_handled_flag , 1);
5 wake_up_interruptible (&dma ->wq);
6 return IRQ_HANDLED;
7 }
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