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Abstract

Cryptography is an indispensable aspect of our daily lives. From securing on-
line banking and protecting personal information to enabling secure connections
over the Internet and protecting critical infrastructures, it permeates every fiber
of our modern society. Understanding the security guarantees of these crypto-
graphic schemes is crucial to ensuring their effectiveness in the real world.

The theoretical foundation of modern cryptography was laid in a seminal
work by Goldwasser and Micali in 1984. Their pioneering work applied well-
established techniques from theoretical computer science to conduct a formal
security analysis of a cryptographic scheme, allowing for the first time a precise
analysis of the security guarantees achieved by a cryptographic scheme. This
approach is today called the provable security paradigm. Nowadays, it is consid-
ered good practice to not only propose a new cryptographic scheme, but also to
present a security proof, ensuring a rigorous analysis of its security guarantees.

However, despite the theoretical rigor of provable security, challenges still per-
sist in applying its principles to real-world cryptographic schemes. The idealized
nature of security models, which often make assumptions about how adversaries
may attack a cryptographic scheme, can diverge from the complexities of the
real world. While these idealizations help to build a universal theory of secure
cryptography, the real-world meaningfulness of security proofs diminishes when
they fail to accurately model the real world.

This thesis explores the gap between the idealized treatment of security in
cryptography and its real-world applications. The overarching goal is to advance
our comprehension of theoretically-sound real-world cryptography, addressing
foundational research questions that aim to further bridge the gap between

theory and practice.
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1 Introduction

The Art of Cryptography. The word cryptography stems from the Ancient
Greek words xpuntéc (romanized “kryptds”; meaning “hidden, secret”) and
Yedgewy (romanized “graphein”; meaning “to write”) and could be translated
literally into “secret writing.” In close relation to this etymology, early versions

of the Oxford English Dictionary defined cryptography as
“the art of writing or solving codes.*

This definition is indeed historically accurate for two reasons.

First, cryptography was originally used to deliver confidential messages dur-
ing times of war, i.e., if a messenger were to be intercepted, the message should
be incomprehensible to anyone but the intended receiver. Hence, messages were

" concealing their contents. Since then, cryptography

often written in a “code,’
has evolved into a broad field encompassing a wide range of applications beyond
military purposes. Today cryptography is an omnipresent companion. It perme-
ates our daily lives, securing Internet connections and communication through
messaging services and enabling secure, contactless payments during shopping.
Even intricate systems such as automobiles and “smart” energy networks rely
on cryptography. A world without it is nearly unimaginable.

Second, creating a secure cryptographic scheme could have been considered
a form of art—a scheme was postulated secure until an attack was found, while
both creating a scheme and finding an attack were limited only by the creator’s
and attacker’s creativity. This led to a perpetual game of cat-and-mouse where
creators and attackers continuously tried to outsmart the other. However, the
lack of a solid theoretical foundation in cryptography left a crucial question
unanswered. What does security actually mean and how can it be achieved in

practice?

1See, e.g., https://www.oed.com/dictionary/cryptography_n.
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The Science of Cryptography. In 1984, Goldwasser and Micali published
a seminal work that revolutionized the field of cryptography [GM84]. They
were the first to rigorously define what security for encryption could mean and,
using well-established techniques from the area of complexity theory, to carefully
prove that their scheme satisfies the security definition. Their work marks the
advent of what is now known as provable security and “transformed” the art of
cryptography into the science of cryptography. Both were awarded the Turing
Award in 2012 for their pioneering work that now serves as the foundation of
modern cryptography. Charles Rackoff pointedly described their achievements

as

“Julius Caesar may have used cryptography, but now we were finally

beginning to understand it.”?

The Provable Security Paradigm. When creating a cryptographic scheme, it
is nowadays considered good practice to give a security proof as well. A security

proof usually consists of three parts.

1. A formal security definition, which precisely defines what security means
for a given primitive. To this end, it defines (i) the attacker model, defin-
ing the capabilities of an adversary (e.g., if an attacker can manipulate
messages that are sent over a network), and (ii) the attacker goal, defining
when the attacker has successfully broken security (e.g., by recovering a
secret key or a secret message). Both the attacker model and the attacker

goal have to be part of any meaningful security definition.

2. A computational problem, which is assumed to be “hard,” meaning that
there should not exist an efficient algorithm that can solve the problem,
or that it is infeasible to efficiently find such an algorithm. Examples for
hard problems are well-studied mathematical problems, such as computing
discrete logarithms in suitable algebraic groups, or computing the prime

factors of a product consisting of two “large” primes.

3. A description of an efficient reduction, which transforms any efficient ad-
versary A successfully breaking the security according to the security def-

inition into an efficient algorithm that solves the computational problem.

2See https://amturing.acm.org/award_winners/goldwasser_8627889.cfm.
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Hence, breaking the security of the cryptographic scheme is at least as
hard as solving the computational problem. Since we assume that no al-
gorithm R efficiently solving the computational problem can exist (or can
be efficiently found), the adversary A breaking the security according to
the security definition cannot exist either. Naturally, this relation is only
“meaningful” if the assumption that the computational problem is “hard”
holds true.

In contrast to the historical approach of designing cryptographic schemes, the
provable security paradigm allows for a derivation of precise security statements,

the falsifiability of security claims, and the verifiability of protocol designs.

1.1 A Gap Between Theory and Practice

Even though the provable security paradigm provides a theoretically-sound
strategy to rigorously argue statements of security, it still comes with a few
caveats, which sometimes make the applicability of security statements difficult
for real-world cryptographic schemes. In particular, this is due to the subsequent

reasons.

Asymptotic Security Guarantees. The provable security paradigm is based
on concepts from complexity theory where the efficiency of algorithms is defined
asymptotically. That is, an algorithm A is called efficient (or polynomial-time),
if there exists a polynomial p such that the computation A(z) terminates for
all inputs = € {0,1}* within at most p(|z|) steps. When proving the security of
a cryptographic primitive with respect to this notion of asymptotic security, we
also only get asymptotic security guarantees, i.e., that sufficiently large parame-
ters exist for the scheme to be secure. How those parameters need to be chosen
to achieve security in the real-world is not clear. This leads to the following

general research question.

How can we instantiate real-world cryptographic schemes in a

theoretically-sound manner?

In Chapter 2, we delve deeper into the intricacies of this foundational research
question, provide an overview of previous works on this topic, and describe the

contributions of this thesis to this field of research.



Idealized Security Models. Security definitions of cryptographic primitives
are often idealized, e.g., by making assumptions on the distribution of certain
values. For instance, standard security definitions for encryption-based primi-
tives usually define the attacker goal as an efficient adversary not being able to
distinguish the encryptions of two (distinct) messages with equal length. While
this approach allows to keep the security model simple and to develop a gen-
eral and universal theory of secure encryption, it does not reflect the real world
where messages are rarely of equal length. In general, if the security model does
not accurately reflect the real world, the “real-world meaningfulness” of secu-
rity proofs conducted in such a model declines. Consequently, cryptographic
schemes in the real world are often not fully covered by the idealized security
proofs. This observation establishes another general research question treated

in this thesis.

How can we define security models such that we can rigorously analyze the

real-world security guarantees of a cryptographic scheme?

In Chapter 3, we further explore this foundational research question, pro-
vide an overview of previous works on this topic, and describe how this thesis

contributed to this field of research.

Outline of This Thesis. This thesis explores both foundational research ques-
tions and advances the state of the art with six publications at leading con-
ferences on cryptography. Since all publications consider their own important
research question, we will present each result in its own section, all containing
a detailed motivation, a summary of results, and possible future research direc-
tions. We conclude the introduction of this thesis with a publication overview

and a brief description of the author’s contributions.

1.2 Publication Overview and Contributions

This thesis is based on the following six results, which all have been published
in renowned conference proceedings with peer-review. The collaborative na-
ture of these publications is reflected in the equal contributions of all authors,
since substantial portions of each publication evolved through extensive mutual

discussions. We remark that, in the field of cryptography, authors of a paper



are usually listed alphabetically, not allowing any conclusion on who were the
leading authors of a work. However, to provide transparency, we emphasize the
specific areas in which the author of this thesis has mainly worked on for each

publication.

Digital Signatures with Memory-Tight Security in the Multi-Challenge Setting.

[DGJL21a] Denis Diemert, Kai Gellert, Tibor Jager, and Lin Lyu. Digital sig-
natures with memory-tight security in the multi-challenge setting.
In Mehdi Tibouchi and Huaxiong Wang, editors, ASIACRYPT 2021,
Part IV, volume 13093 of LNC'S, pages 403-433, Singapore, Decem-
ber 6-10, 2021. Springer, Heidelberg, Germany. doi:10.1007/978-
3-030-92068-5_14.

The author of this thesis worked on formalizing canonical reductions for digi-
tal signature schemes with memory-tight security, the proof of the main theo-
rems [DGJL21a, Theorems 10, 14], and the applications section.

The result has been published at the 27th Annual International Confer-
ence on the Theory and Applications of Cryptology and Information Security
— ASIACRYPT 2021, one of the world’s flagship conferences on cryptography.

Symmetric Key Exchange with Full Forward Security and Robust Synchronization.

[BDAK*21] Colin Boyd, Gareth T. Davies, Bor de Kock, Kai Gellert, Tibor
Jager, and Lise Millerjord. Symmetric key exchange with full for-
ward security and robust synchronization. In Mehdi Tibouchi and
Huaxiong Wang, editors, ASTACRYPT 2021, Part IV, volume 13093
of LNCS, pages 681-710, Singapore, December 6-10, 2021. Springer,
Heidelberg, Germany. doi:10.1007/978-3-030-92068-5_23.

The author of this thesis has contributed ideas to the identification of the “syn-
chronization robustness” property, to the design of all protocols, especially the
idea to use puncturable pseudorandom functions for protocols with non-linear
key evolution, and has worked on the security proofs for the protocols with
non-linear key evolution [BDdK"21, Theorems 18,22,23,24].

The result has been published at the 27th Annual International Confer-
ence on the Theory and Applications of Cryptology and Information Security
- ASTACRYPT 2021, one of the world’s flagship conferences on cryptography.


https://doi.org/10.1007/978-3-030-92068-5_14
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https://doi.org/10.1007/978-3-030-92068-5_23

More Efficient Digital Signatures with Tight Multi-User Security.

[DGJL21b] Denis Diemert, Kai Gellert, Tibor Jager, and Lin Lyu. More ef-
ficient digital signatures with tight multi-user security. In Juan
Garay, editor, PKC 2021, Part II, volume 12711 of LNCS, pages
1-31, Virtual Event, May 10-13, 2021. Springer, Heidelberg, Ger-
many. doi:10.1007/978-3-030-75248-4 1.

The author of this thesis worked on the construction, the proof of the main
theorem [DGJL21b, Theorem 9|, and possible instantiations of the construction.

The result has been published at the 24th International Conference on Prac-
tice and Theory of Public-Key Cryptography — PKC 2021, the world’s leading

conference specialized on public-key cryptography.

On Fingerprinting Attacks and Length-Hiding Encryption.

[GJLN22] Kai Gellert, Tibor Jager, Lin Lyu, and Tom Neuschulten. On fin-
gerprinting attacks and length-hiding encryption. In Steven D.
Galbraith, editor, CT-RSA 2022, volume 13161 of LNCS, pages
345-369, Virtual Event, March 1-2, 2022. Springer, Heidelberg,
Germany. doi:10.1007/978-3-030-95312-6_15.

The author of this thesis worked on the analysis of real-world message distri-
butions and on the validation of the pencil-and-paper analysis [GJLN22, Sec-
tions 3,4].

The result has been published at the RSA Conference, Cryptographers’ Track
— CT-RSA 2022, the world’s leading conference at the intersection of industry

and academia.

On Optimal Tightness for Key Exchange with Full Forward Secrecy via Key

Confirmation.

[GGJJ23] Kai Gellert, Kristian Gjgsteen, Hakon Jacobsen, and Tibor Jager.
On optimal tightness for key exchange with full forward secrecy via
key confirmation. In Helena Handschuh and Anna Lysyanskaya,
editors, Advances in Cryptology — CRYPTO 2023, pages 297329,
Cham, 2023. Springer Nature Switzerland


https://doi.org/10.1007/978-3-030-75248-4_1
https://doi.org/10.1007/978-3-030-95312-6_15

The author of this thesis worked on the discovery of the flaw in [CCGT19] and
the main meta reduction theorem [GGJJ23, Theorem 6.4].

The result has been published at the 43rd Annual International Cryptology
Conference — CRYPTO 2023, one of the world’s flagship conferences on cryp-
tography.

Security Analysis of the WhatsApp End-to-End Encrypted Backup Protocol.
[DFG'23] Gareth T. Davies, Sebastian Faller, Kai Gellert, Tobias Handirk,

Julia Hesse, Maté Horvath, and Tibor Jager. Security analysis
of the whatsapp end-to-end encrypted backup protocol. In Helena
Handschuh and Anna Lysyanskaya, editors, Advances in Cryptology
-~ CRYPTO 2023, pages 330-361, Cham, 2023. Springer Nature

Switzerland

The author of this thesis has worked on the full protocol description, the for-
malization of the ideal functionality for password-protected key retrieval, and
the formal security analysis of the protocol (especially the corrupt client cases
of [DFG*23, Theorem 1]).

The result has been published at the 43rd Annual International Cryptology
Conference — CRYPTO 2023, one of the world’s flagship conferences on cryp-
tography.

1.3 Editorial Remarks

We remark that the target audience of this thesis are readers with a background
in computer science and modern cryptography on the level equivalent of an
advanced undergraduate student in computer science. Due to its cumulative
character, this thesis focuses on providing intuitions on how the gap between
ideal models and real-world requirements is further closed. For a more technical

approach, we refer to the original publications.

Gender Neutrality. In support of gender neutrality, we use the generic pro-
nouns “they/them” when referring to users of cryptographic schemes and “it/its”
when referring to algorithms or devices. Note that we sometimes give algorithms
human-sounding names such as “adversary,” but use neuter pronouns to high-

light their algorithmic, non-human nature.



Notation. We denote the security parameter as A\. For any value n € N, let 1"
be the unary representation of n, and let [n] = {1,...,n} be the set of integers
between 1 and n. Furthermore, let |x| denote the length of a bit string z, while
|S| denotes the size of a set S. For bit strings a,b, we define a || b to be the
concatenation of a and b. We write z < S to indicate that the element z is
chosen uniformly at random from set §. For a probabilistic polynomial-time
algorithm A, we define y < A(ay,...,a,) as the execution of A with fresh

random coins on the inputs a4, ..., a,, and assigning the output to y.



2 Theoretically-Sound Instantiation

In modern cryptography it is common to not only propose a cryptographic
scheme, but to also provide a rigorous security proof alongside the scheme’s
description. The security proof is meant to establish confidence in the security
guarantees the scheme provides. Such a security proof usually is a reduction
(in a complexity theoretic sense), where the difficulty of breaking the scheme is
related to the difficulty of breaking a hardness assumption. That is, the security
proof aims to transform any efficient black-box attacker against the security of
the scheme into an efficient algorithm solving an assumed-to-be-hard problem.
However, if the hardness assumptions holds, i.e., if it is impossible to efficiently
solve the underlying problem, then the black-box attacker cannot exist and the

scheme must be secure. This conceptual approach is illustrated in Figure 2.1.

Concrete Security. We can measure the quality of a cryptographic reduction
by setting the running time and the success probability of both the black-box
attacker and the reduction in relation. To this end, let £ 4 and tx be the running
times of an adversary A and a reduction R, and let €4 and ex be their respective

success probabilities. We define the security loss ¢ as the smallest ¢, such that

(R A
I~ ta
and call the fractions €4/t 4 and eg /tr the work factors of A and R, respectively.
This is the standard approach to measure concrete security, which was originally
defined by Bellare and Ristenpart in 2009 [BR09].

If we view cryptography from a classical complexity theory perspective, it
would be sufficient to show that the security loss ¢ is polynomially bounded in
some security parameter A\. Note that this asymptotic approach only implies
that sufficiently large parameter sizes ezist for the scheme to be secure, but
it does not offer any insight on how they are chosen. That is, if we want to

measure the concrete security a scheme provides, we need to make the bounds



Challenger Reduction R

Adversary A

—)

Figure 2.1: Conceptual approach of a security proof by reduction, where a black-
box adversary A is transformed into a reduction R that aims to
solve some hard problem. The challenger refers to an algorithmic
representation of a hard problem.

more explicit.

If we the work factor e€4/t4 is an upper bound for all adversaries A, then
the primitive offers security equivalent to —log(e4/t4) bits. We usually desire
a security level equivalent to at least 128 bits (often called “128-bit security”),
which intuitively corresponds to the difficulty of correctly guessing a uniformly
random 128-bit key. Given a reduction with work factor er/tr, we can now

bound
—log(ea/ta) > —log(l - eg/tr) > 128.

Note that this bound depends on the security loss ¢ and the work factor e /t%.
That is, if we want to achieve the desired security equivalent to at least 128 bits,
we need to ensure that the loss ¢ and the work factor ez /tr are small enough
such that —log(f - eg/tr) > 128 holds. Consequently, a large loss ¢ would
need to be compensated by a sufficiently small work factor ex/tg. This can
be achieved by instantiating the scheme with “large” parameter sizes, but this
has an undesirable impact on the computational efficiency of the cryptographic
primitive. Hence, we would like to have a so-called tight security proof, where
the loss ¢ is small enough, or even constant in the security parameter, such that

ideally no compensation in parameter sizes is necessary.

The Impact of a Security Loss. We illustrate the impact of a security loss

via an example considering the famous Transport Layer Security (TLS) proto-

10



col [Resl8], which is implemented in any modern web browser and the most
widely used protocol to establish a secure connection over the Internet. While
we do know that TLS 1.3 can indeed be proven secure in a tight manner [DJ21,
DG21], many previous proofs of (candidate versions of) TLS 1.3 suffer from a
loss at least quadratic in the number of sessions ny, [DFGS15, DFGS16, FG17,
Giin20].

According to Statistia, a provider of market and consumer data, the number of
worldwide Internet users in 2023 is around 5 billion! and the number of devices
connected to the Internet of Things (IoT) is around 15 billion, with a strong
upward trend?. Assuming more than 2% sessions per user and device, we get a

total number of sessions n, > 215 .20 - 10° ~ 2°°, which yields a security loss of
{9250 _ 9100

We can compensate this security loss by choosing the parameter sizes of cryp-
tographic primitives used within the TLS protocol accordingly. Concretely, the
elliptic curve group would need to be of order a2 2256+2100 — 2456 rather than
of order & 22°6and the Rivest-Shamir-Adleman (RSA) modulus (for the com-
monly used RSA-based signatures) would need to be over 10,000 bits long rather
than the usually recommended 3,072 bits.® This increase of parameter sizes has
a direct impact on the computational efficiency of the TLS protocol and is

therefore undesirable.

We observe that the tightness of a security proof provides insight on how to in-
stantiate cryptographic schemes in a theoretically-sound manner. It is hence an
important field of research to investigate (i) if real-world cryptographic schemes
can be proven tightly-secure, (ii) if certain classes of protocols are impossible
to prove tightly-secure, and (iii) how impossibility results can potentially be

evaded.

'See Number of internet and social media users worldwide as of April 2023, https://www.
statista.com/statistics/617136/digital-population-worldwide/.

2See Number of Internet of Things connected devices worldwide from 2019 to 20283, with
forecasts from 2022 to 2030, https://www.statista.com/statistics/1183457/iot-
connected-devices-worldwide/.

3We remark that the compensation of parameter sizes needs to take attacks on the underlying
algebraic structures into account as well. For example, the Pollard’s Rho algorithm [Pol78§]
is applicable to elliptic curve groups and requires a per se doubling of the group order.
Hence, we need a group of order 22 (128+100) ipgtead of 21284100 Similarly, the general
number field sieve [Pom96] needs to be taken into account for RSA-based primitives.

11
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Outline of This Chapter. We discuss how this thesis advances the state
of the art in the domain of theoretically-sound instantiation of cryptographic
schemes. We consider two fundamental cryptographic primitives, digital sig-
nature schemes and key exchange protocols. In Section 2.1, we discuss digital
signatures with tight multi-user security, i.e., where the number of users does
not impact parameter sizes. Next, in Section 2.2, we discuss memory-tight sig-
natures, where the memory consumption of the adversary and the reduction are
also taken into account. We conclude with Section 2.3, in which we investigate
the optimal tightness of key exchange protocols with explicit authentication.
Each of subsequent sections motivates a fundamental research problem and
details how this problem was solved. Additionally, we propose future research

directions based on our results.

2.1 Signatures with Tight Multi-User Security

The commonly accepted standard security notion for digital signatures is the
existential unforgeability under adaptive chosen-message attacks (EUF-CMA).
Intuitively, this notion guarantees that an adversary can forge a fresh and valid
signature only with negligible probability, even if it has access to a signing oracle
providing it with valid signatures of its choice. Standard EUF-CMA security
considers a single-user setting, where the adversary is given a single public key
at the start of the security experiment, which it has to forge a signature for.

This notion can be strengthened to a multi-user setting with adaptive corrup-
tions, so-called existential unforgeability under adaptive chosen-message attacks
in the multi-user setting with adaptive corruptions (MU-EUF-CMA®™) security.
Here, the adversary receives not only a single public key at the start of the
experiment, but public keys of multiple users. The users may get corrupted by
the adversary, allowing it to obtain their respective secret keys. The attacker
goal of the adversary is to forge a fresh signature that is valid with respect to
an uncorrupted public key.

It is easy to show that EUF-CMA security implies MU-EUF-CMA®" security
via a straightforward guessing argument. That is, given an adversary A against
the MU-EUF-CMA®" security of some signature scheme, we construct a reduc-
tion R as follows. The reduction R guesses for which user ¢* the adversary A

will forge a signature and embeds the public key of its EUF-CMA challenger as

12



the ¢*th public key, while generating and simulating all other users by itself.
Note that if the guess by the reduction R is correct, it will perfectly simulate
the adversary A. Since the guess is independent of the behavior of the adver-
sary A, the reduction wins the security game against the EUF-CMA challenger
with advantage €4/qy, where gy is the number of users and €4 is the success
probability of 4. This yields a security loss linear in the number of users gy

and the reduction is hence non-tight.

The Need for Tight MU-EUF-CMA“"-Secure Signatures. There are different
reasons why the construction of digital signature schemes with tight multi-user
security is interesting. First of all, digital signatures are often used as a build-
ing block in more complex protocols, with key exchange protocols being the
prime example with the highest real-world relevance. Security of key exchange
protocols is often argued in Bellare-Rogaway-style [BR94] or Canetti-Krawczyk-
style [CKO01] models, where the adversary may adaptively compromise the secret
key material of users. Since this key material often comprises of the secret sign-
ing key of a signature scheme, these adaptive corruptions directly translate to
adaptive corruptions of the signature scheme in a multi-user setting. Note that
real-world key exchange protocols are executed by a vast number of users and
hence it is desirable to avoid losses in the number of users whenever possible.
The construction of MU-EUF-CMA“"-secure signatures helps in this endeavor
by offering a convenient-to-use interface for the reduction, when the security
of the key exchange protocol is reduced to the security of the digital signature
scheme.

Apart from this practically motivated reason, we deem the question how to
construct such digital signature schemes as a general and foundational research
question in cryptography, which helps us to better understand the general theory

of digital signature schemes with strong security guarantees.

The Difficulty of Constructing Tightly MU-EUF-CMA“"-Secure Signatures.
We have already discussed that EUF-CMA security implies MU-EUF-CMA®"
security via a straightforward guessing argument. This approach incurs a loss
linear in the number of users and is hence a non-tight proving strategy. Any
tight reduction for such an implication needs to avoid this kind of guessing

argument. We observe that any such reduction must
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1. know the secret keys of all users, such that it can correctly answer a
corruption query for any user, but without guessing which users will not

get compromised;

2. needs to extract a solution to some assumed-to-be-hard computational
problem, while knowing the secret key for this instance in order to correctly

answer signing queries.

On first sight, these observations seem to contradict each other and indeed one
can formally prove that such a reduction does not exist under non-interactive
hardness assumptions* and certain additional properties of the digital signature
scheme [BJLS16]. While the impossibility result covers a large class of widely-
used schemes, there also exist some constructions that manage to avoid the

impossibility result.

Known Constructions with Tight MU-EUF-CMA®" Security. There are only
few known constructions of digital signature schemes with tight MU-EUF-CMA®"
security under non-interactive hardness assumptions. One scheme is given by
Bader et al. and achieves a constant security loss, but the size of the signatures
are linear in the security parameter. They also describe another scheme with
constant-size signatures, but with a linear security loss in the security parame-
ter instead. Another scheme was presented by Gjgsteen and Jager, which has a
constant security loss in the programmable random oracle model [GJ18]. This

motivates the leading research question of this section:

Is it possible to construct a digital signature scheme with tight security in the

multi-user setting, which is more practical than previous schemes?

2.1.1 Results

This section summarizes our results described in [DGJL21b]. We present a
new generic construction of strongly MU-EUF-CMA®"-secure digital signature
schemes based on lossy identification schemes (LIDs) [AFLT12, AFLT16] and

4Using an interactive hardness assumption “shifts” the difficulty of constructing such schemes
into assumption. This makes the assumption stronger and a tight security proof trivial.
Since we want to prove security under well-known, weak assumptions, relying on interactive
hardness assumptions is undesirable.
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sequential OR-proofs [AOS02, FHJ20]. Our scheme is described in [DGJL21b,

Section 4] and has the following properties:

o It is the first generic construction of MU-EUF-CMA“"-secure digital signa-
tures. It can be instantiated from any LID with suitable properties, which
are met by, e.g., the LID based on the decisional Diffie-Hellman (DDH)
problem [CEv88], or the scheme based on the ¢-hiding problem [ABP13].
A direct instantiation via the LIDs based on, e.g., the decisional short
discrete logarithm problem, the ring learning with errors problem, or the
subset sum problem (all due to Abdalla et al. [AFLT12, AFLT16]) does
not directly yield a tightly-secure digital signature scheme. This is due
to the requirement of a tight “multi-instance security” of the underlying
assumption. While this is met by the self-reducibility property of the LID
based on the DDH problem, it is not obvious how this property can be

achieved for hardness problems based on lattices or subset sum.

o It is the first construction of MU-EUF-CMA®"-secure digital signatures
with strong existential unforgeability if the underlying LID supports the
uniqueness property in the sense of [AFLT12, AFLT16].

e« When our construction is instantiated via the LID based on the DDH
problem, a signature only consists of three elements of Z, and the public
key consists of four group elements, where ¢ is the order of the underlying

algebraic group. This makes it the most efficient digital signature scheme
with tight MU-EUF-CMA®®" security to this date.

2.1.2 Possible Future Research Directions

The digital signature schemes discussed in this section can be instantiated from
any LID with suitable properties. Naturally, it would be interesting to find novel
construction of LIDs, which directly give rise to new tightly-secure signature

schemes. This leads us to the first broad research question.

Research Question 1. How can we construct new LIDs, which give rise to

new signature schemes with tight multi-user security?

On a more specific level, it would be interesting to find a suitable LID, which
is based on post-quantum-secure assumptions, such as lattice-based assump-

tions. Even though LIDs based on lattices exist (e.g., the schemes by Abdalla
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et al. [AFLT12, AFLT16]), they do not support a tight “multi-instance secu-
rity,” such as the self-reducibility property of DDH-based LID. Thus, it is not
obvious how we can use lattice-based LIDs to construct digital signatures with

tight multi-user security.

Research Question 2. How can we construct lattice-based digital signature

schemes with tight multi-user security?

The last research question of this section will be motivated from a practical
perspective. All digital signature schemes, which are currently standardized
for use in widely-deployed key exchange protocols, such as TLS 1.2 and TLS
1.3, do not achieve tight multi-user security, or tightness at all. This makes
a theoretically-sound instantiation of the digital signature schemes without a
compensation of parameter sizes very difficult. Since our signature scheme is
competitive when considering computational efficiency and signature sizes, it
would be interesting to see how well it would perform when implemented in

real-world protocols. Hence, we propose the following research question.

Research Question 3. How well do our digital signature schemes perform

when implemented in real-world key exchange protocols, such as, e.q., TLS 1.37

2.2 Signatures with Memory-Tight
Multi-Challenge Security

Tightness with respect to the work factor (i.e., the ratio of running time and
success probability) has been considered the standard notion for tightness since
its introduction in 2009. In 2017, Auerbach et al. [ACFK17] showed that the
memory consumption of a reduction is another relevant dimension, which is
often overlooked, especially if the security is reduced to a hardness assumption,
where the efficiency of a solving algorithm depends on how much memory is

available. We call such problems memory-sensitive.

Memory-Sensitive Problems. We know that several memory-sensitive prob-
lems with relevance to cryptography exist. Well-known examples include k-
way collision resistance (e.g., due to the Joux—Lucks algorithm [JL09]), the

learning parity with noise problem (e.g., due to the Blum—Kalai-Wassermann
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algorithm [BKWO03]), the shortest vector problem (e.g., due to the Herold-
Kirshanova algorithm [HK17]), the discrete logarithm problem in prime fields
or the factoring problem (both due to the number field sieve, see [LLMP93]). For
a more detailed discussion on these problems, we refer the reader to [ACFK17,
Section 6].

Memory Tightness. This gap was addressed by Auerbach et al. [ACFK17]
who were the first to formally define memory tightness, a tightness notion that
takes the consumed memory of a reduction into account. Their work presents
techniques how memory tightness can be achieved for certain reductions (e.g., by
implementing a random oracle via a pseudorandom function rather than via lazy
sampling), but also gives impossibility results that cover large classes of natural
reductions. Since then, many follow-up works on this topic have emerged, con-
sidering the memory tightness of digital signature schemes [WMHT18, GGJT22,
Xag23], public-key encryption schemes [GT20, GGJT22, JK22|, key encapsula-
tion mechanisms [Bha20], and symmetric key cryptography [WMHT18, GJT20,
GGJT22].

Memory-Tight Signatures. The standard notion of EUF-CMA security for
signatures gives an adversary access to a signing oracle. That is, it may adap-
tively query the oracle for arbitrary messages m and expects a valid signature
o in return. The challenger usually stores all queried messages m in a list Q.
Eventually, the adversary outputs a candidate forgery (m*, o*) and wins if it is
indeed valid and if m* ¢ Q. This is called the single-challenge setting, since
the adversary gets only one attempt to output a forgery. This notion can be
strengthened by allowing the adversary to output multiple candidate forgeries.
It would then win if at least one of those candidate forgeries is indeed a valid

forgery. This security variant is in the stronger multi-challenge setting.

The Difficulty of Constructing Memory-Tight Signatures in the Multi-
Challenge Setting. The single-challenge and multi-challenge notions are tightly
equivalent if work-factor tightness is considered. Given an adversary in the
multi-challenge setting, a reduction can store all message-signature pairs it has
given the adversary via the signing oracle. Whenever the adversary outputs a

forgery candidate, the candidate is checked against the message-signature pairs.
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If it is not contained, the candidate is a valid forgery in the single-setting chal-
lenge as well. Note that this reduction is not memory-tight, since it requires
storing a message-signature pair for each request to the signing oracle, incurring
a loss linear in the number of signing queries.

Auerbach et al. showed that it is impossible to prove a memory-tight equiv-
alence of these notions for a large class of natural reductions [ACFK17]. Their
result was subsequently revisited and extended by Wang et al. [WMHT18]. We
note that Auerbach et al. give a memory-tight security proof for the RSA full-
domain hash signature scheme under the RSA assumption. However, their re-
duction only achieves memory tightness in the single-challenge setting. Further-
more, their security proof is also not work-factor-tight, since the lower bounds
of previous impossibility results still apply, making a loss linear in the number
of signing queries impossible to avoid [Cor02, KK12, BJLS16, KK18].

There are two major difficulties when constructing digital signature schemes
with memory-tight security in the multi-challenge setting. First, the reduction
cannot store a table of random oracle queries by the adversary. While the table
can in principle be replaced via a pseudorandom function [ACFK17], one needs
to be careful if the random oracle requires “programming” by the reduction.
Second, the reduction needs to avoid storing a list of message-signature tuples
that are given to the adversary via the signing query. This motivates the leading

research question of this section:

Is it possible to evade existing impossibility results and construct a digital

signature scheme that achieves full tightness in a multi-challenge setting?

2.2.1 Results

This section summarizes our results described in [DGJL21a].

o We present a sequence of transformations that gives rise to the first digital
signature schemes that achieve tightness in all three dimensions, i.e., in
running time, success probability, and memory consumption. Our scheme
exploits a new notion of canonical reductions, where we enforce a certain
behavior onto the reduction, which is met by many well-known security
proofs [DGJL21a, Sections 3,4]. This “non-black-box perspective” allows
us to avoid previous impossibility results by Auerbach et al. [ACFK17] and
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Wang et al. [WMHT18], showing that such a construction is impossible

for a large class of black-box reductions.

o We demonstrate that our approach works for the generic construction
of signature schemes via LIDs by Abdalla et al. [AFLT12, AFLT16], for
RSA full-domain hash signatures [BR96], and for Boneh-Lynn—-Shacham
signatures [BLS01]. We further apply the Katz—Wang technique [KWO03]
and sign the message with an additional random bit, avoiding the linear
loss in the number of signing queries (which is inherent for a large class
of digital signature schemes with unique signatures [Cor02]) for the latter
two schemes [DGJL21a, Section 5.

2.2.2 Possible Future Research Directions

In this section, we discussed digital signature schemes with multi-challenge secu-
rity that achieve tightness in the dimensions running time, success probability,
and memory consumption. A first interesting research question is to investigate,
whether we can achieve fully tight digital signature schemes in a multi-user set-
ting. This notion is especially interesting, since schemes with tight multi-user
security are often used as building blocks in more complex protocols. The result
of this research could either be constructive, by achieving such a security no-
tion, or an impossibility result, showing that a certain class of protocols cannot

achieve such a security notion.

Research Question 4. Is it (im)possible to construct fully tight digital signa-

tures with multi-user security?

Building upon the above research question, we can use our tight signature
schemes as building block in more involved protocols and investigate whether
it is still possible to achieve full tightness. An interesting candidate could be
key exchange protocols, since they often rely on digital signature schemes as
building blocks.

When considering key exchange protocols, we will face another new challenge
apart from the multi-user security issue described above. There exist several
impossibility results, which show that a loss linear in the number of users is
impossible to avoid for a large class of protocols [BJLS16, CCG*19, GGJJ23].

Since this loss cannot be avoided in the “classical” work-factor tightness, an
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additional consideration of memory consumption as dimension will not help to
avoid this loss. However, it is not clear if we can construct a key exchange
protocol with optimal work-factor tightness and memory tightness, or if there
is yet another unavoidable loss when additionally considering the memory con-

sumption of a reduction.

Research Question 5. Is it (im)possible to construct a key exchange protocol

with an optimal work-factor tightness and memory tightness?

2.3 Key Exchange with Optimal Tightness

Authenticated key exchange (AKE) protocols allow two parties two establish
a shared secret over an insecure channel such as the Internet. Such protocols
are often proven to provide implicit authentication, meaning that the intended
partner can derive that same shared secret, but not guaranteeing that they have
actually participated in the protocol execution. If a key exchange protocol only
provides implicit authentication, an adversary can impersonate a user, such that
the intended partner believes it is establishing a key with the user. However,
the adversary still cannot distinguish the established session keys from random,
preserving the standard security notion of indistinguishable keys.

It is a natural question how an implicitly authenticated protocol can be
tightly upgraded into one that provides explicit authentication, guaranteeing
that both parties have indeed participated in the protocol run. A well-known
approach is to add key confirmation messages derived from the implicitly-
authenticated session key to the protocol®, which has been studied in several
previous works [BPR00, Kra05, Yan13, FGSW16, CCG'19, dSGFW20].

Key Confirmation and the Preservation of Tightness. In 2019, Cohn-Gordon
et al. have presented nearly-tight reductions to implicitly authenticated Diffie—
Hellman protocols. Their reductions have a security loss, which is linear in
the number of users and cannot be avoided for a large class of natural reduc-
tions [CCG'19]. Furthermore, they argued that their protocol can be tightly

5We note that key confirmation messages can also be used to upgrade a weakly forward-secure
protocol to a fully forward-secure protocol, but remark that implicit/explicit authentica-
tion and weak/full forward security are separate notions. In fact, protocols with explicit
authentication but no forward security [BR94] and protocols with forward security but
only implicit authentication [BN11, CF15] exist.
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upgraded to provide explicit authentication, thus preserving the optimal tight-
ness of the underlying protocol [CCGT19, Theorem 6]. This claim does not hold

true®, which motivates the leading research question of this section:

Is it possible to tightly upgrade an implicitly AKFE protocol to achieve explicit

authentication, and can the result of Cohn-Gordon et al. be restored?

2.3.1 Results

This section summarizes our results described in [GGJJ23].

« We present a meta reduction [Cor02] showing that no security proof for
adding key confirmation to a weakly forward-secure key exchange pro-
tocol can avoid a loss linear in the number of protocol users [GGJJ23,
Section 6]. Our impossibility result holds for a large class of protocols,
including, e.g., the generic compiler by Cohn-Gordon et al. [CCGT19],
and the MAC-based approach transforming the HMQV protocol into the
HMQV-C protocol [Kra05].

« We present an alternative proof strategy to the one used in [CCGT19].
That is, we weaken the security notion of the underlying key exchange
protocol such that (i) the underlying protocol can be proven secure in a
tight manner, and (ii) the compiler adding key confirmation messages has
a security loss linear in the number of users. This proving strategy is
optimal, since any such key exchange protocol must lose a factor that is

at least linear in the number of users [GGJJ23, Section 4].

o We give a tight proof of the underlying protocol used by Cohn-Gordon et
al. [CCGT19] under our weaker notion of security, overall restoring their
main result [GGJJ23, Section 5.

2.3.2 Possible Future Research Directions

In this section we have discussed an impossibility result, which shows that a

large class of compilers upgrading an implicitly-authenticated protocol into an

6We decided against an explanation of the actual flaw, since it is quite subtle and requires
some in-depth knowledge of key exchange security models, which are known for their com-
plexity. We hence refer the interested reader to [GGJJ23, Section 1] for a more technical
explanation of the flaw.
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explicitly-authenticated one inherently cause a loss linear in the number of users.
The impossibility result holds if certain criteria of the underlying protocol are
met. These include, e.g., that messages of the underlying protocol are inde-
pendent of the secret long-term keys, that the compiler adds key confirmation
messages derived from the output key of the underlying protocol and that the
underlying protocol has unique and efficiently verifiable secret keys. A natural
question is whether we can avoid the impossibility result by constructing a pro-
tocol, which avoids at least one of these requirements. If this seems difficult,
one could also try to extend the impossibility result to capture more general

requirements.

Research Question 6. Is it possible to avoid the impossibility result? If not,
can the impossibility result be extended to an even more general class of proto-

cols?

Another potential research question could further widen the scope of AKE
protocols with optimal tightness. For example, it could be interesting to explore
tightness notions in password-authenticated key exchange [BM92]. While these
protocols are usually proven in the universal composability framework [Can00],
which is due to the composition theorem highly non-tight, there also exists a
game-based security model by Bellare, Pointcheval and Rogaway [BPRO0] that
could serve as a foundation to study the tightness of password-authenticated

key protocols. Hence, we propose the following research question.

Research Question 7. Can password-authenticated key exchange protocols
achieve tight security, or can we show under which conditions it is impossible to

achieve tightness?
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3 Cryptography for the Real World

This chapter is about cryptographic schemes with a high real-world relevance.
First, we explore symmetric key exchange, a variant of AKE, which only deploys
symmetric cryptographic primitives. Symmetric key exchange is especially rel-
evant for low-performance devices that do not have the computational capacity
to use public-key-based cryptography. In Section 3.1, we explore what secu-
rity guarantees we expect from such protocols and how they can be achieved in
practice.

Second, we analyze the security guarantees of the message backup protocol
that was recently deployed by WhatsApp in late 2021. Their protocol aims
to provide strong security guarantees, requiring that even a malfeasant service
provider must not get access to backups stored by users. We present the findings
of our security analysis in Section 3.2.

Last, we investigate secure symmetric encryption, which is often idealized
in security models. That is, classical security models for secure encryption
require that all messages are of equal length, which does not accurately model
the real world. We extend a previous approach called length-hiding encryption
and develop a novel methodology to quantify which security guarantees can
be achieved for real-world message distributions. Our results can be found in
Section 3.3.

3.1 Forward-Secure Symmetric Key Exchange

AKE protocols enable two parties to mutually authenticate and to derive a ses-
sion key over an insecure channel such as the Internet. A subclass of such pro-
tocols is based on pre-shared long-term symmetric keys, which were previously
established, e.g., via an out-of-band communication. A prominent example of
such a protocol is the TLS 1.3 protocol in the pre-shared key mode [Res18].

However, this mode does not only rely on symmetric cryptographic primitives,
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but also uses the public-key-based Diffie-Hellman key exchange for key deriva-
tion. Since public-key techniques are several orders of magnitude more expensive
than symmetric-key techniques, pre-shared key protocols exclusively relying on
symmetric-key techniques can be much more efficient than classical AKE pro-

tocols. We call such protocols symmetric AKFE protocols.

The Need for Symmetric AKE. Symmetric AKE protocols are desirable for
low-performance devices (e.g., battery-powered wireless IoT devices), for which
every computation and every transmitted bit has a negative impact on its bat-
tery life. Especially in an industrial context, where it is often easier to establish
pre-shared keys than to rely on public-key infrastructures. Furthermore, proto-
cols that exclusively rely on symmetric-key primitives provide an easy hardening

against quantum adversaries by adjusting key size accordingly.

Forward Security in Symmetric AKE Protocols. Forward security is consid-
ered a standard goal of modern key exchange. We call a protocol forward-secure
if the session keys of past sessions remain secure, even if the secret long-term
key material gets compromised [BG20]. Note that forward security can only
be achieved if session keys cannot be efficiently derived from the long-term key
material. This property is often easy to achieve, when public-key techniques are
used, e.g., by introducing ephemeral keys for key establishment and long-term
keys for authentication.

The only technique exclusively relying on symmetric-key techniques is often
called the derive-then-evolve approach. That is, a session key is derived from the
long-term key material, and then the long-term key is evolved. If the evolution
of the key cannot be efficiently reversed, then compromise of the long-term key
material also does not expose prior session keys. There are two common variants

to this technique:

o Synchronized Key Fvolution. In this case, long-term keys are evolved in
epochs, e.g., once per day. Note that this epoch-based evolution can-
not achieve “full” forward security, but only a weaker “delayed” notion.
Prior session keys are only secure if the long-term key used to derive them
has evolved. This approach also requires both parties to have synchro-

nized clocks, which may be difficult to achieve in a setting for constrained
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devices. Hence, this approach seems impractical for the setting where

symmetric AKE protocols are needed.

o Triggered Key Evolution. In this case, long-term keys are evolved dur-
ing the protocol execution. Note that this ensures “full” forward security,
since keys are always evolved after a protocol run has successfully con-
cluded. However, triggered key evolution is much more difficult to realize
on a technical level since both parties must remain “in sync,” especially if
transmitted messages are lost, or if an active attack on the communication

is launched.

Concurrency and Key-Evolving Protocols. A standard correctness require-
ment for AKE protocols is that the protocol supports running concurrent ses-
sions. This is reflected in the common Bellare-Rogaway [BR94] and Canetti-
Kraczyk [CKO01] security models, where the adversary may arbitrarily interleave
concurrent protocol sessions. In the case of symmetric AKE, the main challenge
is to preserve concurrent correctness while achieving “full” forward security as
well.

Even in a setting where the adversary remains passive and all messages are
transmitted reliably (i.e., without message loss), is achieving concurrent correct-
ness non-trivial. The main difficulty is that one party may advance its long-term
key too early for another concurrent session to be completed. This issue does not
appear in classical AKE protocols using public-key techniques since long-term
keys are usually static and used for authentication only. A protocol achieving
both “full” forward security and concurrent correctness does not yet exist, which
raises the question if it is possible to construct such a protocol.

If we are now to consider a setting where messages may not be delivered, or
where an adversary may actively interfere with the communication, the situ-
ation gets even more complicated. For example, an adversary may try to get
two parties “out-of-sync,” such that they cannot efficiently recover. It is an
unsolved foundational problem to develop techniques, which ensure that such
a “synchronization robustness” property is achieved in stateful key exchange

protocols. This motivates the leading research question of this section:

How can we build efficient symmetric key exchange protocols based on

pre-shared keys that achieve a meaningful security notion? Furthermore, is it
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even possible to achieve synchronization robustness in stateful key exchange

protocols?

3.1.1 Results

This section summarizes our results described in [BDdK™21].
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» We describe a security model for forward-secure symmetric AKE capturing

entity authentication (both unilateral and mutual), indistinguishability
of established keys, and forward security [BDdK*21, Section 3]. Our
model is based on the standard approach of modeling AKE by Bellare
and Rogaway [BR94], adapted to the requirements of symmetric protocols

with evolving keys.

We identify a key property for symmetric key exchange, which we call syn-
chronization robustness [BDAK121, Section 3.3]. Intuitively, synchroniza-
tion robustness guarantees that parties can efficiently re-synchronize their
states in order to complete a successful protocol run, even if an adversary
interferes with their communication. This property is trivially achieved
by traditional AKE protocols with fixed long-term keys, but requires more

care for symmetric key exchange with evolving keys.

We define the notion of linear key evolution, which is based on the clas-
sical derive-then-evolve approach. We argue that protocols with linear
key evolution can only achieve a weak form of synchronization robustness,
where the “target” protocol session must be executed without adversarial
influence. We present three different protocols based on linear key evolu-
tion. Two of them are lightweight and achieve unilateral authentication
(resp. mutual authentication) with a communication complexity of only
one (resp. two) message authentication codes and one (resp. two) counter
values. The third protocol additionally achieves a “bounded gap” prop-
erty, where both parties can always re-synchronize in one key evolution
step [BDAK ™21, Section 4].

We define the notion of non-linear key evolution and present two such
protocols based on puncturable pseudorandom functions (PPRFs), which

achieve full synchronization robustness. Both protocols are lightweight,



since PPRFs can be instantiated from cryptographic hash functions, and
achieve unilateral authentication (resp. mutual authentication) with a
communication complexity of only one (resp. two) message authentica-

tion codes and one counter value [BDdK*21, Section 5].

3.1.2 Possible Future Research Directions

It remains to verify that our solutions indeed perform well in practice. To
this end, it would be interesting to implement our five protocols and analyze
how well they perform on low-performance devices. Specifically, the protocols
based on non-linear key evolution pose a challenge, since it involves an imple-
mentation of a PPRF. A suitable instantiation could be the PPRF based on
the Goldwasser—Goldreich—Micali tree as it only employs hash function deriva-
tions, which can be evaluated efficiently, even on low-performance devices. An
alternative construction could be the PPRF based on the strong RSA assump-
tion from [AGJ19, AGJ21]. However, this construction relies on modular expo-
nentiation, which is expensive on low-performance devices, and only supports

polynomially many evaluations.

Research Question 8. How well do our protocols perform when implemented

on low-performance devices?

3.2 A Security Analysis of the WhatsApp Backup

Protocol

WhatsApp is the most popular instant messenger application with over 2.7
billion unique users since 2020' and over 100 billion messages sent per day?.
The messenger provides end-to-end encryption (E2EE), where only the sender
and intended receiver should be able to read messages. Specifically, WhatsApp
themselves should not be able to peak into messages sent by their users, pre-
serving confidentiality of messages even if the WhatsApp service providers were
to be compromised. Nowadays, E2EE is seen as a standard security goal

for modern messengers and many security analyses on the messaging protocol

'https://www.statista.com/statistics/1306022/whatsapp-global-unique-users/
’https://techcrunch.com/2020/10/29/whatsapp-is-now-delivering-roughly-100-
billion-messages-a-day/
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deployed by WhatsApp or other messengers, such as Signal, have been con-
ducted [BSJ*17, ACD19, IMM19, CPZ20, CCD*20, BEFG*22, CJSV22].

Bypassing End-to-End Encryption with Backups. Secure messaging is not
the only service WhatsApp offers its users. Additionally, users may create a
backup of their messages, such that the messages can be recovered if, e.g., their
mobile device got lost or stolen. While this feature allows for a convenient
recovery of messages, it also imposes new challenges to the security needs of a
messenger. For example, if messages were to be stored in plain on the external
storage servers (e.g., on Google Drive or iCloud in the case of WhatsApp), the
E2EE guarantee of the messaging protocol would be undermined. Encrypting
the messages with a random symmetric key seems infeasible, since such keys
would need to be stored on the user’s mobile device and could get lost as well.

Instead, a more sophisticated solution is necessary.

WhatsApp End-to-End Encrypted Backups. In late 2021, WhatsApp de-
ployed a new backup protocol, with the aim to extend E2EE guarantees from
messaging to backups as well [Wha21]. The backup protocol is password-based,
i.e., the user is not required to securely store a symmetric key but only needs
to remember a password of its own choice. When a user loses their mobile de-
vice, they shall be able to restore their backup from their password, but any
potentially malicious party (including the service provider) shall not be able to
retrieve the backup without knowing the password. The backup protocol uti-
lizes hardware security modules (HSMs) as a trusted building block. Intuitively,
an HSM is a hardware device that can be programmed once and then “locked”
such that the code cannot be retroactively changed. This approach guarantees
that parts of the protocol remain trusted, even if the owner of the HSMs (here,
WhatsApp) gets compromised. This motivates the leading research question of

this section:

Which security guarantees do we formally expect from a password-protected key
retrieval protocol and which of these guarantees are achieved by the WhatsApp

backup protocol?

3.2.1 Results

This section summarizes our results described in [DFG*23].
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o We formalize the security properties expected by a password-protected key
retrieval protocol, where users may use a password to store and retrieve
cryptographic key material with an untrusted storage provider [DFG23,
Section 4].

o We provide a full protocol description of the cryptographic core of the
WhatsApp backup protocol [DFG'23, Section 3]. Our description is based
on a whitepaper published by WhatsApp [Wha21], a public security as-
sessment of the backup protocol conducted by the NCC Group [DLS21],
and personal correspondence with the designers of the backup proto-

col [Lew23].

o We present the first security analysis of the WhatsApp backup protocol
in the universal composability (UC) framework [Can01], which (due to its
simulation-based nature) enables us to conveniently capture user-chosen
passwords with low entropy. Our security analysis confirms several prior
statements about the security guarantees of the WhatsApp backup proto-
col [DFG*23, Section 5].

o We identify a mechanism how a compromised server could get more than
the claimed [DLS21] ten password guesses per backup. Concretely, we
show that a corrupted server can get ten password guesses per backup
initialization [DFGT23, Section 3.6].

All of our findings have been reported to WhatsApp and, even though the
attack described above was never demonstrated in practice, its feasibility was

acknowledged.

3.2.2 Possible Future Research Directions

We discuss potential future research directions. So far, we have only analyzed
what security guarantees the cryptographic core of the WhatsApp backup pro-
tocol offers. There are multiple possible directions to widen the scope of this
analysis. For example, we have not yet formally analyzed the protocol, which
is used by the HSM to outsource storage to an untrusted entity. Likewise, it
would be interesting to consider additional models of corruption and investigate
if, e.g., users can recover from adaptive corruptions when being compelled to

reveal their passwords at border control.
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Research Question 9. Which additional security guarantees are achieved by

the WhatsApp backup protocol if the scope of the security analysis is widened?

Apart from widening the analysis of the current protocol, one could also think
about further improvements. For example, the increased number of maximal
password guesses is due to the client not being authenticated towards the HSM,
but only towards the WhatsApp servers. That way, the WhatsApp server can
impersonate the client towards an HSM, increasing its number of admissible
password guesses. However, this issue seems difficult to fix in practice as it
does not only require changes to the WhatsApp protocol, but also changes to
the authentication infrastructure of the entire WhatsApp ecosystem. Another
interesting question is how the efficiency of the protocol can be improved, e.g.,
by carefully weakening used cryptographic building blocks such as the OPAQUE
protocol. This may yield a much more efficient protocol without the sacrifice of

too many security guarantees.
Research Question 10. How can the WhatsApp backup protocol be improved?

A more foundational research question would be to deepen our general un-
derstanding in secure password-protected key retrieval protocols. For example,
it would be interesting to generically build such a protocol from password-
authenticated key exchange (or from oblivious pseudorandom functions and
AKEs). Likewise, it would be interesting to see whether some of the public-
key primitives could be replaced with secret-key primitives, which would yield

a much more efficient protocol.

Research Question 11. How can we construct new password-protected key

retrieval schemes?

3.3 A New Perspective on Length-Hiding
Encryption

The first formal security definition for public-key encryption was given by Gold-
wasser and Micali in 1984 [GM84]. Their notion of indistinguishability of ci-
phertezts has inspired many of today’s standard definitions of secure encryption
(e.g., security against chosen-plaintext attacks [BDJR97] and security against
chosen-ciphertext attacks [NY90, RS92]).
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The attacker goal of such security models is often modeled as follows: The
adversary chooses two messages mg, my, which are sent to its challenger. The
challenger then samples a random bit b <= {0, 1} and encrypts ¢ < Enc(k, my)
with some random key k. The ciphertext ¢ is sent to the adversary that now
has to decide, which of the two messages mq, m; was encrypted. This attacker

goal is often idealized in that mg and m; need to be of equal length.

A General Theory of Secure Encryption. The idealization of the message
length is widely accepted in theoretical cryptography. It has proven to be a
solid and easy-to-use foundation to develop a general and universal theory of
secure encryption. However, note that all schemes proven secure under this
notion do not need to conceal the length of a message. This is often tolerated,
since most widely-used schemes reveal an approximation of the message length.
For example, stream ciphers often reveal the exact bit length of a message, while
encryption via block ciphers reveals, how many blocks of length b a message is

split into.

Attacks Based on the Message Length. In many applications, the message
length already reveals sensitive information to an adversary. For example, a
passive attacker monitoring encrypted network traffic can already deduce which
webpages a user has visited [Hin02, LL06, GBKS12, MHJT14, WG16]. Likewise,
language and phrases spoken can be identified by observing an encrypted voice-
over-IP conversation [WBMMO07, WBC*08]. In both examples, the adversary
does not break the expected security of the used encryption scheme, but uti-
lizes a side channel, the lengths of encrypted messages, instead. These attacks

illustrate, that concealing the message length is of high real-world relevance.

Impossibility of Length Hiding in Cryptographic Theory. Tezcan and Vau-
denay showed in 2011 that efficiently hiding the message length is impossible
if arbitrary message distributions are considered [TV11]. That is, they used
techniques from theoretical cryptography to show that, in order to hide a one
bit difference of two messages in an asymptotic setting, a padding of size 2* is
required, where A is the security parameter. Note that a padding of such size is

infeasible in practice, since we aim for security parameters A > 80.
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Length-Hiding Encryption. In 2011, Paterson, Ristenpart, and Shrimption
introduce the notion of length-hiding encryption (LHE) [PRS11] as an attempt
to overcome the impossibility result by Tezcan and Vaudenay. In LHE, the en-
cryption procedure gets an additional length-hiding parameter ¢ as input. This
parameter is specified by the application and determines how a given message
is padded before encryption. While [PRS11] shows that “secure” LHE can be
achieved if the length-hiding parameter ¢ ensures that ciphertexts have equal
sizes. Unfortunately, [PRS11] does not explain how ¢ can be chosen in practice,
such that it provides meaningful security guarantees for real-world message dis-
tributions. In particular, they do not provide a methodology to quantify, which
security guarantees are given for which parameter £. This motivates the leading

research question of this section:

How can we quantify the security of LHE in practice for real-world message

distributions?

3.3.1 Results

This section summarizes the results of [GJLN22].

o We develop a new methodology, which concretely quantifies the effect of
LHE on the security for a given application [GJLN22, Section 2]. Our
security model uses the classical security model for secure encryption as a
basis, but extends it to capture fingerprinting attacks based on observable

ciphertext sizes.

o We demonstrate the feasibility of our approach by applying it to different
types of fingerprinting attacks, covering simple webpage fingerprinting,
Google search term fingerprinting, and DNS fingerprinting, all for their
specific real-world message distributions [GJLN22, Section 3]. For each
of these settings, we consider different block modes (e.g., the cipher block
chaining mode and the counter mode), and whether compression is enabled
or disabled.

o We find that, even with small padding sizes with a bandwidth overhead of
2-5%, we can already increase the security against fingerprinting attacks
significantly. Our results demonstrate, that LHE may serve as a valuable

tool to better protect against fingerprinting attacks in practice.
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3.3.2 Possible Future Research Directions

In this section, we presented a new perspective on LHE, which can been seen as
the first stepping stone towards a meaningful application of LHE in practice. A
possible next step could be to perform further experiments on public web servers
with real-world message distributions. To this end, we could extend the widely-
deployed OpenSSL library to allow appending TLS fragments for padding, if
necessary. This approach could offer valuable insights on how well our approach

to LHE works in practice.

Research Question 12. How well does our approach to LHE work in practice,

e.qg., when implemented in real-world servers?
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