YS2%% BERGISCHE
b=, A
//}33’,// UNIVERSITAT
W=+ \WUPPERTAL

DOCTORAL DISSERTATION

Towards Advanced Cryptographic
Protocols for Real-World
Applications

Jonas von der Heyden, M.Sc.
July 29, 2025

Submitted to the
School of Electrical, Information and Media Engineering
University of Wuppertal

for the degree of
Doktor-Ingenieur (Dr.-Ing.)



Copyright © 2025 by Jonas von der Heyden. All rights reserved.
Printed in Germany.



Jonas von der Heyden

Place of birth: Wuppertal, Germany
Author’s contact information:
jvdh@uni-wuppertal.de

Thesis Advisor: Prof. Dr.-Ing. Tibor Jager
University of Wuppertal
Wuppertal
Germany

Second Examiner: Prof. Dr. phil. nat. Marc Fischlin
Darmstadt University of Technology
Darmstadt
Germany

Thesis submitted: July 29, 2025

Thesis defense: October 24, 2025

Last revision: July 29, 2025






— Fiir meine Schwestern, Sara und Tabea,
und meine Eltern, Andrea und Gerhard






Acknowledgements

This journey took its course in 2012, when I was working as a sales associate
for Google in Ireland, and I saw an email about a free online course on artificial
intelligence, given by Sebastian Thrun and Peter Norvig. Having nothing better
to do with my time, I signed up. One thing led to another, and soon I spent my
nights and weekends learning about Al, taking Albert Hwang’s excellent course
on Python for non-engineers, and programming tools to support our team’s sales
work. I soon transferred to a somewhat more technical role, and—inspired by my
flatmate Oliver—started studying computer science on the side.

I was fortunate to have managers like Sebastian and colleagues like Florian who
always supported me in my unconventional endeavor. I continued to benefit from
exceptionally generous advisors, supervisors and mentors, even after leaving Google:
Marian Margraf supervised my bachelor and master theses and gave me a job at
Fraunhofer AISEC that kept me afloat during my studies.

Through a stroke of good luck, I stumbled upon Tibor Jager’s provable security
course during the pandemic and participated online. 1 feel very grateful that
he offered me to start a PhD in his group shortly afterwards, which, in the last
consequence, now leads me to write these lines. Thank you, Tibor, for your trust,
your support and, last but not least, your passion for research which inspires
countless students (PhD and otherwise) to learn about and advance cryptography!

Thank you also to my amazing, talented and kind (former) colleagues Adrian
Ackermann, Pascal Bemmann, Gareth T. Davies, Denis Diemert, Jan Drees, Amin
Faez, Dennis Funke, Kai Gellert, Tobias Handirk, Raphael Heitjohann, Christian
Holler, Jan Horning, Maté Horvath, Saqib Kakvi, Lin Lyu, Jutta Maerten, Tom
Neuschulten, David Niehues and Marloes Venema.

I would especially like to thank Marloes, Maté, Raphael and Jan for exploring
not only theoretical landscapes with me, but also venturing on beautiful hikes
through the Bergisches Land, Sauerland, Eifel and Siebengebirge. Thank you for
your friendship on and off the trail! I am also deeply grateful to Marloes, Maté,
and Raphael for their invaluable help in proofreading this thesis. Marloes, thank
you in particular for always being so incredibly helpful and generous with your
time.

I am grateful to my co-authors Raphael, Tibor, Nils Schliiter, Philipp Binfet,
Martin Asman, Moritz Schulze Darup, Markus Zdrallek, Marc Fischlin, Frank
Morgner, Marian Margraf and Holger Bock for fruitful collaboration, and I addi-



tionally thank Marc Fischlin for being second examiner of my PhD thesis. I am
also grateful to Adrian Ackermann, Sebastian Baum and Janis Gawrych, whose
bachelor theses I had the honor to advise, and I want to thank them for their trust
and our engaging discussions.

Lastly, I want to express deep gratitude to my friends and my family.

i



Abstract

This thesis aims to facilitate the deployment of advanced cryptographic primitives in
the real world. It does so by designing and implementing post-quantum algorithms
on electronic travel documents, and multi-party computation (MPC) on smart
meters. We also introduce a novel pairing-based key-and-message homomorphic
encryption (KMHE) scheme for more efficient outsourced MPC.

First, we present PQ-FAC, a post-quantum secure replacement for the Extended
Access Control protocol used in electronic machine-readable travel documents
(eMRTDs). By substituting Diffie-Hellman key exchange with post-quantum key
encapsulation mechanisms, we design eight protocol variants offering different
trade-offs between security and efficiency. Our implementation on an ARM SC300
chip demonstrates runtimes of under two seconds at typical data rates, confirming
the practical feasibility of migrating eMRTDs to post-quantum security.

Second, we develop the first fully privacy-preserving power flow analysis (PFA)
based on MPC. By adopting a Cartesian formulation of Newton’s method and
exploiting sparsity, we create an efficient MPC implementation that enables smart
grid operations without compromising prosumer privacy. Our benchmarks show
that for small grids with low network latency, online computation completes in
under 30 seconds, demonstrating that MPC-based PFA is practical for preventive
smart grid applications.

Third, we present a new KMHE scheme based on bilinear pairings that enables
practical rerandomizable garbling schemes (RGS). Our construction reduces garbled
gate size by 98.99% (from 133.43 MB to 1.35 MB) and garbling time by 99.998%
(from 33 minutes to 0.04 seconds) compared to previous BHHO-based approaches.
This four-order-of-magnitude improvement makes the SCALES protocol practically
feasible for the first time, enabling constant-round outsourced computation with
security against adaptive adversaries.

Together, these contributions demonstrate that advanced cryptographic tech-
niques can be made practical through careful protocol design, algorithmic optimiza-
tion, and implementation strategies tailored to specific application constraints.
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1 Introduction

Driven by the rapid development of both theoretical and applied cryptography;,
primitives that were considered to be of purely theoretical interest a decade ago
are now at the threshold of practical feasibility or beyond. At the same time, there
has only been a muted adoption of advanced cryptographic techniques such as
multi-party computation (MPC) or fully homomorphic encryption (FHE) “in the
wild”, and post-quantum cryptography has yet to become the default for securing
internet connections. This dissertation aims to bridge this gap through a twofold
approach: Firstly, by demonstrating the practical feasibility of such advanced
cryptographic techniques for specific applications such as post-quantum electronic
passports and privacy-preserving smart grids. Secondly, by introducing novel ideas
that address fundamental barriers to their practical deployment, particularly for
constant-round outsourced MPC with security against adaptive adversaries.

As of December 2024, only about 13% of TLS 1.3 traffic routed through Cloud-
flare’s network was protected by post-quantum secure schemes'. The security of
the remaining 87% rests on assumptions related to the hardness of integer factor-
ization and discrete logarithms. Due to Peter Shor’s polynomial-time quantum
algorithm for these problems [Sho94] those assumptions are now considered to be
false. While existing quantum computers are not powerful enough to endanger
modern cryptography, recent progress [A125] shows that eventually, practical quan-
tum attacks are a realistic scenario. To mitigate this threat, discrete-logarithm-
and factoring-based cryptography must be replaced with post-quantum alternatives
such as lattice-based constructions.

The quantum threat especially impacts embedded devices: their long service
lifetimes and limited firmware-update options demand early migration to post-
quantum cryptography, yet their constrained processing power and memory often
hinder the deployment of these advanced cryptographic algorithms.

This problem is particularly acute for electronic machine-readable travel docu-
ments (eMRTDs)—such as ePassports, identity cards, and refugee travel documents—
which store sensitive biometric data and have service lives of ten years or more, while
lengthy regulatory processes can further delay the deployment of security updates—
see Figure 1.1. Access to this data is currently protected by the Extended Access

'https://blog.cloudflare.com/radar-2024-year-in-review/#13-0-of-tls-1-3-
traffic-is-using-post-quantum-encryption
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Figure 1.1: Timeline for post-quantum security.

Control (EAC) protocol, which uses a discrete-logarithm-based Diffie-Hellman (DH)
key exchange. Consequently, the design of a successor to the EAC protocol that is
both quantum-resistant and efficient enough for deployment on the constrained
hardware of eMRTDs is an urgent priority. This leads us to our first research
question:

Can we devise an efficient and post-quantum secure replacement for the FAC
protocol on eMRTDs?

Innovative cryptographic techniques can be “too new” for practice. The difficulty
in their adoption is often not a technical failing, but a conceptual one: their potential
can be hard to recognize when viewed from the perspective of existing problems
and solutions. Much like Henry Ford’s customers wanted faster horses instead of
a car, the focus today is often on ostensible conflicts between the protection of
sensitive data and its exploitation for research, business or other purposes, rather
than embracing new paradigms that reconcile privacy with analysis.

Consequently, opportunities for research breakthroughs, better governance, and
the generation of wealth are being missed. A concrete example is that of intelligent
energy networks (“smart grids”), which enable more efficient and sustainable
energy distribution but whose adoption is hindered due to privacy concerns. This
dissertation addresses this specific gap by demonstrating the feasibility of MPC for
power flow analysis (PFA), a fundamental algorithm for control and optimization
in smart grids. This leads to our second research question:

Is MPC' from secret sharing efficient enough to enable privacy-preserving power
flow analysis on smart meters?

While our results show that secure PFA is practical for some applications, they
also highlight a key bottleneck: In many cases the limiting factor is not just the
resources of the smart meter, but also network latency. This is because in MPC from
secret sharing the number of required communication rounds grows proportionally
with the depth of the circuit to be computed. Hence, secure computation of
complex functions such as PFA quickly becomes infeasible with increased network
latency. This limitation motivates the exploration of constant-round MPC, where
the number of communication rounds is independent of the circuit depth. To



further sidestep performance limitations of resourced-constrained smart meters, we
consider outsourced MPC where heavy computation is offloaded from weak clients
to powerful external servers.

This outsourced architecture, however, introduces a critical vulnerability: an
adaptive adversary could observe the protocol start and then corrupt the entire,
small server committee. Guaranteeing security against such an adversary—who
can choose corruption targets mid-protocol—is therefore a paramount challenge.
Addressing this challenge brings us to our third and final research question:

How can we design constant-round, adaptively secure outsourced MPC' protocols
with concrete efficiency sufficient for practical deployment?

We will introduce these research questions in more detail in Section 1.1, Sec-
tion 1.2, and Section 1.3 respectively.

1.1 Post-Quantum Security for eMRTDs

In the following we will introduce the EAC protocol and show how it currently
secures eMRTDs, before summarizing our improvements to the protocol, especially
in the context of post-quantum security.

1.1.1 State of the art

EAC provides authenticated key establishment between a terminal (as used in
border control) and an eMRTD, also called chip, communicating via radio-frequency
identification (RFID). EAC includes two authentication mechanisms: Chip Au-
thentication (CA) and Terminal Authentication (TA): CA implicitly authenticates
the chip and establishes a shared key for secure communication; TA prevents the
reading of biometric data from unauthorized terminals. While EAC originated in
the context of travel documents, it is used beyond passports—for example, to secure
German elD transactions such as online identification and e-government services.
Even though we focus on the electronically-enabled passport (ePassport) setting,
most of our results apply more generally.

In the context of border control EAC is preceded by other protocols as shown
in Figure 1.2. Both Basic Access Control (BAC) and Password-Authenticated
Connection Establishment (PACE) use the machine-readable zone (MRZ), which is
read out-of-band via optical character recognition (OCR) from the ePassport, to
derive a shared secret key for further secure communication via RFID. Additionally,
Passive Authentication ensures the integrity of the chip’s data and binds the
data to the chip’s public key. For reading non-sensitive data from the ePassport,
execution of BAC or PACE is deemed to be sufficient to establish a weak form



of authentication. TA is only mandatory if the terminal wants to read sensitive
biometric data.

EAC
BAC Passive Terminal Chip
or PACE Authentication Authentication Authentication
Basic authentication Integrity check Allow terminal to Establish shared key;
based on MRZ of eMRTD read sensitive data prevent cloning

Figure 1.2: EAC and its subprotocols.

Since post-quantum key encapsulation mechanisms (KEMs) standardized by the
National Institute of Standards and Technology (NIST) cannot serve as a direct
drop-in replacement for the DH key exchange in the EAC protocol, a revised
post-quantum secure version of EAC is needed. Such a protocol must balance
several competing requirements:

— The protocol must complete in 2-3 seconds to maintain border control throughput,
even on resource-constrained devices and under non-ideal conditions such as
suboptimal placement of the booklet on the reader.

— The protocol must guarantee the integrity of the eMRTD’s data and be resistant
to cloning attacks, where an adversary attempts to create a functional copy of
the chip.

— The holder’s sensitive biometric data must be protected from unauthorized access,
and the protocol must prevent the eMRTD from being tracked over time and
across different locations.

Although the literature [SSW20, HNST21, ADH'22] contains numerous proposals
for transforming DH-based protocols to use KEMs, generic approaches are not
directly applicable to the unique context of EAC. Moreover, the way EAC interacts
with BAC, Passive Authentication and PACE to achieve non-standard security
goals such as unlinkability make a generic mechanism unlikely to apply. Finally, in
order to ensure backwards compatibility, a new version of EAC should conform to
the specification of EAC in standard TR-03110 [Bun16]. We therefore pursue a
tailored post-quantum design rather than a simple substitution.

Additionally, the protocol must account for the tight resources of identity-
document chips. Unfortunately, post-quantum KEMs and signature schemes such as
Kyber and Dilithium impose substantial time and memory overhead in comparison
to their classical counterparts. To ensure sufficiently short execution time, the
protocol must avoid expensive operations, and an accompanying implementation



should provide versions of Kyber and Dilithium that are optimized for the specific
chip architecture, e.g. ARM SC300.

Table 1.1: Options for PQ-EAC.

Option

Description

Advantage

Disadvantage

Round-reduced

Combines the TA
and CA steps of
EAC.

Saves one round-
trip.

Chip sends public
key before TA (ex-
cept in KEM-only
variant).

Forward-secure Uses  ephemeral Compromised long- Requires extra key
keys. term key does not generation and de-
reveal past session capsulation.
keys.
KEM-only Uses KEMs for au- Avoids expensive —
thentication. post-quantum
signatures; chip’s

public key can be
sent encrypted.

1.1.2 Advancements to the state of the art

Chapter 3 advances the state of the art as follows:

— We devise a post-quantum secure EAC protocol, called PQ-FEAC. More precisely,
we give a base protocol which can optionally be round-reduced (merging the
formerly separate TA and CA), forward-secure, and KEM-only (i.e., KEMs are
also used for authentication). Hence, in total there are eight different versions of
PQ-EAC. This is to give standardizing bodies sufficient flexibility in balancing
various trade-offs between security and efficiency. For more details, see Table 1.1.

— We implement the combined version of PQ-EAC with signatures and without
forward secrecy on an ARM SC300 chip that is designed for use in identity
documents and a Bundesdruckerei VISOCORE terminal for border control,
and benchmark it under realistic conditions. In a second experiment, we also
benchmark PQ-EAC using a smartcard emulation device for tighter control over
parameters such as data rate, and in order to be able to inspect and benchmark
the card’s internal workflow on a more granular level.



Our results show that, at a typical data rate of 848 kbit/s, all versions of PQ-
EAC run in well below two seconds. We therefore conclude that eMRTDs can be
migrated to PQ-EAC.

1.2 Privacy-Preserving Smart Grids

An increasing share of our electricity is generated by intermittent renewable energy
sources such as solar and wind power. Unlike conventional energy sources, power
generation from these renewables cannot be scaled flexibly as required by demand.
Usually, this makes it necessary to complement wind and solar power with secondary
power plants using, for example, natural gas. Smart grids, defined by a multilateral
exchange of energy (e.g. from solar panels, batteries and electric vehicles) and
data (e.g. demand forecasts and consumption data) between households (so-called
prosumers) and a grid operator are a potential solution to mitigate the challenges
arising from intermittent energy sources and to reduce dependency on secondary
power plants. In comparison to conventional grids, smart grids grant operators
more ability to plan ahead, and to optimize the distribution of energy. In order to
reduce dependency on highly flexible energy supply, smart grids also enable the
proactive management of demand, for example by means of dynamic pricing or
flexibility markets, where prosumers are incentivized to provide electricity (or to
avoid consuming electricity) during peak times [ATB17].

Privacy challenges in smart grids. While conventional grids record only the
aggregate monthly electricity consumption of a household, smart grids typically
employ smart meters, which provide fine-grained usage measurements. Unfortu-
nately, these measurements can leak sensitive private information. Figure 1.3 shows
that even without detailed a priori knowledge of household appliances, statistical
analysis enables identification of complex usage patterns from smart meter data,
including household occupancy, number of residents, and daily routines [MSF*10].
Smart meter data allows inferences not only about which household appliances are
being used, but also what they are being used for. For example, variations in power
consumption when displaying bright and dark scenes in audiovisual content enable
the detection of specific movies being watched [GGJL12]. Since the private infor-
mation leaked by smart meters can be exploited for burglary, mass surveillance, or
targeted advertising, the adoption of smart grids is often restricted via legal means
and hampered by limited user acceptance. Chapter 4 addresses these challenges by
developing a privacy-preserving version of PFA, which provides crucial information
about the power system’s performance and can thereby help to mitigate issues such
as voltage instability and overloads [AC92]. In smart grids, PFA is an important
component of many essential control algorithms for congestion management, state
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Figure 1.3: Using power consumption data to infer the daily routine of household
residents (by Molina-Markham et al. [MSFT10]).

estimation, and flexibility markets.

1.2.1 State of the art

Privacy-preservation in smart grids has been addressed in the literature before. We
briefly summarize related works and point out conceptual differences to our approach
in Table 1.2. The listed works can be distinguished by applied cryptographic
technique, the application, whether a trusted third party (TTP) is required, and
whether some crucial data is leaked. We also provide a coarse classification of the
problem complexity, which reflects the difficulty of implementing the task at hand
securely, without making use of a TTP or leaking data. In the following, we discuss
some related works in more detail.

Common attempts to alleviate privacy problems include restricting the mea-
surement periods to 15 minutes or more, limiting the data storage duration, and
anonymization [EK10]. However, these methods prevent leveraging all available
information, require trust, and provide limited security guarantees. Besides MPC,
other conceivable cryptographic techniques with robust security guarantees are
differential privacy (DP) and homomorphic encryption (HE). The main goal of
these techniques is to support some form of function evaluation while maintaining
the privacy of the function’s inputs.

In DP, carefully calibrated noise is added to the data, to hide information while
some computation is still possible. Consequently, a trade-off between accuracy and



Table 1.2: Overview of related work.

Crypt. .. Problem No No

Work technique Application complexity TTP leakage
[EK10] Escrow  Real-time metering data High X X
[AC11] DP Data aggregation Low v X
[SDT15] DP State estimation Medium 4 X
[FMH20] DP Power line obfuscation Medium v X
[GSAT21] DP Optimal power flow High X X
[TTM*23] DP Load forecast Medium v X
[HHMW22] DP Load profile synthesis Medium v X
[GJ10, LLL10, JKL16] HE Data aggregation Low v v
[CLL22] HE Economic dispatch Medium v X
[WZZ21] HE Optimal power flow High X X
[BCIV17] HE Load forecast Medium v v
[KDK11] o

[DFKZB13, MCAA19)] MPC Data aggregation Low 4 v
[TGSZ22] MPC Economic dispatch Medium v v
[SZW23] MPC Optimal power flow High X X
[AACM16, ZWGT23]  MPC Energy markets Medium v v
[MDS*22] MPC Energy markets Medium v X
Ours MPC Power flow analysis High v v

security arises. Applications of differential privacy for smart grids are numerous and
include meter data aggregation [AC11], clustering, and state estimation [SDT15].
More recent works have applied it to optimal power flow [FMH20, GSA*21], neural
network-based voltage forecasting [TTM™23], and load profile synthesis [HHMW22].

Unlike DP, MPC and HE come with stronger cryptographic security guarantees
while enabling high accuracy. These properties make them attractive for a scalable
solution with improved utility. HE refers to cryptosystems that allow for (restricted)
computation on ciphertexts. In the context of smart grids, HE is extensively used for
smart meter data aggregation [GJ10, LLL10], where fraud detection is additionally
provided by [JKL16]. Further, economic dispatch [CLL22] and optimal power flow
[WZZ21] have been addressed. However, these approaches rely on intermediate

decryption, which causes information leakage. Privacy-preserving load forecasting
has also been considered in [BCIV17]

In contrast to HE, the bottleneck in MPC is usually not computational, but
communication complexity. For smart grids, [MCAA19] and [KDK11] use se-
cret sharing-based aggregation protocols, and [DFKZB13] implements a simple
statistical analysis for metering data. [TGSZ22] consider an economic dispatch
problem, where the optimization is solved in a partially private manner using



(Shamir’s) secret sharing. Similarly, energy flow in radial alternating current
grids is considered in [SZW™23], where the authors employ a TTP to establish
consensus between the participants; however, the more complex subproblems in-
volving the power flow equations are solved using plaintext computations. Finally,
[AACM16, MDS*22, ZWG™23] utilize MPC to devise privacy-preserving energy
markets.

1.2.2 Advancements to the state of the art

We present the first realization of a fully privacy-preserving PFA based on Newton’s
method, leveraging the strong security guarantees provided by MPC protocols. In
more detail, the main contributions of Chapter 4 can be summarized as follows:

— While MPC allows for arbitrary computations, a careless choice of protocols
and parameters or naive implementations of algorithms typically lead to poor
performance. We provide an efficient MPC implementation tailored for PFA by
adopting a suitable Cartesian formulation and by exploiting sparsity. Additionally,
we adapt solvers for systems of linear equations—such as lower-upper (LU)
decomposition and generalized minimal residual method (GMRES)—and integrate
line search techniques. We share our implementation for reproducibility.

— We provide a security analysis of our algorithm in the universal composability
(UC) framework [Can01]. This is especially relevant since PFA is an essential
subtask in applications such as flexibility markets, demand response, detection of
voltage range violations, state estimation, and optimal power flow. UC-security
means that our algorithm can be securely used as a component of other secure
programs, e.g., for aforementioned complex applications.

— We benchmark our algorithm (using both LU and GMRES solvers) with several
MPC protocols for two grids of varied topology and size. In addition, we break
out runtime by network latency. Since the employed MPC protocols provide
differing security guarantees, we can also show the efficiency of our algorithm
for various threat models. This yields insights into the practicality of MPC in
the context of PFA, and allows us to substantiate the claim that MPC-based
privacy-preserving PFA can be practical for many threat models and real-world
settings.

1.3 Efficient Constant-Round Qutsourced MPC

At a high level, protocols enabling constant-round MPC can be broadly categorized
into two families: FHE-based MPC and MPC from garbled circuits. In FHE-based



Enc(ky”, ky”, £(0,0))
f(a,b)

—

Enc(k{", k™, £(1,1))

Figure 1.4: Garbled circuit for a 2-input gate that computes f.

MPC, participants use some form of threshold FHE scheme to encrypt their inputs
and send the ciphertexts to the computing party, which homomorphically evaluates
a function on them. The resulting ciphertext is then decrypted by the parties
in a collaborative manner. This approach has the advantage of minimizing the
computational load on the input parties, as the intensive task of homomorphic
evaluation can be outsourced to a semi-honest high-performance server [Sma23].
Here, we will focus on MPC from garbled circuits which we introduce below.

1.3.1 MPC from garbled circuits.

Garbled circuits, introduced by Yao [Yao86], are a fundamental technique for secure
two-party computation. The central idea is to represent a function f as a Boolean
circuit and then “garble” it, creating an encrypted version in that can be evaluated
without revealing intermediate values—see Figure 1.4. The protocol involves a
garbler (Alice) and an evaluator (Bob). For each wire in the circuit, Alice generates
two random cryptographic keys called labels, one corresponding to the bit value 0
and the other to 1. For each gate, she prepares a (randomly permuted) garbled
table containing four ciphertexts. Each ciphertext encrypts an output wire label
under a key derived from the two corresponding input wire labels.

As shown in Figure 1.5, the protocol proceeds as follows. First, Alice sends the
entire garbled circuit G' to Bob. To provide Bob with the labels for the input wires,
they engage in an oblivious transfer (OT) protocol. For Bob’s input bit b, OT
allows him to learn the corresponding label kl(,B) from Alice, without revealing b
to her and without him learning the other label label k%B). Alice simply sends
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Alice(a) Bob(b)
//garble the gate:
K kP 5 {0,1} Va,b e {0,1}
Enc(ky”, ki, £(0,0))
G=mr :
Enc(ki", k(™. £(1,1))

G, Kk(A)

a

//decrypt the gate
f(a,b)

Figure 1.5: Garbled circuit protocol for a 2-input gate that computes f.

the labels for her own inputs directly. With the garbled circuit and the initial
labels, Bob can evaluate the circuit gate-by-gate, using his input labels to decrypt
the correct entry in each garbled table to obtain the next wire’s label. Finally,
Alice provides a mapping from the output wire labels to the plaintext output bits,
allowing Bob to learn the result f(a,b) while all other values remain hidden.

BMR. The first constant-round protocol for multi-party computation was the
BMR protocol [BMR90] which utilizes a generic secret sharing protocol to securely
garble the circuit to be computed during an (expensive) offline phase. Then, during
the (cheap) online phase, the parties holding shares for the garbling can evaluate
the circuit by selectively opening the input labels to the respective input parties.
Thanks to a series of significant optimizations [LPSY19, HSS20], this technique
has become highly practical; for instance, garbling an AES circuit (a common
benchmark) can now be achieved in under 0.5 seconds.
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Outsourced MPC from garbled circuits. More recently, Acharya et al. [AHKP22]
presented a novel technique for constant-round MPC from rerandomizable garbled
circuits, called MPC with small clients and larger ephemeral servers (SCALES),
which we will explore in more detail below.

Servers Clients

Public Ledger

C"" +— Rerand(C"")

C//
0T2(c"(4))
OT2(c'(B))
0T2(o"(“))

C” + Rerand(C")

Cl
oT2(c(4)
0T2(c(B))
OT2(c'“)

k/// B) — 5/(B)

C’ + Rerand(C) b

) |/
i

(@B (B (k{P))))
c A
oT2(k™M)

oT2(k{"))
oT2(k.“ )

/\j K" = o (0" (o (k)

Figure 1.6: The SCALES protocol.

C + Garble(f)

In SCALES, a potentially large group of clients supply the inputs while a smaller
number of servers carry out the computation. As illustrated in Figure 1.6, each
client first posts their inputs—cryptographically hidden via OT—to a public ledger.
The first server garbles the circuit f and publishes the garbling along with the
corresponding input labels, which are also hidden via OT, to the ledger. Note that
OT guarantees that the clients can only learn the input labels corresponding to the
inputs they posted in their first message. Every subsequent server rerandomizes
the garbling, adds new OT responses for the transformed labels, and posts the
result on the ledger. After the final rerandomization, each client locally derives its
input label for the final circuit and broadcasts it to all other clients. Any entity
can now evaluate the final circuit on these labels. Privacy is preserved as long as
at least one server is honest.

Although less efficient, SCALES’ advantage over BMR is that it provides out-
sourced MPC in the you only speak once (YOSO) setting. This implies that the
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computational work can be securely outsourced to a small committee of servers.
Since the servers can be selected spontaneously, e.g. via a blockchain, have to
communicate only once, and then disappear, SCALES withstands even an adaptive
adversary whose corruption budget may greatly exceed the number of servers.

The SCALES implementation presented in [AHKP22] utilizes garbled circuits
based on the BHHO key-and-message homomorphic encryption (KMHE) scheme
[BHHOO08]. Since BHHO is highly inefficient, garbling an AES circuit on 16
cores, each running at four GHz, takes two years. The third contribution in this
dissertation—presented in Chapter 5—is a new, more efficient KMHE construction,
which reduces the garbling time by four orders of magnitude, thus enabling the
first practical SCALES implementation.

Rerandomizable garbling schemes. Rerandomizable garbled circuits, also called
rerandomizable garbling schemes (RGS), were first defined by Gentry et al. [GHV10]
and provide the following functionality: Firstly, it is possible to rerandomize
the garbled circuit such that it is indistinguishable from a fresh garbled circuit
with the same topology and output on a given input. Hence, the underlying
encryption scheme needs to support such rerandomization, which we call KMH
rerandomizability.

=D 9 [ -] [ -]
— 1 > GEED
— — —
g+ Garble(g) g’ + Rerand(g) g"' < Rerand(g’)
coo = Enc(ky™ k57, k(g%,o)) cho = Eval(c™), 0P 5(9) (cqp)) cgo = Eval(e’ M), 6" 6709 (cf))
. - ;o (A) (B) _(g) ) = Bval(c’ ), o' (B) 59 (L))
ci1 = EnC(kF): k;B)a k;%)l,l)) cn = Bval(e?™, o1, ot en) b h

c A B
£ Enc(e™ (), 0B (el ))’U<g)(k(g%yo)))

c A
£ Enc(o ) (K ))’U(B)(kgB)LU<9)(k;g()lyl)))

Figure 1.7: Rerandomizing a garbled gate g by homomorphically evaluating the
keys and messages in the gate’s ciphertexts.

Secondly, as part of the rerandomization, we can apply a key-and-message ho-
momorphism to the ciphertexts in connected gates, such that the labels on the
output wire of the topologically earlier gate are consistently transformed with
the labels encrypting the ciphertexts in the topologically later gate(s). Such a
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homomorphic operation yields a garbled circuit consisting of completely trans-
formed labels and rerandomized ciphertexts, while maintaining correctness. This
requires the underlying encryption scheme to be key-and-message homomorphic,
with the same homomorphism in the key and the message space. We illustrate
the rerandomization of a garbled circuit consisting of a single garbled gate § in
Figure 1.7.

Key-and-message homomorphic encryption. Due to a subtle reason we require
the underlying KMHE to fulfill a specific property, which is called key privacy
under leakage. Consider the setting of SCALES and assume for simplicity that we
have two servers of which the second one is honest, and two clients, Alice with input
bit @ and Bob with input bit b, where Alice is honest. Since the first server and
Bob collude, at the end of the SCALES execution they know the input labels kflA),

ke, oD kD), kP K P (k) 0 (k7), and all ciphertexts in the garbled

a
circuit (hence the adversary also learns all active labels in intermediate gates, and

the function output). We now need two things to hold:

(i) For garbling privacy to hold, the adversary must still have only negligible
advantage in breaking the urity of each KMHE ciphertext encrypted under

an inactive label, e.g. Enc(a(e)(kg)e)),U(T)(kg)), k). Hence, knowledge of

ké?e), O'(E)<kl(32)) must reveal only very little about o(*).

k(i)

(ii) The adversary must not be able to distinguish whether o (k) is a trans-

(1)
b(®)
to learn the output of an intermediate gate.

formation of k_, or a transformation of k(B?,L-), for otherwise he would be able

We refer to properties (i) and (ii) as key privacy under leakage and KMH
rerandomizability, respectively.

The difficulty in finding a suitable homomorphism ¢ is that simple operations
such as addition and multiplication clearly do not support key privacy under
leakage. The problem with more complex operations is that they are often not
supported by the underlying encryption scheme. Therefore, until our work, the
only known scheme to provide the required functional and security properties was
BHHO [BHHOO8] which relies on a permutation homomorphism over a space with
an even number of Zero- and One-bits.

1.3.2 State of the art

The original SCALES paper [AHKP22] utilizes the expanded version of BHHO to
build RGS. We begin by defining the key, message, and ciphertext spaces used in
the scheme.
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— The secret key space K is the set of all (s1,...,s,) € {0,1}* with Hamming
weight x/2.

— The message space is the set M = G" where G is a cyclic group.
— The ciphertext space is the set C = G2x+1)xx,

— The key homomorphism is Fiey = S® where S” is the set of all permutations on
k positions and f € F is represented by the binary sparse matrix My and the
message homomorphism is Frse = S® where g € F is represented by the binary
sparse matrix M.

Note that we use additive notation in this construction, i.e.

Al,l B Al,n m ‘ m A
Am1 o Apn = i=t
Construction (Expanded BHHO). The expanded version of BHHO is defined as
follows:

KeyGen(1%): Sample sk < K;
output sk = (s1,...,5,).

pkKeyGen(sk): Sample a random matrix ¥ s G > of rank &;
output pk = [U| — W - sk] € Gr+Dx(x+1),

Enc(sk,m): Compute pk <5 pkKeyGen(sk).
Then for all m; € m, sample r; <+ Zéx(
Output ¢ = (cy, ..., ¢k, pk).

**+1) and compute ¢; = ;- pk+[02*"|m;].

Dec(sk, ¢) For each ¢;, compute m; = ¢, - [sk|1]T.
Output m = (my,...,my).

Eval(c, f, g): First rerandomize the ciphertext by sampling r; < ZL*(**1) for each
¢;, and compute ¢; = r; - pk + ¢;.
To apply the key and message homomorphism, compute ¢ = M, - ¢ and
"= My U as well as pk’ = pkM ; ! Finally, rerandomize the public key by
sampling 7 <= Z{"™)* =) and compute pk” =7 - pk'.
Output (¢, pk”).

The advantage of this KMHE scheme is that it is perfectly rerandomizable and
therefore allows for a strong version of RGS rerandomization. The disadvantage
is that one encryption holds 2x2 + 3k + 1 group elements and requires % + x?2
exponentiations, which renders RGS based on this KMHE scheme impractical even
for simple circuits.
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1.3.3 Advancements to the state of the art

Our work replaces the inefficient BHHO scheme with a new, highly efficient KMHE
scheme. While this new scheme does not achieve the perfect rerandomizability
of BHHO, we show its security is sufficient for our purposes. To do so, we build
RGS upon carefully defined, weaker security notions—namely key privacy under
leakage and KMH rerandomizability—which our KMHE scheme is tailored to
efficiently satisfy. In summary, our contributions are as follows:

— For the first time since BHHO, we present a new KMHE scheme with the same
homomorphism in the key and message space. Our use of bilinear pairings
makes it possible to encode the encryption randomness in one instead of x group
elements. We additionally introduce gate KMHFE—which allows for reuse of
another 2k group elements between the ciphertexts of a garbled gate—and give a
new construction for RGS which uses gate KMHE and the new security notions
key privacy under leakage and KMH rerandomizability.

— Our RGS construction shrinks the size of a garbled gate by 98.99 % (from 133.43
MB to 1.35 MB) and decreases the estimated cost of garbling by 99.998 % (from
33 minutes to 0.04 seconds per gate) in comparison to Acharya et al. [AHKP22].
Moreover, it improves the cost of rerandomization from 2.23 hours to 0.05 seconds
per gate, which is a reduction of 99.9993 %. Therefore our work shows for the
first time that RGS and the SCALES protocol (and hence YOSO-like MPC) are
practically feasible for simple circuits.

— While we focused on RGS, our KMHE can also be utilized for other applications.
Firstly, it can be viewed as a batched version of BHHO, allowing for a more
compact encryption of multiple messages. If we encrypt ¢ messages using BHHO
with a key of length k, then we get a ciphertext containing O(¢k) group elements,
while our scheme only requires O(¢ + k) group elements, with significantly better
concrete efficiency. Furthermore, our scheme inherits the leakage resilience of
BHHO, and thus could potentially also be used in constructions where BHHO
is used as a leakage-resilient scheme, e.g. leakage-resilient CCA-secure PKE
[FKMV12] or tamper-resilient PKE [DFMV17].

1.4 Publication Overview

This thesis builds upon the following peer-reviewed publications:

[FvdHM™*23] Marc Fischlin, Jonas von der Heyden, Marian Margraf, Frank Morgner,
Andreas Wallner, and Holger Bock. Post-quantum security for the extended ac-
cess control protocol. In Felix Gunther and Julia Hesse, editors, Security Stan-
dardisation Research - 8th International Conference, SSR 2023, Lyon, France,
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April 22-23, 2023, Proceedings, volume 13895 of Lecture Notes in Computer
Science, pages 22-52. Springer, 2023. doi:10.1007/978-3-031-30731-7\_2

[vdHSB*25] Jonas von der Heyden, Nils Schliiter, Philipp Binfet, Martin Asman,
Markus Zdrallek, Tibor Jager, and Moritz Schulze Darup. Privacy-preserving
power flow analysis via secure multi-party computation. IEEFE Trans. Smart
Grid, 16(1):3447355, 2025. doi:10.1109/TSG.2024.3453491

[HvdHJ25] Raphael Heitjohann, Jonas von der Heyden, and Tibor Jager. Reran-
domizable garbling, revisited. In Advances in Cryptology - CRYPTO 2025,
45th Annual International Cryptology Conference, Santa Barbara, CA, USA,
August 17-21, 2025. Proceedings, Lecture Notes in Computer Science. Springer,
2025. URL: https://eprint.iacr.org/2025/843

Other publications not included in this thesis:

[MvdH21] Frank Morgner and Jonas von der Heyden. Analyzing requirements for
post quantum secure machine readable travel documents. In Heiko Rofinagel,
Christian H. Schunck, and Sebastian Modersheim, editors, Open Identity
Summit 2021, pages 205210, Bonn, 2021. Gesellschaft fiir Informatik e.V

1.5 Outline

The remainder of this thesis is structured as follows:

Chapter 2: Preliminaries.
This chapter introduces the basic notions and conventions used in this thesis.
Additionally, it defines the basic cryptographic primitives and complexity
assumptions used throughout this thesis.

Chapter 3: Post-Quantum Security for the Extended Access Control Protocol.

In this chapter, we present the design and implementation of a post-quantum
secure version of the EAC protocol, called PQ-FAC.

Chapter 4: Privacy-Preserving Power Flow Analysis via Secure Multi-Party
Computation.
This chapter describes our privacy-preserving implementation of power flow
analysis based on secure multi-party computation.

Chapter 5: Rerandomizable Garbling, Revisited.
In this chapter, we present a new KMHE scheme which allows for the
construction of RGS and improves the efficiency of previous constructions by
four to five orders of magnitude.
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Chapter 6: Conclusion.
This chapter summarizes the contributions of this thesis and discusses future
research directions.
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2 Preliminaries

2.1 Notation

We define notation and conventions used throughout this thesis. We write the
security parameter as A\. For every n € N, the symbol 1" denotes the n-bit
unary string, and |x| denotes the bit-length of a bit string x. When we sample
uniformly at random from a set S, we write z <% S. The shorthand [n] stands
for the index set {1,...,n}. For a collection {ay,...,a,} we write the sequence as
(ai)icpn); we use the same convention for tuples. All algorithms are allowed to use
randomness. Given a probabilistic polynomial-time algorithm A, the expression
r « A(1*, (a;)i € [n]) means that we run A on inputs 1%, ay, ..., a, with fresh
random coins and assign the resulting output to . When we want to expose
the random coins explicitly, we write x < A(1*, (a;)i € [n];r), where r denotes
the randomness. When we execute A independently on each input a; with fresh
randomness each time, we write (z;)i € [n] + A(q;)i € [n].

The function max(a,b) returns the larger of the two comparable values a and b.
An algorithm is called efficient if it runs in probabilistic polynomial time (PPT). We
use poly(+) for an unspecified polynomial function and polylog(-) for an unspecified
polylogarithmic function.

We consider a function negl(\) to be negligible, if for every positive polynomial
function poly(A), there exists an integer ngy such that, when A > ng, we will have
negl(\) < m. Adversaries are modeled as non-uniform families A = {A,} en,
and in security definitions we allow A to maintain state across invocations.

Let N be the set of natural numbers, not including 0.

Let s € {0,1} be a bit-string of length ¢. The Hamming weight of s then denotes
the number of 1’s in s. By HW, ,./» denote the set of all bit-strings of length x with
Hamming weight /2. Sy denotes the set of all permutations mapping [x] — [«]. For
o € S, and a vector x = (z1,...,x,) of k elements, we overload notation and may
occasionally also write o(z) to denote the vector (z5-1(1y,...,2Zs-13x)). By 02001
we denote standard function composition, so gy 0 07 :  — 03(01(x)). To convert
numbers from binary to decimal we define the function Bin2Dec : {0,1}* — NU{0}.
It uses the standard approach for converting binary numbers to non-negative
decimal.

For a group G we then denote the identity element in G by 1g. For a vector of
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group elements g = (g1,...,9,) € G" and a bit vector sk = (s1,...,s,) € {0,1}"
we write

gsk — H g;j
j=1

Let Dy and D, be two distributions over some finite domain V. Then define
the statistical distance of D; and Ds to be

1
A(Dl,DQ) = 5 Z |PI'[D1 = l‘] — PI'[DQ = ZL’H
xeW

Let Dy and D5y be parameterized by A € N. We write D, ~ D, read “D; and D
are statistically indistinguishable”, if A(Dy, Dy) < negl()), and D, ~ D, if D; and
Dy are computationally indistinguishable. We write D; = Dy if Dy and Dy are
the same distributions, i.e. A(Dy, Dy) = 0. For random variables X, Y, we denote
the expectation of X, and the conditional expectation of X given Y as £[X], and
Eyy [X|y], respectively. S” is the set of all permutations on & positions.

We denote the Diffie-Hellman (DH) key generation procedure with DH.KeyGen
and the derivation of a shared DH key with DH(-, -).

2.2 Definitions for Key Exchange Protocols

In this section we introduce the underlying primitives and their security notions
for building the key exchange protocols in Chapter 3.

2.2.1 Key encapsulation

Definition 1 (Key Encapsulation Mechanism). A key encapsulation mechanism
KEM = (KeyGen, Encaps, Decaps) consists of three efficient algorithms where:

Key Generation: Algorithm KeyGen on input the security parameter 1* (in unary)
outputs a key pair, (sk,pk) < KeyGen(1%). We assume that 1* is recoverable
from either key.

Encapsulation: The encapsulation algorithm takes as input a public key pk and
returns a ciphertext and a key, (c,k) <— Encaps(pk). We assume usually that
the key is of bit length .

Decapsulation: The decapsulation algorithm takes as input a secret key sk and a
ciphertext ¢, and returns a key or an error symbol, k <— Decaps(sk, ¢), where
k is either of size X\ or equals L. Usually decapsulation is deterministic.
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Experiment EXP{(NE?A_% (N Oracle Opecaps(c)

1:  (sk,pk) < KeyGen(1%) 1: if ¢=c¢" or att=CPA then
2: b+ {0,1} 2: return L

3:  (kg, ™) < Encaps(pk) 3: else

10 ki« o, 1}|kE§| 4: return Decaps(sk, c)

50 bF 4 A%ean () (pk ki, )

6: return [b=0b"]

Figure 2.1: IND-CPA /IND-CCA security experiment for key encapsulation
mechanism

We require that decapsulation merely has a negligible error. That is, we de-
note by Pr [Ewpﬁe,f,ﬁ”"()\) = 1} the probability of an encryption error for KEM =
(KeyGen, Encaps, Decaps), where Decaps(sk,c) # k for (sk, pk) <— KeyGen(\) and

(¢, k) < Encaps(pk).

We next define CPA- and CCA-security for key encapsulation mechanism in one
go:

Definition 2 (IND-CPA and IND-CCA security of KEM). For a key encapsulation
mechanism KEM = (KeyGen, Encaps, Decaps) and adversary A define experiment
Emp@éﬁ,ﬁt()\) as in Figure 2.1. We say that KEM is IND-att secure (for att=CPA
or CCA) if for any efficient adversary A we have that

1
AduE 50 = Pr[Bap i) =1 - 3

s negligible.

For our key exchange protocol KemPQEAC we also use a symmetric encryption
scheme (for keys k from {0,1}*) where ¢ < Enc(k,m) creates a ciphertext, and
m < Dec(k, ¢) always recovers the encrypted message m. In the protocol this
encryption step provides extra privacy for the chip by encrypting its identity. We
do not discuss this privacy property formally here and thus neither the security
notions for the encryption scheme.

2.2.2 Message authentication, signature schemes, and
certificate schemes

We define message authentication schemes, signature schemes, and certificate
schemes with a single definition. All schemes serve the purpose of authenticating
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EUF-CMA (/\)

Experiment Exp 45 4 Oracle Oaautn(sk, m)

1: (sk,pk,vk) < AKGen(1%) 1: Q<+ QU {m}
2: Q<+« 0 2: o+ AAuth(sk,m)
30 (m*,0") « APMmun(sk) (pk) 3: returno

4: return [SVf(vk,m*,c") and m* ¢ Q)

Figure 2.2: EUF-CMA security experiment for authentication schemes

data. The only difference between the private-key message authentication codes
(MACs) and the public-key signature and certificate schemes lies in the verification
key vk: MACs use the key vk = sk to verify authenticity, whereas signatures and
certificates are verified against the public key vk = pk. In the descriptions and
security games we thus set vk accordingly, and the public key for MACs to be empty
and for signatures and certificates equal to vk. We call the primitive abstractly an
authentication scheme:

Definition 3 (Authentication Scheme). An authentication scheme AS = (AKGen,
AAuth, AVf) consists of three efficient algorithms such that:

Key Generation: Algorithm AKGen on input 1* returns a key triple (sk, pk, vk) <
SKGen(1%). We assume that )\ is recoverable from either key.

Authentication: On input the secret key sk and a message m € {0,1}*, the au-
thentication algorithm outputs an authenticator, o <— AAuth(sk, m).

Verification: On input a verification key vk, a message m, an authenticator o, the
verification algorithm outputs a decision bit, d <— AVf(vk,m, o). Usually, AVf
is deterministic.

We require that verification always succeeds. That is, it never happens that AVf(sk,
m,a) =0 for any (sk, pk,vk) < SKGen(1*), any m € {0,1}*, and any
o < AAuth(sk, m).

Unlike key encapsulation, we define authentication schemes with perfect correct-
ness since all known schemes in practice achieve this.

Definition 4 (EUF-CMA of Authentication Schemes). For an authentication
scheme AS = (AKGen, AAuth, AVf) and adversary A define experiment
EmpﬁgﬁCMA()\) as in Figure 2.2. We say that AS is EUF-CMA if for any efficient

adversary A we have that Pr {EmpﬁgﬁCMA(/\) = 1] is negligible.

A signature scheme S = (SKGen, Sig, SVf) is an authenticator scheme where
(sk, pk,vk) < AKGen(1?*) for (sk,pk) <+ SKGen(1*) and vk < pk. A certificate
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scheme C = (CKGen, CSign, CVf) is an authenticator scheme where (sk, pk, vk)
AKGen(1%) for (sk,pk) + CKGen(1*) and vk < pk. A message authentication
code M = (MKGen, MAC, MVf) is an authenticator scheme where (sk, pk, vk)
AKGen (1) for sk «— MKGen(1*) and vk <+ sk and pk + L. EUF-CMA security
now follows from the general definition. We usually assume that the key generation
algorithm simply generates a uniformly distributed key of A bits.

2.2.3 Key derivation functions

We assume that key derivation functions act as pseudorandom functions, as long
as the keying material contains enough (min-)entropy. The latter is captured
by considering arbitrary distributions D which take the security parameter 1* as
input and output IKM with min-entropy H,,(IKM) > A. We call such distributions
non-trivial. We follow here the presentation of Krawczyk [Kral0].

Definition 5 (Key Derivation Function). A key derivation function KDF takes as
input keying material IKM, context information ctxt, and an integer £, and outputs
a string of length (. We assume that the length of IKM determines the security
parameter \.

Security now requires that the key derivation function’s output for IKM looks
random, even if the adversary sees actual derived keys at other inputs (ctxt, £):

Definition 6 (Pseudorandomness of Key Derivation Function). For a key derivation
function KDF, adversary A, and distribution D define experiment EchfzggA’D(A)
as in Figure 2.3. We say that KDF is pseudorandom if for any efficient adversary
A and any non-trivial distribution (with min-entropy ), we have that

1
Adwit 4 p(A) = Pr {Empfzgg’““’p(/\) N 1} 2

is negligible.

2.2.4 Key combiners

For the forward-secure version of the PQEAC protocols we use a static KEM and
an ephemeral KEM to share keys k and k°. In this case the parties need to derive
a single key from the two keys. This has been discussed more broadly in the
context of KEM combiners in [GHP18] and for quantum adversaries in [BBF*19],
but since we have already embedded the KEM mechanism in the key exchange
protocol, we focus here on the pure key combining part. We note that we cannot
immediately rely on the KEM combiner in [BBF*19], since it assumes faithfully
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Experiment Expypr 4 p(A) Oracle Okpe(IKM, ctxt, ¢)

1: KM« D(1Y) 1: if (ctxt,£) € Q then
2: Q<0 2 return L

3: b+« {0,1} 3: Q+ QU {(ctxt, 0)}
4: b AOkor(KM,).0(IKM,) (1A 4: k< KDF(IKM, ctxt, £)
5: return [b=b"] 5: return k

Oracle O,(IKM, ctxt, ¢)
1:if (ctxt,f) € Q then

2: return |

3: Q< QU {(ctxt, 0)}

4: ko < KDF(IKM, ctxt, ¢)
50 kg« {0,1}¢

6: return k,

Figure 2.3: Pseudorandomness experiment for Key Derivation Functions

created but potentially weak encapsulations, whereas in our setting the adversary
may choose the encapsulations maliciously. While Bindel et al. [BBFT19] argue
that such genuine encapsulations are sufficient to build hybrid authenticated key
exchange protocols via Krawczyk’s SIGMA compiler [Kra03|, the Eztended Access
Control (EAC) protocol does not perfectly comply with the SIGMA standard.

Definition 7 (Key Combiner). A key combiner KComb takes as input keying
material IKMy, IKMy, both of length n, and outputs a string of length n.

Security demands that KComb is a dual pseudorandom function, meaning that
both KComb(IKMy, ) and KComb(:, IKM;) are pseudorandom functions. It follows
that we can reasonably assume that HKDF resp. HMAC [KralO, BL15] or the
TLS-based nested key derivation function in [SS17] is an appropriate instantiation
for a key combiner.

Definition 8 (Dual Pseudorandomness of Key Combiner). For a key combiner
KComb and adversary A define experiment Emp,(i]éfnf;i(A) as in Figure 2.4. We
say that KComb is (dual) pseudorandom if for any efficient adversary A we have
that

1
dPRF—
Advﬁﬁf,fm()\) = BIGI}{%?%} {Pr [EmpKCombﬁ(A) - 1} — 2}

s megligible.
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Experiment Expﬁiiﬁ;ﬁ(/\) Oracle O, (IKMg, IKMy, z)

1: IKMg, IKM; « {0,1}* 1: if 2 € Q then return L
2: b+ {0,1} 2: Q<+ QU {z}
3: Q<+« 0 3: if S =0 then
4 b* ¢ AOns(KMoIKML) (12 4: kg <— KComb(IKMg, x)
5: return [b=b] 5: else
6: ko < KComb(z, IKMy)
70 kg {0, 1}kl
8: return k,

Figure 2.4: Dual pseudorandomness experiment for Key Combiners

2.3 Secure Multi-party Computation

Below, we introduce secure multi-party computation (MPC) which is relevant for
Chapter 4 and Chapter 5. We also give a more detailed introduction to secret
sharing.

In MPC, n parties (sometimes also called players) Py,...,P, agree to jointly
compute a function y = g(2), where y = (y1,...,ym)" and z = (21,...,2,)" with
m,n € N. Here, z; denotes P;’s secret input and y a vector of outputs. The function
g is said to be computed securely if the following two conditions are satisfied:

— Correctness: The correct result y is computed.

— Privacy: None of the parties obtains any new information about z, other than
what can be inferred from y.

Up to n — 1 parties may collude to try to learn about the secrets of other parties.
We model this by assuming that an adversary that tries to learn about the secret
inputs may corrupt up to ¢ of n parties. In the cases t < |[n/2| and t < n—1, we say
that we assume an honest majority or a dishonest majority of parties, respectively.
Depending on the threat model, corrupted parties may either be

— semi-honest (also called honest-but-curious), meaning they try to learn secret
inputs using the function output and the information released to them during
the regular execution of the MPC protocol, but otherwise follow the protocol
faithfully, or

— malicious, meaning they may do all of the above and also deviate arbitrarily in
their behavior during protocol execution.
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Note that the adversary may pool the information gathered by corrupted parties to-
gether and (in the malicious model) coordinate the protocol deviations of corrupted
parties to learn more information.

In our context, the role of the parties Py, ..., P, can be assigned to the prosumers,
while the prosumers’ secret power data is collected in z. However, revealing the
node voltages v would clearly breach the prosumers’ privacy. Thus, the output y
must represent a less vulnerable result, for instance checking operating conditions
securely via (4.3). Then, in case of a violation, the operator receives a stabilization
strategy which, of course, must be revealed to it. We omit specifying additional
computations and focus on the solution of (4.1) here. Thus, y = g(z) can mainly
be understood as a mapping of power data to the voltage v such that (4.1) is
satisfied.

2.3.1 Secret sharing

One approach towards MPC is secret sharing. It provides a way for a party P;
to distribute information about a secret z; across all parties Py, ..., P, such that
they all together hold full information on z;, yet no party on its own (except P;)
has any information about z;. For simplicity, we consider a three-party scheme at
first: Let 21 € Z, represent P;’s secret, with p prime. Note that computations on
secret-shared numbers are performed over Z,, which implies a reduction modulo
p. To share the secret, P; chooses ry,ry uniformly at random in Z, and sets
rs = 21 — 11 — r2. Observe that for each 1,7y and 73 all values in Z, are equally
likely, which is why they do not contain any information about z;. Therefore, we
can distribute the shares 1,79 and r3 to Py, Py and P3, respectively, such that no
party alone learns something new about z;, but all players together can reveal
(or “open”) the secret by computing z; = 1 + ry + 3. We denote a secret-shared
number z; as [z;] and its j’th share as [z;]). Thus, in the case above, we can also
write [21] = ([21]W, [21]@, [21]®)) = (r1, 79, 73).

It is easy to see that Py, Py, P3 can compute z4 = 21 + 25 + 23 where 21, 29, 23
are arbitrary secret-shared numbers. First, each player P; (for i € {1,2,3}) locally
computes [24)® =[] 4 [25]® + [23]®). Then, to reveal z4, they can send each
other their shares of z; and compute z4 = [24] + [24]® + [24]®. From now on
we write [z1] + [22] to mean that each player P; computes the sum of their local
shares [21]®, [2]® as described above. Addition, subtraction and multiplication
of a secret-shared number with a public constant, as well as subtraction of two
secret-shared numbers, can be computed locally in a similar fashion.

In order to compute the product of two secret-shared numbers, one can use
multiplication triples [Bea92]. Here, we assume that the n players are in possession
of secret-shared triples [a], [0], [¢] of the form ¢ = ab where a, b are chosen uniformly

26



at random from Z,. Now observe that

2120 = (21 +a—a)(za+b—D)
=(z1+a)za+ (z1+a)b— (21 +a)b— (22 +b)a+ ab
=(21+a)zy— (22 +b)a+c.

Assuming a, b and ¢ are secret, the parties can open z; + a and 29 + b without any
loss of privacy and compute

[2122] = (21 + a)[ze] — (22 + b)[a] + []

based on addition and multiplication by a public constant. From now on we
write [21][z2] to mean that Py,... P, follow a multiplication procedure such as
the one described above to securely compute [z2;]. Remarkably, it is possible to
express any function in terms of addition and multiplication gates. We omit giving
details and refer the interested reader to [CS10, AS19] for algorithms for standard
mathematical functions.

Thus, the approach taken above allows secure computation of arbitrary functions
in the preprocessing model even with a dishonest majority where all but one of
the parties are dishonest and colluding. We refer to multiplication triples and
other random numbers that are helpful during computation but unrelated to the
actual secret inputs or the computed function as correlated randomness. When
we say that a computation is secure in the preprocessing model, we mean that
the computation is secure under the assumption that the correlated randomness
required for the computation has been generated securely. This is the case if, for
example, the correlated randomness has either been generated and distributed by
a trusted third party (a so-called dealer), or if the correlated randomness has been
generated interactively among the computing parties using secure protocols based
on homomorphic encryption (HE) [KPR18] or oblivious transfer (OT) [KOS16a].
We refer to the generation of correlated randomness as the offline or preprocessing
phase of the computation, and denote the input-dependent computation as the
online phase. We can avoid the preprocessing model by, for example, using the
MPC protocols BGW [BGWS8| or CCD [CCDSS].

Lastly, let us consider the complexity of several operations as a preparation
for the following section. While local computation in secret sharing is typically
cheap, communication constitutes a bottleneck. Against this background, the
number of communication rounds (how often a communication is invoked) is a
useful metric. Recall that additions and multiplications of secret-shared numbers
with public constants, and [z1] 4 [22] are communication-free. On the other hand,
[21][22] requires at least one communication round, and (due to truncation [CS10])
at least two for fixed-point numbers. Elementary functions that are useful for the
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solution of the power flow problem (4.1) are divisions, trigonometric functions like
sin(z), and square roots of secret-shared numbers. Based on the methods presented
in [AS19], these require approximately 40, 40, and 87 rounds, respectively, for a
64-bit number.
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3 Post-Quantum Security for the
Extended Access Control Protocol

Author’s contribution. The results in this chapter are based on joint work with
Marc Fischlin, Marian Margraf, Frank Morgner, Andreas Wallner and Holger Bock,
published in [FvdHM*23]. The author’s contributions include the design of all
versions of the PQ-EAC protocol. Marc Fischlin provided the security proofs. Frank
Morgner and Andreas Wallner implemented PQ-EAC and conducted benchmarks.
The author of this thesis also contributed to the implementation of the protocols
in the benchmarking software. Marian Margraf and Holger Bock provided project
supervision.

3.1 Motivation and Overview

The Extended Access Control (EAC) protocol for authenticated key agreement
was proposed by the German Federal Office for Information Security (BSI) for
German electronically-enabled passports (ePassports) in 2005 and is defined in the
technical guideline TR~-03110 [Bunl16]. EAC is meant to provide authenticated
key establishment between a terminal and a smart card. ICAO Doc 9303 [Int21],
a standard for electronic machine-readable travel documents (eMRTDs) such as
ePassports, mandates authentication via EAC before a terminal may request
sensitive data such as fingerprints from the chip in an eMRTD. The security of EAC
rests on assumptions about the hardness of computing discrete logarithms. Due to
the results of Shor [Sho94], these assumptions are now considered to be false when
taking into account quantum computers. In this chapter we present PQ-EAC, a new
version of the EAC protocol that achieves security against attacks from quantum
computers by substituting Diffie-Hellman key exchange with post-quantum key
encapsulation mechanisms (KEMs).

Post-quantum cryptography. In 1994, Peter Shor presented a quantum algorithm
that solves integer factorization and discrete logarithms—two problems for which
no efficient algorithm on classical computers is known—in polynomial time [Sho94].
Shor’s work thereby falsified the foundational assumption of public-key cryptography
that factorization and discrete logarithms are hard problems. While only a quantum
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computer of sufficient size could break public-key cryptography as used in modern
internet infrastructure, recent developments show that such a machine is a realistic
scenario [AT25].

Fortunately, there are alternatives to cryptography based on factorization or
discrete logarithms. In 2022, National Institute of Standards and Technology (NIST)
announced that they will standardize the lattice-based KEM Kyber [SAB*22], two
lattice-based signature schemes (Dilithium [LDK"22], Falcon [PFH*22|) and the
hash-based signature scheme SPHINCS+ [HBD*22] as quantum-resistant cryp-
tographic mechanisms [AACT22]. In addition, the hash-based signature schemes
LMS [MCF19] and XMSS [HBG18] have already been recommended in NIST SP
800-208 [Nat20].

Hybrid protocols. Many of these conjecturally post-quantum secure schemes have
not yet been adequately studied in terms of their security. This concerns not only
cryptanalytic attacks using classical computers, but also side-channel and error
attacks and the exploitation of implementation errors. Therefore, it is prudent
to use hybrid protocols, i.e., a combination of classical and quantum-resistant
primitives; see also, for example, the recommendations of the German Federal
Office for Information Security [Bun20].

Post-quantum security for the EAC protocol. Even though a quantum computer
powerful enough to break modern cryptography might be more than a decade away,
in the context of identity documents urgent action is required. This is because
identity documents typically have a validity period of ten years and technical
changes require lengthy regulatory approval. Therefore, the development of a new
quantum-resistant version of the EAC protocol, ideally using hybrid schemes that
combine post-quantum and classical algorithms, is imperative. In this chapter, we
showcase several versions of a quantum-resistant EAC protocol, called PQ-FAC,
with varying security properties and trade-offs. We also provide an efficient software
implementation of this new protocol for contactless smart cards (in eMRTDs) as
well as inspection terminals, in order to create a blueprint for the standardization of
the new EAC protocol with International Civil Aviation Organization (ICAO). Our
benchmarks show that our implementation is efficient enough for use in practice.

3.1.1 Notation

To distinguish between the EAC protocol as defined by BSI [Bunl6] and our
proposal for post-quantum EAC, we call the former classic EAC or FAC classic
and the latter PQ-EAC. We continue to write EAC when referring to the protocol
as such. EAC is usually conducted between two parties: One the one side we
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have an eMRTD which might be an identity card, a passport or similar, in the
following called “chip”. On the other side we have a chip reader, which could
be an inspection terminal at border control, a device to authenticate identity
cards for e-government services, or similar, in the following called “terminal”. The
terms MRTD and eMRTD are used in this document as a generic reference to all
types of machine-readable travel documents based on optical character reading or
electronically enabled means. Examples of eMRTDs are ePassports, laissez-passer,
identity cards, seafarer cards and refugee travel documents.

We use the notion of forward secrecy as given in Boyd and Gellert [BG19]: An
authenticated key exchange (AKE) protocol provides forward secrecy if compromise
of long-term secrets does not lead to compromise of session keys of previously
completed sessions.

3.1.2 Related work

There have been multiple works concerned with making Diffie-Hellman-based proto-
cols quantum-resistant: Schwabe et al. [SSW20] present post-quantum versions of
TLS, including a version with mutual authentication. Hiilsing et al. [HNS™21] show
how to achieve post-quantum security for the handshake protocol of the WireGuard
VPN. Brendel et al. [BFG'20] attempt to give a post-quantum alternative to Sig-
nal’s X3DH handshake using split KEMs. Finally, Angel et al. [ADH'22] introduce
a post-quantum variant of the Noise framework. Unlike PQ-EAC, the protocols
mentioned above cannot serve as drop-in replacements for EAC as standardized in
TR-03110. However, our work and the mentioned protocols share the basic idea
of replacing a Diffie-Hellman key exchange with KEMs to achieve post-quantum
security.

Recent publications in regards to ePassports have been concerned with the
security of Basic Access Control (BAC) [AKQO8, BFK09, FHMS19], the security of
Password-Authenticated Connection Establishment (PACE) [BFK09, BDFK12] and
the security of classic EAC [CV10, DF11]. Besides a status report [MvdH21], and
a master thesis by Kufimaul [KuB19] to the best of our knowledge there have not
been any publications regarding the post-quantum security of the EAC protocol.

3.1.3 Outline

We start out with a discussion of ePassports in Section 3.2 and exhibit the original
EAC protocol in Section 3.3. In Section 3.4 we subsequently propose several
modifications to EAC, which will replace the Diffie-Hellman-style key exchange
with KEMs. Afterwards, we give security proofs for the new protocols in Sec-
tion 3.5. Finally, we discuss our implementation and give performance benchmarks
in Section 3.6.
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3.2 ePassports

The ICAQ, a specialized agency of the United Nations, introduced standards for
electronic eMRTDs and specifically ePassports in 2006 in Volume 2 of the sixth
edition of ICAO Doc 9303 [Int21]. Since then, more than 140 countries have
adopted ePassports, with 90 countries enrolled in the ICAO Public Key Directory.

Security mechanisms for ePassports. In the following we give an overview of
the security goals of ePassports and what mechanisms are used to achieve these
goals. Firstly, because they use contactless radio-frequency identification (RFID)
technology to communicate with terminals, ePassports are subject to skimming
attacks: In skimming attacks, the attacker retrieves data from the chip by making
connection attempts in close physical proximity of the eMRTD. Even if the attacker
cannot retrieve any information from the passport, he might be able to link it to
previous connection attempts, meaning that he is able to track the passport. If
a eMRTD is secure against such attacks, it is said to be unlinkable. To achieve
unlinkability in the ePassport, the machine-readable zone (MRZ) is used as trust
anchor and read by the terminal via optical character recognition (OCR) instead
of RFID. BAC, and alternatively PACE, are security mechanisms that derive a
shared key between chip and terminal and authenticate the terminal based on the
knowledge of the MRZ. This minimal type of authentication allows the terminal
access to information that can be read by anyone in physical possession of the
ePassport, including primary biometrics (facial image). The underlying assumption
here is that when a passport holder allows a terminal to read the MRZ of his
passport via OCR, he is also consenting to the transmission of other data visually
recognizable on the document. The access to secondary biometrics, meaning either
fingerprints or iris data, requires the execution of Terminal Authentication (a
subprotocol of EAC).

Secondly, the ePassport needs to be protected against attacks on its integrity:
One way to forge a passport would be to modify the data groups (name, nationality,
etc.) on a passport’s chip. To prevent this, the passport issuer hashes all data
groups, signs them and stores them in the Document Security Object (SOp). To
verify data integrity, a terminal must then use Passive Authentication (described
below). An adversary could overcome these provisions by copying the SOp to a
new chip (also called cloning). Assuming that the protections provided for the
chip’s private key successfully prohibit any access to it, cloning can be detected
during EAC when the chip fails to generate a shared key.

BAC vs. PACE. As mentioned above, the terminal establishes a weak kind
of authentication based on the MRZ, either using BAC or PACE. BAC uses a
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deterministic algorithm to derive a key from the MRZ. Since the MRZ consists of
the holder’s birth date, the eMRTD’s expiry date and a 9-digit serial number!, the
maximum entropy of this key is 73 bits, but in practice the entropy of the key can
be assumed to be 40-50 bits [BFK09]. The low entropy of the key permits sniffing
attacks where the communication between terminal and chip is recorded by an
eavesdropper and later decrypted by guessing the shared key [LKLP07, AKQOS].
Moreover, Filimonov et al. showed in 2019 that it is possible to track passports
using BAC [FHMS19]. Due to these weaknesses, it is recommended (and mandated
for ePassports issued after 2017) to use PACE instead of BAC [BFK09]. During
PACE, chip and terminal generate a high-entropy shared key through password-
authenticated key exchange (PAKE), an asymmetric key exchange procedure based
on a shared (possibly low-entropy) password.

Passive Authentication. After the execution of BAC or PACE, the terminal uses
a protocol called Passive Authentication to authenticate the data that is stored on
the chip. Passive Authentication involves the following steps:

— The terminal reads the Document Security Object (SOp) from the chip and
retrieves the corresponding Document Signer certificate, the Country Signing
Certificate Authority (CSCA) certificate and the corresponding certificate revo-
cation list. The SOp holds hashes of all data groups and a signature over these
hashes. Note that the chip’s public key is also stored in one of these data groups.

— The terminal verifies the Document Signer certificate.

— The terminal then computes the hash values of all data groups it has access to
and compares them to the hash values from the SOp. Subsequently it verifies
the signature over these hash values using the public key from the Document
Signer certificate.

Passive Authentication does not protect against cloning attacks, where the SOp
(but not the secret key which is assumed to be secured against copying) is copied
from one eMRTD to another, but only verifies the integrity of the data groups
on the chip. To prove that the chip is actually in possession of the corresponding
secret key, EAC and Chip Authentication come into play.

!Depending on the issuing country, the serial number is subject to various constraints: Some
digits may be predictable check digits, some blocks may indicate the issuing passport office,
etc.

33



3.3 Classic EAC Protocol

We now proceed to describe the classic EAC protocol. EAC was devised by the
Brussels Interoperability Group as a mechanism to protect sensitive data stored in
eMRTDs and is published by the BSI in their technical report TR-03110 [Bunl6].
EAC as defined in this specification includes two authentication mechanisms, Chip
Authentication (CA) and Terminal Authentication (TA): CA authenticates the chip
and TA prevents the reading of biometric data from unauthorized terminals. While
EAC originated in the context of travel documents, it is also utilized in different
contexts: For example, version 2 of EAC authenticates transactions performed by
the German identity card, such as proof of identity or e-government. Even though
we focus on the passport context in this work, most of our results apply more
generally. EAC works as follows: The terminal uses CA to verify the authenticity
of the chip. Vice versa, the chip can verify the inspection system’s authorization
to read sensitive biometric data such as fingerprints or iris data during TA [Int21].
In EAC Version 1, which is included in ICAO’s standard for ePassports, chip and
terminal first execute CA and then TA. If EAC is not executed, the terminal is not
allowed to read secondary biometric data. To ensure more privacy for the eMRTD
holder, in (the otherwise identical) version 2 of EAC chip and terminal first perform
TA and then CA, and the terminal is only allowed to read data groups once PACE;,
TA and CA have completed. EAC Version 2 is, for example, used by the German
identity card. In this work we aim for the stronger security properties of EAC
Version 2 but maintain compatibility with EAC Version 1.

Public-key infrastructure. In order for chip and terminal to be able to mutually
authenticate each other during EAC, each document issuing country has established
a public-key infrastructure (PKI), which consists of the following entities (among
others): a CSCA and a Country Verifying Certificate Authority (CVCA), Document
Signer certificates, Document Verifier certificates and certificate revocation lists.
Document Signer certificates and key pairs are issued by the CSCA to the entity
that is manufacturing the eMRTDs. The private key is then used to sign a list of
hashes of the data groups of the eMRTD. The signature, hashes and the respective
Document Signer certificate are then stored in the SOp and can be used by the
eMRTD to authenticate itself to a terminal.

Similarly, the CVCA issues manufacturers of terminals Document Verifier key
pairs and certificates, which can be used by a terminal to authenticate itself towards
chips.

To enable international interoperability, all countries share their CSCA and
CVCA public keys (via a master list), Document Signer certificates, Document
Verifier certificates and certificate revocation lists in the ICAO Public Key Directory.
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Terminal Authentication. The goal of TA as shown in Figure 3.1 is to prove to
the chip that the inspection terminal is authorized to view sensitive data of the
chip. In the context of passports, sensitive data means secondary biometric data
such as fingerprints or iris data of the passport holder. To show that the terminal
is in possession of a key pair (pk;, sk;) that is validated by a Document Verifier
certificate, the terminal initiates a challenge-response procedure.

Terminal Authentication

Chip C Terminal T

CVCA root certificate certcyca certificate certy for pks

pkcvea long-term key pair (pky,sky)
certr

check cert with pkcyca
extract pks from certy (pk%, sk%) s DH.KeyGen(1%)

pk%-

r1 <8 {0, 1}”
IDC7 1

o1 <5 Sig(sky, ID¢ || 71 || pk%)

01

if VE(pky,IDc || 71 || pkS- 1) # 1
then abort

store pky for CA

store pk% for CA

Figure 3.1: Terminal Authentication in the classic EAC protocol.

Firstly, the terminal generates an ephemeral Diffie-Hellman key pair (pk%, sk%)
and sends pk% to the chip. It also sends its certificate certy, which consists of
the Document Verifier certificate and the validation of its public key pk, by the
Document Verifier. Subsequently, the chip verifies the certificate and the terminal’s
public key pk.

To generate the challenge, the chip chooses uniformly at random a nonce r; and
sends it to the terminal. In addition, it sends a pre-agreed value ID¢. If PACE is
used, ID¢ is a suitable hash of the chip’s public key from the PACE key agreement;
this serves to bind EAC with the previous PACE execution. If BAC is used, it is
the document number read from the MRZ.

Finally, the terminal proves possession of the secret key sk, by generating a
signature over 11, ID¢ and its ephemeral public key. The chip concludes the TA if
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it can successfully verify the signature using pkr.

Chip Authentication. In CA (shown in Figure 3.2), the chip C authenticates itself
to the terminal 7 with its static Diffie-Hellman (DH) public key pair (ske, pke)
that is validated by the Document Signer. At the outset, the chip sends the
terminal its Document Signer certificate, its SOp and its static public key pk,,
all of which we will call certe in Figure 3.2.2 Afterwards, the terminal sends the
ephemeral public Diffie-Hellman key pk5 generated during the TA. As the chip
already received pk% during TA, one might wonder whether this message could
be eliminated. Unfortunately, this is not possible due to the need to maintain

compatibility with EAC Version 1 where the TA is optional.

Chip Authentication

Chip C

static DH key pair (sk¢, pke)
certificate certe for pke

r9 <% {0, l}n

verify that pkS matches pk% from TA
k = DH(sk¢, pk%)

kmac = KDFmac(k,72)

kenc = KDFenc(k,72)

t = MAC(kyac, PKT)

return kgyc

certe, certps

pkT

Tg,t

Terminal T
CSCA root certificate certcsca
ephemeral key pair (pk%,sk%)

check certe with certcsca

extract pke from certe

k = DH(sk5-, pke)

kmac = KDFmac(k,72)
kenc = KDFenc(k, 2)

if t # MAC(kyac, PkT)
then abort

return kgyc

Figure 3.2: Chip Authentication in the original EAC protocol.

To avoid non-repudiation—which is undesirable from a privacy standpoint—C
does not produce a signature to authenticate itself. Instead, chip and terminal

2This is usually performed during Passive Authentication but to simplify the presentation, we

show it as part of the CA.
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establish a shared key k via a DH key exchange using the chip’s long-term DH key
pke and the terminal’s ephemeral DH key pk-. Afterwards, the chip generates a
nonce 7o uniformly at random and derives keys kyac, kenc from the shared key k
and ry. Finally, C sends sends 79 and a message authentication code (MAC) t over
pk7 under the key kyac to 7. If t matches the MAC computed by 7T, the Chip
Authentication concludes successfully. kgye can be used to encrypt any further
communication between terminal and chip after the completion of EAC.

Security properties. The main goals of EAC are the authentication of chip and
terminal to each other and the establishment of a shared secret key between chip and
terminal. Dagdelen and Fischlin [DF11] have proven authenticated key-exchange
(AKE) security for EAC in the random oracle model. However, there are also
other security properties that the EAC protocol is supposed to provide: Firstly,
the protocol should provide forward secrecy, meaning that past session keys are
protected from being recovered, even if the long-term secrets of chip or terminal are
compromised. While the classic EAC version only provides this for the terminal’s
long-term secret [DF11], we will present versions of PQ-EAC providing forward
secrecy for the long-term keys of both chip and terminal in Section 3.4.

Secondly, since the chip represents a travel document, it is desirable for the chip
to have plausible deniability of participation in EAC, meaning we do not want
non-repudiation. Since signatures usually provide non-repudiation, in EAC the
authenticity of the chip is established through a key-agreement.

3.4 Quantum-Resistant EAC Protocol Versions

This section is concerned with our efforts towards a quantum-resistant version of
EAC (called PQ-EAC). EAC is subject to many, sometimes conflicting constraints.
For example, to reduce waiting times for access control, it would be beneficial to
use round-reduced EAC. However, for privacy reasons, it may not be desirable for
the chip to send information about its public key to an unauthenticated terminal.
Similarly, forward secrecy helps to protect earlier messages in the case that the
private key of the chip is compromised but increases the number of cryptographic
operations. An additional consideration is that some versions of PQ-EAC might
be more suitable than others for maintaining backward-compatibility with EAC
classic.

We distinguish between solutions with the terminal signing the data (SigPQEAC,
see Section Section 3.4.1) and an alternative where the terminal uses a long-term
KEM for authentication (KemPQEAC, see Section Section 3.4.2). The common
approach in both cases is to replace the Diffie-Hellman key agreement step in the
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CA by having the terminal send a secret key protected under the chip’s long-term
KEM key pk.. The KEM itself is assumed to be post-quantum secure.

For each of the two types we can consider a forward-secure variant where the
chip, in addition to the long-term KEM key pk., also generates an ephemeral KEM
key pkg during protocol execution. The terminal then encapsulates another key
k® under pkg. The long-term key is then used for authentication, especially of the
ephemeral part. Both parties derive the session key from either the encapsulated
key k (in the non-forward-secure version) resp. together with the encapsulated key
k® (in the forward-secure version with the ephemeral KEM). Another option we
discuss below is to combine the TA and CA phases and save on the round-trip time
by combining some data into single transmissions.

We thus have eight protocol variants via possible combinations: with and without
terminal signatures, with and without forward security, and potentially combining
messages. The combined versions allow for further simplifications, e.g., by letting
the terminal only create a single signature instead of two signatures. We present the
two fundamentally different versions, one with signatures for terminal authentication
and one with KEMs for authentication, and discuss the other four sub versions for
either one within. We discuss further options for the combined versions afterwards.
We leave it to the discretion of the implementing bodies to weigh advantages and
disadvantages of the various versions.

Assumptions. For all protocols we assume that the following holds:

— Passive Authentication binds the chip’s data groups with its key pair (pk., ske).

— The communication partners have agreed on ID¢. If PACE is used, it is a suitable
hash of the chip’s public key from the previous PACE execution; if BAC is used,
it is the document number read from the MRZ.

— The protocol is instantiated with a post-quantum or hybrid IND-CCA-secure
key encapsulation mechanism, a post-quantum or hybrid EUF-CMA-secure
signature scheme, a key derivation function KDF with output length A and a
dual pseudorandom key combiner KComb. See Section 2.2 for the respective
definitions and security experiments of the mentioned primitives.

— The security parameter A is of appropriate size and all keys have been generated
according to A.

We note that while chip and terminal send the EAC protocol messages in an
encrypted channel that was established through BAC or PACE, PQ-EAC would
still provide AKE security if all messages were sent in the open.
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3.4.1 Authentication with signatures

We start with the four variants in which the terminal uses a quantum-resistant
signature scheme to authenticate. The protocol framework is given in Figure 3.3
and describes the plain variant, as well as the forward-secure variant (with the
optional ephemeral KEM steps written as []) and the combined version of TA and
CA (with the dashed arrows indicating which protocol messages can be combined).

In the protocol we use all relevant exchanged data (certr, certe, 72, ¢, [pks, ¢¢]) for
authentication purposes, including the certificates and the nonce and ciphertexts
sent by the terminal. Since these data coincide with the session identifier sid used
in the security proof we conveniently write sid in the protocol, too. We note that
the final value kg transmitted by the chip with the last protocol message also
serves as an authentication tag for all values in sid = (certr, certe, 72, ¢, [pkg, ¢¢]).
Instead of using a message authentication code we use a derived key under the KDF
directly, inserting sid into the key derivation step instead, and taking advantage of
the pseudorandomness of the KDF. This method has been suggested for example in
[FGSW16] for key confirmation. In principle, one could also use kg in a message
authentication code, applied to some public input.

Terminal Authentication. The terminal 7 initiates the TA protocol by sending
the chip its certificate certy, which contains its public key pk,, a signature over
pk, and its Document Verifier certificate. The certificates can be validated by the
chip with its CVCA certificate. If the verification of certificates was successful,
the chip chooses a nonce r; uniformly at random and sends it to 7, along with
ID¢e. Subsequently, T signs r; and ID¢, and sends the signature to C. The TA
protocol completes successfully if the chip can verify the signature using pk,. We
note that for the authentication of the terminal only, the Terminal Authentication
protocol may be run solely, without the subsequent Chip Authentication. The
Chip Authentication requires the (valid) public key pk; that was obtained during
Terminal Authentication.

Chip Authentication. While certificates are usually checked during Passive Au-
thentication before EAC starts, here we move this part of the process into the CA
to simplify the presentation. C sends its Document Signer certificate, its SOp and
its public key (all of which we will call cert¢) to 7. The terminal can then verify
the certificate chain using the CSCA root certificate. In addition, C sends a \-bit
number 5, chosen uniformly at random.

In order to check that C is in possession of the secret key sk, pertaining to pkg,
the terminal uses pk. to encapsulate a shared key k in a ciphertext c. It then sends
¢ to C, along with a signature to prove integrity of the encapsulation. Next, C
verifies the signature and decapsulates c to obtain k. k is then used along with the
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session id sid to derive a confirmation key konp and an encryption key kygy. The
final value kg serves as an authentication tag for all values in sid.

Forward secrecy. As is, the plain version of SigPQEAC provides forward secrecy
for the case that only the terminal’s long term-keys are corrupted. However, an
adversary would still be able to decrypt past communication after corrupting
the chip. To achieve real forward secrecy, we propose several changes to the CA
protocol, written as [].

In a nutshell, the chip generates an additional, ephemeral key pair (pkg, skz) and
sends the public key to 7. The terminal then uses pk; to encapsulate a second
key k¢, and sends the encapsulation c® back to C, along with the encapsulation
c of the first key and a signature over both encapsulations. Both keys, k and k°,
serve as input to derive koyp and kggy. This way, an attacker that compromises
the chip after EAC and subsequent communication has terminated will not be
able to recover the ephemeral key k® of that session or other previous sessions, and
therefore will not be able to generate the session key kygy-

One potential attack that is enabled by sending the ephemeral public key to
T, is that an active adversary could exchange pk; for a different public key and
bring himself in possession of k®, which is half of the input required to generate
kegy- However, since both keys k, k® are combined using a dual pseudorandom key
combiner, the adversary still only has negligible chance of guessing the correct
session key.

Round-reduced combined version. At the cost of sacrificing some privacy it
is easy to improve efficiency of the protocol described above. In particular, we
can combine two pairs of messages into one message each: Instead of exchanging
a challenge and a signature during TA as well as during CA, the terminal can
encapsulate a key, sign a concatenation of the session id sid and the encapsulation
and send the signature and the encapsulation to the chip in one go. The resulting
combined variant of PQ-EAC is shown by the dashed arrows indicating which
protocol messages can be combined.

As shown in Section 3.6.1, saving two messages and the signature verification
improves performance significantly. On the flip side, in the SigPQEAC variant, the
combined version forces the chip to send its public key before the terminal has
been authenticated. In the KemPQEAC version, the chip only sends the encrypted
certe and will hence remain anonymous to an unauthenticated terminal. Even
though the public key is usually considered public information, it is desirable to
avoid sending it to unauthorized terminals to protect the eMRTD holder’s privacy
as much as possible. This could be important in contexts where an execution of
PACE does not already authorize the terminal to read data.
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SigPQEAC: PQ-EAC with Terminal Signatures
Chip C Terminal T

Terminal Authentication

long-term key pair (pks,sky),
certified by certr

certr

check certy with pkeyca

extract pky from certr

pick r1 € {0,1}" De, 1 o7 ¢ Sig(sky, *TA” | IDc || 1)
oT

verify o with pks
store pks for Chip Authentication
Chip Authentication
long-term key pair (ske, pke)
certified by certe
[generate ephemeral key pair (pkg, skg)]

pick rp € {0,1}" certc, 72, [pk¢]
check certe with pkeyca
extract pke from certe
(k, ¢) < Encaps(pk¢)
[(k% ¢©) s Encaps®(pkg)]
ac <5 Sig(sky, ’CA? || sid)
¢, 0c, [¢]

verify o. with pkr

k < Decaps(skg, ¢)

[k® < Decaps®(skg, c°)]

kgpr < k resp. [kypr < KComb(k, k®)]
keye < KDF (kg *CNE” || sid, )

kegy < KDF(kypp, *KEY? || sid, \)

kCNF

kgpr < k resp. [kgpr < KComb(k, k)]
check koyg = KDF (kgpp, *CNF” || sid, \)
kggy <3 KDF (kgpp, *KEY? || sid, X)

return kygy return kygy

Figure 3.3: PQ-EAC with terminal signatures, divided into TA and CA phase.
Optional steps for achieving forward security are given in blue and brackets []. In
the combined version we can save a full round trip by combining protocol messages
as indicated by the arrows. We note that each party sets the partner identity pid

to be the distinguished name in the received certificate. The session identifier

consists of all sent data, except for the authentication parts,
sid = (certr, certe, 19, ¢, [pks, c°]).
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3.4.2 Authentication via long-term KEMs

Next we present in Figure 3.4 the four variants in which the terminal avoids
signatures, which are usually expensive, but uses a long-term key of a KEM to
authenticate instead. To this end, the chip sends a key k;, encapsulated under
the terminal’s long-term key. While the chip has to perform an additional key
encapsulation to do so, this is less expensive than the signature verification it
would have to perform normally. The key is used to derive a confirmation value
kronrs Teplacing the signature in terminal authentication, and a MAC key kpy,c used
instead of the second signature. A noteworthy feature of these versions is that now
the certificate certe can be sent encrypted in the CA step to hide the long-term
identity of the card. The key kqgye for this encryption is also generated in the TA
phase with the help of the terminal’s long-term KEM.

3.5 Security Proofs

Below, we provide a security proof for PQ-EAC in the real-or-random security
model of Bellare and Rogaway. We start with a short overview of the proof: The
security properties to show are session matching and key secrecy. Session matching
covers fundamental properties such as partnered sessions deriving the same key,
pairwise uniqueness of partners, and correct identification of roles and partners. For
all protocol versions (SigPQEACand KemPQEAC, with or without forward secrecy,
with or without round reduction) this property follows by protocol construction
and the uniqueness of nonces. We note that all proofs take into account potential
decryption errors of KEMs. Key secrecy ensures that only the intended partner
shares the derived session key and that session keys are indistinguishable from
random to the adversary, unless the adversary trivially knows the key. The proof
for key secrecy for the variants of SigPQEAC is via game-hopping. Here, we only
outline the main steps. We first exclude attacks in which a party accepts a different
public key pk as identified in the issued certificate cert. By the unforgeability of
the certificate scheme this cannot occur, except with negligible probability. But it
follows that, if the chip accepts only the certified public key of the terminal, then
the unforgeability of the terminal’s signature scheme ensures that only the honest
terminal is able to create the valid signature o. over the ciphertext ¢ (and the
ephemeral values pkT- and c® in the forward-secure version). We can conclude that
the encapsulated key k (resp. keys k and k®) must have been created by an honest
terminal, such that the IND-CCA security of the chip’s long-term KEM guarantees
that they are hidden from the adversary. The security of the key derivation function
(together with the key combiner in the forward-secure version) ensure that the
session key is indistinguishable from random for the adversary.
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KemPQEAC: PQ-EAC with Terminal Authentication through Long-Term KEM
Chip C Terminal 7

Terminal Authentication

long-term key pair (pky,sky),
certified by certr

certr
check cert7 with pkcyca
extract pky from certy
pick r1 € {0,1}"
(kra, cra) <5 Encaps(pk) IDc, 71, cra kpy < Decaps(sks, c1a)
komac < KDF (kqy, *TMAC? || 1) kruac < KDF(kqy, TMAC? || r1)
krenc < KDF(kqy, *TENC? || 1) krgnc < KDF(kqy, >TENC? || r1)
kreng <— KDF (kqy, TCNF? || 71) kroyr < KDF(kqy, >TCNF? || rq)
krenr

verify keeyr
store pky, krgyc, krmae for Chip Authentication
Chip Authentication
long-term key pair (ske, pke)
certified by certe
[generate ephemeral key pair (pkg, skg)]
pick r € {0,1}"

cen = Enc(kenc, certe | 72 [llpké]) o certe || 72 [|lpké] < Dec(krgnc, con)

check certe with pkeyca
extract pke from certe

(k, ¢) < Encaps(pke)

[(k®, ¢®) < Encaps®(pk¢)]
T¢ < MAC(kqyac, *CA” || sid)

¢, 0¢, [°]
verify o, with ke
k < Decaps(skg, )
[k® <~ Decaps®(skg, )]
kgpr < k resp. [kgpe <= KCombi(k, k)]
kenr ¢ KDF(kypg, *CNE? || sid, \)
Kgzy < KDF (kype, *KEY? || sid, \) Kenr
kgpr < k resp. [kgpe <= KComb(k, k)]
check keye = KDF(kgpp, ?CNF? || sid, A)
Kezy <5 KDF (kepp, KEY” | sid, \)
return kggy return kygy

Figure 3.4: PQ-EAC with terminal authentication through long-term KEMs,
divided into TA and CA phase. Optional steps for achieving forward security are
given in blue and brackets []. In the combined version we can save a full round
trip by combining protocol messages as indicated by the arrows.
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We note that in the analysis the final confirmation value sent by the chip is only
required for the forward-secure case. Here the adversary may impersonate a chip
and later learn the long-term secret key of the KEM. But the adversary would have
to create a valid confirmation value before it later corrupts the chip’s long-term
secret. This once more is infeasible by the security of the chip’s KEM.

The proof of the KEM-based variant KemPQEAC is very similar to the signature-
based protocol. Only here we need to argue that only the honest terminal can
create the valid MAC o, over the ciphertext(s). This can be shown via two extra
steps in which we argue that only the terminal can decapsulate k;, in terminal
authentication (by the IND-CCA security of the terminal’s long-term KEM) and
that the derived keys from k;, are random by the security of the key derivation
function. The other steps are as in the proof of SigPQEAC.

We finally remark that our proofs show post-quantum security of the proto-
cols. The proof steps consist of (straightline) reductions to the involved standard
primitives like signature schemes, KEMs, or key derivation functions, and do not
require idealized primitives such as random oracles. Hence, any successful quantum
adversary against the key exchange protocol would thus yield a successful quantum
adversary against the underlying primitive. Assuming that the primitives are all
quantum-resistant, it follows that the overall protocol also withstands such attacks.

We prove the security of the two variants SigPQEAC (with signatures) and
KemPQEAC (with KEM-based authentication). We start with the signature-based
variant, and simultaneously consider the forward-secure and non-forward-secure
version in the proof. We discuss afterwards that the proof also holds for the combined
version. The proof of the KEM-based version then follows straightforwardly from
the signature case, as we discuss afterwards.

3.5.1 Key exchange security model

In this subsection we define the security model which we will use in the security
proof below.

Setup. We assume that there is a set P of parties. At the beginning, each party
P € P is assigned a long-term key pair (skp, pkp), certified via certp under a public
key pkeyea of a country verifying certificate authority. We assume that all parties
know this public key of the certificate authority. For the attack we assume, to
the advantage of the adversary, that all public keys pkp, and certificates certp are
already known by the adversary. We also presume that each certificate carries the
identifier from P or, to be precise, since we do not make any stipulation on the form
of the identifiers in P, we rather set the identifiers according to the distinguished
name in the certificate.
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It is sometimes convenient to further divide the set of parties P disjointly into
chips and terminals, P = CU7T. We say that a party P is a chip if P € C, and
a terminal of P € 7. Note that the two protocol versions, with signatures and
using KEMs instead, differentiate between the type of the public keys for terminals:
In the former case it is a certified signing key, in the latter case it is a certified
KEM key. Chips use KEM keys in both versions. For the abstract security model,
however, we do not distinguish the type of public key.

Sessions. The adversary can now interact with the protocol in different sessions,
representing a local protocol execution of a party. This is done via oracles to initiate
new sessions (INIT), to send protocol messages to a session (SEND), to reveal a
session key (REVEAL), to test a session (TEST), and to corrupt the long-term key
of a party (CORRUPT). Besides the protocol state the session can be described by
the following entries:

— Ibl is a unique administrative identifier Ibl, chosen by the game during the
execution.

— owner denotes the identity (from P) of the owner of the session.

— role € {chip, terminal} describes the role of the party owner.

— pid specifies the identity of the intended communication partner from P.
— st € {running, accepted, rejected} denotes the current state of the session.

— sid denotes the protocol’s session identifier, initialized to L and set only once
upon acceptance.

— revealed € {true, false} indicates if the adversary has revealed the session key.
— tested € {true, false} indicates if the adversary has tested the session.

— key denotes the session key (or ).

It is convenient to use the unique identifier Ibl to refer to individual entries, i.e.,
by writing Ibl.owner, Ibl.role, Ibl.pid etc.

Attacks. As mentioned earlier we prove security of the protocols in the real-or-
random model of Bellare Rogaway [BR93]. This means that a secret challenge bit
b < {0, 1} is chosen randomly at the outset, and the adversary either receives the
actual session key of a tested session, or an independently sampled random string of
the same length, the choice depending on the bit b. The task of the adversary is to
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predict b, ruling out trivial attacks like cases where the adversary knows the session
key of a communication partner. To capture forward security we also assume a set
F C P describing the parties resp. roles which provide forward security. In our
setting, if the chip picks an ephemeral KEM key, then F = CUT covers all parties,
else we have forward secrecy only for the terminals, F = 7.

The attacker initially receives all certificates certp including the public keys pkp
of all parties P € P. We will use the initially empty set € to store the identities
of all corrupt parties. During the attack, the adversary may issue the following
oracle queries (where we cover both forward and non-forward security in a single
definition):

Initialization: The INIT(P,r) command first checks that party P € P\ € is not
corrupt, and that P € C belongs to the chips for role r = chip resp. P € T for
r = terminal. If all properties hold then it picks a new label Ibl and initializes
a new session for this label for owner owner <— P with role role < r. It sets
st < running, revealed < false, tested < true, sid +— 1, and key < L.

Sending protocol messages: Upon calling SEND(Ibl, m) for an initialized session
with identifier Ibl, check that the session owner Ibl.owner ¢ € has not been
corrupted yet. If so, then deliver the protocol message m to the party and
hand the possible response back to the adversary. This may affect the status
of the session and switch it to rejected or accepted (which we assume is known
by the adversary). If it turns to accepted then the key key and the session
identifier sid are set.

Upon acceptance, if there exists a partnered session Ibl" # Ibl with Ibl.sid =
Ibl".sid as well as Ibl".revealed = true, or if Ibl.pid € €, then set Ibl.revealed <
true; else set Ibl.revealed < false. If there exists a partnered session Ibl" # Ibl
with Ibl.sid = Ibl’.sid and Ibl’.tested = true, then set Ibl.tested < true; else set
Ibl.tested <— false. This means that the session here inherits the revealed and
tested flag from a partnered session resp. is considered to be revealed if the
intended partner is already corrupt upon completion of the session here.

Reveal session key: Upon REVEAL(Ibl) check that Ibl.st = accepted. If not, return
1. Else, return Ibl.key and set Ibl.revealed < true and also set
Ibl'.revealed < true for any partnered session Ibl’ # Ibl with Ibl’.sid = Ibl.sid.

Test session: For TEST(Ibl) check that Ibl.st = accepted and that Ibl.tested = false.
If not, return L. Otherwise, if b = 0 then return Ibl.key, and if b = 1 then
return a random value k « {0, 1}I®'kel of the same length. Set Ibl.tested «+
true and also Ibl’.tested < true for any other partnered session Ibl" # Ibl with
Ibl'.sid = Ibl.sid. The latter spares us from keeping track of consistency, when
the adversary tests both partners.
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Corruption of long-term secrets: When calling CORRUPT(P) for P € P\ €,
return skp to the adversary and add P to € <— € U {P}. Note that any
session for this party cannot be stepped anymore via SEND queries.

In the non-forward-secure setting, when P ¢ F, mark all sessions |bl with
Ibl.owner = P or Ibl.pid = P as revealed: Ibl.revealed <— true. This means that
subsequent corruption of the long-term secret endangers the secrecy of the
session key (on either side).

We assume that the adversary eventually outputs a guess b* for b. We write
Explfﬁ acTF(A) =1if b* = b in the above experiment for adversary A.

3.5.2 Security requirements

With the above attack model we can now state the security requirements. We note
that we also require functional correctness in the sense that if two parties engage
in an interaction and the adversary does not interfere with the executions, then
the two parties obtain the same session identifier sid. This can be easily seen to
hold for the protocols. Session matching now enforces that, even in presence of the
adversary, two partnered sessions also derive the same key and correctly identify
the intended partner and its role:

Definition 9 (Session Matching). A key exchange protocol 11 (for party sets
P =CUT and F) provides session matching if for any efficient adversary A the
following holds:

Matching Keys: For any distinct completed partnered sessions Ibl, Ibl with Ibl.sid =
Ibl .sid # 1 we have Ibl.key = Ibl .key.

Exclusive Session Identifiers: There do not exist three distinct sessions Ibl, Ibl,
Ibl" with Ibl.sid = Ibl .sid = Ibl" sid # L.

Matching Roles: For any distinct partnered sessions Ibl # Ibl' with Ibl.sid =
Ibl.sid # 1| we have {Ibl.role, Ibl .role} = { chip, terminal}.

Authentication: For any distinct partnered sessions Ibl # Ibl with Ibl.sid = Ibl .sid #
L we have Ibl.pid = Ibl'.owner.

match

We write Ea:pHAC’Tf()\) = 1 if the adversary in the attack described above violates
any of the four properties.

Key secrecy now demands that the adversary cannot predict the secret challenge
bit b better than by guessing, guaranteeing that session keys look random. This
requires to exclude some trivial attacks, e.g., where a party interacts with an
already corrupt partner or where the session key (of the party or of the partner)
has also been revealed:

47



Definition 10 (Key Secrecy). A key exchange protocol 11 (for party sets P = CUT
and F ) provides key secrecy if for any efficient adversary A mounting the attack
described above, the probability that

Correct Prediction: b* = b, and

Non-trivial attack: There do not exist (not necessarily distinct) completed sessions
Ibl, Ib!" with Ibl.sid = Ibl.sid # 1 with Ibl.tested = Ibl .revealed = true.

1s negligibly close to % More concretely we write Adv{f{e’A’C’T’}-()\) for the probability
minus % that the two properties hold.

3.5.3 Security proofs for SigPQEAC

We first show the session matching property for SigPQEAC. We note once more
that we give the proof of the forward-secure and non-forward-secure version within
a single proof:

Proposition 1 (Session Matching of SigPQEAC). The protocol SigPQEAC provides
session matching. Specifically, for any adversary A initiating at most S sessions
we have

Pr|Ezpfict »(\) = 1]

< 28%. (2_” + 27 4+ Py [Ewpﬁe,fﬁw()\) = 1} + Pr {Empfﬁ%ﬁ?(}\) = 1D
We note that the decryption error term Pr{ExpﬁeEﬁ?(/\) = 1} is only required
in the forward-secure version where the parties use an ephemeral KEM. In the
non-forward-secure version this term disappears.

Proof. Recall that we have to show four properties, namely, that (1) identical
session identifiers imply identical keys, (2) session identifiers are unique between
two (partnered) session, (3) the roles match, and (4) for any distinct partnered
sessions they point to the identity of the other party. Session identifiers are given as
sid = (certr, certe, ¢, 19, [pke, ¢]), and the partner identities are the distinguished
names appearing in the certificates.

As for (1), the final session key is derived as KDF (kypg, KEY? || sid), where kypg is
the encapsulated key in ciphertext ¢ under long-term key pk, or, if present, mixed
with the encapsulated key k® in ciphertext ¢® under the ephemeral key pkg. Since
all values c, pke, ¢, pk; and 7 appear in the session identifier, a key mismatch for
identical session identifiers can only happen in case of a decryption error for the
encapsulations chosen by an honest terminal. The probability for this to happen
for either of the two keys in any session is at most S - (Pr fﬁxpﬁ‘éﬁ”(k) = 1] +
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Pr [Expﬁelf,\E,l‘;r()\) = 1} ). In the proposition’s claim we subsume this under the factor
S? for property (2).

For (2) note that the client contributes random string rs to the session identifiers,
and the terminal sends a ciphertext ¢ containing a random key k. Hence, the
probability of having a session identifier for a chip-chip combination is at most
27"l "and for a terminal-terminal combination at most 2~/ +Pr [Expﬂ%&”()\) = 1] :
taking into account the possibility of creating the same ciphertext for different
keys, resulting in a decryption error. Multiplying this by the at most S? number
of session pairs, still yields a negligible bound. For (3) we assume that a chip
or terminal only starts a communication in its indented role, such that the first
certificate certs specifies the terminal, and the second one certe determines the chip.
Hence, (4) also follows, because a match on session identifiers means that distinct
partnered sessions use the same certificates, pointing to each other mutually. [

Theorem 1 (Key Secrecy of SigPQEAC). Protocol SigPQEAC provides key secrecy.
Specifically, for any adversary A initiating at most S sessions with U users there
exist adversaries Beert, Bsig, Ckem, Ckeme ; Ckpr, Ckcomb Such that

Advif a7 7 (V)
< 35% (271 4 27 Pr| Bl (V) = 1])
+U - (Pr[Bap™(0) = 1] + Pr[ BapZU-ova(3) = 1])
% (AU AR O + 2 AdofiCEL, (V)

+4- AdvﬁSECKDF,DKDF()‘) +4- Ad’vﬁlélo%nf’:bchComb ()‘> + 2|kCNF>
Here, the sets for forward security are given as F =P =CUT if the ephemeral
KEM® is used, and F =T otherwise. The algorithms Beert, Bsig, Ckem, Ckeme ; Ckcomb
Ckpr run in approximately equal time as A, and Dgpr is the uniform distribution
on bit strings of length equal to |Kypg|.

Proof. Since the proofs for both versions are almost identical we give them simul-
taneously, explaining the slight adaptions when using the ephemeral data. We also
note that the proof for the combined version where we slot together the chip’s and
terminal’s messages is also identical, such that we do not mention this explicitly
here. The proof itself follows by game hopping, starting with Game,, the original
attack of adversary A. In each game hop we make slight changes to the games,
gradually taking away attack possibilities. Formally, we will declare the adversary
to lose and we stop the game immediately if one of these attack possibilities is
triggered. We compensate for this by adding the (usually small) probability of such
an attack to happen to the overall advantage of adversary A. In the final game,
A’s advantage in predicting the secret bit b is exactly %
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We denote by Pr[Game;| the probability that A wins, i.e., correctly predicts
the bit b in the ¢-th game and satisfies the freshness condition, minus the pure
guessing probability % In particular, Pr[Gamey| = Pr [Explff acTrFA) = 1] — %
We also say that a party (resp. a key) is honest (at a certain point in time during
the attack) if this party (resp. the party holding the key) has not been added to €

through a CORRUPT request at this point; else it is called malicious or corrupt.
Game, The original attack of A.

Game; In this game we declare the adversary to lose if there are two (or more)
sessions of honest chips resulting in the same value r,.

Since the values 79 are chosen uniformly, the probability of a collision in two of
the at most S sessions, is given by S? - 271”2l by the birthday bound. Hence,

Pr[Game,| < Pr|[Game,] + S*- 271",

Game; In this game we now declare the adversary to lose if there are two (or
more) sessions of the honest terminals sending the same ciphertext values ¢ for the
same chip identity certc.

Note that any such collision would mean that, either the encapsulated keys k
must be equal, which happens with probability at most S -2~ across all sessions,
or the keys are distinct but map to the same ciphertext ¢. The latter, however,

would mean that decryption cannot be correct, such that we have a bound of
S%. Pr {Expﬁ%ﬁ”(k) = 1T for this case. Therefore,

Pr[Game;] < Pr[Game,| + 5% - (27 + Pr [Expﬁe,f,a”()\) = 1})

Game; Compared to Game, declare the adversary to lose if an honest party
accepts a certificate certp of some honest party (with identity P) but for a public
key different than the generated one pkp.

Note that this can happen on the chip side, during Terminal Authentication, as
well as on the terminal’s side during Chip Authentication. Either way it gives in a
straightforward way a reduction Been to the (un)forgeability of certificates: Initially
guess (with probability 1/|P|) for which party P this will happen. Create all public
keys of users, and certify pkp for the certificate scheme for verification key pkeyca-
Run A’s attack. If A eventually sends a valid certificate cert}, for pkl, # pkp, then
output this certificate with pk}p as the certificate forgery.

Since we guess the right party with probability 1/U for U = |P|, and the
simulation of A’s attack is perfect, we can bound the advantage in the previous
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game by the term for certificate unforgeability:
Pr[Game;| < Pr[Games| + U - Pr [Expg‘fgc'e‘:tnf()\) = 1]

At this point any (completed) session of an honest party contains a unique
identifying value (7 on the chip’s side and ¢ on the terminal’s side). Furthermore,
looking at the opposite received value in that session (c for a chip resp. o for a
terminal), it follows that there can exist at most one honest partner session which
has sent that value. We can thus, via a hybrid argument, assume that the adversary
A only makes a single TEST oracle call, to a completed honest session, and that we
can predict the number i of the session (according to initialization calls) upfront.
This comes at a factor S in the security loss.

Game; We change Game, by letting the adversary lose if an honest chip obtains
a valid signature o¢ of an honest terminal 7 for a message sid which has not been
signed by the terminal during chip authentication at this point yet.

Note that, by the previous game hops, the signature can only be for the actual
certified public key pk, of the terminal. Furthermore, since terminals use different
prefixes *TA’ resp. ’CA’ when signing in the two phases, the terminal cannot have
signed these data in terminal authentication either.® It follows that such a valid
signature constitutes a forgery for the signature scheme S. The formal reduction
Bsig receives a public key pk of the signature scheme, to guess the terminal’s identity
upfront with probability 1/|P|, and to run the attack in Games, with injecting
the given signature key pk as pky for the corresponding terminal. All other steps
of the attacks are carried out locally, except for signature requests for our challenge
terminal (where our reduction calls the signing oracle). If the reduction eventually
encounters a valid signature for previously unsigned data, it outputs this as a valid
forgery under pk = pk.

Since the reduction provides a perfect view of A’s attack in Games up to the
point of forgery for a correct guess of the party, we thus have:

Pr[Game;| < Pr|Game,| + U - Pr [Expg%zi'gCMA()\) = 1],

Note that, since we have at most one honest matching partner according to
games Game; and Games, then receiving a valid signature on the chip’s side
implies that it must come for the partnered terminal session—or the terminal is
already corrupt at this point, in which case the chip’s session cannot be successfully
tested anymore.

For the next game hop we remark that with another factor S we can account for
the prediction of the (at most) single honest partner session j, where we assume

3This would in particular be also true if we combine the messages and let the terminal only sign
once over all values. See Remark Remark 3 after the proof.
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1 = 7 if there does not exist such a session. If any of the predictions turns out to
be false, then we immediately output a random guess for the secret challenge bit b
and stop. We can view this as a game modification, resulting in Games:

Game; Let the adversary only make a single TEST query and output the session
number ¢ and its potential partner session number j at the outset.
With the above discussion it follows that

Pr[Game,] < S? - Pr[Game;).

We next branch according to a non-forward secure or forward-secure execution
for the (only) test session.

Non-forward secure case. Assume that the i-th session, the one which eventually
gets tested, is run in non-forward secure mode. In particular, the session does not
involve the ephemeral keys.

Gameg, Consider the ciphertext c for key k sent or received in the i-th session,
encrypted under the long-term key pk, of a chip with certificate certc. Let k
{0,1}* be a random and independent key of the same length. In all subsequently
processed honest sessions of the same chip with certe in which this chip receives
¢, as well as in the i-th session and in the j-th session, use k instead of k for the
internal computations. Note that we do not need to take care of other honest
terminal sessions using the same pair (¢, certe), since there exists none according
to Game,.

Note that if the test session 7 is a terminal session, then the partner chip session
j cannot be for a corrupt chip identity C; else A’s attack would be declared
unsuccessful. This, together with the fact that only certified public keys are
accepted by the terminal according to Games, implies that the public key pk,
used to generate the ciphertext ¢ must not be compromised. Hence, because the
ciphertext ¢ was created by the honest terminal itself, we have a pair (pkg,c)
generated resp. held by honest parties only.

Analogously, if the test session i is a chip session, then expected partner terminal
with certificate certy must be honest at this point, or else the attack is deemed
as trivial. But according to Game; it must then be the case that the incoming
message with the ciphertext ¢ for pk, has been signed (and thus created) exactly
by the honest partner terminal with certy. Once more, it follows that the pair
(pke, ¢) is faithfully generated.

We first note that the probability that the chip with certe “accidentally” re-
ceives the ciphertext ¢ before the i-th resp. j-th session is bounded by S - (27X +
Pr [Exp‘,iii%%()\) = 1}) Observe that Game, only covers the case of ciphertexts
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generated by honest terminals, but now ¢ may have also been created by a malicious
terminal. But it also holds here that either the freshly picked key in our ciphertext
c equals the previously decapsulated key, or that a decryption error under the
honest public key pk. occurs. Since there are at most S sessions before, the bound
follows. From now on we exclude this case.

Now we can argue that replacing k by k is valid, assuming security of the KEM.
The reduction Bykgpm to the IND-CCA security of the long-term KEM now works as
follows. The reduction guesses the chip’s identity for pk. in question at the outset
(with probability 1/|P|). Knowing C,1,j, it receives (pk*, k*,¢*) and injects pk*
as pke in the game. This uses the fact that the public key is genuine in the -th
and j-th session. The reduction next executes the entire attack game, but uses k*
whenever it is supposed to use k. It also injects ¢* in the corresponding terminal
session j as ¢ (which is again possible due to the previous considerations). For any
other decapsulation request for a ciphertext different from c¢* sent to chip C for
pke = pk*, it calls the decapsulation oracle; all other decapsulation requests for
other parties can be done locally. Here we use the fact that no previous session
of the chip accidentally receives the same ciphertext ¢ earlier, such that we can
indeed process all possible incoming ciphertexts accordingly.

Since the adversary cannot corrupt the chip’s long-term KEM key in the non-
forward-secure setting, F = 7T, the simulation above is sound: We never have
to reveal the decapsulation key of the chip later via a CORRUPT request. We
also observe that later corruption of the terminal’s long-term signing key can be
simulated; we only required confidentiality of the key in Games; up to the step
where the honest terminal signs. In Gameg, the reduction may know the singing
key and can reveal it in a subsequent CORRUPT call. It follows that

Pr[Game;] < Pr[Gameg,]
+8- (27 + Pr[Expigi™ (V) = 1]) + 2U - Advigu S (V).

where the factor 2 in term 2U compensates for moving from a random challenge
bit in the IND-CCA game to one with a fixed challenge bit.

Game;, Replace in Gameg, the result of applying KDF to k for label *KEY? in
sessions ¢ and 7 by an independent and random value of the corresponding length.

To capture the loss for performing this game hop we give a reduction to the
pseudorandomness of the KDF for the uniform distribution Dgpr(1*) on {0, 1} el
Our reduction Bkpr essentially runs A’s attack with help of the oracle Okpr
(returning true KDF values) and the challenge oracle O, (returning actual or
random values). The only stipulation is that the two oracles are never called about
the same input (ctxt, ¢). For the simulation note that we have already replaced the
actual key by a random value k which now acts as the keying material IKM in the
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pseudorandomness game. However, this is done consistently for all chip sessions
which receive the same ciphertext ¢ as in the i-th and j-th session. Necessarily,
according to the previous game, this can only happen for ciphertexts received after
the i-th or j-th session.

In the simulation we thus call oracle Okpr for all sessions receiving the same
value ¢ about ctxt <— ’CNF’ || sid resp. ctxt <— ’KEY’ || sid and ¢{ = A. For the
i-th and j-th session, however, for prefix ’KEY’ we call oracle O, instead, for the
value KEY’ || ctxt. This is admissible since any session of honest parties uses a
unique value 79 resp. ¢ according to Game; and Game,, such that the context
information ctxt is two calls to Okpr and O, are never equal in other sessions
(and in the i-th and j-th session the call for label CNF is different). Our reduction
eventually outputs whatever A outputs.

It is now easy to conclude that

Pr[Gameg,) < Pr[Gamer,] + 2 - AdVEE‘E’BKDF’DKDF()\),

for the uniform input distribution Dgpr on bit strings of length |kype|-

Remarkably, this already concludes the analysis in the non-forward secure case.
We have now replaced kyzy by an independent and random value in the test session,
such that A cannot predict b better than by guessing. This step, in contrast to
the forward-secure case considered next, does not depend on the security of the
confirmation value k. The reason is that the security of the chip’s long-term
KEM key, together with the fact that it cannot be legitimately corrupted later,
already provides the necessary level of (implicit) authentication.

Forward-secure case. The forward-secure case is slightly more involved but
follows a similar line of reasoning. We branch off from Games; again. We denote
by the terminal session of interest the session i if this is a terminal session resp. the
session j if this is the partnered terminal session (and if it exists, i.e., if i # j).
Analogously, we let the chip session of interest be the corresponding other session
(if it exists).

A potential attack vector is now that the adversary may impersonate an honest
chip C in a session with the honest terminal 7. Then the adversary could send its
own (unauthenticated) ephemeral pubhc key pk in the session with 7, allowing it
to decapsulate the ephemeral key k® sent by the terminal. Only the other key part
k, protected by the chip’s long-term key pk., would not be immediately available.
But in the forward-secure scenario the adversary could later corrupt the chip’s
long-term key, revealing also the part k and thus obtain both secrets. As we discuss
below, however, the protocol prevents such attacks, since the adversary would have
to send the confirmation value kg in the session with the terminal before being
able to corrupt the chip’s long-term secret and getting hold of both keys.
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Gameg, Change Game; by declaring the adversary to lose if the terminal session
of interest (for certificate certy) exists and receives a valid final value kg, and
where the intended chip partner certe is still honest at this point, but there is no
partnered chip session of interest. In particular, the latter means that the test
session is the terminal session and we must have ¢ = j.

We argue through a sequence of several sub steps that this cannot happen too
often. The reason is that, for this to happen, the adversary would still need to learn
the key k protected under the chip’s (then) honest long-term key pk.. Otherwise
the steps to combine and derive the keys still make kg random. The first step is
thus similar to the IND-CCA case in the non-forward case. Since we only consider
the case that the chip is honest at this point, and only need to measure if kg is
valid before corruption takes place, we can in a first step replace k for any ¢ sent
to the intended chip partner by an independent random value k. It follows as in
Gameg, that this increases the adversary’s success probability (of generating such
a value kgyp) by at most

S+ (274 + Pr[Expigi(\) = 1]) + 20 - Advidui%ea (V)

for reduction Ckgm.

Next, replace kg < KComb(k,k?) in any honest session receiving or sending
the ciphertext ¢ for chip certe by a random and independent value kyyp. Note that
this is possible by the (dual) pseudorandomness of KComb. The reduction Ckcomp
controls all steps of Gameg, and uses the real-or-random oracle to simulate all
queries about KComb(k, -) for sessions with the ciphertext ¢. Since we have already
excluded for the CCA-case the possibility to receive ¢ in some session before it
appears in the i-th or j-th session, this simulation is sound and corresponds to have
real values kype or random values kype. Let us stress once more that we let reduction
determine its output depending on the adversary sending a valid confirmation value

keyr i the terminal session of interest. Altogether, we lose another term

The next step is to replace the key ke in the i-th session (and thus j-th session
because i = j) by an independent and random value kgg. It follows from the
pseudorandomness of KDF that this is a valid strategy. More formally, we build a
reduction Ckpr which calls the real-or-random oracle about *CNF’ || sid in the i-th
session, and the real key derivation oracle for any other honest session (necessarily
with a different session identifier). The reduction checks once more if the adversary
succeeds in sending a valid confirmation value in the terminal session of interest.
This adds another term of

2. AdVEl:D{E,CKDF,DKDF()\>
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for the uniform distribution Dgpr on strings equal to the length of derivation keys.

The final step is now to notice that the adversary needs to predict a random
and unknown value kg. The reason is that we have already replaced the actual
value kgye by this random value in the i-th session. Since there is no chip session
of interest, it follows that the adversary, when supposed to send the confirmation
value, has absolutely no information about ke and can thus only succeed with
probability 2~ kol

We emphasize that we are still not done yet. The previous game hop only covers
cases where the chip is honest in the moment when it is supposed to send the
confirmation value. But we can conclude that, if the test session is a chip session,
then an honest party picks the ephemeral public key pkg freshly in that execution,
and since the terminal cannot be corrupt for a successful attack when sending the
signature, it must be the partnered honest terminal session creating the ciphertext
c®. Moreover, by the previous game hop, if the test session is a terminal session and
created the ephemeral ciphertext ¢¢, then there must be a (unique) matching chip
session, where the chip was honest when creating pkg in that session. In both cases
we thus have an ephemeral public key pk; and a ciphertext c¢® generated honestly
by the partnered sessions.

Gamey;, Replace the key k© in the i-th and j-th session by an independent random
value k*.

We can now run a reduction to the IND-CPA security of the ephemeral KEM®.
The reduction Ckgme essentially simulates the attack according to Gameg,. We
inject a given key pk™ as the ephemeral public key pkg of the chip C in the session
of interest. If the terminal is supposed to create a ciphertext ¢¢ in its session of
interest then we inject the given ciphertext ¢* as ¢®. We use the corresponding given
key value k*, either random or encapsulated in ¢*, as a replacement for k® in both
sessions. Note that this reduction and especially the injection of the given values
are possible because, according to the previous game hop, the ephemeral public key
and ciphertext are generated by honest parties. Any subsequent corruption of the
chip’s long-term key can be easily simulated by the reduction, since the ephemeral
secret key to pkg is not revealed for this. We derive:

Pr[Gameg,| < Pr[Gamey,| + 2 - Advﬁ\gﬁ,}ggiw (N).

Gameg, In the i-th and j-th session replace the computed value kg immediately
by an independent and random value kypp.

By the previous game hop we now use an independent random value k in the
i-th and j-th session. By the (dual) pseudorandomness of KComb, the output of
KComb(k, Re) is thus indistinguishable from random. We can easily wrap this into
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a corresponding reduction Cycomp, and obtain

Pr{Gamer] < PriGameg)] + 2 - Advicompey (M)

Gameg, In the ¢-th and j-th session replace kygy by an independent and random
value kygy of the same length.

This can be done by the pseudorandomness of KDF. Formally, we get a reduction
Cipr which simulates all other steps of Gameg;, locally, but uses the real-or-random
oracle for KDF when computing kyg, in the sessions of interest. For the confirmation
key keyp it uses the actual KDF oracle in the pseudorandomness game. Since the
computation of the confirmation key uses a different label *CNF’ than for the
session key, this is admissible according to the pseudorandomness game.

We finally have that the test session (and its partner session) both output an
independent and random session key. It follows that the adversary cannot predict
the secret challenge bit b in the key exchange protocol better than by guessing.

Conclusion. To bound the original success probability Pr{Gameg| we can consider
the maximum over the non-forward secure and the forward secure variant:

Pr[Gamey| < max {Pr[Gamey,|, Pr[Gamey,|} .

We simply sum the other advantages in both cases to get the claimed bound.
The stated bound in the theorem simplifies the bound further, e.g., by bunching
together adversaries attacking the same primitive and prepending a corresponding
factor. O]

3.5.4 Variations and remarks

We discuss some properties and options of the protocol and its security proof.

Remark 1 (Post-Quantum Security). We stress that our derived adversaries Beer,
Bsig, Ckem, Ckeme ; Ckcomb, Ckpr in the reductions of the game hops make straightline
(black-box) use of adversary A. It follows that they are quantum if A is, but
the reductions work nonetheless. In particular, if we assume that the underlying
primitivies are post-quantum secure, then so is the key exchange protocol.

Remark 2 (Terminal Authentication). In the proof we do not consider the terminal’s
first signature o7 in the Terminal Authentication. The reason is that for the secrecy
of the derived key only the second signature o. is crucial to prevent the adversary
from sending data in the name of the terminal. Still, terminal authentication
through o7 provides an extra layer of entity authentication via a challenge-response
sub protocol, even if Chip Authentication is not executed.
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Remark 3 (Combining signatures). In the round-reduced version we can simplify
the protocol further. Instead of computing two signatures in the same round on
the terminal’s side, o < Sig(sk,, *TA’ || ID¢ || 71) and o, < Sig(sks, >CA’ || sid),
one can compute a single signature o <— Sig(sk,, *TC? || ID¢ || r; || sid) instead. The
proof remains valid for this case.

Remark 4 (Re-using random challenges). For the combined version, since the
random values r{, 7, are sent within the same message flow now, one can omit r;
and use a single random value 7, for both signatures. Or, if combining with the
above signature simplification, omit 7, and create the (single) signature over the
data with r5 only.

Remark 5 (Key Confimation). We have used a simplification according to [FGSW16]
for the confirmation values. Usually, one uses the derived key kg to compute a
message authentication code (on quasi unique parts of the session transcripts, such
as the ro-value). This is possible and the proof would indeed hold if the MAC is
unforgeable. However, as pointed out in [FGSW16], one can also use some keying
material (different from the session key) directly to accomplish key confirmation.

Remark 6 (Transcript Hashing). The signature and later the key derivation steps
use the session identifiers sid = (certr, certe, 1o, ¢, [pkg, ¢°]). To save on storage, one
can compute a hash value of sid under a collision-resistant hash function. This will
add a term for finding collisions under the hash function to the security bound in
the theorem. If the hash function is an iterated hash function, then the party only
needs to mix in the current data and merely needs to keep the intermediate hash
value. This has been done for example in TLS 1.3 [Res18] for transcript hashes.

3.5.5 Security proofs for KemPQEAC

We next discuss the security of the protocol version KemPQEAC where the terminal
uses a long-term KEM key to decapsulate a key kg, from which it derives an
encryption key kpgye, @ confirmation key kpoye for Terminal Authentication, and a
MAC key kppe- The encryption key is used by the chip to encrypt its certificate
information in Chip Authentication, providing privacy. The confirmation key is
used as a replacement for the terminal’s signature in Terminal Authentication, and
the MAC key is used as a replacement for the signature in Chip Authentication.

We note that the proofs for KemPQEAC are very similar to the one for SigPQEAC,
noting that the KEM-based transfer of kg implicitly ensures that only the honest
terminal can recover the key and use it in the message authentication step. We
thus only discuss the necessary adaptations. We also note that session matching
holds as before.

Theorem 2 (Key Secrecy of KemPQEAC). Protocol KemPQEAC provides key
secrecy. Specifically, for any adversary A initiating at most S sessions with U
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users there exist adversaries Beert, Dmac, Dkem, Ckeme , Pkpe; Ckcomb Such that

Advf e (N
S 353 . (2*|T1| + 27|T2| + 27“(' + Pr [Ewp&eEc’\E/;rr()\) fry 1:|)
+U - Pr|Bapi it (\) = 1] + SU - Pr[ Eap{{p. 0" (V) = 1]
5%+ (6U - AdoliRi 504, 00 + 2 Adofl5 L, (V)
+6U - Ad”iSEDKDF,Dm(A) +4- Advﬁﬁfﬁbﬂmmb()\) + lec”')

Here, the sets for forward security are given as F =P =CUT if the ephemeral
KEM® is used, and F =T otherwise. The algorithms Beert, Bsig, Ckem, Ckeme ; Ckcomb
Ckpr run in approximately equal time as A, and Dypr is the uniform distribution
on bit strings of length equal to |Kypp| = |Kg4l-

Proof. The proof follows the one for the signature-based variant SigPQEAC almost
identically. The only difference lies in Game, where the proof for SigPQEAC
we relied on the unforgeability of the terminal’s signature scheme. Subsequently,
however, we merely used the fact that this signature could have only come from
the terminal session of interest. We can prove the same property here for the
KEM-based solution, but need several game hops to reach that conclusion. We
start again in the proof for SigPQEAC after Game,, and replace the hop to Game;s
by the analogue for MACs:

Game, Modify Game; by letting the adversary lose if an honest chip (having
sent cry and r1) obtains a valid MAC o, of an honest terminal 7 for a message sid
which has not been authenticated by the terminal during chip authentication at
this point yet.

The reduction considers several sub steps: First we need to take into account
potential collisions for the r; value for honest chips. It follows by the birthday
bound that honest chip sessions have colliding values with probability at most
S? . 27"l From now on we exclude such cases, meaning that there is at most one
honest chip session which uses the same r;-value as in the forgery.

Next we need to guess the right terminal (with probability 1/U) as well as the
chip session in which this happens for the first time (with probability 1/5). Then
we replace the the key k;, encapsulated by the honest chip in ciphertext cr, by a
random key kg,. This is done consistently for any other session of that terminal
receiving ¢y (and any other honest chip session creating the same cry for 7). It
follows by the IND-CCA security of the KEM that this is indistinguishable for the
adversary. The formal reduction Dggm receives (pk*, c¢*, k™) as input and injects
pk* as pky for the predicted terminal, as well as ¢* as cry in the chip session. It
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uses k™ as the decapsulated key in all sessions for this terminal in which it receives
cry (and, analogously in any honest chip session creating cry for 7). Note that this
is possible since ¢* is given to the reduction in advance. Any other ciphertext sent
to T can be decapsulated via the decryption oracle (and honest chips know the
encapsulated values anyway). We also remark that we are only interested in the
point of time in which 7 is still honest, such that CORRUPT queries cannot occur
at this point.

Next, replace kg in the predicted chip session and in any terminal session
receiving ¢y and r; by a random value kg, This is admissible since kg, is
derived by the pseudorandom key derivation function KDF, applied to the now
random key kg,. By the consideration above, it also holds that there is at most one
chip session in which r; is used. The reduction Dkpf is straightforward, and uses
the fact that we can compute the other derived keys under kg, via the KDF oracle,
either because they use a different ri-value or a different prefix >TENC’ or ’>TCNF’.

Lastly, use the unforgeability of the MAC for the final step. That is, our
reduction Dyac uses an external MAC oracle for computing the MAC o, in chip
authentication for any terminal session receiving cr, and r;. We remark once more
that no other chip (or terminal session) than the predicted chip session needs to
call verification (or MAC) for that key. Hence, if the predicted chip session receives
a valid o, for a previously unauthenticated message >CA’ || sid, then the reduction
has found a forgery for the MAC scheme.

Altogether it follows:

Pr[Game;] < Pr[Game)] + 5% - 27"
+SU - (Pr[Expiipin®(A) = 1] + 2 Advidu 352, (V)
+2- AdVEgE,DKDF,DTA()‘))

for the uniform distribution D, on {0, 1}kul. The rest of the proof is as in the one
for Theorem 1. Subsuming the terms above under the theorem’s statement yields
the claimed bound. O

Remark 7 (Privacy). Recall that we encrypt the chip’s identity certe in the first
message of Chip Authentication under the key kpgye derived in Terminal Authenti-
cation for privacy reasons. In the argument above the security of the encryption
schemes does not enter the security bound, such that it follows immediately that
the proof also holds if encryption is not used. We note that the chip’s identity also
enters the value sid which is used at several places in the protocol, but usually in
MACs or key derivation steps which are often regarded as pseudorandom function.
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3.6 Implementation

To show the feasibility of PQ-EAC for border control systems and to evaluate
the chip-side of the protocol proposals in resource-constrained environments, we
implemented the combined version of SigPQEAC (without forward secrecy) on a
chip similar to those deployed in ePassports and on a terminal of the type that
is used for border control checks. The chip is integrated in a proof of concept
post-quantum eMRTD and runs an ePassport application compliant with ICAO
standards. Our performance tests reveal that the post-quantum version of EAC
is practical and only slightly slower than the classic version. We published the
benchmarking tool that we used to measure the performance of SigPQEAC on a
smart card*. Other components utilized for benchmarking such as the VISOCORE®
terminal software, the ePassport application and our customized Dilithium and
Kyber implementations are part of confidential proprietary software libraries and
remain unpublished.

We designed the application protocol data unit (APDU) interface for reading files
or initiating cryptographic operations on the chip to be compatible with the existing
standards of ICAO, BSI, and ISO [Int21, Bunl6, Int18, Int20b]. For this reason,
our implementation uses more than the minimal number of messages possible. We
proceed by stating the results of our runtime experiments with our implementation
in Section 3.6.1. Finally, we analyze the impact of data transmission rates on the
performance of the protocol in Section 3.6.2. Since transmission speeds vary between
platforms, and because incorrect placement of the eMRTD can slow transmission
rates significantly, this analysis will help to gauge the real-world performance of
PQ-EAC more precisely.

3.6.1 Performance evaluation

In our experimental setup we instantiated Combined PQ-EAC without forward
secrecy with the post-quantum signature scheme Dilithium3 [LDK™22] and the
post-quantum KEM Kyber1024 [SAB22, BKS19]. NIST’s security level 3 (for the
signature scheme) and 5 (for the KEM), respectively, were chosen to support the
eMRTD’s long lifetime of typically ten years. AES256 and SHA256 were used as
supporting cryptographic building blocks for the message authentication codes and
key derivation functions. In our implementation we assume that the certificates
are based on post-quantum signatures. For the sake of data minimization we stick
to a single post-quantum signature and public key per certificate.

‘https://github.com/frankmorgner/0OpenSC-pgc-SSR2023
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Chip Specification. A proof of concept post-quantum eMRTD was implemented
on a a contactless security controller from Infineon Technologies based on an ARM
SC300 architecture. The security controller comes with significantly increased
RAM-size of 96 kBytes, which is more than double the amount of RAM compared
to previous security controller chips in this application domain, to support memory-
intensive lattice-based schemes such as Kyber and Dilithium.

Chip software. We implemented Kyber and Dilithium in C according to specifi-
cations given in the NIST competition round 3 submissions [SABT22, LDK*22],
taking into account the requirements posed by the hardware architecture of our
security controller. In particular, memory requirements had to be carefully man-
aged: Our implementation utilizes almost the full RAM capacity of 96 kBytes.
However, not all memory optimization opportunities have been exploited by us: By
assigning overlapping memory segments to public-key and symmetric cryptographic
operations, it would be possible to reduce memory usage to ca. 60 kBytes. Other
than memory optimizations, our versions stay close to the mostly unoptimized
reference implementation. Since the focus of our work has been the creation of a
functional proof of concept for PQ-EAC, most cryptographic building blocks have
not been optimized for performance or hardened against side channel analysis and
fault attacks.

Besides a hardware-based random number generator, no acceleration has been
used in the project. The chip’s ePassport application is running as native code on
the hardware without an intermediate operating system. All state management
(which needs to carefully consider hardware limitations around the volatile and
non-volatile memory) is done in that application. For communication with the
terminal we utilize a proprietary ISO/IEC 14443 communication library.

Terminal implementation. For demonstration purposes, we modified terminal
hard- and software of the type that is used by German border control with post-
quantum algorithms. Specifically, we used a Bundesdruckerei VISOTEC® Expert
800° running the verification software VISOTEC® Inspect, which was extended by
us with the same post-quantum schemes as the eMRTD.

Benchmarking. We ran 1000 experiment executions with the test chip to bench-
mark the performance of the combined version of SigPQEAC. We measured the
time it took to send and receive the card commands via the PC/SC API on the
terminal’s operating system. Thus, this duration includes the terminal’s overhead
of processing the data with the smart card reader’s driver, its firmware, transceiving
data via ISO 14443, and finally the processing by the test chip. For PQ-EAC, we

Shttps://www.bundesdruckerei-gmbh.de/en/solutions/visocore
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Figure 3.5: Measurements of combined SigPQEAC with 848kbit /s via ISO/IEC
14443 using an emulated chip.

reliably measured a total runtime of 1.28 seconds. The standard deviation for a
single command-response pair was between 0.0001 and 0.0003 milliseconds.

In a second experiment we used the same setup with a smart card emulation
device (Hitex Tanto3 FPGA) instead of the eMRTD. This device emulates all
electrical properties of the eMRTD’s chip and allows control and inspection of the
card’s internal workflow. This way we were able to determine or manually control
the connection parameters between reader and card. Specifically, we set the data
rate to 848 kBit/s and controlled the frame size for sending 4089 bits of payload
data. The emulated chip was constantly run at 100MHz and did not suffer any
throttling due to, for example, bad coupling with the smart card reader (a common
problem in practice).

The total time for performing all PQ-EAC operations on the emulated chip and
the data transfer is 1.28 seconds. In Figure 3.5 we can see that the execution time
on the chip is heavily dominated by the cryptographic operations during signature
validation and KEM decapsulation. As such, Kyber decapsulation takes 596 ms,
Dilithium verification takes 86 ms, but choosing a nonce and reading certe only
take 0.01 ms each.

The rest of the transaction time is caused by transferring the data back and
forth between terminal and card. Again, most of this can be attributed to the
large ciphertexts, public keys, and signatures of Dilithium and Kyber. For example,
certy contains a a Dilithium signature (2701 bytes) and the terminal’s Dilithium
public key (1472 bytes) which add up to 97.6% of the overall size of the certificate.
Transferring this data with a data rate R, of 848 kBit/s takes roughly 50 ms
including the ISO/IEC 14443 overhead.

Our analysis shows that the processing time on the chip is almost exclusively
caused by the the post-quantum algorithms. Further, we observe that in our proof
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of concept implementation each of encapsulation, decapsulation and key generation
takes around five times longer than verifying a signature. However, the literature
suggests that a better optimized implementation on similar hardware speeds up
the Kyber1024 encapsulation by an order of magnitude to half the execution time
of the signature verification of Dilithium3 [KPR*]. Such an improvement would
most likely allow an overall execution time for PQ-EAC of one second or below.

3.6.2 Impact of the data transfer rate

We observed that the post-quantum algorithms are causing most of the data that
needs to be transceived between eMRTD and chip. Using our experimental data
we can confirm that the (extended) ISO/IEC 14443 I-Block framing is causing an
overhead of roughly 26% of the transmitted protocol dataS. Also, we observe that
the constant overhead for encoding the data into command and response APDUs
varies between 9 and 35 bytes. This observation allows to approximate the runtime
of other variants of PQ-EAC in relation to data transfer rates.

Estimated Runtime (in milliseconds)
Data Rate (Ry) SigPQEAC Combined SigPQEAC KemPQEAC

848 kbit /s 1406 1280 1569
424 kbit /s 1718 1530 1754
106 kbit /s 3586 3204 2865

Table 3.1: Estimation for the protocol variants for typical transmission rates. For
details on PQ-EAC Combined at 848 kbit/s see Figure 3.5.

Using the measurements from our experiments with the test chip and the esti-
mated communication load, we present the estimated runtime for the protocols
relative to different transmission data rates in Table 3.1. Mostly due to the fact
that it transfers less data and uses one less signature verification, the combined
version of SigPQEAC achieves the shortest runtime. The advantage of KemPQEAC
under low data rates is due to the fact that no signatures, which are typically
larger than ciphertexts or keys, need to be sent. The slow key encapsulation of the
KEM in our proof-of-concept implementation, however, causes it to be the slowest
protocol for higher data transfer rates. Given that benchmarks [KPR*] show that
KEM encapsulation is usually much faster than signature verification, runtime of

6The ISO/IEC 14443 overhead is between 23% for very big APDUs and 72% for very small
APDUs. Since most of the EAC protocols’ runtime is spent on big commands, we stick to an
approximation near that of bigger commands.
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PQ-EAC and especially of KemPQEAC should significantly benefit from further

optimizations of the implementation.

Comparison with classical EAC. An execution of classical EAC on eMRTDs and
terminals commonly in use today typically takes around 1.5 to 2 seconds. Noting
that most deployed electronic passports and verification terminals are already
supporting 848 kbit/s data rate, our proof-of-concept implementation for PQ-EAC
with well below 2 seconds execution time supports the conclusion that eMRTDs
can be migrated to quantum-resistant algorithms. Considering performance gains
from hardware acceleration and general implementation improvements we assume
that instantiations with hybrid schemes are also feasible.

3.7 Conclusion

In the preceding sections we have presented and implemented quantum-resistant
versions of the EAC protocol. Our results show that post-quantum travel documents
are practical. Moreover, our implementation of PQ-EAC can still be optimized.
It can also easily be instantiated with alternative KEMs and signature schemes.
Below, we document a few opportunities for future research.

Post-quantum PKI and PACE. In our protocols we assumed that the authenticity
of the chip and terminal are secured by quantum-resistant certificates: A quantum-
resistant PKI that will provide such certificates is a challenge to be addressed by
future research. Similarly, we assumed that the initial connection between chip and
terminal is secured via PACE. As current versions of PACE are based on classical
assumptions, there is need for a quantum-resistant construction that can secure
the transmission of less sensitive data groups. Another option would be to simply
do without PACE and instead mandate an execution of the KEM-only version of
PQ-EAC for all requests of chip data, not only for sensitive data groups. This
solution would provide the same security guarantees as a sequential execution of
PACE and EAC, and additionally rectify a current privacy issue that arises when
only PACE is performed: Since Passive Authentication requires the chip to send
a list of hashes of all data groups, it allows anyone who knows the chip’s MRZ
to match the hash of the fingerprint with a collection of precollected fingerprints
[CV10]. When EAC is mandatory, we can eliminate this privacy threat by forcing
the terminal to authenticate before performing Passive Authentication.

Cryptographic agility. Another problem we leave for future research is cryp-
tographic agility in eMRTDs. In particular, it is desirable to have an update
mechanism that provides an authenticated update for eMRTDs in the case that
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the deployed quantum-resistant algorithms need to be replaced. This would be the
case when flaws in the used algorithms have been discovered. The challenge here is
that we have a chicken-egg situation: Ultimately the authentication mechanism of
the update would have to inspire more confidence than the post-quantum schemes
we have instantiated EAC with. A potential candidate for such an authentication
mechanism are hash-based signatures [HBG'18, MCF19]: While they are less prac-
tical than lattice-based constructions, their security rests on weaker assumptions,
namely on the one-wayness of certain hash functions.

Future directions for eMRTDs. Recently ICAO has established a working group
on the so called Digital Travel Credential (DTC) and published version 4.4 of
“Guiding Core Principles for the Development of Digital Travel Credential DTC”
[Int20a]. In this document the DTC is described as consisting of two parts: the
DTC Physical Component (DTC-PC) and the DTC Virtual Component (DTC-VC).
While a DTC-PC represents a physical eMRTD, the DTC-VC could potentially be
stored on a smartphone and then be used in lieu of a physical eMRTD. However,
at the moment it is planned to store only primary biometrics (facial image) in the
DTC-VC, while secondary biometrics (fingerprint) will be exclusively stored on the
DTC-PC. Future research will need to address security of DTCs, especially when
coupled with smartphones.
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4 Privacy-Preserving Power Flow
Analysis

Author’s contribution. This chapter describes joint work with Nils Schliiter,
Philipp Binfet, Martin Asman, Markus Zdrallek, Tibor Jager, and Moritz Schulze
Darup, published in [vdHSB*25]. The author of this thesis, Nils Schliiter, Philipp
Binfet and Martin Asman contributed to the design of the privacy-preserving power
flow analysis, with the author contributing mainly cryptographic expertise and the
others mainly know-how about power flow analysis and numerical optimization. The
author also provided the security analysis, wrote the implementation and generated
the benchmarks. Martin Asman additionally furthered our understanding of smart
grids and suggested flexibility markets as a use case. Markus Zdrallek, Tibor Jager
and Moritz Schulze Darup provided project supervision.

4.1 Motivation and Overview

The growing reliance on intermittent renewables, as discussed in Section 1.2, creates
grid stabilization challenges that require new management techniques. power flow
analysis (PFA) is a key tool in this context, as it can anticipate and help mitigate
issues like voltage instability and overloads by using power forecasts. Here, usage
data is a key enabler because it serves as a basis for such forecasts and more reliable
planning. Especially low-voltage networks would benefit from prosumer data since
the massive deployment of photovoltaics and batteries has a significant impact on
load balances.

Smart meters form an essential building block in smart grids by providing
prosumer data in the form of voltage, current, and power. However, the fine-grained
data from smart meters, which is essential for these analyses, can reveal sensitive
lifestyle patterns. As established by prior work [MSF*10, GGJL12, ADMC17], it
is possible to infer detailed personal information, from daily routines to media
consumption habits, from power usage data alone. Such information is a valuable
resource that, if unprotected, could be used for unwarranted surveillance, intrusive
marketing, or even to inform criminal activity [JKD12]. Furthermore, detailed
private information can be disclosed when additional background knowledge is
available [MSFT10]. Thus, leakage of smart meter data poses a major threat.
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At the same time, private companies (with or without regulatory oversight) are
partially commissioned to store and process this data. For instance, Itron, Triliant,
Landis+Gyr, Oracle, Sensus, and Siemens offer storage and processing solutions
for metering data. Besides regulatory measures, technical solutions can help to
secure smart metering data against abuse. Hence, institutions such as the European
Commission and the US National Institute of Standards and Technology (NIST)
stress the importance of introducing privacy-preserving measures to smart grids
[Eurl5] [NIS14].

Against this background, we are interested in a privacy-preserving PFA based on
confidential smart metering and forecast data. This way, a reliable grid operation
and security are no longer conflicting goals. Our interest in power flow is additionally
driven by its fundamental role in power systems and the fact that solution techniques
via Newton’s method (which we will use here) are applied across various contexts.
Specifically, these methods are pivotal in state estimation, optimal power flow
[Zhulb, Chapters 2.6 and 8], and advanced grid optimization techniques [FEMH18],
underscoring their relevance beyond the scope of this work.

4.1.1 Outline

This chapter is structured as follows. In Section 4.2, we briefly recall the power flow
problem and introduce the techniques that form the basis of our privacy-preserving
implementation. Section 4.3 then deals with a suitable power flow formulation, while
Section 4.4 and Section 4.5 are concerned with its multi-party computation (MPC)
implementation and security, respectively. Section 4.6 presents the benchmarks for
two different smart grid topologies. We conclude with Section 4.7.

4.2 Preliminaries

This section serves as a preparation for the remainder of this chapter and will
introduce the power flow problem.

The power flow problem. Power systems are typically modeled by a set of
buses (nodes) and branches (transmission lines). Remarkably, assuming stationary
operating conditions in a grid with alternating current, the N € N buses are fully
described by the voltages v € CV (typically given in terms of magnitude and phase
angle) as well as the active and reactive powers p € RY and q € RY. In this
work, we focus on the privacy of smart grid prosumers. Therefore, only load buses
(PQ-buses) are of interest here. In other words, v is the unknown quantity while
forecasts based on historical data or predictions are available for the active and
reactive power vectors py and qq, respectively.
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In order to find v, we first note that it is linearly related to the currents ¢ € C¥
by the admittance matrix Y = G + jB via ¢ = Y v. With this relationship, the
bus powers can be equivalently and compactly expressed via the apparent power
as s = diag(v)(Yv)*. Finally, with help of the prescribed values sy = py + jqo, we
find the relation

s(v) — sp = diag(v)(Yv)" — po — jgo = 0, (4.1)

which is the well-known power flow equation. Note that (4.1) is a non-linear system
of equations in v for which Newton’s method is a popular choice. To this end, (4.1)
is rephrased in terms of F'(x) = 0 (details follow in Section 4.3.2). Then, instead
of directly solving F'(x) = 0, a sequence of linear systems in the form

with k € N and the Jacobian J = dF /dx, is solved until the residual ||F(xy)||3 is
sufficiently small. After solving (4.2) for Az, the state is updated according to
L1 — Tk -+ A:z:k
Once voltages v satisfying (4.1) are found, the remaining unknown quantities
are readily computed, such as the voltage and branch current magnitudes V' and
I,. These quantities are of interest for verifying the operating conditions of the
grid via
Viin SV < Viax  and I < Thax (4.3)

In case (4.3) is violated, the grid’s safety and stability is endangered and electrical
devices or systems may be damaged. Therefore, it is of paramount importance
that the grid operator takes adequate measures to ensure (4.3) at all times.

4.3 Tailored Power Flow Analysis

Equipped with the knowledge from Section 4.2, we can now shift our focus towards
a privacy-preserving solution of the power flow problem (4.1) by first identifying
a suitable solution algorithm. In fact, one of the main ingredients for a practical
implementation is a solution algorithm that is adapted to the requirements of MPC
protocols. While the techniques we discuss and employ in this section are known,
interdisciplinary knowledge is required to select a well-suited tailored approach.

4.3.1 Discussion of different formulations

There are different formulations available for the power flow problem [SVW19].
First, a complex formulation can be considered, where (4.1) is solved directly
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with v as a variable. However, the derivative of a complex conjugate is not well-
defined. Thus, [LN97] relies on an approximation based on differentials, which can
deteriorate the step direction. In [SVW19], the conjugate currents are kept in the
formulation, which leads to linear convergence (opposed to quadratic convergence
in other formulations). Thus, although a complex formulation can reduce the
solution effort in each iteration, the number of iterations is expected to be higher.
Second, a polar formulation for (4.1) can be used, which is a popular choice. There,
v is understood in terms of voltage magnitude and phase angle. In this case,
the Jacobian will contain sine and cosine terms, which have to be reevaluated
whenever a phase angle is updated. Especially in an MPC formulation, this would
become a major source of inefficiency. Although intermediate forms exist, the
best suited option seems to be a Cartesian formulation because the Jacobian can
be implemented using only additions and multiplications, which are native MPC
operations.

4.3.2 Cartesian power flow formulation

Since a Cartesian formulation is well-known we will only briefly specify the remaining
quantities in (4.2). First, real and complex components are treated separately,
which leads to the definitions

#= ()= (nt) = re-(5075)

Next, we proceed with s = diag(v)(Y v)* and obtain

(o) () o)z e))

which specifies F'(x) and

. H1+H3 H2+H4 .
J(x) = <H2 _H, -H + H3> with (4.5)

H,=diag(vgr)G + diag(v;)B, H;= diag(Gvg — Bvy),
H,=diag(v;)G — diag(vg)B, H,= diag(Bvg + Gvy).

In order to avoid ambiguous solutions for F'(x) = 0, the voltage at the so-called
slack node must be fixed, which serves as a voltage reference. Here, the slack node
is, without loss of generality, assumed to be the first node in the grid, and the
corresponding rows in F' as well as the rows and columns in J are omitted.
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4.3.3 Line search

Instead of using the solution of (4.2) directly as a Newton step, we introduce
the step size n such that the update becomes xy,1 = x, + nAx,. By choosing n
suitably, the convergence speed and the robustness of Newton’s method is enhanced.
Finding an appropriate 7 is usually done by approximating the optimal step size

0" = arg ming(n) = arg min ;F (" F (), (4.6)
where we omitted the dependency on x; as well as Ax;,, since they are constant
n (4.6). Of course, algorithms for (4.6) exist (see for instance [NW99, Chapter 3|
and [PTVF07, Chapter 9]). However, they require additional elementary functions
and logic, which increases the communication overhead in an MPC solution. Instead,
we opted for the following approach.

The optimizer of (4.6) satisfies dg(n*)/dn = 0 where a change by An; = 1,41 — 1,
with j € N is

dg(n; + Any) _ dg(n;) , d*g(n;)
~ An; = 0. 4.7
Then, the finite difference formulas
dg(n; 1
) — (o) Top) S0 - Fla)T (Play) = FO)),

J

d*g(n;) _ dg(n;)/dn — dg(n;)/dn

dle Ny —MNj—1 7

and the abbreviation &; := F(n;)" (F(n;) — F(0)) allow rearranging (4.7) into the
compact form

Uj—lfj

. 4.8
ni&i-1 — & (48)

An; = Anj

Note that in (4.8) computing J is circumvented and allowing An > 1 can further
reduce the amount of linear equation systems (4.2) to be solved.

4.4 Privacy-Preserving Power Flow Analysis

The following section deals with a privacy-preserving solution of (4.1) using the
formulation and tools discussed in Section 2.3.1 and Section 4.3, respectively.

In order to simplify the presentation we use [z] on x € R to denote the fixed-point
encoding in Z, via z = [2"z] mod p for some h € N and a subsequent secret
sharing. Initially, each prosumer P; computes shares ([po.], [¢0:]) and distributes
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them among the other n — 1 parties. Similarly, shares of the initial guess [xo] :=
([vral -+, [Van]s [Via],---[vin]) " and (depending on their secrecy) shares or the
public values of G, B are distributed. In case G and B are unavailable at first,
one may use the following estimation strategy.

4.4.1 Estimation of the admittance matrix

The admittance matrix Y, determined by G and B, can be robustly estimated
based on the measurements {Vg ., Vi, TR, 1:17,{}{:0 where T' € N is sufficiently

large. To this end, we use @) = (vg,.,v;,) and define w,) = (if,,4;,) such that
w, = Wz, with

G —-B
w-(3 &)
Then, the optimizer arg miny, S7_, [|[Wx, — w,]|3 is
xg @1 T (wy
vec (W) = : o (4.9)
xr @1 wr

where (-)* denotes the Moore-Penrose inverse and ® is the Kronecker product. In
case only measurements {Vg ., V7., Px, @ } - are available, one can build on (4.4).
In comparison to before, we define w! = (p,,q,) and

_ (diag(vy)  diag(v))
V)= (Gt — i)
such that (4.4) becomes w, = V(x,)Wa,. Then, W* is obtained from (4.9) by
replacing I with V' (x,) and w, with w,. Note that (4.9) can be solved privately
(without revealing any of the measurements) using the methods presented above
to compute, e.g., a singular value decomposition. Furthermore, there are no hard
restrictions on the computation time for W*.

4.4.2 Gradient vector and Jacobian

Next, [F'(x)] and [J(x)] are computed where we drop the iteration index k and
consider ¢ € {1,2,..., N} (for the moment) to simplify the presentation. Given
[], the prosumers first invoke addition and multiplication protocols to compute

N

lird = Y _[Gisllvrs] — [Bijllvil

<.
Il
—_

(4.10)

hE

liri] = >_[Bijllvr,] + [Gijl[vr4]-

<.
Il
-
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Then, with [ir], [ir,] at hand, one can compute [F(x)] := ([F1],...,[Fon]) " via

(B = [Vrallira] + [Villird — [po.]

[Fj] = vialird — [Vealizd — [0.] (4.11)

where j =i+ N. Lastly, we focus on the shares in [J(2)] which depend on

[H15] = [Gigl[vra] + [Bijl[vi]

[H25] = [Gigllviil = [Bijl[ve,l

[Hgﬂ'i] = [Z.R,i} and Hgﬂj = O fOI Z 7é j (412)
[H4,ii] = [Z'[ﬂ' and H4,ij =0 for1 7£j

where [Gii|[Vril, [Giil[Vii], [Bi)[Vra), [Biil[vii] can be reused from (4.10). Finally,
we collect the shares and construct [J(x)] as in (4.5) via the local addition protocol.
Complexity: The execution of (4.10) requires at most 4N? — 4N secret multipli-
cations. However, they can be reduced as follows. First, the sparsity structure of
G and B may be public information (because it is directly linked to the grid’s
topology). Then, only multiplications with non-zero factors have to be performed.
Second, by assuming G and B are public, all multiplications in (4.10) become local
operations. Although this assumption is not strictly necessary, it is reasonable
from our perspective since G and B do not contain confidential information (they
could be calculated by the prosumers with little effort).

Considering (4.11) and (4.12) note that F; and J;; for 4,5 € {1, N + 1} can be
omitted due to the slack node. Then, (4.11) for [F(x)] costs 4N — 4 multiplications.
Similarly, (4.12) for [J(x)] depends mostly on (4.10). Taking the precomputed
results into account, the Jacobian requires at most 4(N — 1)? — 4N additional
multiplications. However, for the computation of [Hy ], [H2,;] also potential sav-
ings due to public G, B apply. Interestingly, if G = G" and B = B then the
previous results from (4.10) determine (4.12) even if G and B are secret, i.e., (4.12)
becomes free.

In total, the computation of [F(x)] and [J ()] requires at most 8N? — 12N multi-
plications. The fastest case arises if G, B are not kept secret, in which (4.10) and
(4.12) become local operations and can be computed with 4N — 4 multiplications.

4.4.3 Solving the system of linear equations

Here, we consider solving J(x)Ax = —F(x) but using [J(x)] and [F(x)]. Taking
into account that J offers no special properties (other than sparsity because a
bus in low voltage grids has typically not more than two neighbors), we will
experimentally compare a suitable direct with an indirect solver. Namely, an
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lower-upper (LU) decomposition [PTVF07, Chapter 2.3] with a subsequent forward-
backward substitution, and generalized minimal residual method (GMRES) [Saa03,
Algorithm 6.9]. Both have been slightly optimized for an MPC execution.

Direct solver

Algorithm 1 illustrates our LU decomposition and the forward-backward substitu-
tion based on shares. As a reminder, the LU decomposition computes [L], [U] such
that LU = J(x). This allows to solve LAZ = —F(x) first and then UAx = Az
where the triangular structure of L and U is beneficial. Note that we refrain from
pivoting (swapping rows and/or columns) to save communications (mainly for
comparisons). While no pivoting is generally not recommended due to numerical
instability, our strategy can be justified a priori as follows. We note that pivoting
is necessary to avoid a division by 0, which occurs if an element in diag(J(x)) is
0. There, diag(J(x)) denotes setting all but the main diagonal elements of J(x)
to zero. In other words, as long as the elements in diag(J(x)) are sufficiently far
away from 0, pivoting is not required. Our approach is now to check a priori that
this is fulfilled for £ € R% ¥~ based on G and B. By inspection of (4.5) one can
see that diag(J) depends on diag(H3z + H;) which can be rearranged into

() B (i) - e

Then, K« # 0 without & = 0 requires an empty nullspace of K which is the case
if det(K') # 0. Furthermore, one can efficiently compute a bound from zero for the
elements in diag(J) by, e.g., using a binary search for the smallest positive ¢; for
all i € {1,...,2N} such that o* > 0 resulting from

mino st. —oc— < K, . x<¢g +o0, 0o,
o,T

is fulfilled. Clearly, K;.@ ¢ [—¢;, ;] as long as ¢* > 0, because otherwise o = 0
would have been optimal. Finally, the bound is min{ey, es,...,eon}. Still, if the
aforementioned conditions fail, one could add a small disturbance § as in J + Jl,
where I is a conformal identity matrix. Then, a relative error e for ||Ax||y is
achieved when § = e/||J||2 (see [Dem97, Chapter 2]).

Complezity: By omitting the slack node, we have [ = 2N — 2. Here, we picked
the [ degrees of freedom offered by the LU decomposition to select L; = 1, which
spares us [ divisions (that would occur in line 10) and ({* — [)/2 multiplications
(due to i + 1 in line 5). The initialization allows starting the iteration at ¢ = 2
in line 1. Additionally, we separated the for-loops for [U;;] and [Lj;] for reasons
that become clear in Section 4.4.5. Now, line 10 and 11 require each (I* —1)/2
sequential multiplications while 1/[Uj;] can be reused.
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Algorithm 1 Direct solver

Input: [J(x)] where J € R*!. Outputs: [L], [U]
Initialize (U] = ([J1.] [01xi—1]) and

(L] = ([7.4]/[J1a] ([0i-1x1] [Dimixaa])T)

1: fori=2tol do > LU decomposition
2: for j=itoldo

3: [Ui] = [Ji3] = S0 [ Lik] [Uiy)

4 end for

5: forj:i+1toldo‘

6: [Lji] = (V3] = SRt Ll [Uni)) /U]

7 end for

8: end for

9: fori=1to!l do ' > forward-backward substitution
10 [A%] = [F] - Zi01[Li][AZ)]

11: end for

12: fori=1{to 1 do

13: [Aw] = ([AL] — S5, 1 [Ui][Az]) /[Us]

14: end for

Thus, Algorithm 1 requires [ multiplicative inverses and at most 13/3 —[2/2 +1/6
multiplications. Further optimizations are possible if the sparsity structure of J
is public. This enables to calculate which L;;, U;; will be zero beforehand such
that corresponding multiplications can be omitted. Finally, it can sometimes be
effective to reuse LU = J(x;_1) as a factorization for J(xy). Unfortunately, this
turned out to be not expedient in our numerical experiments.

Indirect solver

In comparison to a direct solver, an iterative approach is utilized by indirect solvers
that refine the solution. Here, we opted for GMRES which requires additions,
multiplications, divisions, and square roots. However, we omit to present the pseu-
docode of our GMRES implementation here because the algorithm is significantly
more tedious while an analysis similar to before can be applied. Nonetheless, the
interested reader can find details in our code’.

Importantly, the convergence speed of GMRES crucially depends on the condition
of J. Thus, a preconditioner P is typically used such that PJAx = —PF is solved
instead of (4.2). However, if P is not specifically constructed, then PJ loses a lot
of J’s sparsity. In this context, we investigated different preconditioners during our
numerical experiments in Section 4.6. Surprisingly, precomputing P = J(zy)~?,
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where x( is selected close to the nominal operating conditions of the grid, and
simply reusing P throughout all iterations led to the best results. Furthermore,
warm-starting the GMRES with Az _; in the k-th step was not advantageous in
our experiments.

4.4.4 Line search

Lastly, we focus on the MPC realization of the line search procedure from Sec-
tion 4.3.3, which is presented in Algorithm 2. Here, /) is a predetermined number

Algorithm 2 Line search
Inputs: [z],[Az], [F(0)] where z, F € R". Output: [z}, ]
Initialize j = 1, [p1] = [0.95], [no] = [1]

1 [2f] = [2;] + [mj—1][Ax;] for all ¢

2. [F(n;— 1)] by executing (4.10) and (4.11)

3 [§m1] = i [Fi(mj—0)] ([Fi(nj—1)] — [Fi(0)])
4: while j § Elb do

5: [2]] = [x;] + [n;][Ax;] for all

6: [F(n )] by executing (4.10) and (4.11)
o [&] = i [Fny)] ([Fi(ny)] — [Fi(0)])

8: [Am] [Am 1][% (€517 (nll&-1] — &)
9 [nj1] = [ny] + [Any]

10: J—J+1

11: end while

12: [Tpp14] = (2] + [mj41][Ax;] for all ¢

of iterations. Note that large F'(x) can lead to numerical issues in line 7 due to the
fixed-point encoding. This issue is, however, easily addressed by replacing F'(x)
with eF'(x), where € is small and positive, which has no effect on line 8.

Complexity: Again, by omitting the slack node, we have [ = 2N — 2. Observe
that F'(0) and for 7 > 1 also old F(n;) can be reused. Then, the multiplication
cost of one iteration is given by the cost of (4.10), (4.11) (detailed above) and
20 + 4 (again with | = 2N — 2) multiplications. Additionally, one division in line 8
is needed.

4.4.5 Overview and communication

Finally, our privacy-preserving PFA denoted by Ilpga is recapitulated in Algorithm 3
where ¢ is a predetermined bound on the number of Newton iterations required for
convergence. This prevents correlating the number of iterations with the residuum

1 () 13-
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Algorithm 3 Power flow analysis IIpga
Inputs: [z}, [po], [qo], [G], [B]. Output: [x)]
Initialize k =1

1: while k </ do

2. [J(xp)], [F(zr)] by (4.10),(4.11), (4.12)
3: [Axy] via Algorithm 1 or GMRES

4: [®)41] by Algorithm 2

5: k< k+1

6: end while

Since a communication round takes at least 1 ms under realistic conditions, just
naively computing operations sequentially will lead to inefficient implementations
with high communication complexity. Thus, it is imperative to batch communi-
cation rounds as much as possible. Concretely, that means that we will delay
communication until a point is reached where all local operations that do not
depend on communication have been processed. Considering the aforementioned
algorithms, the multiplications for (4.10) can be batched entirely. Then, [F'(x)] and
[J(z)] can be batched in two rounds after the execution of (4.10) which reduces to
one round for public G, B. Furthermore, the multiplications in lines 3 and 6 of
Algorithm 1 and the multiplications in Algorithm 2 can be batched into one and
three rounds, respectively.

In addition, we need to optimize the latency of our connections. In our observa-
tion, the runtime of secure PFA grows in proportion to the round-trip time (RTT)
of the connection between the participating parties. Thus, prosumers should be
connected to each other via a LAN which makes RTTs of around 1 ms possible.

4.5 Security

Below, we describe threat models and provide a security analysis in the universal
composability (UC) framework.

4.5.1 Threat model and assumptions

Since our algorithm can be used with various MPC protocols that provide differing
security guarantees concerning the number of corrupted parties and adversarial
behavior (as explained in Section 2.3), our algorithm can be flexibly employed for
virtually all threat models. In Section 4.6.3 we provide benchmarks for example
grids segmented according to security guarantees.

We assume that the computation is run between all prosumers Py,...,P, in a
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given smart grid, and the inputs pg;, go; of each party P; are considered secret.
The grid operator is only involved in the computation insofar as it may provide
G and B. Moreover, we assume that the prosumers communicate exclusively
via end-to-end encrypted and point-to-point authenticated channels during the
computation. Some MPC protocols require correlated randomness, which can
be provided by a trusted third party, or be generated interactively between the
computing parties. Again, revealing the output of the PFA will also reveal the
secret inputs. Hence, the output should be treated as an intermediary result to
realize other privacy-preserving applications, e.g., in the area of flexibility markets,
demand response, optimal power flow, or grid management.

4.5.2 Security analysis

Since we use MPC protocols that are already proven secure and are able to
compute arbitrary functions, we inherit the security of these MPC protocols. We
refer to Table 4.1 to give an overview of the protocols used, their concrete security
guarantees, and references to their security proofs. All security proofs are in the UC

Table 4.1: Security guarantees of the MPC protocols used by us.

Protocol =~ Majority Adversary  Security Type  Security Proof

Shamir Honest ~ Semi-honest Perfect [AL17, Thm. 4.2

Atlas Honest ~ Semi-honest Perfect [GLOT21, Lem. 1]

Semi Dishonest Semi-honest Computational [KOS16b, Thm. 5]

Temi Dishonest Semi-honest Computational [DN03, Thm. 3]

Sy-Shamir Honest ~ Malicious  Statistical [CHI*23, Thm. 4.3]

Mascot Dishonest Malicious ~ Computational [KOS16b, Thm. 5
[

SPDZ,.  Dishonest Malicious ~ Computational [CDE*18, Thm. 2]

framework [Can01]. In the following, we will explain how it applies to Algorithm 3.
UC makes a distinction between the real world where a protocol II is executed
between the parties Py,..., P, (of which a subset is controlled by the adversary),
and an ideal world, where a trusted party provides II's functionality F on the inputs
of Pq,...,P,. Il is considered secure, if an environment Z controlling the adversary,
and providing the inputs to the computing parties, cannot distinguish whether it
is interacting with the real world, or with the ideal world where a simulator § with
access to F emulates an execution of II. Formally:

Definition 11 (UC-security, Def. 4.19 in [CDN15]). We say that a protocol 11
securely realizes a functionality F if there exists an efficient simulator S such that:
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Perfect security: No environment Z can distinguish whether it is interacting with
IT in the real world, or with S in the ideal world.

Statistical security: No environment Z can distinguish whether it is interacting
with 11 in the real world, or with S in the ideal world, except with probability
negligible in \;.

Computational security: No efficient environment Z can distinguish whether it
is interacting with 11 in the real world, or with S in the ideal world, except
with probability negligible in \s.

The advantage of protocols shown to be secure in UC is that they remain secure
when combined with other UC-secure protocols, and under repeated interaction
with multiple users. This is provided by the following theorem.

Theorem 3 (Composition Theorem, Thm. 4.20 in [CDN15]). Let the composition
of Iz and R be a protocol instantiating a functionality F with perfect / statistical
/ computational security, and let Il be a protocol instantiating the functionality
R with the same type of security. Then the composition of Il and Ilx securely
realizes the functionality F with the same type of security.

All MPC protocols we use to benchmark our privacy-preserving PFA provide
a set of UC-secure arithmetic operations (called the arithmetic black box (ABB),
originally introduced in [DNO03]), that comprises secret sharing a number, addi-
tion, multiplication, and revealing of secret-shared numbers, as follows. Its ideal
functionality Fagg is defined as follows.

Definition 12 (Fagg, [KOS16b, Figure 7]).

Input: On input (Input, P, id, z) from P; and (Input, P;,id) from all other parties,
with id a fresh identifier and x € Z,, store (id, x).

Add: On command (Add,idy,idy,ids) from all parties (where idy,idy are present in
memory), retrieve (idy,x), (ids,y) and store (ids,xz +y).

Multiply: On command (Mult, idy, ids, ids) from all parties (where idy, idy are present
in memory), retrieve (idy,x), (idy,y) and store (ids, x - y).

Output: On input (Output,id) from all honest parties (where id is present in
memory), retrieve (id,y) and output it to the adversary.

Note that the ids in above definition are an artifact of the UC security proof.
Since even complex operations such as comparisons, divisions, and square roots
can be derived from the basic operations in the ABB [AS19], it is sufficient for
implementing Algorithm 3. Hence, our privacy-preserving PFA inherits the UC-
security of the MPC protocols we are using.
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Definition 13 (Ideal functionality of power flow analysis Fpga). Given a set of
inputs po.i, Qoi by each party P;, the ideal functionality Fpea outputs the state of
the grid in terms of its voltages v.

Note that, as pointed out above, the output of Fpga should not be revealed, but
rather be used by another secure algorithm as an intermediary result.

Theorem 4. Let Ilppa be the privacy-preserving PFA defined in Algorithm 3.
Then Tlpga realizes Fppa with { perfect/statistical/computational} security against a
{semi-honest/malicious} adversary and a {honest/dishonest} majority of parties
depending on the employed MPC' protocol as specified in Table 4.1.

Theorem 4 follows immediately from Theorem 3 since each operation from the
ABB is UC-secure, and Ilpga only uses operations from the ABB.

4.6 Performance Analysis

Below, we present our secure implementation and provide runtime benchmarks.

4.6.1 Example smart grids

For comparability, we selected two low-voltage grids provided by SimBench [M20]*,
namely a semi-urban and a rural network which consists of 44 and 18 buses with
39 and 13 prosumers, respectively. The former is depicted in Figure 4.1. We
deliberately investigated the worst-case deviation from desired operating conditions.
Consequently, the complexity of our computation may be viewed as an upper bound
for PFA in the particular grids. For both grids, we initialize the solution of (4.1)
via Newton iterations (4.2) with &y = (v}, v])" = (230,...,230,0,...,0)". The
step size n; is initialized via 79 = 1 and 7; = 0.99. During the computation, it is
typically larger than 1 for the first iterations and then decays to 0. Compared to
constant step sizes, our line search strategy reduced the required Newton iterations
(4.2) by 20 — 30% in the experiments. As already noted, the grids mainly differ in
their size. The Jacobian J of the semi-urban network has the size 86 x 86, with 7%
non-zero elements. The worst-case condition number of J(xy) is approximately
8000, while P(xo)J (x)) has 40% non-zero elements and a condition of at most 30.
Meanwhile, for the rural network, one finds that the Jacobian has the size 34 x 34,
17% non-zero elements, and a worst-case condition number of (again) 8000 while
P(x)J (x;) has a density of 90% and a condition of at most 12.

Datasets 1_LV_semiurb4_0_no_sw and 1_LV_rurall_O_no_sw at time steps 2740 and 13871
from https://simbench.de/de/datensaetze/.
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3.5

|s;(v)] in kVA

1.5

Figure 4.1: Semi-urban network topology with 44 nodes, of which 39 represent
prosumers. The face color of the i-th node corresponds to the magnitude |s;(v)],
whereas orange node outlines and edges indicate voltage and current constraint

violations (4.3), respectively.

4.6.2 Implementation details

The code for our algorithms, including compilation instructions, can be found on
GitHub? and in Chapter A. We make use of the framework Multi-Protocol SPDZ
(MP-SPDZ) [Kel20] which allows benchmarking secure programs using a variety of
MPC protocols based on secret sharing. MP-SPDZ also takes care of switching
from arithmetic to binary representation when it is advantageous [EGK'20] and
represents real numbers (as used in PFA) as members of a finite set (e.g., Z,)
over which most secret sharing schemes are defined. Furthermore, it helps to
batch the communication to reduce the total number of communication rounds.
We set our parameters for computational and statistical security to commonly
accepted standard values [AS19, Esc22|: If the security of an MPC protocol

2https://github.com/jvdheyden /privacy-preserving-power-flow
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relies on computational assumptions, our computational security parameter is
Ay = 128, meaning that an efficient adversary has a success probability smaller
than 27128, Moreover, our statistical security parameter is \; = 40, meaning that
with probability less or equal to 274°, any adversary may learn something about the
secret inputs. To allow for better performance, we limit the fixed-point precision
to 64 bits, of which h = 32 bits are allocated to the fractional part. This implies
p > 254 in order to avoid overflows. Usually higher precision would be necessary for
the fault-free execution of our algorithms, but we enable lower precision by scaling
numbers up or down in critical stages. We let each prosumer run in one virtual
machine. To simulate real-world conditions, the virtual machines communicate with
each other via point-to-point TCP connections that are encrypted and authenticated
by TLS. Since RTTs higher than 10 ms render our solution inefficient for most use
cases, we provide benchmarks for {1,5,10} ms and simulate this latency between
the virtual machines using Linux’s traffic control (tc).

4.6.3 Benchmarks

This section provides benchmarks for our privacy-preserving implementation of
PFA via LU decomposition and GMRES. Out of the multitude of possibilities for
privacy-preserving computation in the smart grid context, we propose a few setups
that promise to be both realistic in terms of grid architecture and efficient in terms
of runtime. We benchmark runtime for the following parameters of interest:

— Offline vs. online phase: We give benchmarks for the full computation (meaning
offline and online phase together) and also break out the online phase.

— Round Trip Time.

— Security model, meaning whether we assume semi-honest or malicious behavior
of prosumers and whether we require an honest majority or allow a dishonest
majority of prosumers.

— Number of computing parties in the grid.

Table 4.2 presents benchmarks for the online phase of a secure PFA. Here, we
assume that the correlated randomness has been generated between the parties
beforehand, or has been distributed by a trusted dealer. Table 4.3 presents
benchmarks of securely running a PFA, including the secure interactive generation
of correlated randomness.

We can see from the benchmark data that grid size and network latency have
a significant impact on the runtime of our privacy-preserving PFA. If we assume
that the prosumers are connected in a LAN via Ethernet, where RTTs of 1 ms are
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Table 4.2: Runtime in seconds, online phase only (* fastest and T slowest)

Semi-honest, Semi-honest, dis- Malicious, dis-

honest majority" honest majority™! honest majority'™
RTT (ms) LU GMRES LU GMRES LU GMRES

semi-urban grid with n = 39

1 72 111 62* 114 450 199

5 2,227 3,549 280 535 2,701 1,073

10 2,227 3,624 566 1,075 3,993f 1,672
rural grid with n =13

1 27* 41 56 92 52 85

5 102 163 300 498 218 364

10 197 316 566 9351 420 700

"Based on BGW [AL17] (“Shamir”). 1Semi-honest version of [KOS16b] (“Semi”).
Based on [CDE'18] (“SPDZgy").

realistic, runtimes of under 30 seconds (for the online phase) and four minutes (for
the entire computation, i.e., preprocessing and online phase) are possible in small
grids with 13 prosumers. If prosumers are expected to deviate from the protocol,
security against malicious behavior is required. Here, runtimes of one minute and
under three hours are possible in the online phase and for the entire computation,
respectively. As we increase latency and grid size, our measured runtime increases
so that in a grid with 39 prosumers online computation is finished in approximately
two minutes, but preprocessing and online phase together take at least 70 minutes.
As described in more detail below, the expensive preprocessing phase can, however,
be omitted under certain assumptions.

4.6.4 Discussion

Many smart meters today communicate via unoptimized Ethernet, broadband over
power lines (BPL) or LTE connections characterized by relatively high RTTs in the
range of 20 ms to 150 ms, which would render our solution impractical. Assuming
an optimized setup, however, RTTs of 1 ms for LAN-based connections, and 5 ms
for WAN-based connections between smart meters would be possible. For a holistic
assessment of practicality, one should also consider hardware constraints: We used a
high-performance server for our benchmarks, on which 13 resp. 39 virtual machines
(each representing one prosumer) shared 16 3.5 GHz Ryzen 9 cores. Nevertheless,
the use of more resource-constrained processors usually integrated into smart meters
should not be a problem, at least in the online phase of protocols secure against semi-
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Table 4.3: Runtime in seconds, offline and online phase combined

Semi-honest, Semi-honest, dis- Malicious,
honest majority" honest majority"! honest majority
RTT (ms) LU GMRES LU GMRES LU GMRES

IIT

semi-urban grid with n = 39

1 2,584* 5,598 >24 hours
5 54,880 >24 hours >24 hours

rural grid with n = 13
1 234 232* 1,994 1,570 11,774 10,445
5 387 424 6,023 4,655 18,358 16,388
10 584 672 10,800 8,291 24.,943f 22,356

TBased on [GLO*21] (“Atlas”) in the semi-urban case and on BGW [AL17]
(“Shamir”) in the rural case. ! Based on [DN03] and [KS22, Appendix B.1]
using LWE (“Temi”). ™ Based on [CHI"23] (“Sy-Shamir”).

honest adversaries. This is because in these cases, even with a short RTT of 1 ms,
time spent on communication dominates CPU time by a factor of ten. With longer
RTTs such as 10 ms, time spent on communication can dominate CPU time by a
factor of 100. Moreover, RAM load was roughly 0.5 GB to 0.75 GB per prosumer
during the online phase. While this is slightly more than typically available in
smart meters, it should be noted that our protocols can still be optimized for
memory usage. Moreover, the 0.5 GB includes system overhead, which is likely
going to be much lower in the operating systems deployed in smart meters. To
allow on-device preprocessing and protocols secure in the malicious model, however,
hardware improvements to smart meters might be necessary. In addition, even
given sufficiently powerful hardware, generation of correlated randomness might
take too long to complete offline, especially in use cases with only a small idle
period between computations.

For these use cases, it may make sense to outsource the generation and distribution
of correlated randomness to a trusted dealer. As long as this dealer is oblivious to
the communication transmitted during the online phase, it will learn nothing about
the secret inputs. In extension, this means that we also have to assume that none of
the prosumers is colluding with the dealer. We can reduce the trust required in the
dealer by using a setup where the correlated randomness is generated interactively
by two non-colluding dealers (e.g., the grid operator and a governmental regulator)
such that both dealers only ever see partial shares ('shares of shares’) of the
correlated randomness assigned to a certain prosumer. Both dealers distribute
their partial shares to the respective prosumers, who can then reconstruct their

84



full shares of the correlated randomness from them. This would allow outsourcing
of the expensive preprocessing phase.

4.7 Conclusion and Outlook

In this work, we investigated the practicality of MPC techniques for privacy-
preserving PFA in the context of smart grids. To this end, we devised a power
flow solution algorithm and implemented a privacy-preserving PFA, and provided
runtime benchmarks for various MPC protocols, grid parameters, and threat models.
Further, we optimized the efficiency of our implementation through various means
such as batching of communication rounds and enabling lower precision by dynamic
rescaling.

Our method is particularly suited for market-based and preventive smart grid
applications where prosumer data is used. In these use cases, PFA is performed
as part of a grid state forecast to detect grid congestions at an early stage. To
solve these grid congestions, market-based solutions like local flexibility markets
[ATB17][EUM18], preventive control concepts, or dynamic grid charges are possible.
Since the lead times of these solutions allow between fifteen minutes and one day
for running PFA, our privacy-preserving solution is well-suited here. On the other
hand, we have shorter lead times of ten seconds to one minute in real-time smart
grid control systems, and currently, our implementation can only accommodate
these runtimes for small grids with a short RTT.

Real-time smart grid applications might hence be addressed in future research.
Due to the availability of better tooling, we focus on MPC via secret sharing in this
work. However, it would also be possible to achieve MPC by means of threshold
fully homomorphic encryption where the secret key is distributed among many
parties such that the input of all of those parties is required for decryption. In this
setting, all parties would encrypt their secret inputs and send the encryptions to
a semi-honest server that will perform the computation. Once the function has
been evaluated, all parties get the output ciphertext and partake in the decryption.
The advantages of this approach are that the communication load is low and that
the computational load can be securely outsourced to a high-performance server,
potentially allowing for shorter runtimes.

Another direction for future research is to explore alternative methods for solving
the power flow problem. In this context, the holomorphic embedding load flow
method [Tri12] stands out due to its guaranteed convergence to the operable correct
solution. Essentially, this is realized by replacing complex voltage variables with
a holomorphic function, which results in a solution algorithm that may be well
aligned with MPC protocols.
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5 Rerandomizable Garbling Schemes,
Revisited

Author’s contribution. This chapter is based on joint work with Raphael Heitjo-
hann and Tibor Jager published in [HvdHJ25]. The idea to utilize bilinear pairings
to improve efficiency of KMHE was conceived by Raphael Heitjohann. The author
of this thesis and Raphael Heitjohann discovered gaps in the proofs of the initial
version of SCALES [AHKP22] and jointly devised new definitions and security
notions for RGS. Raphael Heitjohann wrote the formal proofs for this work with
some input from the author. The author of this thesis provided the concrete
efficiency estimates for the new KMHE scheme and RGS.

5.1 Motivation and Overview

The BHHO encryption scheme [BHHOOS8] provides two very remarkable properties:

1. It achieves circular security in the standard model. Hence, it provides security
even when a “key cycle” is encrypted, i.e., secret key sk, is encrypted under
public key pk; o4 np1 fore=1,... n.

2. Another distinguishing feature is that it is a key-and-message homomorphic
encryption (KMHE) scheme. Thus, it enables efficiently computable homo-
morphisms in the key and the message space, such that in both spaces it is
the same homomorphism. Furthermore, it provides KMH rerandomizability,
which essentially guarantees that a rerandomized ciphertext is indistinguish-
able from a fresh one, even for the party that created the original ciphertext,
and key privacy under leakage, which guarantees that this even holds when
information about the rerandomization function is leaked.

The original work [BHHOOS8] mainly focused on circular security, but the unique
combination of a key-and-message homomorphism with the aforementioned ad-
ditional properties of the BHHO scheme has enabled many further, advanced
applications, where circular security is not required. This includes rerandomiz-
able garbling schemes (RGS) [GHV10], a rerandomizable version of Yao’s garbled
circuits[Yao86]. RGS enable applications such as i-hop homomorphic encryption
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[GHV10], secure computation without simultaneous interaction [HLP11], combiners
for indistinguishability obfuscation schemes [AJNT16], reusable garbled circuits
[ZLXL23|, and (outsourced) multi-party computation (MPC) [AHKP22, AHKP24]
in the you only speak once (YOSO) paradigm [GHK*21].

Protocols in the YOSO paradigm are particularly interesting, as they allow for
secure outsourced computation in the presence of a mobile adversary. Concretely,
this means that lightweight input providers can outsource expensive MPC com-
putations to a small committee of servers while maintaining security against a
mobile adversary with corruption budget much larger than the size of the com-
mittee. This is due to the fact that servers are unknown until they speak once
and then disappear again. Unfortunately, most known approaches to YOSO-
MPC[GHK'21, KRY22, CDGK22] are still theoretical due to the use of expen-
sive primitives, with the YOSO-like protocol MPC with small clients and larger
ephemeral servers (SCALES) [AHKP22] being the closest to practical feasibility.
Remarkably, SCALES also allows for dishonest majority MPC with round com-
plexity independent of function depth, a feature previously only achieved by BMR-
and FHE-based constructions [BMR90, LPSY15, HSS20, Sma23]. We observe
that the main bottleneck preventing an efficient instantiation of SCALES is the
BHHO encryption scheme. Hence, it is worthwhile to consider improvements and
alternatives to BHHO.

Alternatives to and limitations of BHHO. Even though BHHO was published
already about 17 years ago, it is currently still the only known encryption scheme
that provides the required functional and security properties for RGS. The main
limitation of BHHO is that encrypting  bits in a way that allows for the neces-
sary homomorphisms yields a ciphertext of length O(k?) group elements. Both
encryption and decryption require O(k?) exponentiations. Since garbling a circuit
C' using RGS requires O(|C|) ciphertexts, it seems currently practically infeasi-
ble to instantiate and use RGS based on BHHO in applications, even for simple
circuits. In this chapter, we describe a KHME scheme that improves space and
time complexity in comparison to BHHO by almost 4 orders of magnitude, while
preserving properties essential for RGS (homomorphism, rerandomizability) and
losing non-essential ones (circular security). We therefore claim to enable the first
practical YOSO-like MPC construction for small circuits, for example computing
the maximum. See Table 5.1 for detailed performance numbers.

Our contributions. We summarize our contributions as follows:

Basic KMHE. In Section 5.3, we describe our new “basic” KMHE scheme, which
can be seen as a pairing-based analogue of [BHHOO8]. It reduces the cipher-
text size and the computational costs both asymptotically and concretely
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very significantly. A ciphertext of our scheme consists of a linear (in the
security parameter) number of group elements, as opposed to a quadratic
number in BHHO. Concretely, when instantiated with the BLS12-381 pairing,
a ciphertext of our scheme has size 360 kB, while (expanded) BHHO instanti-
ated with the high-performance Curve25519 [Ber06] requires 16.68 MB. This
is an improvement by 97.83 %. Using the RELIC toolkit [AGM™] to estimate
the number of clock cycles, an encryption takes about 6.10 x 108 clock cycles
(about 0.01 seconds with a parallelized implementation on a processor with
16 cores running at 4 Ghz), while BHHO takes 1.6 x 10'3 clock cycles (4
minutes), which is an improvement by 99.96 %.

This scheme not only serves to explain the main idea and new techniques
underlying our subsequent, more complex constructions, but we consider
it also of independent interest. It might prove useful for applications that
require a practical encryption scheme that provides the same homomorphism
in the key- and the message space, but not a full-fledged RGS scheme.

Gate KMHE. In Section 5.4 we introduce the new notion of a gate KMHE scheme.

RGS

Essentially, a gate KMHE scheme adopts the above “basic” KMHE scheme
to the use in a (rerandomizable) garbled circuit, following Yao’s seminal
construction [Yao86]. In addition to the trivial syntactic changes (e.g., the
encryption now takes four keys and messages as input, as required to garble
a gate of a given circuit), we also define and prove several new, non-trivial
functional and security properties that are required to build rerandomizable
garbled circuits from gate KMHE. The main advantage of using gate KMHE
instead of the sharable KMHE from [AHKP22] is improved performance.
While RGS from sharable KMHE requires eight ciphertexts per garbled gate,
gate KMHE uses double-key encryption to reduce this to four ciphertexts,
and enables randomness reuse to decrease the number of group elements used
in each ciphertext even further.

Comparing the concrete space and time improvements of Gate KMHE to
[AHKP22], for the same setting as considered above we achieve a garbled
gate size of 1.35 MB, where [AHKP22| requires 133.43 MB (98.99 % improve-
ment), and garbling a gate is estimated to take 0.04 seconds (33 minutes for
[AHKP22], 99.996 % improvement).

from Gate KMHE. In Section 5.5 we show how to build RGS from gate
KMHE. The construction follows the approaches from [GHV10, AHKP22],
which in turn are based on [Yao86].

We have identified some small theoretical issues with the RGS construction in
[AHKP22]: In particular, their Rerand privacy was not sufficient to achieve
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incremental Decomposable Randomized Encoding (iDRE, a construction lead-
ing directly towards SCALES) privacy (for details see Chapter B). Acharya
et al. acknowledged the existence of this gap and accordingly updated their
paper with strengthened KMH privacy and Rerand privacy properties. In
addition, they switched their KMHE from the plain version of BHHO to
the expanded version to exhibit perfect rerandomizability. This allows their
KMHE and RGS schemes to fulfill the stronger versions of KMH privacy
and Rerand privacy, but comes at the cost of decreased efficiency: In com-
parison to their old scheme, the new KMHE scheme’s ciphertext is x group
elements larger and encryption is slower by a multiplicative factor of k. As
our pairing-based KMHE scheme is only computationally rerandomizable, we
take a different approach to fixing the original gap by defining an extended
variant of Acharya et al’s original computational Rerand privacy notion. We
additionally introduce new notions of KMH rerandomizability and key privacy
under leakage. Overall, these changes allow for the use of our pairing-based
KMHE, facilitating significant reductions in space and runtime complexity.
We remark that our variant of RGS can be also used for the maliciously-secure

version of SCALES [AHKP24].

Improvements in space and runtime complexity As shown in Table 5.1, our
work significantly reduces space and runtime complexity of RGS by four
orders of magnitude. Garbling a 966 gate circuit computing the maximum
of eight 8-bit numbers yields a RGS circuit size of 1.27 GB (125.87 GB in
[AHKP22]) and is estimated to take 37 seconds (22 days in [AHKP22]). Gar-
bling an AES-128 circuit with 34,576 gates requires an RGS circuit size of
45.60 GB (4.4 TB in [AHKP22]) and is estimated to take 20 minutes (2 years
in [AHKP22]). Thus, the space requirements are improved by 98.99 % and
the computational requirements even by 99.998 %. Two key aspects further
highlight the significance of these optimizations:

1. Our improvements are particularly impactful in protocols requiring
multiple rerandomizations of a garbling, especially when these garblings
must be exchanged among multiple parties, as in the SCALES protocol
from [AHKP22].

2. While our performance analysis assumes computation on 16 4-GHz
CPUs, both garbling and rerandomization are parallelizable on up to
k = 526 cores. Hence, on high-performance servers with 16 < n < k
cores, runtimes are even lower than those shown in Table 5.1.

Hence, while RGS and the SCALES protocol remain relatively expensive
primitives, we demonstrate for the first time that this approach is within
reach of practical feasibility, particularly for simple circuits.
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Table 5.1: Detailed comparison of the RGS from SCALES [AHKP22] and our work
in bytes and clock cycles (cc). We set security parameter A = 128 and

Kk >logq+ 2\ + 3/2log K, where g refers either to the group order of H or Gass19.
¢, Encryption (Enc.) and Evaluation (Eval.) refer to sharable KMHE in [AHKP22,
Construction 3] and our basic KMHE (Construction 1), respectively.

[AHKP22] Our work Improve-
ment
Curve Curve25519 BLS12-381
K 522 526
in Gass19 2k% 4 3k + 1 0
# Elems. |2 C 0 "
|c] in H 0 K
in GT 0 k+1
Size 16.68 MB 0.36 MB| 97.83%
Size of one garbled gate 133.43MB 1.35MB| 98.99 %
Size of one garbled Max circuit 125.87GB 1.27GB| 98.99%
Size of one garbled Mult circuit 1.74TB 18.04GB| 98.99%
Size of one garbled AES circuit 44TB 45.60 GB| 98.99 %
in G25519 HS + I€2 0
in G 0 1
Enc. 7+ Expon. in H 0 K
in Gp 0 K
Clock cycles 1.6 x 2B(4min)| 6.10 x 25(0.01s) | 99.996 %
Garbling one gate (cc) 1.28 x 2'%(33min)| 2.44 x 29(0.04s)| 99.998 %
Garbling a Max circuit (cc) 1.24 x 217(22d) |  2.36 x 2'2(37s) | 99.998 %
Garbling a Mult circuit (cc) 1.75 x 218(317d) | 3.33 x 2'3(9min) | 99.998 %
Garbling an AES circuit (cc) 4.43 x 2'8(2yr) [8.43 x 213(20 min) | 99.998 %
in Goss519 A3+ TR + 4k + 1 0
in G 0 K
Eval. 7+ Expon. in H 0 2K
in Gr 0 Kk+1
Clock cycles 6.41 x 213(17min)| 9.64 x 28(0.02s)| 99.998 %
Rerand. a garbled gate (cc) 5.13 x 21 (2.23h)| 3.35 x 29(0.055) [99.9993 %
Rerand. a garbl. Max circuit (cc) 4.95 x 217(90d) |  3.24 x 2'2(515)[99.9993 %
Rerand. a garbl. Mult circuit (cc) | 7.01 x 2'8(3.5yr)|4.58 x 2'3(11 min) |99.9993 %
Rerand. a garbl. AES circuit (cc) 1.77 x 219(9yr) | 1.16 x 2'*(30 min) | 99.9993 %

Methodology. Table 5.1 shows complexity estimates comparing the RGS from
SCALES and our work in terms of size and performance. We instantiate [AHKP22]
with the high-performance Curve25519 [Ber06], denoting the group with Gassig.
Our protocols are instantiated with BLS12-381, denoting the source groups of
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the pairing with G and H, where H is the group with a smaller representation of
elements, and the target group with Gr. Hence, group elements in Goss19, G, H
and Gr can be represented by 256, 768, 384 and 4608 bits, respectively. Using the
benchmarking toolkit RELIC [AGM™] on a 2019 AMD Ryzen 9 3950X with 16
times 4.7 GHz, the number of clock cycles (cc) we obtained for exponentiations
in Goss19, G, H and Gp are 112,269, 481,170, 196,432 and 957,284, respectively.
Additionally, we measured 2,313,901 clock cycles for a BLS12-381 pairing. We
then estimate concrete runtimes in seconds (s), minutes (min) and hours (h) by
extrapolating the clock cycles, assuming a processor with 16 cores each running at
4 GHz. However, garbling and rerandomization are actually parallelizable to up to
k cores. Hence, runtime could be even lower than shown in Table 5.1. The Max,
Mult and AES circuits refers to Boolean circuits comprising 966 gates computing
the max of eight 8 bit numbers, 13,675 gates computing a 64 bit multiplication,
and 34,576 gates computing an AES-128 encryption, respectively.

Related work. Gentry et al. [GHV10] were the first to show that [BHHOO08] can be
used to build RGS. Acharya et al. [AHKP22] built the SCALES protocol from RGS,
and also pointed out a gap in [GHV10] by demonstrating that rerandomizability
cannot be reduced to semantic security and key leakage resilience alone, introduced
KMH privacy as a stronger property, and proved it for BHHO. In a recent follow-up
work, Acharya et al. [AHKP24] then extend SCALES to a dishonest majority of
input providers and servers in the malicious model, respectively.

Technical overview. In the following, we give a technical overview about how
our novel KMHE and RGS constructions allow for the aforementioned efficiency
improvements.

There are three aspects to consider when designing a KMHE scheme suitable for
constructing an RGS: Firstly, for the scheme to be able to encrypt its own secret
keys, the key space must be a subset of the message space. Secondly, we must be
able to apply the same homomorphism to both the secret key and the message.
Finally, the homomorphism must be able to transform the key in such a way that a
transformed key is indistinguishable from a fresh one, even given some information
about the homomorphism. We call this property key privacy under leakage.

Key-and-message homomorphism. We will now take the example of the ElGamal
scheme and explore how it could be adapted to these requirements. A secret key is
x <$ Zg, the corresponding public key is ¢g* where g € G is a generator in a finite,
cyclic group G of prime order ¢q. To encrypt a message m € G, encryption samples
a <$ Z,, and outputs the ciphertext (g%, g** - m). However, the message m is now
an element of the group G while the key x is an element in the exponent field Z,,
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violating our first KMHE requirement. A common solution is to instead encode
the message as an exponent in Z,. Encryption of such a m € Z, is then done by
sampling a <% Z,, and outputting the ciphertext (ci,c2) = (9%, ¢** - ¢"). Now the
key space and message space are both Z,. This also addresses the homomorphism
and rerandomization requirements: We can add an offset o € Z, to the secret key
by computing ¢, - ¢§ = g**?)%. g™ Then x + o looks like a fresh uniform secret
key. The message homomorphism works via ¢y - g7 = ¢*" - ¢™*7 for any 7 € Z,.
However, note that now decryption requires computing the discrete log of ¢™*7;
this only works if the message is fairly small. Since we want to encrypt and
rerandomize secret keys, which are uniform over Z,, the above approach is not

feasible.

Key privacy under leakage. There is a second reason why the construction with
the (Z,,+) homomorphism will not work: For RGS, our KMHE also needs to
provide key privacy under leakage (previously part of the KMH privacy property
from [AHKP22]), which informally means the following:

We sample two random secret keys sk' and sk? and a random key transformation
function o (in the previous ElGamal example this was the offset o € Z,, implying
a function m +— m + o). Given sk', sk?, and o(sk?), the value o(sk') must still
have high average-min entropy, i.e. look random to a distinguisher. This can only
work if the values sk® and o(sk?) leak very little information about the function o.
In our ElGamal example, sk would correspond to x4 <$ Z, and o(sky) = x5 + 0.
Clearly, given both these values, an adversary can recover ¢ and then the value
o(sk') = x; + o has no entropy at all.

The solution to this, introduced by [GHV10], is to use a permutation homomor-
phism over the key space HW, ./, consisting of all bit-strings of length x with
Hamming weight x/2 (meaning exactly half the bits are zeroes and half are ones).
As shown in [GHV10, Lemma 9], obtaining the input sk € HW,, ., and output
o(sk) for some permutation o leaks very little information about the permutation
itself. Intuitively, this is because for each input sk and output sk’, there are many
permutations that could map sk to sk’.

A permutation homomorphism, however, decreases efficiency of the scheme
significantly: A message m € HW, /o C {0,1}" must be encrypted bit-wise,
leading to a O(k) = O(\) multiplicative blowup in ciphertext size compared to
regular ElGamal.

We also need the ability to support the same permutation homomorphism for
the secret key. Here, the BHHO scheme [BHHOO8] comes into play. A BHHO

public key consists of bases gi,...,9x € G" and the “hash” [[;, g;kj . Thanks
to the left-over hash lemma [HILL99|, as long as sk has sufficient min-entropy,
[Licp g;fkj looks like a random group element ¢*, so security of the scheme follows
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from decisional Diffie-Hellman (DDH). To encrypt a message m € {0,1}", each
message bit m; is encrypted as (g1, ..., g%, [jex g;iSkj - g™), where a; +$ Z,. The
key permutation itself can then be applied by first permuting g1, ..., g., and then
rerandomizing the public key and the ciphertext. BHHO public keys can be easily
rerandomized by exponentiating all elements in the public key with a random

r <$ Zq. The ciphertext elements can be rerandomized analoguosly.

Improving efficiency using pairings. We will now examine the efficiency of the
BHHO scheme as presented in [GHV10, AHKP22] and then outline our idea to
improve space and computation complexity quadratically. Since each message bit
adds x + 1 group elements to the ciphertext, for x message bits, we require x2 + &
many group elements. The quadratic runtime and space requirement is due to the
fact that the bases ¢1,..., g, have to be combined with the randomness a; of each
message bit m;, resulting in elements g¢{", ..., g% for i € [k]. To avoid this blowup
one could separate the ¢y,..., g, and aq,...,a, and give them out separately so
that the combinations can later be computed dynamically during decryption. While
revealing aq, ..., a, in plain is clearly not secure, a bilinear pairing e : G x H — G
allows us to compute g4° given just g* and h°, where g € G, h € H, and a,b € Z,.
We can therefore encode the randomness aq, . .., a, as group elements h%, ... h%
and use the pairing to compute e(g;, h*) = e(g;', h) for any combination i, j € [x].
This allows us to compute a ciphertext as ¢; = (h%, g7 - y%) Vi € [k] for
y=e (HjE[K] g;kj , h), resulting in the aforementioned quadratic reductions in space
and time complexity.

Further efficiency improvements through gate KMHE. In order to utilize a
KMHE scheme as part of a garbling scheme, one needs a variant of KMHE that
requires two keys to decrypt any ciphertext. To this end, Acharya et al. [AHKP22]
introduced sharable KMHE which solves this problem by 2-out-of-2-secret-sharing
the message, and encrypting each share using a single-key KMHE scheme. This
approach results in two full ciphertexts per message; for a Boolean gate with two
input wires, we thus need eight ciphertexts per garbled gate. We introduce gate
KMHE as a way to improve upon the performance and space requirements of
sharable KMHE, making use of the specific algebraic properties of our KMHE
scheme. We will now take a closer look at the techniques used to achieve these
improvements. Recall that we previously encrypted a message m € {0,1}" as

c; = (h%, g7 - y%) Vi€ |k|, where y = e(]_[je[ﬁ] g;kj, h). To halve the number of

ciphertexts per gate, we do not secret-share the message, but instead use “double
encryption” and encrypt a single ciphertext using both secret keys sk” and sk'.
The functionality remains the same: Both keys are necessary to obtain the full
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message m. The resulting ciphertext is given by ¢; = (h%, g7 - y%) Vi € [K],
sk0 sk1
where y=¢e H]E[H] (QO,] gl,j) h
We further halve the number of elements in G required per garbled gate by using
only two sets of bases g1, ..., g, for four ciphertexts. This works as follows: Recall
that a garbled gate uses four secret keys sk, for o, 5 € {0,1}, two per input wire.
Using double encryption, a garbled gate can then be visualized as

Enc( kOO k10 1)
c(skoo skn m?)
Enc(sk”, k10 m?)

Enc(sk01 sk11 m*)

To construct an RGS, we only need to be able to apply the same key homomorphism
oo to the “left” keys sk” and sk’!, and similarly for o; and the “right” keys sk'°
and sk''. Hence, we only need two sets of bases, a set 9o.1; - - -, 9o, to apply og, and
aset gi1,...,01,, to apply o1. To make it possible to actually share these random
bases across the different ciphertexts, we introduce the gate KMHE primitive,
which internally creates these four double encryptions while enabling a reuse of
these left and right bases.

5.2 Bilinear Groups

Let G(1*) be a probabilistic algorithm that, on input the security parameter A,
produces a bilinear group description (q, g, h, gr, G, H, G7,e). This description
satisfies the following requirements:

— The structures G, H, and Gy form groups of prime order ¢, with respective
generators g, h, and gr.

— The mapping e : G x H — Gr provides efficient computation while satisfying
bilinearity—that is, e(X*, Y?) = e(X,Y)® forall X € G, Y € H and a,b € Z,—
along with non-degeneracy, meaning e(g, h) # lg,.. We employ multiplicative
notation throughout for all groups.

We establish several computational assumptions for these groups along with
supporting lemmas.

Definition 14 (Decisional Diffie-Hellman). For a group G of prime order q, the
decisional Diffie-Hellman assumption asserts that

{(91.92. 97, 95) 91,92 <8 G, v <8 Z3} = {(g1, 92,01, v2) : g1, g2, V1, V2 45 G}
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The subsequent lemma extends the standard DDH assumption to multiple
generators, following the work of Naor and Reingold [NR97]. This extension follows
from DDH with tight security reduction, as demonstrated in Lemma 4.2 of [NR97].

Lemma 5 (Generalized DDH). Let G be a group with prime order q. Assuming
the decisional Diffie-Hellman assumption holds for G, we have that
{(gl,...,gp,g{,...,g;) S01, -5 0p <—$G,7“<—$ZZ}
~ {(gl,...,gp,vl,...,vp,) L 01, 0p, U1, ..., 0, 48 G },
where p = p(A\) is a polynomial of constant degree.

The following lemma, a special case of Lemma 1 in [BHHOO0S|, will also be
needed. It is implied by DDH with logarithmic reduction loss [Vil12].

Lemma 6 (Matrix DDH). Let n,v € N and let G be a group with prime order q.
Then, assuming decisional Diffie-Hellman assumption holds for G, it holds that

G~ G,
where G < G is uniform and G’ < rank,(G"") is a uniform rank-1 matriz.

The symmetric external Diffie-Hellman (SXDH) assumption extends DDH to
both source groups G and H within bilinear group constructions.

Definition 15 (Symmetric External Diffie-Hellman (SXDH)). For any security
parameter X\ € N and bilinear group description (p, g, h, gr, G, H, G, e) + G(17),
the symmetric external Diffie-Hellman assumption requires that decisional Diffie-
Hellman holds in both groups G and H.

We also formulate a SXDH-analogue of Theorem 5 for convenience, it is straight-
forwardly implied by the hardness of DDH in the source groups of the bilinear
group setting.

Corollary 7 (Generalized SXDH). Assuming the symmetric external Diffie-
Hellman assumption holds for G, then generalized DDH (Theorem 5) holds for
groups G and H, respectively.

5.3 Basic KMHE Scheme

In the following section we describe our basic KMHE scheme. This scheme alone
will not yet be sufficient to construct an RGS, and we will describe an extension to
a gate KMHE variant in Section 5.4, which is tailored to the use in garbled circuits.
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However, the basic scheme illustrates the main idea of the construction, and helps
to explain the proof techniques used for the gate KMHE in a simpler setting. We
also rely on it for our performance comparison (Table 5.1) with the BHHO-based
KMHE scheme from [AHKP22].

A noteworthy aspect of our basic KMHE scheme is that it can be viewed as
a batched version of BHHO, allowing for a more compact encryption of multiple
messages. If we encrypt ¢ messages using BHHO with a key of length x, then we
get a ciphertext containing O(¢k) group elements, while our scheme only requires
O(¢ + k) group elements, with significantly better concrete efficiency.

Furthermore, our scheme inherits the leakage resilience of BHHO, and thus could
potentially also be used in constructions where BHHO is used as a leakage-resilient
scheme, e.g. leakage-resilient CCA-secure PKE [FKMV12] or tamper-resilient PKE
[DFMV17].

However, in our opinion the unique feature of BHHO and our scheme is that it
provides the same homomorphism in the key and message space. RGS are a prime
application that use this feature, and we are currently not aware of others. But we
believe that our work might also pave the way towards more practical applications
that exploit this unique feature.

We proceed by defining the syntax of KMHE, adopted from [AHKP22|. We then
continue with our construction.

Definition 16 (Key-and-Message-Homomorphic Encryption). A KMHE scheme is
a tuple of PPT algorithms KMHE = (Setup, KGen, Enc, Eval, Dec) with the following
syntazx.

p < Setup(1*): This algorithm takes as input the security parameter X and returns
public parameters p. The public parameters define a key space IKC, a message
space M, and a ciphertext space C.

sk < KGen(p): This algorithm takes p and returns a secret key sk € K.

c < Enc(p,sk,m): Given a message m € M and a secret key sk, this algorithm
returns a ciphertext c € C.

c < Eval(p, o, 7,¢): Given a ciphertext ¢ € C and two functions o,7 € F, where
the set F is defined by X, this algorithm returns a ciphertext c’.

m’ < Dec(p, sk, c): This algorithm takes as input p and sk, and returns a message

m' e M.

By Rgn and Ry, we denote the randomness spaces for Enc and Eval, respectively.
Unless specified otherwise, randomness is always assumed to be sampled uniformly
at random.
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Construction 1 (Basic KMHE scheme). Our basic KMHE scheme consists of the
following algorithms:

Setup(1*): Generate and output the description of a bilinear group
p= (Qa g, ha ar, GvHv GT’ 6) — g(lA)

We define x as the smallest positive and even integer such that x — %log K —
1/2 > log g + 2\. These parameters define the following sets:

— the message space as M = {0, 1}".
— the ciphertext space as C = (H x G)" x G" x Gr.

— the key space as K = HW, /2, the set of bit strings of length x with
Hamming weight /2. Note that we have I C M, i.e. all keys are in the
message space and thus the scheme is able to encrypt its own keys.

— the set of key- and message-homomorphisms as F = Sy, the set of permu-
tations over k elements,

— and randomness spaces Rg,. = G X Z; and Rgy, = Zg X Z;.
KGen(p): Sample and output sk +s /.

Enc(p, sk, m;r): Parse m = (mq,...,m,) € {0,1}%, sk = (s1,...,8,) € {0,1}",
and r = (g1,---,9x,01,- .-, 0x) € Rene. Then compute

y=e (H g§j7h> :
JE[K]

¢; = (h", g7 - y™) Vi€ [x].
Finally output ciphertext ¢ = (¢1,...,Cx, 91,5 Gr, Y)-

and

Eval(p,o,7,c;r): Parse c = (¢1,...,¢e,91,---,0x,y) and r = (a},...,al.,d) € Reyal

)R

Apply the key permutation ¢ to obtain gy, .. ., §. and the message permutation
7 to obtain ¢q, ..., ¢, such that

gg(i) =i and Crii) = G

for all i € [k]. To computationally hide the permutations and make the ci-
phertext indistinguishable from a ciphertext produced by Enc(p, o(sk), 7(m)),
rerandomize the ciphertext by computing

N 1/d ’
¢ = ((@1 . ha") / ;i - ya’) Vi € [k],
g9; =29} ¥ielx], and
y/ — yd.
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Finally, output ¢’ = (¢}, ..., g1,---, 9., Y).

Dec(p,sk,c): Parse ¢ = (¢1,...,Cx, g1, -5 0x,-) and sk = (s1,...,8,) € {0,1}".
For all ¢ € [k], compute

—1
gT =GCi2 - (H 9 )
1€[K]

and output m’ = (m},...,m,,) € {0,1}"~.
Verifying correctness of the scheme is a straightforward calculation.

Definition 17 (Correctness). We say that KMHE = (Setup, KGen, Enc, Eval, Dec)
is correct if for all A € N, p < Setup(1?), sk <~ KGen(p), and c < Enc(p, sk, m)
with m € M it holds that

Pr [Dec(p,sk,c) =m] = 1.
Theorem 8. Construction 1 satisfies correctness.
The proof is a straightforward calculation.

Proof. Let sk = (s1,...,84), m = (my,...,my)and c = (C1,...,Cuy g1, -+, G, Y) <
Enc(p, sk,m). For every i € [k], decryption Dec(p, sk,c) computes

-1
QT =Ci2-¢€ (H gjs'j,Cm)
JE[~]
-1
=97y (H g7 h“‘)

J€lx]
—1
=gy e (H 9, ,h‘“) : (H 97 h‘”)
JEK] JE[K]
= g7"

5.3.1 KMH correctness

KMH correctness ensures that a ciphertext created by Eval is well-formed and
that the homomorphisms are applied correctly. More precisely, given a ciphertext
produced by Enc(p, sk, m), which encrypts message m under secret key sk, we can
run Eval(p, o, 7, Enc(p, sk, m)) to obtain an encryption of message 7(m) under secret
key o(sk).
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Definition 18 (KMH Correctness). KMHE = (Setup, KGen, Enc, Eval, Dec) is
KMH-correct, if for all X € N, p + Setup(1?), sk < KGen(p), m € M, 0,7 € F,
r1 € Rene, 72 € Reyal there exists randomness ' € Rgne such that

Eval(p, o, 7, Enc(p, sk, m;71); o) = Enc(p, o(sk), 7(m); ).

The following lemma will be useful to prove KMH correctness.

Lemma 9. Let c = (¢1,...,¢x, g1,y -- -, Gr,Y) be such that

yze(H g?,h),
JE[K]

¢ = (h%, gr" - y™) Vi€l

where ay, ... a5 € Zyg, G1s---, 95 € G, my,...,m, € {0,1}, and s1,...,s, € {0,1}.
Then for all A € N, 0,7 € F, p < Setup(1}), r = (a},...,d.,d) € Rgl, and

? R

d=(d,....c..q\,...,9.,y) < Eval(p,o,7,c;r), it holds that
y =y,
Joi) = gl Vi€ lx], (5.1)
oy = (W™, g7 - y™) Vi€ [r],

where uy, ..., u, € Zy and d € Z,.

Proof. By definition of our KMHE scheme, c’ is given by

y =y

Joi) = g Vi€ ln],
Ly = (BT g yitel) Vi€ [x].

7(i

Now rewrite

a;+a bla;+al)/d /(ai+al)/d

) =Y =Y )
and set u; = (a; + a})/d for all i € [x], fulfilling Equation (5.1). O
Theorem 10. Construction 1 satisfies KMH correctness.

Proof. Let ¢c; = (¢1, -+, Crs G1y -+ 5 Gy U) <

acK M H Enc(p, sk, m; ).

Consider now ¢; = (¢},...,¢., g1, ..., 9.,y < Eval(p,o,7,c1;r2). By definition of
the KMHE scheme, c¢; satisfies the conditions of Lemma 9.
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Therefore, by Lemma 9, ¢y fulfills

~ ~ds;
y’zyb=e<H gjj,h),

JE[K]
Goy = 87 Vi € 1],
iy = (" g7 - y™) Vi€ x],

where uy, ..., u, € Zy and d € Zy.
We now prove that there exists ' = (g1,...,0x,a1,...,0;) € Rgne such that

¢ < Enc(p, o(sk), 7(m); ") satisfies ¢ = co. Specifically, we choose ' = (¢}, ..., g,
Uy, ..., Ux). Then cis given by
i Abs; ~
yZG(H gffj>>h> =e (H gj]>h> =9 =y,
J€lx] Jj€lx]

Io(j) = Gi Vi€ [K],
Criy = (A" = B, g7t - y™ = g7 - y™) Vi€ [k,

which is exactly c,. O

5.3.2 CPA security

Definition 19 (IND-CPA Security). KMHE = (Setup, KGen, Enc, Eval, Dec) is IND-
CPA-secure, if for all PPT adversaries A there exists a negligible function negl(\)
such that

|2 Pr[KMHE-IND-CPA 4 xure (1Y) = 1] — 1| < negl()),
where the KMHE-IND-CPA experiment is defined in Figure 5.1.

We now formally prove our basic scheme to be IND-CPA-secure. Our gate KMHE
scheme will follow the same proof structure later, albeit with increased complexity.
Therefore this proof serves as a simpler illustration of the used techniques.

Theorem 11. Assuming hardness of the SXDH-problem (Definition 15) in the
bilinear groups defined by p, Construction 1 is IND-CPA-secure.

Building blocks of the security proof. The security analysis will use that secret
keys have sufficient entropy, and apply the left-over hash lemma [HILL99, Lemma
4.8]. The min-entropy of a random variable X is defined as

Hoo(X) = —log ( max_ Pr[X = x])

z€supp(X)
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KMHE—lND—CPA(l)‘)
p <+ Setup(l/\)
(mo,m1)  A(p, 1Y)
sk «+— KGen(p)
b+s{0,1}

¢ < Enc(p, sk, myp)

b o AEnc(p,sk,-) (C)

return (V' = b)

Figure 5.1: Definition of Game KMHE-IND-CPA.

Lemma 12 (Left-over Hash Lemma (LHL)). Let q¢ be a prime, k € N, € > 0,
and let X = (Xy,..., X, € {0,1}" be a random variable such that Hy(X) >
log g + 2log(1/e). Then for a < Z; it holds that

A(a, Y @ X;), (a,U(Zy))) < e

1€[K]
where U(Z,) is the uniform distribution over Z,.

To use the LHL we will need a bound on the min-entropy of secret keys, given
by the following lemma.

Lemma 13. Let k > 2 be an even integer and let sk < HW,, ,.;5. Then
1
Hoo(sk) >k — ilogﬁg —1/2.
Proof. We have |[HW,, /2| = (;{72)' Stanica [Sta01] gives the following bound for

the binomial coefficient:
> e
K/2 K/2

Combining this bound and the fact that sk is sampled uniformly from HW, ., we
get that

1
Hoo(sk)zlog< ) Zﬁ—ilogli—l/z

K
K/2
[l

Lastly, the following lemma will be useful to simplify the proof of CPA security.
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Lemma 14. Letn,v € N, g1,...,8, <$G", where G is a group of prime order q
where the DDH assumption (Definition 14) holds, and sk = (s1,...,s,) € {0,1}"
such that Hu(sk) > logq+ 2X. Then it holds that

k C
{gh""gnagi 7"'7g757k}% {glv"‘7g7]ag£7"'7g;7}7
where gy, ..., g, <$G.

Proof. Define G € G™" to be the matrix whose rows are given by gi,...,g,. Since
we are assuming hardness of the DDH problem in G, by Theorem 6 it holds that
G ~ G, where G is a uniformly random rank-1 matrix of the same dimension.
Let now g;,...,8, € G” be the rows of G. Since G is a uniformly random rank-1
matrix, with a; = 1 there exist uniformly distributed oo, ..., o, such that

g =g Vieln),
which yields that

g gpgl gt~ e (807 (@)}, (2

Parsing 81 = (§1.1,- - -, §1,»), since g is uniformly distributed, there exist uniformly
distributed 4, ...z, € Z, such that g, ; = g™ for all j € [v] and some generator
g € G. Then we can write

g = T1 by = TT g7 = g%,

JEW] JEW]

Since Hoo(sk) > logq + 2X\ and 24, ..., z, <$ Z,, we can apply the left-over hash
lemma (Theorem 12), resulting in

A@i@zA(HQ%@)szhm%mx (5.3)

Jjel]
where g <% G. Since the as, ..., o, are uniformly distributed, it holds that
=g Viel, (5.4)
where g, ..., g, <8 G. Combining Equations (5.2) to (5.4) plus another invocation

of DDH assumption to replace G with G again we then obtain the desired statement.
O
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Proof of Theorem 11. We describe a sequence of games that moves from the
regular IND-CPA security game to a game where the message is perfectly hidden.
In the latter game the adversary has no chance of winning, indistinguishability of
the sequence of games then ensures that the adversary also cannot win the original
IND-CPA security game except with negligible probability.

Game;. This is the KMHE-IND-CPA game.

Game,. Let cp,...,co, where
/
C = (Ci,b ey Ciky Gily - - -y ik yz) — Enc(p, Ska mz)

for i € [Q],Q € poly()), be the ciphertexts given to the adversary via the
encryption queries and let cgi1 = (o411, -+ CO+1.0, 9O+1.15 - - - s GO+1.05 YQ+1)
be the challenge ciphertext encrypting the challenge message m;. We alter
the behaviour of Enc in this hybrid, specifically how it computes the y; in
each ¢; for all ¢ € [ + 1]. Enc samples an additional x; <5 Z, and then sets

Y = e<g$i’ h) )
where g € G is from p. Enc then uses these y; for the remaining computation
of ¢;, specifically the ¢; 1, ..., ¢ ..

Game;. Consider now the challenge ciphertext cgy;. In Game,, the message-
dependent part of each cgy1 4, j € [K], is given by

CQ-‘rl,j,Q == g;.‘nj . y8+1 — g;nﬂ . (e(glfQJrl’ h))aj e g;';}] .e (97 hﬂCQ+1aj) ]
For Game; we change this to
oz =91 -e(g,hy),

where hq,..., h, <8 G. Now m; is perfectly hidden by the uniform value
e (g, hy)).
We proceed to prove indistinguishability of these hybrids:

Game; ~ Game,: Define g = (gi1,...,9ix) for all i € [Q + 1]. By definition of
our KMHE scheme it then holds that in Game;, each y; in ¢; is computed as

y; = e (H gzg-,h) :e(gfk,h) Vie @+ 1].

JE[K]

Our choice of kK and Theorem 13 ensures that

1
Hoo(sk) > k — ilogk;— 1/2 > logq + 2\.

104



Since an adversary distinguishing Game; and Game; obtains no other
information on sk except for the y;, we can apply Theorem 14, resulting in

{gl, . ,gQH,gik, . ,g2|5+1} ~ {gl, e BO+1, G - - - ,gbﬂ}, (5.5)

where g1,...,96; <8 G. Since G is cyclic, for all i € [@Q + 1] there exists
a uniformly distributed z; € Z, such that g; = ¢*. The right side of
Equation (5.5) thus corresponds to Games,.

Game, ~ Game;: From Game; to Game; we are only changing cg41. In Game,
it is given by

Yo+1 = e (g9, h) = e (g, K™+,
9Q+1,5 G VJ € [/ﬂ?],
o1y = (h*@H3 gr -yttt = gp - e (g, h™eH19e+19)) V) € [x].

Since the agi11,...,a0+1, are uniformly distributed and not given to the
adversary, the elements h%e+11 ... A%+l Jook uniform over G. Also, h
was uniformly sampled as well. Therefore, we can apply Generalized SXDH
(Theorem 7), resulting in

h7 h“QJrl,l, e haQH,n, h$Q+17 hf’?Q+1aQ+1,1’ e hE¥R+10Q+1,x

& b, hoerit L hferis B by k.,
where b/, hy, ..., h <8 G. For cgiy this means that

C a . mi .
CQ+1,j ~ (h*e*1i gr7 - e (g, hj)) Vje [x].

The right side corresponds to Games, concluding the proof.

5.3.3 KMH rerandomizability

As indicated in the technical overview, RGS requires a KMHE scheme with reran-
domizability. Intuitively, it should hold that a ciphertext produced by Eval(p, o, 7,
Enc(p,sk,m)) is computationally indistinguishable from a fresh ciphertext pro-
duced by Enc(p,o(sk), 7(m)). We will later formally prove this property for the
gate KMHE extension of the basic KHME scheme in Section 5.4. Note that our
basic KMHE scheme is also rerandomizable. However, we do not provide a formal
definition of rerandomizability since we will not need it. The basic idea of the proof
is to use Theorem 5 to show that g, = §¢ Vi € [k] look like fresh group elements,
and that further rerandomizing the remaining randomness a; by adding a Vi € [x]
results in a fresh-looking ciphertext.
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5.4 Gate KMHE

We now introduce and construct a novel component for RGS termed gate KMHE.
This gate KMHE represents an augmentation of conventional KMHE, specialized
for encrypting gates within garbled circuits, serving as RGS’s primary building
block. Such specialization enables optimizations like randomness reuse, which
cannot be achieved when treating the basic KMHE scheme as a black box, thereby
facilitating more efficient rerandomizable garbling constructions.

5.4.1 Definition of gate KMHE

Conceptually, a gate KMHE scheme delivers the capabilities needed to garble gates
in Yao’s garbled circuit framework [Yao86]. Recall that in garbled circuits each
garbled gate is represented by four ciphertexts encrypting respective messages.
Depending on the gate type being garbled, some messages may be identical. Double
encryption protects these messages under four distinct secret keys, structured so
that possessing any two of the four keys enables decryption of one message.

Our gate KMHE concept mirrors this structure while incorporating enhanced
functional demands (particularly, applying identical homomorphisms to both keys
and messages) and strengthened security guarantees (including computational
indistinguishability between homomorphically-evaluated ciphertexts and freshly
generated encryptions).

Definition 20 (Gate KMHE). A gate KMHE scheme is a tuple of PPT algorithms
GKMHE = (Setup, KGen, Enc, Eval, Dec) with the following syntax.

p < Setup(1*): This algorithm takes as input the security parameter \ and returns
public parameters p. The public parameters define a key space IC, a message
space M, and a ciphertext space C.

sk < KGen(p): This algorithm takes p and returns a secret key sk € K.

c < Enc(p,sk™, sk, sk'® sk m!', m2, m? m*): On input four messages m*, m?,
m3, m* € M and four secret keys sk®%, By, B, € {0,1}, this algorithm
returns a ciphertext c € C.

c « Eval(p, 09,01, 7,¢): On input a ciphertext ¢ € C and three functions oy, 01, T €
F, where the set F is defined by \, this algorithm returns a ciphertext c’.

m’ < Dec(p, sk?, sk!, c): This algorithm takes as input p and two secret keys sk?, sk*,
and returns a message m' € M.

By Rkgen; REnc, and Rgya we denote the randomness spaces for KGen, Enc, and
Eval, respectively. Unless specified otherwise, randomness is always assumed to be
sampled uniformly at random.
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5.4.2 Construction of gate KMHE

The subsequent gate KMHE construction augments the basic KMHE scheme
detailed in Section 5.3.

Construction 2 (Gate KMHE). Our gate KMHE scheme consists of the following
algorithms.

Setup(1*): Generate and output the description of a bilinear group
p= (Q7 g, h7 ar, Gu H7 GT? e) <~ g(lA)
We define x as the smallest positive and even integer such that x — %log K >
log ¢ + 2\.! These parameters define the following sets:
— the message space as M = {0, 1}".

— the key space as K = HW, ./, the set of bit strings of length x with
Hamming weight /2. Note that we have K C M.

— the ciphertext space as C = ((H x G)" x Gg)* x G,

— the set of key- and message-homomorphisms as F = S, the set of permu-
tations over k elements,

— and randomness spaces Rigen = 10,1}, Rgne = G x Zg” x Sy, and
Reval = Zg* X L} X Sy.

KGen(p;7): Use r to sample and output sk <= HW, /.
Enc(p, sk, sk, sk sk m! m? m? m* r): Parse

(go,la <390k, 91,15 - - -5 91k

7‘51), . ,7"21),7“%2), @)
7‘53), - ,7“,&3),7“%), - ,T,(:l),ﬂ‘) =1 € Rene,

(897, ..., 8% = sk” € {0,1}* Va € {0,1},
(s1%,...,s¥) =k € {0,1}" V3 € {0,1},
(m},...,m.)=m'e{0,1}* Vic [4].

Then compute

O

zi =€ (H (gofj 01 )7h) Va, f € {0,1},
JElK]

!Note that the gate KMHE construction requires a slightly larger lower bound on « than the
basic scheme. This is because the gate KMHE construction needs to tolerate additional
leakage of information about the secret key. However, for reasonable concrete choices of ¢ and
A, the size of k is almost the same.
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where i = Bin2Dec(af3) + 1, and encrypt each message m' by computing

@ )
Cij = (hrj ;Q;J -z ) Vj € [k].

Finally, set
c = (Ci,la <y Cigy Zz) Vi € [4]7

and output ciphertext
c= (7T (Cl7 C27 Cga C4) 790,17 s 790,&791,17 s agl,n) .

Eval(p, 09,01, 7,¢;7): Parse

G R S Y )
g),...,Af),fg),...,ﬁ,57r)—reREva|,

(Cl ?, ¢ Ca901,---790,5,91,1,---,91,5)=C7

(CityeeoyCiny2) =C Vi€ [4].

Apply key permutations oy and o; by computing

(gﬁ,og(l)a ce 7.&5,0@(/@)) = (gﬁ,b < 7gﬁ,n) Vﬁ € {Oa 1}7
and then apply message permutation 7 by computing
(éi,ﬂ'(l)a Ce 761',7'(/{)) = (Ci,h e ,Ciﬁ) Vz € [4]

Next, we rerandomize the result by computing

Finally, set
= (... 2 Vie 4],

AN S el A

and define the output ciphertext as

r 101 12 3 4 / / / /
o —(7r (c ,c%,c”, ¢ )790,17"'7g0,mgl,17"'7gl,n)'
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Dec(p, sk’, sk*, c): Parse
(sV,....s%) =sk? € {0,1}" VB e {0,1},

3 4 _
,C 540,15 - - - » 90,65 91,15 - - - agl,ff) =g

(Ci,17 <o Ciky ZZ) = Ci Vi € [4]’

(c', % c

First we need to identify which of the four sub-ciphertexts ¢’ can be correctly
decrypted with the given keys. Compute

30 31.
z=e€ (H (9073‘ '917j>7h)
JE[K]

and identify the z;, ¢ € [4], such that z = z;. If there is more than one, then
abort by outputting 1. Otherwise, proceed by computing and outputting

o= (..., ), where

1
gy = Cijo-e ( II (98%1 : gf,}bn>’ci7j71) Vi € [K].

née(k]

5.4.3 Correctness

Since there are four possible messages to decrypt, Dec must be able to identify,
given two keys, which of the messages to decrypt. Correctness ensures that this is
done correctly, up to some negligible error probability.

Definition 21 (Correctness). GKMHE = (Setup, KGen, Enc, Eval, Dec) is correct,
if for all X € N, p < Setup(1*), sk”, sk”, sk'” sk* < KGen(p), and

¢ < Enc(p, sk™, sk, sk10 skiL, 1,00, ;01 ;10 ;1)
with p, uO, w'° p't € M there exists a negligible function negl(\) such that

Pr{Dec(p,skoa,skw,c) = uaﬁ} >1—negl(\) Vo, € {0,1}.
Theorem 15. Construction 2 is correct (Definition 21).

Proof sketch. Verifying correctness is a straightforward calculation, almost exactly
as for the basic scheme (cf. Theorem 8). The only difference is that the decryption
algorithm additionally computes z and identifies the z;, i € [4], such that z = z;.
To show correctness, we additionally have to argue that z; # z; for i # j, except
for negligible probability. For any 2’ € {z1, 29, 23, 24} in a ciphertext it holds that
Z=e (gBSkog_iSkl, h) for uniform g, and secret keys sk”, v € {0,1}. Our choice of
x and Theorem 13 then ensures that we can apply the LHL (Theorem 12) to show
that every 2’ is indeed statistically close to uniform, and thus the probability that

z; = zj for © # j is negligible. O
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5.4.4 KMH Correctness

KMH correctness for gate KMHE is almost identical to the corresponding definition
for the basic KMHE scheme (Definition 18), but extended to match the gate KMHE
syntax.

Definition 22 (KMH Correctness). GKMHE = (Setup, KGen, Enc, Eval, Dec) is
KMH-correct, if for all A\ € N, p < Setup(1"), sk®, sk sk'® sk'! < KGen(p),
ph, p? ) ut € M, 09,01, 7 € F, 11 € Rgne, T2 € Rpyal there exists randomness
7" € REgne such that

EV3|(p7 00,01,T, Enc(p, Skooa SkOla Skloa Sklla Mla ,LLQ, ILL37 ILL47 Tl); TQ)
— Enclp, o (sk™), g (k) 7y (K1), 7y (k) (1), (1), (1), 71 ).
Theorem 16. Construction 2 is KMH-correct (Definition 22).

Proof. Parse (s5°7' ... %P1y = sk™ for all By, B € {0,1}. Let r; be given as in
Definition 22 and set

(90,1, <5 90,6, 91,15 - - -5 91,k
(1) 1) ,.(2) (2)

T ,...,rf,b S LS
(3) 3) .4 4 _ 2K 4k
@ e W) = €G X Z," X Si,
and
c < Enc(p,sk™, sk™ sk sk'' m!' m2 m3 m*; r),
where
1 2 3 4 _
(C ,¢,C,C 790,17-"790,%791,17-"791,,‘@) =,

(Ci,h <o Cig,y yz) = Ci Vi € [4]

By definition of Enc, c is computed as

00§10
e Hje[n] gofj ‘91fj D
Yri(1) S?O. 5;1
U@ | _ e Hye[n] go,lj(') 91,13(') h
Yy (3) e (T (2 -5 ) n) |
x] \ 90,5 915 |
Vs (1) =L 130 111 (5.6)
h

e Hje[n] gij 915 |

al® m a,(-i) . .
Cri(i),y = (h i,97] '%i(z)) Vi € [4]73 € ["i]
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Consider now

(Cl 62 C C g() 1,...,@0’5,‘@1,1,...,‘@1’,{) =C+ EVBl(p,Uo,O'l,T,C;’T‘g)
where
A(1 A(1) A ~(2
(ag),..., Q,a@,...,a,@,
~(3 PN ~ ~(4 4
CLE),..., ,(3)70,5),...,61,&) d,ﬂ'Q) :TQEREV3| :qu XZZ XS4,

]
(Gity-- o, Cin, §i) =C Vi€

By definition of Eval in Construction 2, € is then computed as

$00 gond
e | Ijerm (gofj 'glfj) h
] d 0 d
Yra(m1(1)) ym(l) e (11, ( ‘ > h
y d ] | 9 g ,
Ymo(m(2) | — yg1(2) — jet) \ 9o - 915 )
Yma(m1(3)) Ymi(3) ( ) |
J e €[k . h
Gz (1 (4) v o [jer %Jd .
5.7
€ Hje[n ( '91,J> Jh

Jooo() = 965 Vi € K],
o) =955 Vi€ [r],

. (z)_i_A(ﬂl( 1)) / mi (i )+A£_7T1(z)) . '
meww=@< “>>ﬂﬁﬂm)m Vj € [k, € [4].
We now prove that there exists ' € Rgnc such that

¢’ < Enc(p, 0o(sk”), oo (sk™), o1 (sk'), oy (sk™), 7(m1), 7(m?), 7(m?), 7(m*); ')

satisfies ¢’ = €. Specifically, we choose

r = (90,17 s 790,&791,17 s 791 K9

(1) .,ug),ug),... ul®,
U§3)7- . ,'LL( ) U§4)7. . (4) , o 0771) c GQH % Z4H > 544’

where we define

uly = (o) +a") ja Vi€ )i € 4],
Then, parsing

o2 3 4 / /
(C ,€,C,C 790,1""790,/@791,17"'791/{) G

/

(0271,...,01»75,%1) " Vi [4],
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it holds by the definition of Enc in Construction 2 that

Uo(SkOO) A01 (Sklo)j

) S Hje[n] go,g “ 01,5 ,h
Yra(ri (1)) Loo(sk90) . o1 (sk10)
y;z@:(z)) e (e 903‘ ]'91; ) h
/ = opl(s oLy o1(s .
zpw@» e (Tjep (G007 g7 7).
ma(m1(4)) Loo(sk®h) . o1 (skit),
e (IWep (G057 -915 7).
00 10
e (ILjem 9000()'9101(3) I
500 510
e (Wt (0outiy  0s )1
= 1 11
e (et (90 - 91y )
J€lr] \ J0,00(5) ~ I1,01(5) )
e (et (G Grims) )
JElR] \ 90,00(5) ~ I1,01(5) )°
00 go0\d
€ H]E[K]] <907j glfj) >h
s00  glond L g (1 (1))
eH»&W~W>7 s
_ j€lk] \ 90,5 " 915 ) _ | Imaim)
s91 st QWQ(W1(3)) 7
e | e (9ij ‘917j> o D1 (4))
01 gu\d
€ H]E[n] (g gl?j) 7h

and

i (@)
U, g ()
mo(m1(4)),7(J (h yﬂ'g(;l(z)>

<z>+A<7r1<>> /d mi A(Q;JMY(})(@)))M
d 291 Y (1 (1)

. _ (@), 4(m1 ()
h ()+ a1 /d g;?;_ .yd(aj +al7! )/ )

( Dig (771(2)) /d mi (1)+ A (1 (3))
%r () J “r ()
y 91 ym(z)
Crry

(m@)rG) VI € [K],i € [4]

Since we also chose g5 ; = gs,; for all 8 € {0, 1}, j € [], we have proven that ¢’
completing the proof.
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5.4.5 CPA-Security

We require IND-CPA security against an adversary which knows two out of the
four secret keys used to encrypt a ciphertext, and therefore is able to decrypt one
out of the four messages encrypted in the gate KMHE ciphertext. The other three
messages should remain indistinguishable.

More precisely, we define the IND-CPA-security experiment for a gate KMHE
in Figure 5.2. The experiment is parametrized by (3o, 31) € {0, 1}?, which specify
two of the four keys known to the adversary, and thereby also the message m?®51
that can be decrypted with these two keys.

1.

The experiment generates parameters p < Setup(1*) and samples a random
bit b < {0, 1}

. The adversary receives p and outputs seven messages:

— One “known” message m™% € M, for which the adversary will receive the
corresponding secret keys

1— - 1—Bo, 1—Bo,
go Bl’m[fo B1)7 (mO 50517 ! 5051)7

— Three “challenge” message pairs (m m
and (mg PP PP Ceach of which corresponds to at least one
secret key that will remain unknown to the adversary.

. The experiment generates four keys sk”?, sk”!, sk'?, sk'! «— KGen(p) and uses

them to encrypt the “known” message m™°! along with the three “challenge”
messages my 7l TP0P 7P 1=B iy the challenge ciphertext.

. The adversary receives the challenge ciphertext and the two secret keys

sk®% sk and outputs a bit ¥'. During this phase, the adversary also has
access to three oracles which it can use to obtain encryptions under the
unknown keys sk®1=% and sk®!="1,

. The adversary wins the game, if ¥ = b. We say that it breaks the IND-

CPA security of the gate KMHE scheme, if it wins with significantly better
probability than guessing.

Definition 23 (IND-CPA Security). GKMHE = (Setup, KGen, Enc, Eval, Dec) s
IND-CPA-secure, if for all PPT adversaries A there exists a negligible function
negl(\) such that for all By, 51 € {0,1} it holds that

2 Pr[GKMHE-IND-CPAT Gre (1Y) = 1] — 1| < negl(3),

where the GKMHE-IND-CPA experiment is defined in Figure 5.2.
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GKMHE-IND-CPAY &k (1)

p < Setup(1*); b «s {0,1}
(mﬁo,517mgoylfﬁlam{ﬁovlfﬁl’mtl)*ﬁoﬁl’m%*ﬁo,&?mé*ﬁoi*ﬁl’m%*b’o,l*bﬁ) . A(l)‘, p)
m€0751’mf0,51 + mPob

sk%0 k01 sk!0 skt « KGen(p)

c « Enc(p, sk®?, sk®t, k19 skl mg’o,mg’l,m;’o mél)

)
.sk0:1=Bo . gkl1=B1 . ... .sk®1=Bo . ... sk bl=B1 L
b/ — AO( 7Sk ) 7Sk PRI )70( 7Sk EAEAERE AR )’O( 3%y 7Sk EAERENE) )(C, Sk0750, Sk1751)

return (' = b)

Figure 5.2: Definition of Game GKMHE-IND-CPA. The oracle
O (k™0 skO1=Fo skbAr skt 1=F1 il m?2 m3 m*), given secret keys
sk skO1=Fo gkbAr gkb1=A1 and messages m', m2, m3, m*, returns the output of

Enc(p, sk, sk!, sk™? sk m! m2 m3 m4).

Theorem 17. Construction 2 is IND-CPA-secure, assuming hardness of the SXDH-
problem (Definition 15) in the bilinear groups defined by p.

Proof. The game GKMHE-IND-CPA is parameterized by two bits 5y, 1 € {0, 1}
which determine the keys the adversary obtains. To simplify our notation, without
loss of generality we will assume that Sy = 5; = 0. The other three cases follow
analogously.

We define a sequence of games, starting from GKMHE—IND—CP/—\E)L{?GKMHE and
ending with a game where the challenge messages are perfectly hidden. Since
the adversary A cannot win in the later game, computational indistinguisha-
bility of the sequence of games then ensures that A also cannot win in game
GKMHE-IND-CPA) ckmne, except with negligible probability.

Game;. This is the GKMHE-IND-CPAY Gxune game. Let

_ (00 _01 _10 11

Clip = (Cul 1 €110 €10y €1y 91,01,0,05 - - -5 G1,01,0,65 Jyin 1,15 - - - agl,z‘l,l,n)
_ (00 _01 _10 11

Coiy — (CQ’i27 €251 C2i0r C2in1 92,i2,0,15 + - 5 Y2,i2,0,k1 924in, 1,15 - - - 792,i2,1,n)
_ (00 01 _10 11

C3i3 = (C37Z~3, C3.i57 €313 3,350 93,i3,0,1» « -+ » 93,i3,0,60 93,i5,1,15 -+ - - ,93,¢3,1,n)

for iy € [Q1],12 € [@Q2],i3 € [Qs], be the ciphertexts given to the adversary
via the oracles

O(_’Sko,l—ﬁ07_ SkLl 517 PRI )a
O('asko’liﬁov'a'7'7'7'7')7 and
O('7'7'75k1717517'7'7'7')7
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respectively. Let also

_ 11
C_(C , ¢, ,C 7g0,17"'7g0,l€7g1,17"'7g171€)

be the challenge ciphertext. Furthermore, parse

’(iof’yl - (C"/,i»y,dodl,h oo 7C’y,i—y,(5o(51,f€7 y’y,iy,5o51)7
0% = (Cayo1,15 - - - + Condr s Yoosr)
for all v € [ ] [Q,y] 0o, 01 € {O 1}

Game,. We alter how each query response ciphertext, including the challenge
ciphertext, is created by Enc. Specifically, we replace the terms involving the
keys sk and sk'' unknown to the adversary with uniform exponents. More

precisely, for each ¢y ;, @ € [Q1], Enc, given secret keys sk(l)OZ7 k%, kig, and

sk, samples additional xﬁ”, x%il) < Z, and then computes

k90 20D
Yiio1 =€ (H (91 263) - gt h) :
JE[K]

(01) ski f
— 5J
Y1,i,10 = € (9 b | | il

JEK]
(01) (11)
yl,i,ll =e <g551 i g T1 )i h) ,

The rest of the computation of c;; is exactly as in Game;. The challenge
ciphertext c is adjusted in the exact same manner using elements 2OV, z(11)
Z;, since it also is computed using the keys sk’ and sk''.

The remaining ciphertexts now follow a similar process albeit with some small
differences due to the different keys used. For each cy;, i € [Q2], Enc, given

secret keys skg?i, sk, sk%?i, and ské}i, samples an additional q:g?l-l) <% Z, and
then computes

(o) k10
I ¥
Y210 = € (9 21 I | 9215 )

JEK]

20D sk21
o ’l . 7"7
Y211 =€ (9 2 T 92413, h) :

JE[K]

For each cs;, i € [@3], Enc, given secret keys sk3 o skgli7 skéoi7 and sk!!, samples
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(11)

an additional z3 ;" <= Z; and then computes

skgoi . (11)
Ys3,4,00 = € H (93,1,’0,';) g L h|,
JE[K]
sk§L 20D
ysin =e | [1 <g3,¢,6,§) g h) .
JElK]

Games. In this game we alter the challenge ciphertext to perfectly hide the
challenge messages m®, m!® and m!!. In Game,, by definition of Enc, each
Coo1,is U € [K], 00,01 € {0, 1}, is computed as

o haiéoal) mfoﬁ az(5051)
C5051,74 - 7gT ' y5051

with

20D sk00 HEY 21D 40D
Yoi :e(H<g07;),hz ).e(g , h*i >>
J€lx]

(10) 10
a; (01) (10) sk (10)
Y16 :e<gw ;% >'6(H91,Jj"haz )7

JE[K]

(11)
\ (01) (11) (11) (11)
e (Y e (g ).

for all ¢ € [k]. For Games, we change each cs.5,4, @ € [K],00,01 € {0,1}
except for 0o = 07 = 0 to be computed as

B haiéoél) mfoﬁ
C5051,i - 7gT ' y50617i )

where Yso5,.1, - - - Ysos, s <3 G. Now each mf“‘sl is perfectly hidden by the
uniform ¥s,s, ;-

We now prove that the hybrid games are computationally indistinguishable.

(o}
Game; ~ Game,: Define vectors

Friind = (G os -+ Grinon) VY €30 € [Qy],0 € {0, 1},
95 = (951, -+, 9s1) Vo €{0,1}.
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The elements inside the ciphertexts that depend on sk and sk!! can then
be written as

ské1 s 51 .
H 97,57,5,]' = g,ylji%[; Vv € [3]72 S [Q’YL(S € {07 1}7

JElK]

Sk‘s.l s 51
H 9s; — g5k Vo € {0, 1}.

JE[K]

Our choice of kK and Theorem 13 ensures that
3 1
Hoo(sk™) = Ho (sk™) > k — §log/£ > K — §log/<o —1/2 > logq+ 2),

where the second inequality holds due to our choice of k as a positive, even
integer. Hence, we have k > 2 (and actually x > 2 much larger for reasonable
choices of \).

We can now apply Theorem 14, resulting in

(i Gon T 00 0} A G 00 G0 900 90
IR AT T R kL DL CHEPS
_skll _skll .

— — £J — — ! !
{g’*/,iry,la g1, gfy,z},,l? g1 ~ {g’}/,i'y,17 g1, gfy,iw,b gl}

}76[3}71&6[6%1 v€Bliv€lQy])

where ¢’ ; 0,9, 1.9, 91 <8 G look like fresh uniform elements. Since G is
cyclic, these elements can also be written with respect to basis g. Hence, the
right side of Equation (5.8) corresponds to Game;.

Game, ~ Game;: We apply Theorem 7 twice, resulting in

(01) (01) (11) (1)
a Ay a Ap
{h om0 R RO R
(11) (11) ,(01) (11) ,(01) (11) ,(11) (11) ,(11)
prtt et peta pata e e Ty
< 20D a’({m) oD a’(iu)
& {h RO R RS R

R N D ) e R

where A BV 0D pID R L g and

K

(o het” o pel” et e
(01) (o1) ,(10 (o1) ,(10 (01) ,(11 (01) (11
(10) (10) (11) (11)
pet e pEten T pEtler o prttacy
< o (10) a’({w) pCED) CLSI)
~{h,h™ .. h%™ AT ,

R Y N N
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where hOD B p00) pOUD 0111 o ¢ H Applying this to the
Cso1.is 1 € [K], (50,51 € {0, 1} except 50 =4, = 0, in Game,, we obtain

(O1) 01 %(01)
001,i=<ha1 97" Yol

o 0D m?l SkUO (01) 21D 5 40D
:<hl 7gT (H (gO,j )7 )€<g 7h2 ))

JElK]

20D mgl sk00 (01) 01
h® » 91 (H <g()7] )7 )e(g7h£ )))7

JE[K]

(10) 10 (10
a; 1 1
C10,i = (h 91 Y10

Q10 10 x() (10 sk (10) 5.9
=<hz 97 -e<g " ) G(ng, )) (59)

JE[K]

Q10 mlo 10 5k10 a(1o>
gt e (g,m) - (Hglj,h ))

€[x]
(1 plt oD
Cl1,i = (hal 9T T Yn
(11) 11 (01) (11) (11) (11)
(h“i 97" -e<g“" , h% )-e<gm , h% )>

~ <ha511)’g;ﬁl e (g, h§0111)) e (97 h§1111)>) '

Since the hl(-m), h§1°) h(mn)’ and h§1111) are uniformly distributed, the mes-

Y 7

sage terms are also uniformly distributed. Therefore, the right side of Equa-
tion (5.9) corresponds to Games.

[]

5.4.6 Key Privacy

Key privacy formalizes the notion that a transformed secret key should be statisti-
cally close to a fresh secret key.

Definition 24 (Key Privacy). GKMHE = (Setup, KGen, Enc, Eval, Dec) has key
privacy, if for all A € N, p + Setup(1*), o < F, sk,sk’ < KGen(p) it holds that

{p,sk,o(sk)} =~ {p, sk, sk'},

Theorem 18. Construction 2 has key privacy (Definition 24).
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Proof. This proof is the same as for Claim 7 in [AHKP22]. The key space is given
by HW, .2, consisting of all bit-strings with x/2 0’s and x/2 1’s. Permutations
are bijective over HW, /o, therefore o(sk) is distributed uniformly over HW, /o,
just like a fresh key sk’. O

5.4.7 KMH Rerandomizability

The next important security property is that of KMH rerandomizability. KMH
rerandomizability essentially provides two guarantees:

1. Eval, when applied to a ciphertext, rerandomizes that ciphertext, resulting
in a fresh-looking ciphertext. This holds as long as the randomness used to
create the initial ciphertext was uniformly sampled, even if it is known to
the adversary.

2. Applying a sequence of t—1 Eval operations with homomorphisms (o ;, 01 4, 7i),
i € [t — 1], to an honestly generated ciphertext yields a ciphertext that
is computationally indistinguishable from a fresh ciphertext that uses the
same secret keys (but with all the homomorphisms oy, 01,; applied before
encryption) to encrypt the same messages (but with all homomorphisms 7;
applied to the initial messages).

This must hold even against an adversary that “knows” the homomorphisms applied
in Eval, the randomness used to generate the initial ciphertext, and all randomness
used in Eval except for the last call of Eval. KMH rerandomizability is strongly
related to KMH correctness. However, the latter focuses on the correctness of the
ciphertext homomorphisms, and thus does not make any requirements about the
distribution of ciphertexts, unlike KMH rerandomizability.

Definition 25 (KMH Rerandomizability). A gate KMHE scheme GKMHE =
(Setup, KGen, Enc, Eval, Dec) is KMH-rerandomizable, if for any PPT adversary A
there ezists a negligible function negl(\) such that

|2 Pr[GKMHE-RERAND 4 ime(1*) = 1] — 1| < negl())

where the GKMHE-RERAND experiment is defined in Figure 5.5.

Theorem 19. Construction 2 is KMH-rerandomizable, assuming hardness of the
DDH-problem (Definition 14) over the group G defined by p.

For the proof of Theorem 19 we will use the following helper lemma. It roughly
states that Eval in Construction 2
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GKMHE—RERANDAGKMHE(lA)
p <+ Setup(l)‘)

(t, (O-O,ia O1,is Ti)ie[t—l]’ m17 mQ’ m3a m4) A A(pv 1)\)

roo,rm,rlo,rn <$ RkGen; skBoBr KGen(p;rﬁOﬁl) VB, f1 € {0, 1}

71 48 REnc: T2, ..., 74,7 3% Reyal
b+s{0,1}
if b =0 then
c « Enc(p, sk?,sk%, sk'0 skl m! m? m3 m*; )
¢’ + Eval(p,00t-1,01¢-1,Tt—1, .. Eval(co1,011,71,¢72) ... ;71)
else
sk’P0P = g5 1 1 (0pp02(. .. (sKPPTY L)) VB, Br € {0,1}

17

m" =11 (r_2(...(m%)...)) Viel[4]

¢ < Enc(p, sk, sk’ sk’ sk m/t m’ m/3 m™; )
endif
v o— A, 700 70t P10 e e )

return (b’ = b)

Figure 5.3: Definition of Game GKMHE-RERAND.

— applies the given key and message homomorphisms correctly,
— permutes the ciphertexts correctly,
— and satisfies some requirements on the randomness of the resulting ciphertexts.

Essentially, it covers all requirements of the KMH rerandomizability definition
except for the rerandomization of the ciphertext. For that we will use a separate
argument.

Lemma 20. Let

_ 1 2 3 4
Cc= (C ,¢,C,C 7g0,17"'790,1€7gl,17"'7gl,lf>

with
¢ = (Cigy- s Ciny i) Vi€ [4]
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be given by

500 10

e (e (905 - 91 ) 1
Yri(1) 5 g
‘ g ), h
ymoy | _ | © Mer Qo,lj0 91,1J0 ’ ’
Ymi(3) e (e 90?;‘ '91{]' h
Y1 (4) s10 i
e\ [jep (905 -1l ):h

20 mi ald _ .
Cry (i), = (h 1’]'7ng7 ' yé’(%) vj S [H],Z < [4]
where
(a,...,all) ez Vie 4,
(90,1, e 79075)7 (91,17 cee 7gl,n> S GK,

(S?OB17 ey 550'81) € {07 1}H vﬁﬂ? 61 € {07 1}7
T € 54.

Then for all \,v € N; p < Setup(1?), (UO,naaLan)ne[V_u € F¥V 3 ry,...,1, €
REvaI with

T'n = (ale,)h S a’fll,?ﬁﬂ a7(12,)17 ) a’g,?m
afj)l,. ,afij,aff)l, La\ dn, ) € ZaF X L x Sy Vn=2,...,v,
and
C <+ Eval(p, 00,0—1,01,0—1, Tu—1y - - - EVE\I(p7 00,1,01,1, T1, C} TQ) - ;T’V),
where
(617627637647 .@0,17 .. )gO,R) g1,17 ce. 7.@1,/{) - E?

(éi,h tee 761',.%7 gz) - EZ \4) € [4.]
it holds that
gﬂ(l/,i) = yffl(z) Vi € [4},
Ip.os-1) =95, VB €{0,1},j € [x],

) mt u(“

Cr(vi)r(v—1,5) = (huﬂ 79Tj '@ﬂfyyi)> Vie [4],5 € [K]

where ul” . .. ul) € Ly for alli € [4], d € Z; and we denote w(n,-) = m,(...m1(+)...)
for alln € [v], and ogy(n,-) = 0pn(...01(-)...) and 7(n, ) = 1, (...71(-) ...) for
all 3 €{0,1},n € [v—1].
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Proof. We prove this via induction We first prove the base case v = 1. To that
end, let
E <~ Eval(p7 00,1,01,1, 71, C; T?)a

where

1 22 =3 A A A =~
(C c,C C7901,---790,;@,91,1,--~791,n)—C,

(61,1, cee ,éi,m gl) =

<.

Vi € [4].

0)

By definition of Eval in Construction 2, ¢ is computed as

Ora(mr (1)) = yﬁf(i) Vi € [4],
gﬂ,a,g’l(j) - gg?j VB € {07 1}7.] € ["i]a

. a(i)_+a(ﬁ1(?)) Jdy  mi agi).—i-a(ﬂ:(?)) - -
Cry (1 (1)), 7(5) = (h( R ) 0’ Ymy TV Vi€ d] g€ [kl

By writing

i (71 (3)) (1), (w1(4)
ayy+ag’ ) A( it )/

Y () = mym () >
and setting
ul = (@i} +al D) /dy V) €[]0 € [4]

we obtain the desired result for the base case v = 1.
We now prove that if Theorem 20 holds for some v = z — 1 € N, then it holds
also for v = z. For all n € [z], define

Cp < Eval(p, 00,n—1,01,n—1, Tn—15 - - - Eval(p, 00,1,01,1,T1,C; 7“2) . ;Tn)u
where

1 2 3 4
(Cn7 ChrCnsChns In,0,15+ 39,0,k 9n, 1,15 - - 7977,,1,1{) = Cn,

(Cryits- s Criipr Ynyi) = Cf@ Vi€ [4].

Since we assumed that Theorem 20 holds for v = z — 1, we can write c,_; as

Ye1m(z—1,4) = y;drl(z) Vi e [4]7

92—1,8,05(2—2,5) — gg] \V/B € {07 1}7] € [K]v
mi_ O ) )
Co1m(2—1,0),7(2—2,j) = (hu yzj 1,m(z—1,8 ) Vi e [4]7] S [H]
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where u!” ... u € Z, foralli € [4], d € Zy,. By definition of Eval in Construc-

Y
tion 2, c, is then given by

d- dd, .
Yer(z0) = Yoim(z—1,0) = Yri(d) Vie [4]7
gzvﬁ)gﬁ(z_lfj) = ggiijz VB E {0’ 1}7j E [HL

(1) 4 (r(z2=1,4)) i (@) (r(2=1,4))
(u' ta T(2—1,j )/dz m; uj +az,7'(z717 i) : -
Czm(z,0),m(2—1,5) = (h 7o) 97 Yo1m(z—1,) 7 Vie [4]7] S [/{]

We rewrite

(4) (w(z2—1,7)) i (4)  (mw(z2—1,1))
c . N h(u] +az,7'(zfl,j))/dz mj X ’le +az,‘r(zfl,j)
2,m(2,1),7(2—1,§) = 2977 " Y1 m(2-10)

; 14 ) (1) 4 (r(z2=1,4))
’u,(,l)—‘rll(ﬂ'(z 7171).) /dz mt dz (uj +az,7'(z—1,j))/dz
= | R\ 2,7(2—1,5) i,
= 29177 Y1 (2 1,9)

i m(z—1,i . (7) (m(2—1,3))
(h(uguai,f((zli,;)))/dz ™5 (uf +azyf<zl,j))/d2)

97 yz,ﬂ(z,i)

and set
7 [ m(z—1,2 - -
wj(-) = (ug) + ai;((z—l,;‘))) /d Vj € l[r]ie[4]

Overall c, then satisfies

Yzm(z) = yitlifz) Vi € [4]7
92.8,05(2—1,5) = ggfljz \V/B € {07 1}7] € [K’]’

mb w(.i)

wl® . .
Com(2,0),m(2—1,5) — <h J 7gT‘7 ’ yz’;-(zﬂ')> Vi € [4],] € [/i]

which completes the proof, since dd, € Z; is exactly the statement of Theorem 20
for v = z. O

We can now proceed with the proof of Theorem 19.

Proof of Theorem 19. We start with case b = 0 of the GKMHE-RERAND 4 gkmHE
game and show that it is computationally indistinguishable from case b = 1.
Let ¢ be as in case b = 0 of the game GKMHE-RERAND 4 ¢ckmHE, S0

c < Enc(p,sk”, sk sk'® sk’ m' m? m3 m*;r)
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where

(gU,la -5 90,6,91,15 - -5 91,k

(1) 1) (2 (2)
A1 15+ s A1 gy A1 15+ 5 O g

(3) (3) (4) (4) _ 2 4k
aLl’...7a17n,a171’...,a17,€,ﬂ-1) —Tl EG XZQ X 54,

(50001 BBy = skPB ¢ 10,1V Yy, B € 0,1},
(mi,....mi) =m' € {0,1}" Vi€ [4]

and

. agl,fﬁ) =G

(Ci,h -y Gk, yi) =c

1 2 3 4
(C ,C,C,C L 09015---590k, 91,15 - -

Vi € [4].

Then by definition of Enc in Construction 2, ¢ is computed as

S0 510
e (ILer (905 - 915 ): 1
Yy (1) 0 o
U@ | _ € H]G[m] 90,13(') 91,13(') D
U ) e (e (903 - 915 )1
Yri(4) 410 RE
e (ILer (905 - 915 ), 1
MO mj a(lié. . .
Cri)g = | B9, 90"yl | Vi€ 4], € [k

Now consider the (¢ — 2)"! rerandomization of c, given by

C < Eval(p, 00,t—2,01,t—2, Tt—2, - - - EV3|(0'071, 01,1,71,C; Tg) ce ;T’tfl).
where we parse
(1) (1) (2) (2)
(a’t—l,lﬂ cee 7a’t—1,l'{7 at—l,lJ s 7at—1,fi7
3) 3) (4) (4) _ 4k *
A1 15 ey Qo gy Qi1 15 o5 Oy oy Ai1, To1) = Tp1 € Ly X Ly X Sy,

and

1 A2 ~3 ~d A~ ~ ~ ~ PN
(C ,€¢,C,C 790,17"'790,#6791,17"'7g1,K> =,

(@'71, cee ,éi,m gl) =

o

Vi € [4].

124



Furthermore, define notation 7(n, -) = m,(...m(-)...) foralln € [v], and o4,(n, -) =
0gn(...081(-)...)and 7(n,-) =7,(...7(-)...) forall B € {0,1},n € [v — 1] as in
Theorem 20.

By applying Theorem 20 with ¥ =t — 1, we can write C as

377r(t—1,z‘) = yjlrl(i) Vi € [4],

gﬂ,aﬁ(t—Q,j) = gg,] vﬁ € {07 1}7] S [’%]7
A~ u(.i) mé AU('“ . .
Cr(t—14),7(t—2,j) = <h i,97° 'yﬂztu)) Vie [4],5 € [x],

where ugi), coou® €Z, foralli € [4], and d € Z;.
We now show that the last call to Eval where the adversary A does not obtain
the randomness r; suffices to rerandomize ¢. The full challenge ciphertext in case

b =0 is given by
/ ~
¢’ < Eval(p, 004—1,014-1, 4—1,C; 7).
where we parse

1) (1) (2 (2)

(
(at,la"'7at,naat,17"'7at,na
3) @) @) (4) _ 4K *
at,17"'7at,naat,17'"7at,n7dt>7rt)_TteZq XZq XS4>
o2 13 4 / / / _
(C ,€,C,C 790717"')9075791717"‘791,;@)_Ca

(cgyl, . ,cg,m y)) =c" Viel[4].
Again, by definition of Eval in Construction 2, ¢’ is computed as

~d dd
y;r(t,i) = yﬂt(t—u) = ymzi)
Ad dd
923,05@_1,]') - gﬂfog(t—2,j) = 934 Vg € {0,1},

(), (r(t=1,1) ; (i), (m(t=1,0)
J — h(“jl +“t,r<t71fj>>/dt My AU T o)
w(ti),r(t—1,5) — 2977 Yn(t—1,)

i w(t—1,i . (@) 4 (r(t=1,3))
(ug )+a£ T((tt_ll’ )-g)/dt mi \Y +at,'r(z—1,j)>/dt
—|h , J 7. :
= 2977 Yn(ty)

for all i € [4],5 € [k]. Since the r; value is sampled uniformly at random from
Reyar and never given to the adversary A, each ag;(f;ll’g)) , for j € [k],7 € [4], looks

uniformly random to 4. Then also the value (uy) + agj;((t 2__1122;) /d; looks uniformly
random to A. Therefore we get that

ml Iw(.i)

W@ . .
C;(t,i),r(tq,j) = (h 7977 '%(i,i)) Vi€ [4],7 € [k],
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where wj(-i) 5 Z, for all j € [x],i € [4].
It remains to prove that the remaining elements y, ), i € [4], and g’ﬁpﬁ(t_L i)

g €{0,1}, j € [K], look fresh as well. We rewrite

Yre(a,1) git(t—Ll) yffle)
Ve | _ | Triery | _ [l
y;r(t,B) ygt(t—l,?)) y%ég)
Yr(t.a) YUn(t—1,4) Y (4)

o (Tiew (905 915 )b
e (ITiem 93?890'9??5;1 h
¢ (The (g0 gy )
€ Hje[/{] ggits}o'gfjijts;l 7h

Since

— d; stays hidden from A and is uniformly distributed over Zy; due to ry <$ Reyal,

— and each gg;, f € {0,1},j € [s], is uniformly distributed over G due to r; <
Renc.

we can now apply generalized DDH (Theorem 7) over the group G to obtain

{g01s- 2 G0 G11s - gL 684 s G 98- g} (5.10)

¢
=~ {90,17 c 390,60 91,15 - - - 91,65 V0,15 - - -5 V0,5 VL1 - - - Ul,n} ,

where vg; <5 G for all 5 € {0,1},j € [k]. Using Equation (5.10) we obtain

Ghapte-ry) = 955 ~ Vi VB E{0.1},] € [A],

and ds90 dsl0
J J
, e (ILew (vog ~v1j )
Yre,1) ds90  gsll
’ F
Yniy | o | € Miew (Vo ~vij )k
/ ~ dsl0  dsi0
Yy i J
T(®:3) e (Iew (voj ~v1j )0
yﬂ'(t,4) dsl_O d81-1
el Il Vol v |, h
Jj€lx] \ 0,5 L
Now let
_(od d .d d
= (V015> V0, Vi1 s VL ps
(1) 1 (2 2
w, ,...,wg),wl ,...,w,g),
(3) 3 (4) (4) 2K 4k
wl,...,wg),wl s wy,mo-som) € G X 2" X Sy
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By the previous arguments we obtain that
C
C/ ~ Enc(p, Sk/OO, sk'Ol, Skllo, Skln, 7n/l, m/2’ m/37 m/4; f)7
where

sk/oPt — 0,t—1(0po,1—2(- - - (Skﬁ()ﬁl) ) VBo, B €{0,1}

m' =7 _1(r_o(...(m")...)) Viel[4]
as in case b = 1 of the game GKMHE-RERAND 4 GkmHE-

It remains to show that r = 1/, as required for the case b = 1 of the game
GKMHE-RERAND 4 ckmue. Note that the Ug,j are uniformly distributed over G since
exponentiation with d is a bijection. Furthermore, the composition of permutations
7 0 - - - oy is uniformly distributed over Sy since m; <—$ S, is uniform. Overall we
get that r is uniformly distributed over Rg,a1, so r = ' as desired. ]

5.4.8 Key privacy under leakage

Our construction of RGS from gate KMHE will require another strong security
property of the gate KMHE scheme that we call key privacy under leakage. Intu-
itively, key privacy under leakage guarantees that a ciphertext that was evaluated
with key homomorphisms oy and o; is indistinguishable from a fresh ciphertext,
even given some information about the homomorphisms. Concretely, for our RGS
construction we will have to consider a setting where the adversary first generates
and outputs a ciphertext (and thus knows all four secret keys and the encrypted
messages), and then random key homomorphisms oy and o, are applied, hidden
from the adversary, to rerandomize the keys of the original ciphertext. Subsequently,
the adversary receives back the resulting ciphertext. We want that the resulting
ciphertext is computationally indistinguishable from a ciphertext encrypted with
independent keys.
There are two complications:

1. We have to consider a setting where the same key homomorphism o € {0y, 01}
is applied to multiple gate KMHE ciphertexts. This is because in the RGS
construction secret keys and homomorphisms are chosen for wires of the
garbled circuit; the same wire might be an input to () > 1 gates in a circuit,
and thus the same keys and homomorphisms are used in () gate KMHE
ciphertexts. These () ciphertexts might encrypt different messages and use
different secret keys on their other input wires. Therefore we have to consider
a setting where the adversary outputs the keys (sk’, sk') shared across all Q
ciphertexts, along with specifications «;, i € [Q], whether these correspond
to the “left” or “right” input wire of the i'" gate, as well as two additional
secret keys and four messages for each of the ) > 1 ciphertexts.
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2. Along with the resulting challenge ciphertexts, the adversary (which evaluates
the garbled circuit) will also receive one of two rerandomized secret keys of
the wire. This leaks some information about the homomorphism o. Therefore
we have to consider a setting where the adversary outputs secret keys sk’
sk! and receives the rerandomized wire key o(sk”) as additional leakage
about ¢ along with the challenge ciphertexts. In the challenge ciphertexts,
either the rerandomization o(sk'™?) of the other wire key sk'™” is used, or an
independent random key sk*, and the adversary has to distinguish between
these two cases.

Taking these requirements into account yields the key privacy under leakage
security experiment in Figure 5.4. Note that the figure actually defines two security
experiments, one for each € {0,1}.

Definition 26 (Key Privacy under Leakage). We say that a gate KMHE scheme
GKMHE = (Setup, KGen, Enc, Eval, Dec) has key privacy under leakage, if for any

PPT adversary A there exists a negligible function negl(\) such that for all €
{0,1} it holds that

2 Pr[GKMHE-KPULY, e (1) = 1] = 1] < negl())

where the GKMHE-KPUL experiment is defined in Figure 5.4.

Theorem 21. Construction 2 has key privacy under leakage (Definition 26),
assuming hardness of the DDH-problem (Definition 14) in the group G defined by

pP-

Building blocks of the proof. The following definitions are taken from [DRS04]
and were used in a similar context by Naor and Segev [NS09] to prove key-leakage
resilience of the circular-secure encryption scheme of [BHHOO0S].

The conditional min-entropy of a random variable X, conditioned on some
information y, is defined as H.(X | y) = —log (maxmsupp(x) Pr[X =z | y]) The
average min-entropy of a random variable X conditioned on the value of a random
variable Y is then defined as

HeoX | V) = —log &,y [27H=XW]

We use the following instantiation of the generalized left-over hash lemma from
[DRS04], which uses that the inner-product over a field Z, is a pairwise independent
hash function (see also [NS09]).This variant of the left-over hash lemma also takes
leakage of the secret into account.
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GKMHE-KPULY, g (1%):
p < Setup(1*)
(sk?, sk, (mY0 mdt ml® mM!, a, sk;_ai’o,sk;_o‘i’l)ie[@) — A(p,1%)

o «s$F; b<s{0,1}; sk* < KGen(p)

if b =0 then
k' o (skiPY Vi e Q]
else
kT skt vie Q)
endif
sk o(sk®) ie Q)]
ski ™7 sk!7 for Vi € [Q] and j € {0,1}

~0,0 ~0,1 ~1,0
ci < Enc(p,sk; ,sk; ,sk;

b A(o(sK%), (c)iciq))
return (b, - b)

~1,1
A 00 01, 10 , 11 ,
sk, ,m; ,m;  m;° . m;) Vi€ [Q)]

72

Figure 5.4: Definition of Game GKMHE-KPUL®.

Lemma 22 (LHL with leakage). Let q be a prime, k € N, ¢ > 0, and let
X =(Xy,...,X,) €{0,1}F and Y be random variables such that Ho(X | Y) >
log g + 2log(1/e). Then for a <s Zg it holds that

Ala, Y @ X;,Y), (a,U(Z,),Y)) <

1€[K]
where U(Zy,) is the uniform distribution over Z,.

The following lemma from [GHV10] gives a lower-bound on the average-min
entropy of a permuted key, even if some leakage about the key transformation
function is present.

Lemma 23 (Lemma 9 in [GHV10]). Let k > 2 be an even integer, let sky,sky <3
HW, /2 and 0 <% S,. Then

3
Finally, we will use a variant of Theorem 14, extended with leakage. The proof

of the following lemma follows almost exactly the proof of the non-leakage variant
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Theorem 14, except that we replace the use of the LHL (Theorem 12) with the
leakage variant (Theorem 22).

Lemma 24. Letn,v € N, g1,...,8, «$G", where G is a group of prime order
q where the DDH assumption (Definition 14) holds, Y be a random variable, and
sk € {0, 1}" such that Hoo(sk | Y') > logq + 2\. Then it holds that

sk s ¢
{glv"'7g7]7g1 7"'7g77k7Y} ~ {gh'"agﬁ?gi?"‘?g;py}?
where gy, ..., g, <$G.

Using these lemmas we can now proceed with proving key privacy under leakage
of Construction 2.

Proof of Theorem 21. Similar to the proof of IND-CPA security we will only con-
sider the case 8 = 1, so the key o(sk”) remains secret and the adversary A is
given o(sk'). The case 3 = 0 follows analogously. Furthermore, we assume that
ap = -+ = ag = 0 for all the o; specified by the adversary, in order to simplify
our notation. Since the gate KMHE scheme treats the keys assigned to a “left” or
“right” input wire identically, this is without loss of generality.

We describe a series of hybrid distributions from case b = 0 to case b = 1 of the
game GKMHE—KPUL&’GKMHE. We will then prove these hybrids indistinguishable.

Game;: Case b = 0 of the game GKMHE—KPUL%GKMHE. We write cy, ..., cq,
where
C = (C?(), Cgl, C}O, Cln, 9i0,15 + -+ 9i,0,6) 93, 1,15 - - - 7gi,1,n>
for i € [Q], to denote the challenge ciphertexts given to the adversary. Fur-

thermore, we write cf°51 = (Cisoby 15 - - - » Cidody.ms Yisosy) for all i € [Q], o, 1 €
{0,1} and define

9770 = (gi,(),la cee 791‘,0,/-;) and gi,l = (gi,1,17 cee agi,l,n)
for all i € [Q].

Game,: For Game,, we alter how each ¢;, i € [()] is created by Enc, specifically
how the values y; 00 and y; 01 are computed. To this end, parse the permuted
keys as o(sk™) = (s1,...,5,). Then in the computation of

—~1,0 —~1,1

0,1
0 ’ 00 01 10 11
c; < Enc(p,o(sk”), sk, sk, ,sk, ,m; ,m; ,m;°,m;"),

during computation of ¢;, samples ¢; <% G and then computes
~1,0
K.
Yioo = € <g£ : gfl ,h) ;

~1,1
;) sk,
yi,Ol = e (gz ° 91'711 7h) .

It then proceeds with the rest of the computation of c;.
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Games: Case b = 1 of the game GKMHE—KPUL?A’GKMHE.

We now show that the hybrids are indistinguishable.

Game, ~ Game,: The proof of this step follows largely the proof of indistinguisha-
bility of Game; and Game; in the proof of IND-CPA security (Theorem 17),

with a slight difference in how we lower-bound the entropy of the secret key
o(sk?) due to the additional leakage.

In Game; each y; oo and y; 01 in ¢; is computed as
Yioo = € <§f(()5k0) : f}lo, h> )
Yo = e (g;j(gsk°> ya h) .
for all i € [@Q]. Our choice of x and Theorem 23 ensures that
He, (a(sko) | sk”, sk, a(skl)) > K- glog/f > log q + 2.

Since DDH holds over G, we can then apply Theorem 24, resulting in

- — o (sk? o (sk? C — -
{91,07"'7962,0791,(05 )7agQ(,; )} ~ {91,07-"7gQ,Oagi7"'7gé2}' (511)

where g7, ..., gy <8 G. The right side of Equation (5.11) thus corresponds
to Game,.

Game, ~ Games: To insert a fresh key sk*, we now apply Theorem 14. By our
choice of x and Theorem 13 we then have

Hoo(sk™) > k — 210g/€ > K — ;log/f —1/2 > logq+ 2.
We can then apply Theorem 14, resulting in
{Gro0- -2 G00. 05 90} = {Gron- - G0 G5 Go0 )} (5.12)
The right side of Equation (5.12) then corresponds to Games.

This completes the proof. n
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5.5 Rerandomizable Garbling Schemes

We define RGS, mostly following [GHV10, AHKP22]. The main difference is a new
definition of rerand privacy plus a Setup algorithm to generate public parameters.

Let (FRgs)yen Pe a family of function sets Faeg where Fags = {f : X = YV} isa
set of functions f. Additionally, we define leakage function family (¢,),.y to be
a family of functions ¢y : Figs — {0, 1}* which map a function f € Figs to the
allowed leakage of the garbling scheme ¢, (f).

Definition 27 (Rerandomizable Garbling Scheme). A RGS for (Figs)yen and leak-
age function family (¢x),cy is a tuple of PPT algorithms RGS = (Setup, Gb, Rerand,
En, Ev) with the following syntaz.

p < Setup(1*): This algorithm takes as input the security parameter X and returns
public parameters p. The public parameters define a label space L, function
family Faes and leakage function ¢y.

(C, L) + Gb(p, f): Given a function f € Figs, this algorithm returns a garbled
circuit C and a set of input labels L € L.

(C', men) < Rerand(p, C): Given a garbled circuit C, this algorithm returns a garbled
circuit C' and a label encoding function g, : L — L.

I < En(p, L,x): This algorithm takes a set of input labels L and an input v € X,
and outputs an input encoding I.

y < Ev(p,C, I): Given a garbled circuit C and an input encoding I, this algorithm
outputs a y € Y.

An RGS must fulfill correctness, garbling privacy, and rerand privacy as defined
below. As pointed out in [AHKP22], correctness and rerand privacy together imply
correctness of rerandomization.

Definition 28 (Correctness). We say that RGS is correct, if for all A € N,
p < Setup(1?), f € Figs, and x € X there exists a negligible function negl(\) such

that

(C, L) « Gb(p, f)
I < En(p, L, x)
y = Ev(p,C,I)

Pr |y = f(x)

> 1 —negl(A).

Just like for standard garbled circuits, garbling privacy ensures that the garbled
function f and circuit input  remain hidden, except for the function output f(z)
and the allowed leakage ¢, (f).
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RER-PRIV 4 rgs (1)

p < Setup(1Y); (f,z,1%) « A(p,1%)
11 <8 Rep; (r2,...,7t—1) 3 RRerand; b <% {0,1}
if b =0 then
7t <$ RRerand; (C1,L1) < Gb(p, f;71)
(Cit1, mEt!) < Rerand(p, Cj; 7i41) for i € [t — 1]
L mk(---mg (L1)---); I+ En(L,z);C < C;
else
(C,L) < Gb(p, f); I+ En(L,x)
endif
b «— A((r1,...,r-1),C, I)

return (V' =b)

Figure 5.5: Definition of Game RER-PRIV.

Definition 29 (Garbling Privacy). RGS = (Setup, Gb, Rerand, En, Ev) has garbling
privacy, if there exists an efficient simulator Simgy, such that for all p < Setup(1?),
and for every f € Figs, © € X it holds that

{C, I} e.nycbip.) = {Simen(p, f(z), &x(f))} -
I+En(p,L,x)

Similar to KMH rerandomizability of gate KMHE, rerand privacy of RGS guar-
antees that rerandomized garbled circuits are indistinguishable from fresh garbled
circuits.

Definition 30 (Rerand Privacy). We say that RGS = (Setup, Gb, Rerand, En, Ev)
has rerand privacy, if for any PPT adversary A there exists a negligible function
negl(\) such that

Pr[RER-PRIV 4 res (1Y) = 1] < 1/2 + negl()),
where the RER-PRIV experiment is defined in Figure 5.5.

5.5.1 RGS from gate KMHE

We proceed by constructing the RGS scheme. It largely follows Construction 1
in [AHKP22], which in turn follows standard garbled circuits [Yao86, LP09], but
using gate KMHE instead of the sharable KMHE from [AHKP22].

Let GKMHE = (Setup, KGen, Enc, Eval, Dec) be a gate KMHE scheme with asso-
ciated key space K. We also define
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— the function family Fics = {f : {0,1}n(f) — {0, 1}fx()} as the set of Boolean
circuits of size polynomial in 1*, and

— label space £ = K?4n.

We generally consider Boolean circuits consisting of binary gates with two inputs
and one output. The fan-out is arbitrary, meaning that the output wire can be
connected to arbitrarily many gates. Given a circuit f € Fags, we use W to denote
the list of wires, Wp the list of output wires, and W the list of input wires. M
denotes the number of wires and N the number of gates. A gate g; is described
by a tuple ¢g; = (wy, w,, w,, op), where w, and w, are the left and right input wires,
respectively, w, the output wire and op is the gate function, i.e. any function
op : {0,1} x {0,1} — {0,1}. The leakage function ¢,, given a Boolean circuit,
outputs its topology, meaning everything but the gate operation op of each gate.

Construction 3 (RGS from Gate KMHE). Setup(1*): Generate GKMHE public
parameters pekmue < Setup(1?) and sample output labels
Sk0,5k1 — KGen(pGKMHE). Output

p < (pGKMHE; 5k075k1) .

Gb(p, f): Parse f as a series of boolean gates g,...,gn, ordered topologically.
For every wire w; € W \ Wp sample labels sk?ui, sk}vi < KGen(pgkmne). The
output wire labels have already been fixed at setup. Then, for every gate
gi = (wp, wy, w,, op), compute the garbling of g; as

0 ol o0 opl 0,0 0,1 1,0 1,1
Gi<—Enc(pGKMHE,skw[,skw,skwr,skwwsk‘z’jl( ),skfui( ),skzi( )| sker(h)

Finally, output the garbling C = (éx(f),G1,...,Gx) and the input labels
L = {sk, ,sky, }

i) w;eEWr”

Rerand(p,C): This algorithm relies on the circuit topology described in ¢,(f) to
perform a consistent rerandomization. For every wire w; € W\ Wy, sample
a key transformation function o,, <$ F. For all output wires w; € Wp, let
0w, = id € F be the identity function. Now parse C = (¢r(f), Gy, ..., Gn).

To rerandomize the garbling G; of g; for all i € [N], compute
G < Eval(pekMHE, Twy» Ow,, Ow,, Gi).-
Finally, output C’' = (¢a(f), G, ..., GYy) and mg,, where g, is defined by

Ten L — L

{Sk’?uﬂ Sklluz }wiGWI = {Uwi (Skzol)l)? Uwi <Sk’lli)z)}wlewl .
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En(p, L,z): Given input labels L = {sk), sk, }

1 Lin
Swew, and an input x € {0, 1},

output input encoding I = {Skfv‘i}w‘ewf'
Ev(p,C,I): Parse I = {Skwi}wvewl and p = (pekmHE, Sk, sky). The circuit is
evaluated by decrypting gates using Dec in topological order.

1. The input labels in I are used to evaluate the first gates, i.e. the ones
that only use input wires as inputs.

2. Decryption of a garbled gate then provides the evaluator with the output
label for that gate, which correspond to the input labels of subsequent
gates, allowing them to proceed topologically.

3. Eventually, labels sk, for all the output wires Wo = (w,, . . ., w,,_ )
are obtained. The oufput can then be decoded by checking whether
each output label is equal to sk, or sk,, resulting in output y € {0, 1}e=
with y; = 0 if sky, = skg and 1 otherwise.

We will now argue correctness, garbling privacy, and rerand privacy of Construc-
tion 3. The proofs largely follow the standard security proofs for (rerandomizable)
garbled circuits, but adapted to gate KMHE.

Theorem 25. Construction 3 is correct, assuming that the gate KMHE schme
GKMHE s correct.

Proof sketch. Correctness of Construction 3 follows trivially from correctness of the

garbled circuit construction (see [LP09, Claim 6] for details) as well as correctness
of GKMHE.

Theorem 26. Construction 3 has garbling privacy, assuming that the gate KMHE
scheme GKMHE is C'PA-secure and position-hiding.

Proof sketch. Proof of garbling privacy follows similarly to the proof of Theorem 7
in [LP09], therefore we will only sketch it here. From ¢,(f) the simulator Simgp
obtains all information about the circuit f except for the gate operations. Simgy,
can then sample labels for each wire as done by Gb. It picks a random set of wire
labels as the active set of labels and then programs the garbled circuit to always
return f(x) by encrypting only those active labels in all garbled gate ciphertexts.
The subset of active labels corresponding to input wires is then returned as the
input label set I. Encrypting only the active labels is ensured by the CPA security
of Construction 2, while selecting a random set of wire labels as the active set,
rather than using the actual active set for input x, is enabled by the position-hiding
property of Construction 2.
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Theorem 27. Construction 3 has rerand privacy (Definition 30), assuming that
the gate KMHE scheme GKMHE satisfies CPA security, KMH rerandomizability,
key privacy, and key privacy under leakage.

Proof. For the proof we will need some concepts related to evaluation of Boolean
circuits and their garblings. First is the concept of topological ordering. A
topological ordering of a directed acyclic graph, such as a Boolean circuit, is an
ordering of the nodes, such that a node G comes before another node G’ if there
is a path from G to G’. Intuitively, for a Boolean circuit, a topological ordering
of the gates is an ordering in which the gates can be evaluated. The topological
ordering ensures that, when evaluating some gate, all necessary input values for the
gate have been computed already. In the proof we will instead need a topological
ordering of the wires. In such an ordering, a wire must be placed before another
wire if the former is needed to compute the value on the latter wire when evaluating
the circuit.

Specifically for garbled circuits, we will also need the concept of active and
inactive labels [LP09]. Each wire in a garbled circuit has two associated labels.
Given some input x as well as corresponding input labels for the circuit, the active
labels are those that are obtained by the evaluator when evaluating the circuit on
x. This includes the given input labels. The inactive labels are the ones that are
not obtained, they remain hidden.

We now prove Theorem 27 using a sequence of hybrids to prove indistinguishability
of case b = 0 and case b = 1 of the game RER-PRIV 4 rgs.

Game;: This hybrid corresponds to case b = 0 of the RER-PRIV 4 rgs game.

Game;: In Game;, each garbled gate G} of gate g; = (wy, w,, w,, 0p), i € [N], in
C is computed as

sky, , ske, , skffo(o’o), skoP(O) gkop(1.0) glop(L,1))

o o o

Gi — Enc(pGKMHE, Sk0 Sk1

wWye? wye?

and

G; <— EvaI(pGKMHE, U(t_l) U(t_l), O(t_l),

We 7w Wo

R EVBI(pGKMHE,082),0837082, G,L) c. )

In Game, we instead now directly compute

G; < Enc(pGKMHE’ Twy (t o 1’ Sk212>’ Ow, (t - 17 Skzlug)v Uwr<t - 17 Sk?ur)7
Jwr (t - 1’ Skiur)7 O-wo (t - 17 Skio,UI:(O’O)>7 Uwo (t - 17 Skfuzj;(OJ))’
T, (t — 1,5kPTO) 5, (8 — 1, kPO,
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where from now on we define

Ow (i) = o) (.. o)),
Funlis) = 08 oD() ),
O, (1) = a(’)( JSO ()...).

Each garbled gate is therefore a fresh encryption which contains the correctly
transformed keys and messages. Indistinguishability of Game; and Game,
follows straightforwardly by KMH rerandomizability (Definition 25) of the
gate KMHE scheme GKMHE.

Gameg’yo: To simplify notation we define this hybrid to be the same as hybrid
Game,.

Game;;Vi € [M]: By evaluating C using the challenge input labels I, corresponding
to input x, we can designate active and inactive labels as defined previously.
Without loss of generality let now ski}j be the active label and sk?uj be the
inactive label of each wire w;. The other cases follow analogously.

Consider now the i-th wire w; (by topological ordering) of the circuit C and
all the gates g1, ..., g, that have this wire as one of their input wires. For
notational simplicity assume without loss of generality that w; is the left
input wire and that w; comes before w, in the topological ordering, the other
cases follow similarly. More details on these assumptions are given towards
the end of the definition of Game;;. Keeping these assumptions in mind,
the garbling G'; of gate g; = (w;, w,,w,, op) from the previous hybrid can be
written as

G; = Enc(pGKMHE’ Tw; (t o 1’ Sk?ui)7 Jwi<t - 17 Skiluz,), Ow, (t - 1, Sk?ur)7
Tuy (t = 1,5k, ), 0, (t — 1,5kPO) g, (2 — 1, skPOD),
T, (t = 1,5kP00) g, (8 — 1,5kPD)),

For hybrid Game;; we now replace the transformed inactive label o, (t —
1, sk?uz,) with a fresh key $3 + KGen(pgkmne). The new garbling G} for all

j € [n] is then given by
G; — EnC(PGKMHEai?UZ_ani(t — I’Skqlui)agwr(t _ 175k?,,r),
Tw, (t o 1’ Skllﬂr)’ Ow, (t - 1a skZ]PU(O,O))7 Ow, (t - 17 Skfui(ml))a
Ow, (L — 1, SkZ,’f,“’O))a Ouw,(t — 1, Skz;}l(Ll)))v

Note that if w; comes after w, in the topological ordering, then the key
corresponding to w, would have been replaced in a previous hybrid already.
The case that w; is the right input wire only affects the ordering of arguments.
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We will explain below that indistinguishability of this hybrid from the previous
one follows from key privacy under leakage (Definition 26) of the gate KMHE
scheme.

Gamej Vi € [M]: Consider again the 4-th wire w; (topological ordering) of the
circuit C and and all the gates g1, ..., g,, along with corresponding garblings
15+, G, that have this wire as one of their input wires. In hybrid Gamej;
we now replace the transformed active label o, (t — 1,sk,, ) with a fresh key

g}m + KGen(pgkmhe).Each G, j € [n], is then given by

G;- — EnC(PGKMHE,i?U,,ib, Ouw, (t — 1, skng)7
Tup (t — 1,5KE ), 0, (t — 1,5kPO) g, (8 — 1, skPOD),
T, (t = 1, 5kZH0) g, (8 — 1, skPD)).

Indistinguishability from the previous hybrid follows by key privacy of the
gate KMHE scheme (Definition 24).

Game},;Vi € [M]: Consider again the i-th wire w; (topological ordering) of the
circuit C and and all the gates g1, ..., g,, along with corresponding garblings
G, ..., G, that have this wire as one of their input wires. For all g; =
(we, Wy, Wy, ), j € [n], check if w; is the second input wire by topological
ordering. If not, then define Gamej; = Gamejy ;. Otherwise, this means that
the key replacement in Gamegﬂ- lead to both input wires of g; now having
fresh inactive and active labels. In Gamegi, we now change all encrypted
messages inside each G; to the active output label oy, (t — 1,sk!, ), which
means that G is computed as

! 0 1 0 0
Gj < Enc(pGKMHEaﬁwzaiwéaiwrvﬁwﬁ

Ow,(t — 1, skivo), O, (t — 1,sk111)0),
Ow, (t — 1, skqluo), T, (T — 1,sk11U0)).

Since %?W and %2} are kept secret from the adversary distinguishing between

T

Gamej; and Games;, this step follows from CPA security (Definition 23)
of the gate KMHE scheme.

Note that in Gameg, . all ciphertexts inside the garbled circuit C encrypt
only the active output labels. Therefore, C looks exactly like a simulated
garbling as output by Simgy.

Game,: This hybrid corresponds to case b = 1 of the RER-PRIV 4 rgs game, ie. A
is given a fresh garbling.
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We now sketch how to prove indistinguishability of these hybrids.

Game; ~ Game, = Gamej ;: As mentioned before, this is just a straightforward
application of KMH rerandomizability (Definition 25) of the gate KMHE
scheme.

Gamej; ~ Games,Vi € [M]: This indistinguishability follows from key privacy
under leakage (Definition 26) of the gate KMHE scheme. We will now sketch
why this is the case.

Let g1,..., g, be all the gates that have wire w; as one of their input wires
(assume it is the left one again for simplicity), and let Gy,...,G, be the
corresponding garbled gates in the form of gate KMHE ciphertexts as in
hybrid Gamejy; ;. Each G is then, by definition of Gamej; , given by

G; < Enc(pGKMHE’ Ow; (t - ]" Sk?ui)7 Uwi<t - 17 Sk%ui)a Ow, (t - 1; Sk?m)7
Twr (t o 1’ Sk’%Ur)7 Ow, (t - 17 Skfuzz,(o’())% Ow, (t - 17 Skfupo(&l))’
Ow, (t — 1, sk;’UIDO(I,O))7 Ow,(t —1, SkZ)I;(I,l)))_

Also recall that

O, (t — 1, ):agi_l)( ..0&)()...),
Uwr(t_la)zag:l)(USBO)a
ou,(t=1,-) = ol V(o) (). .0)

The function 01(5;1) is implied by the randomness r; which an adversary
distinguishing between Gamej; ; and Games; does not obtain. The only
leakage of o, (t—1,sk{, ) in each G, is via the active label o, (t—1, sk,,,) which
the adversary can obtain via the active input labels I, and the randomness
values r1,...,r,_1 which leak the values o, (t — 2,sk;, ) and oy, (t — 2,sk;, ).
The only other leakage could be via the gates that have the wire w; as
their output wire, since those garbled gates could contain the inactive label
Ow, (T — 1, sk?ul_) as one of the messages. However, definition of Gamey; ,
ensures that all the garbled gates that are topologically before w;, only encrypt
the active labels.

Therefore, there is no further leakage of oy, (t — 1,sk;, ) except for oy, (t —
1,sky, ), 0w, (t—2,sky, ) and oy, (t—2, sk, ), exactly as required by the definition
of key privacy under leakage (Definition 26). Therefore, we can use key privacy
under leakage to replace the key o, (t — 1,sk), ) in all G with a fresh key

sk .

—w;
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Games,; ~ Game; Vi € [M]: From hybrid Games; to Game}; we replace the

active label oy, (t — 1,sk,1) with the fresh key iqlu Since in hybrid Games;
we already replaced the inactive label o, (t — 1, sk,0) with a fresh label, there
is no longer any leakage of the key transformation function J,Eji_l). Therefore,

since r; <$ RRerand it holds that ot~V is uniformly distributed over F and

Wy

{ow(t = 2,5K},.), 00, (t = 1sk,) } & {ou, (£ —2,5k),), skl |

by key privacy of the gate KMHE scheme (Definition 24).

Gamej ~ Gamej Vi € [M]: In hybrid Game}; all secret keys used to create

the garbled gate ciphertexts G; are freshly sampled keys. The adversary
distinguishing between Gamey,; and Games,; obtains only the active keys.
Therefore, by CPA security of the gate KMHE scheme (Definition 23), the
messages not decryptable by those active keys remaining computationally
hidden. Those are exactly the messages we replace in hybrid Gameg,i.
Therefore, this step follows from CPA security of the gate KMHE scheme.

Gameg" M ~ Gamey: Indistinguishability of these hybrids is an immediate conse-
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6 Conclusion

This thesis sets out to narrow the gap between advanced cryptographic techniques
and their deployment in practice. It delivers two application-level systems—post-
quantum authentication for electronic machine-readable travel documents (eMRTDs)
and privacy-preserving power flow analysis (PFA) for smart grids—and one foun-
dational construction, a pairing-based key-and-message homomorphic encryption
(KMHE) scheme that enables practical constant-round outsourced multi-party
computation (MPC) via rerandomizable garbling schemes (RGS).

For eMRTDs, we introduce PQ-EAC, a family of eight protocol variants that
replace Diffie-Hellman with post-quantum key encapsulation mechanisms (KEMs)
and allow different trade-offs regarding signatures, round complexity, and forward
secrecy. Our implementation shows that assuming a data rate of 848 kbit/s,
one execution of PQ-EAC takes 1.28 s. Computation is dominated by Kyber
decapsulation (596 ms) with Dilithium verification around 86 ms. These results
demonstrate that our post-quantum protocols for travel documents can meet the
demands of practical deployment.

For smart grids, we give the first privacy-preserving realization of PFA. To
optimize performance, we utilize a Cartesian formulation of Newton’s method, and
LU/GMRES solvers with line search. On two Simbench low-voltage grids, the
online phase completes in ~27s for 13 prosumers at RT'T = 1 ms (semi-honest),
and ~ 62s for 39 prosumers. Full runs including preprocessing are ~ 232s (13
prosumers) and > 70 min (39 prosumers). Since performance degrades very quickly
with increasing latency, future research should focus on implementations utilizing
constant-round MPC.

Finally, we introduce a pairing-based KMHE with the same homomorphism in the
key- and message-space together with new security notions—KMH rerandomizability
and key privacy under leakage. This unlocks practical RGS: garbled-gate size drops
from 133.43MB to 1.35 MB (—98.99%), per-gate garbling time from 33 min to
0.04s (—99.998%), and rerandomization from 2.23h to 0.05s (—99.9993%). These
improvements make SCALES/YOSO-style constant-round outsourced MPC viable
for simple circuits.

In conclusion, the journey from theoretical concept to practical reality is a
crucial one for cryptography. This thesis has taken several steps on that path,
demonstrating that advanced cryptographic solutions are not merely academic
exercises but essential tools for building a more secure and private digital future.
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A Source Code for PFA

lib.py

from Compiler.types import *

from Compiler.util import if_else
from Compiler.library import *

from Compiler.instructions import *

def multvec(spA, ijA, x, n):
# fast multiplication of sparse A with vector z
b = sfix.Array(n)
@for_range_opt(n)
def _(i):
b[i] = spA[il*x[i]
@for_range (n)

def _(i):
Ofor_range(ijA[il-1, ijA[i+1] - 1) # indexz arithmetic
def _(k):
b[i] += spAl[k] * x[ijA[k] - 1]
return b

def evalF(x, spG, ijG, spB, ijB, pK, gK, n, slack_voltage):
uKreal = sfix.Array(n)
uKreal[0] = slack_voltage
uKreal[1:] = x[0:n-1]
uKimag = sfix.Array(n)
uKimag[0] = 0
uKimag[1:] = x[n-1:]

Compute complex—conjugate node currents
= sfix.Array(n)

.assign_all(0)

= sfix.Array(n)

.assign_all(0)

= sfix.Array(n)

.assign_all(0)

= sfix.Array(n)

.assign_all(0)

® O OO0 0 O O %

= multvec(spG, ijG, uKreal, n)
= multvec(spB, ijB, uKimag, n)
multvec(spB, ijB, uKreal, n)
= multvec(spG, ijG, uKimag, n)
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iKreal_conj = sfix.Array(n)
iKreal_conj.assign_all(0)
iKimag_conj = sfix.Array(n)
iKimag_conj.assign_all(0)
iKreal_conj[:] += b[:] - c[:]
iKimag_conj[:] += (-1 * d[:1) - el[:]

# Compute node powers while ingnoring slack node 1
pN = sfix.Array(n-1)

pN.assign_all(0)

gN = sfix.Array(n-1)

gN.assign_all(0)

@for_range_opt(n-1)
def _(i):
pN[i] = (uKreal[i+1] * iKreal_conj[i+1]) - \
(uKimag[i+1] * iKimag_conj[i+1])
gN[i] = (uKrealli+1] * iKimag_conj[i+1]) + \
(uKimag[i+1] * iKreal_conj[i+1])

fval = sfix.Array((n-1) * 2)
fval.assign_part_vector(pN[:] - pK[:])
fval.assign_part_vector(gN[:] - gK[:], base=n-1)

return (fval, iKreal_conj, iKimag_conj)

compute_alpha(x,dx,Fx,spG,ijG,spB,1ijB,pK,qK,num_nodes,slack_voltage):
# Compute an (approzimately) optimal step length for Newton's method...
# using a secant method.

n = (num_nodes - 1) * 2

alpha_old = MemValue(sfix (1)) # MemValues so wariables can be used in
— while-loop

alpha = MemValue(sfix(0.95))

dalpha = MemValue(sfix(-0.05))

xnew = sfix.Array(n)

xnew.assign_all(0)

Fj = sfix.Array(n)

Fj.assign_all(0)

Fjml = sfix.Array(n)

Fjml.assign_all(0)

P = sfix(0)
denum = sfix(0)
y = sint(0)

# Below steps are necessary to replace if-condition in while loop
xnew[:] = x[:] + dx[:]
Fjml = evalF(xnew,spG,ijG,spB,1jB,pK,qK,num_nodes,slack_voltage) [0]

# To avoid overflow
Fjmi[:] *= 10%x-5
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dx_alpha = sfix.Array(n)

dx_alpha.assign(dx)

dx_alphal:] #*= alpha

xnew[:] = x[:] + dx_alphal:]

Fj = evalF(xnew,spG,ijG,spB,ijB,pK,qK,num_nodes,slack_voltage) [0]

# To avotd overflow
Fjl:1 *= 10%%-5
Fx[:] *= 10**-5

Fj_m = sfix.Matrix(n,1)

Fj_m.assign(Fj)

P = Fj_m.transpose() .dot(Fj[:] - Fx[:])[0]

Fjml_m = sfix.Matrix(n,1)

Fjml_m.assign(Fjml)

@for_range_opt(n)

def (i):

Fjm1_m[i] [0] *= alpha

denum = Fjml_m.transpose().dot(Fjmi[:] - Fx[:])[0] - P

dalpha.write(dalpha * P/denum)

alpha_old.write(alpha)

alpha.write(alpha + dalpha)

Fj = evalF(xnew, spG, ijG, spB, ijB, pK,
9K, num_nodes, slack_voltage) [0] # we have to compute this
— again for some Teason

# To avoid overflow
Fj[:1 *= 10%*-5

Fjml.assign(Fj) # reuse walue from before
dx_alpha.assign_all(0)

dx_alpha.assign(dx)

dx_alphal[:] *= alpha

xnew[:] = x[:] + dx_alphal:]

Fj=evalF (xnew,spG,ijG,spB,ijB,pK,qK,num_nodes,slack_voltage) [0]

# To avoid overflow
Fj[:1 *= 10%*-5

Fj_m.assign_all(0)
Fj_m.assign(Fj)
@for_range_opt(n)
def _(j):

Fj_m[jl[0] *= alpha_old
P.update(Fj_m.transpose() .dot(Fj[:] - Fx[:1)[0])
@for_range_opt(n)
def _(j):

Fjml_m[j]1[0] = alpha * Fjmi1[j]
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denum.update (Fjml_m.transpose() .dot (Fjmi[:] - Fx[:1)[0] - P)
dalpha.write(dalpha * P/denum)

#update
alpha_old.write(alpha)
alpha.write(alpha + dalpha)

return alpha

newton_raphson_GMRES.mpc

from data.rural import *

from 1lib import *

from Compiler.util import if_else
from Compiler import library
from Compiler import mpc_math

# optimizations
program.use_edabit (True)

# when using semi-honest dishonest majority protocols with nmot more than 2
— parties:

# program.use_trunc_pr = True

# when using a ring-based protocol:

# program.use_split(2)

# set precision

Generally, 2*k must be at most the integer length

for rings and at most m-s-1 for computation modulo

an m-bit prime and statistical security s (default 40).
sfix.set_precision(32,64)

cfix.set_precision(32,64)

print_float_precision(16)

def evalJ_forGMRES(x, iKreal_conj, iKimag_conj, n, spvecG,
rowG, fromtoG, nG, spvecB, diagpos):
# Parse real and imaginary parts of node wvoltages without slack
uKreal = sfix.Array(n - 1)
uKimag = sfix.Array(n - 1)
uKreal.assign(x[0:n-1])
uKimag.assign(x[n-1:1)
H1 = sfix.Array(len(spvecG_data))
H2 = sfix.Array(len(spvecG_data))
max_posG = max([y-x for x, y in fromtoG_datal]) + 1

rows = []
for i in range(nG):

posG = fromtoG[i] [1] - fromtoG[i] [0]
row = []
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def

for j in range(posG + 1):
k = j + fromtoG[i][0] - 1
row.append(rowG[k] - 1)
rows.append (row)

for i in range(nG):
# changes due to index arithmetic
posG = fromtoG[i] [1] + 1 - fromtoG[i] [0]
for j in range(posG):
k = j + fromtoG[i] [0] - 1
H1[k] = uKreall[rows[i] [j]]*spvecG[k] + \
uKimag[rows[i] [j]]*spvecB[k]
H2[k] = -1xuKreal[rows[i] [j]]*spvecB[k] + \
uKimag[rows [1] [j]]*spvecG[k]
J11 = sfix.Array(len(spvecG_data))
J12 = sfix.Array(len(spvecG_data))
J21 = sfix.Array(len(spvecG_data))
J22 = sfix.Array(len(spvecG_data))

J11.assign(H1)
J12.assign(H2)
J21.assign(H2)
J22.assign( -1 * H1[:])

for i in range(len(diagpos)):
J11[diagpos[i]-1] += iKreal_conj[i+1]
J12[diagpos[i]-1] -= iKimag_conj[i+1]
J21[diagpos[i]-1] += iKimag_conj[i+1]
J22[diagpos[i]-1] += iKreal_conj[i+1]
return (J11,J12,J21,J22)

evalAb(P, F, J11, J12, J21, J22, rowG, fromtoG, n, n2):
F_m = sfix.Matrix(n,1)

F_m.assign(F)

b = sfix.Matrix(n,1)

b.assign(P.dot(F_m))

A = sfix.Matrix(n,n)
A.assign_all(0) # otherwise MP-SPDZ reuses old values of A

max_posG = max([y-x for x, y in fromtoG_datal]) + 1
cols = []

for i in range(n2):
posG = fromtoG[i] [1] - fromtoG[i] [0]
col = []
for j in range(posG + 1):
k = j + fromtoG[i][0] - 1
col.append(rowG[k] - 1)
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cols.append(col)

for i in range(n):
for j in range(n2):
posG = fromtoG[j][1] - fromtoG[j] [0]
for k in range(posG+1):
1 =k + fromtoG[jl[0] - 1
A[il[j] += P[il[cols[j]1[k]1]1 * J11[1] + P[il[cols[jl1[k] + n2] *
- J21[1]

for i in range(n):
for j in range(n2):
posG = fromtoG[j]l[1] - fromtoG[j][O]
for k in range(posG+1):
1 =k + fromtoG[jl[0] - 1
ATil[j + n2] += P[i]l[cols[jI[k]] * J12[1] + \
P[il[cols[jl[k] + n2] * J22[1]

return (A,b)

GMRESsolve(A,b,x0,n,num_iter,maxiter):
if num_iter == 4:
maxiter = 7
elif num_iter ==
maxiter = 4
elif num_iter > O:
maxiter = 1
V = sfix.Matrix(n, maxiter + 1) # Arnold: (orthonormal) basis vectors
V.assign_all(0)
H = sfix.Matrix(maxiter + 1,maxiter + 1) # Hessenberg Matriz
H.assign_all(0)
c = sfix.Array(maxiter+1) # "cosine" terms of the Givens rotation
— matrices
c.assign_all(0)
s = sfix.Array(maxiter+l) # "sine"” terms of the Giunes rotation matrices
s.assign_all(0)
x = sfix.Array(n)
x.assign_all(0)
beta_vec = sfix.Array(maxiter+1)
beta_vec.assign_all(0)
x0_m = sfix.Matrix(n,1)
x0_m.assign(x0)
r0 = sfix.Matrix(n, 1)
r0.assign_all(0)
r_1 = sfix.Matrix(n, 1)
r_1.assign_all(0)
r0.assign(b[:] - A.dot(x0)[:1)
tmpl = r0.transpose().dot(xr0) [0] [0]
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tmp2
beta
r_1[
for

beta

for

1/mpc_math.sqrt (tmpl)
= tmpl * tmp2

:] = r0[:] * tmp2

i in range(n):

V[il[0] = r_1[i][0]
_vec[0] = beta

j in range(maxiter):
# Arnoldi iteration / orthogonalization
w = sfix.Matrix(n,1)
w.assign_all(0)
wj = sfix.Matrix(n, 1)
wj.assign_all(0)
for i in range(n):
w[il[0] = V[il[j]
wj = A.dot(w)
for i in range(j+1):
V_i = sfix.Matrix(n,1)
V_i.assign_all(0)
for k in range(n):
V_ilk]l[0] = VI[k][il
H[i] [j] = wj.transpose() .dot(V_i) [0] [0]
for k in range(n):
wjlk][0] -= (V_ilk][0] = H[il[j1)
wjwj=wj.transpose () .dot (wj) [0] [0]
norm_wj = 1/mpc_math.sqrt(wjwj)
H{j+1]1[j] = norm_wj * wjwj
# Givens rotations
for i in range(j):
tmp = c[i] * H[i]1[j] + s[il * H[i+1][j]
H[i+1]1[j] = -s[i] * H[i1[j] + c[il = H[i+1]1[j]
H[il[j] = tmp

# compute coeffictents of the next rotation matriz
tmp = H[jI[j1**2 + H[j+11[j1**2

den = 1/mpc_math.sqrt(tmp)

c[jl = H[JI[j]1 * den

s[j] = H[j+11[j] * den

# eliminate subdiagonal element in current column
H[31[3] = <31 * HI[31[3] + s3] = HI3+11[j]
H[j+11[j1 = 0

# update residual

dummy = -1 * s[j] * beta_vec[j]
beta_vec[j]l *= c[j]

res_norm = 10**9 * dummy**2
beta_vec[j+1] = dummy
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for i in range(n):
wj[i] [0] *= norm_wj
for i in range(n):

Vil [j+1]1 = wj[i][0]

Compute LS solution via back substitution, i.e. solve H * y = beta_vec
= maxiter
= sfix.Array(maxiter+1)
assign_all(0)
y_m = sfix.Matrix(maxiter+1,1)
y_m.assign_all(0)
H m = sfix.Matrix(maxiter+1,1)
H_m.assign_all(0)
for k in range(j,-1,-1):
#0if_e(k >= j)
#def _():
if(k >= j):
y[k] = beta_vec[k]/H[k] [k]
else:
y_m.assign_all(0)
H_m.assign_all(0)
#@for_range (k+1, 7)
#def _(1):
for 1 in range(k+1,j):
y_m[1]1[0] = yI[1]
H_m[1][0] = H[k][1]
y[k] = (beta_vec[k] - H_m.transpose().dot(y_m) [0] [0])/H[k] [k]

#
J
y
y.

y_m.assign_all(0)
y_m.assign(y)

x[:] += x0[:]

x[:] += V.dot(y_m) [:]

return x

main() :

max_iter = newton_max_iter # public
tol_iter = cfix(10**-6) # public

gmres_tol = cfix(10*%x-9) # public
gmres_maxiter = gmres_solve_max_iter # public

dim_spvec = len(spvecG_data) # public
dim_spG = len(spG_data) # public

nG = num_nodes - 1 # public

n2 = nG # public

n =nG * 2 # public

dx0 = sfix.Array(n) # public
dx0.assign_all(0)
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slack_voltage = cfix(230) # public
x = sfix.Array((num_nodes-1) * 2)

for i in range(num_nodes-1):
x[i] = sfix(230) # starting guess

for i in range(num_nodes-1,num_nodes-1 * 2):
x[i] = sfix(0)

spG = cfix.Array(dim_spG) # public
spG.assign(spG_data)

ijG = cint.Array(dim_spG) # public
ijG.assign(ijG_data)

spB = cfix.Array(dim_spG) # public
spB.assign(spB_data)

ijB = cint.Array(dim_spG) # public
ijB.assign(ijB_data)

pK = sfix.Array(num_nodes-1)
pK.assign(pK_data)

gK = sfix.Array(num_nodes-1)
gK.assign(qK_data)

rowG = cint.Array(dim_spvec) # public
rowG.assign(rowG_data)

spvecG = sfix.Array(dim_spvec)
spvecG.assign(spvecG_data)

spvecB = sfix.Array(dim_spvec)
spvecB.assign(spvecB_data)

J = sfix.Matrix(2+* (num_nodes-1), 2+*(num_nodes-1))
diagpos = diagpos_data
P = sfix.Matrix(n,n)
for i in range(n):
for j in range(n):

P[i][j] = P_data[i] [j]

alpha_ = MemValue(sfix (1))
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num_iterations = 0O

for i in range(max_iter):
(F, iKreal_conj, iKimag_conj) = evalF(x, spG, ijG, spB,
ijB,pK, gK, num_nodes, slack_voltage)
F_alpha = sfix.Array(n)
F_alpha.assign(F)

(J11, J12, J21, J22) = evalJ_forGMRES(x, iKreal_conj,
iKimag_conj, num_nodes, spvecG_data, rowG,
fromtoG_data, nG, spvecB_data, diagpos)

(A, b) = evalAb(P, F, J11, J12, J21, J22, rowG, fromtoG_data, n, n2)

dx = GMRESsolve(A, b, dx0O, n, num_iterations, gmres_maxiter)

dx[:] *= -1

alpha_.write(compute_alpha(x, dx, F_alpha, spG, ijG, spB, ijB, pK, dK,
num_nodes,slack_voltage))

dx_alpha = sfix.Array(n)

dx_alpha.assign(dx)

dx_alphal:] *= alpha_

x[:] += dx_alphal:]

num_iterations += 1

print_ln('x=Ys',x.reveal())

main()

newton_raphson_lu.mpc
from Compiler.util import if_else

from data.rural import *

from 1lib import *

# optimizations
program.use_edabit (True)

# when using semi—honest dishonest majority protocols:
# program.use_trunc_pr = True

# when using a ring-based protocol:

# program.use_split(2)

# set precision

Generally, 2*k must be at most the integer length

for rings and at most m-s-1 for computation modulo

an m-bit prime and statistical security s (default 40).
sfix.set_precision(32,64)

cfix.set_precision(32,64)

print_float_precision(16)
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def evalJ_forLU(x, iKreal_conj, iKimag_conj,n, spvecG,

rowG, fromtoG, nG, spvecB):

# Parse real and imaginary parts of node voltages without slack
uKreal = sint.Array(n - 1)

uKimag = sint.Array(n - 1)

uKreal.assign(x[0:n-1])

uKimag.assign(x[n-1:])

# assuming same sparsity pattern of G,B

H1 = sfix.Matrix(n-1,n-1)

H1.assign_all(0)

H2 = sfix.Matrix(n-1,n-1)

H2.assign_all(0)

max_posG = max([y-x for x, y in fromtoG_datal]) + 1

rows = []
for i in range(nG):
posG = fromtoG[i] [1] - fromtoG[i] [0]
row = []
for j in range(posG + 1):
k = j + fromtoG[i] [0] - 1
row.append(rowG[k] - 1)
rows .append (row)

for i in range(nG):
posG = fromtoG[i] [1] + 1 - fromtoG[i] [0]
for j in range(posG):
k = j + fromtoG[i][0] - 1
Hi[rows[i] [j1][i] = uKreal[rows[i] [j]]*spvecG[k] + \
uKimag[rows[i] [j]]*spvecBI[k]
H2[rows[i] [j1][i] = -1*uKreall[rows[i] [j]]*spvecB[k] + \
uKimag[rows[i] [j]]*spvecG[k]

# Construct Jacobian

# Wolter, eq. (4.37), (4.39) without factor "3"
J = sfix.Matrix(2*(n-1),2*(n-1))
J.assign_all(0)

# Ji1
for i in range(n-1):
J[i1[i] += iKreal_conjl[i+1] # ignore slack node
for j in range(n-1):
JIi1[j] += H1[i][j]
# J21
for i in range(n-1,2x(n-1)):
JI]1[1i - (n - 1)] += iKimag_conj[i - (n - 1) + 1] # <gnore slack node
for j in range(n-1):
JIi1[3] += H2[i - (n - 1)]1[j]
# Ji2
for i in range(n-1):
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71 J[i1[i + n -1] -= iKimag_conj[i+1] # ignore slack node
72 for j in range(n-1,2x(n-1)):

73 JOI03] += H2[i1[j - (n - 1)]

74

75 # Je2

76 for i in range(n-1,2 * (n-1)):

77 J[i1[i] += iKreal_conj[i - (n -1) + 1] # 4gnore slack node
78 for j in range(n-1,2x(n-1)):

79 JII 03] += -1 * H1[i - (a-DI[j - (@a-1D)]

80 return J

81

g2 |# This takes very long, mot sure how to optimize

83

sa |def LUdecomposition(A,n):

85 # LU decomposition of Matriz A using Dolittle's algorithm
86 # sparsity of A not worth to be exploited with secret sharing since
87 # A only occurs in sums

88 U = sfix.Matrix(n,n)

89 U.assign_all(0)

90 L = sfix.Matrix(n,n)

91 L.assign_all(0)

92 x = sfix(0)

93

94 for i in range(n):

95 L[i1[i] = sfix(1)

96

97 for i in range(n):

98 for j in range(i,n):

99 x=s£ix(0)

100 for k in range(i):

101 x +=(L[1i] [k] * ULk][3])

102 Ulil[3]1 = A[i1(3] - x

103 x=sfix (0)

104 for k in range(i):

105 x +=(L[j1[k] = Ulk][i])

106 L[j1[i] = (A[3104] - =) /Uil [i]

107 return (L,U)

108

100 |def LUsolve(L,U,b,n):

110 # solves linear equation system LUz=b by solwving Ly=b and Uz=y
111 y = sfix.Array(n)

112 y.assign_all(0)

113 tmp = sfix(0)

114

115 for i in range(n):

116 tmp = b[i]

117 for j in range(i):

118 tmp -= L[i][j] * y[j]

119 y[i] = tmp / L[i][i]
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120
121
122
123
124
125
126
127
128
129
130
131
132

134
135
136
137

139
140
141
142

144
145
146
147
148
149
150
151
152
153
154
155

157
158
159
160
161
162
163
164
165

167
168

def

x = sfix.Array(n)
x.assign_all(0)

for i in range(n-1,-1,-1):
tmp = yl[i]
for j in range(i+l,n):
tmp -= U[i][j] * x[j]
x[i] = tmp / U[i][i]

return x

main():

max_iter = 4 # public

tol_iter = cfix(10**-6) # public

dim_spvec = len(spvecG_data) #public
dim_spG = len(spG_data) #public

nG = num_nodes - 1 # public

n =nG * 2 # public

slack_voltage = cfix(230) # public
x = sfix.Array((num_nodes-1) * 2)
@for_range (0, num_nodes-1)

def _(i):

x[i] = sfix(207) # starting guess
@for_range (num_nodes-1, (num_nodes-1) * 2)
def _(i):

x[i] = sfix(0)

spG = cfix.Array(dim_spG)
spG.assign(spG_data)

ijG = cint.Array(dim_spG) # public
ijG.assign(ijG_data)

spB = cfix.Array(dim_spG)
spB.assign(spB_data)

ijB = cint.Array(dim_spG) # public
ijB.assign(ijB_data)

pK = sfix.Array(num_nodes-1)
pK.assign(pK_data)

gK = sfix.Array(num_nodes-1)
gK.assign(qK_data)
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169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191

193
194
195
196
197
198
199

201
202
203

rowG = cint.Array(dim_spvec) # public
rowG.assign(rowG_data)

spvecG = sfix.Array(dim_spvec)
spvecG.assign(spvecG_data)

spvecB = sfix.Array(dim_spvec)
spvecB.assign(spvecB_data)

J = sfix.Matrix(2*(num_nodes-1), 2*(num_nodes-1))
alpha_ = sfix(1)

for i in range(max_iter):
(F, iKreal_conj, iKimag_conj) = evalF(x, spG, ijG, spB, ijB, pK,
gK, num_nodes, slack_voltage)
F_alpha = sfix.Array(n)
F_alpha.assign(F)

J = evalJ_forLU(x,iKreal_conj,iKimag_conj,num_nodes,
spvecG,rowG,fromtoG_data,nG, spvecB)
(L,U) = LUdecomposition(J,n)

dx = LUsolve(L,U,F,n)

dx[:] *= -1

alpha_=compute_alpha(x, dx, F_alpha, spG, ijG, spB, ijB, pK, dK,
num_nodes,slack_voltage)

dx_alpha = sfix.Array(n)

dx_alpha.assign(dx)

dx_alphal[:] *= alpha_

x[:] += dx_alphal:]

print_1n('x=Ys',x.reveal())

main()
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B Gaps in the Proofs of [AHKP22]

We have discovered some small gaps in the proofs in [AHKP22]. These gaps
motivate the changes we have made to the RGS and KMHE definitions. Note that

we do believe that the KMHE and RGS constructions in [AHKP22] also fulfill our
new definitions. Therefore, this is mainly an issue of formal correctness.

The gaps occur in their construction of incremental decomposable randomized
encodings (iDRE) [AHKP22, Figure 2]. An iDRE is a multi-party protocol for ¢
parties designed to evaluate a function f on some input z € {0,1}™.The construc-
tion in [AHKP22] relies on a (weak) KMHE scheme and an RGS scheme. Each
party starts off by sampling KMHE keys {egj, eil,j}ie[m] for each input bit x; in the
case of the first party, or KMHE key transformation functions {e?;, e} ;}iefm for
the remaining parties. This is done offline and ahead of the protocol. Once the
protocol starts, the first party starts by garbling f, leading to a garbling C and
input labels L = (LY Li,..., L% L!) for all possible inputs = € {0,1}™. Each
input label is then separately encrypted using the KMHE scheme. The garbling C
and the ciphertexts are then passed on to the next party. Each following party now
rerandomizes the garbling via the Rerand algorithm of the RGS scheme. Rerand
also outputs the permutations applied to the input labels via mwg,. These are also
applied to the encrypted labels via the KMHE message homomorphism. Lastly,
the keys in each label ciphertext are updated by applying the functions given by
{eg i e}’j}ie[m] via the KMHE key homomorphism. This last procedure ensures that
the label ciphertexts can only be decrypted if all parties collaborate to recompute
the keys. Once all parties have finished this process the garbling can be evaluated
on some given input x. To do this, the parties together reveal the keys for the
input labels L7, ..., L¥™. These can then be used to evaluate the garbling and
obtain the output f(x).

The relevant security notion is called privacy. It ensures that a semi-honest
adversary that corrupts all but one party j*, learns nothing but the function f,
the output f(z), and the corrupted parties’ inputs. Importantly, it should not be
able to learn the honest parties input bit even given the input labels for the whole
input x. We argue that the security properties of the weak KMHE scheme and the
RGS scheme do not suffice to prove privacy of the iDRE construction.

The proof is given in Claim 3 in [AHKP22]. It works roughly as follows: First
CPA security of the KMHE scheme is used to argue that the KMHE ciphertexts
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only reveal the labels for the input z, the inactive labels are hidden. Then, rerand
privacy of the RGS is used to argue that the garbling output by the (5* +1)*® party
looks like a fresh garbling. By garbling privacy of the RGS, this fresh garbling then
ensures that given the input labels for x, only the output f(x) is leaked, as desired
by privacy of the iDRE scheme.

The first gap in this proof occurs in the use of rerand privacy. The rerand privacy
in [AHKP22] is the same as our definition but with ¢ = 1 fixed. This means it
guarantees that a honest rerandomization of a semi-honest garbling looks like a
fresh honest garbling. However, the (j* + 1) party does not obtain a semi-honest
garbling, it obtains a garbling that has been semi-honestly rerandomized several
times before by the previous parties. This case is addressed for our definition with
arbitrary t. It is also not clear whether the ¢ = 1 definition implies the definition
with arbitrary ¢. Using a standard hybrid argument seems to not work since the
honest rerandomization is only guaranteed to rerandomize a fresh garbling, not a
semi-honestly rerandomized one. However, we were not able to formally separate
the two definitions, e.g. by showing a construction that fulfills the ¢ = 1 variant but
not the arbitrary ¢ variant. This would require an RGS construction where somehow
a semi-honest rerandomization breaks the following honest rerandomization. This is
difficult as the only difference between a semi-honest and an honest rerandomization
is that the adversary knows the randomness for the former. Therefore it is hard to
design the rerandomization such that in one case it works but in the other it breaks.
We resolve this issue by changing the definition of rerand privacy (Definition 30)
to consider an arbitrary number ¢ of intermediate semi-honest rerandomizations.

The second gap is with the KMHE scheme itself. Acharya et al. [AHKP22]
only require this to be a weak KMHE scheme, meaning it does not fulfill their
notion of KMH privacy. KMH privacy, however, is the only notion in [AHKP22]
that guarantees that an output of Eval looks like a fresh encryption, i.e. that Eval
rerandomizes the ciphertext. KMH correctness does not suffice since it does not
say anything about the distribution of the output of Eval, just that it is a valid
ciphertext. Without the ability to replace an output of Eval with a fresh encryption,
it is not possible to apply CPA security. To address this we have split KMH privacy
up into KMH rerandomizability (Definition 25) and key privacy under leakage
(Definition 26) where now KMH rerandomizability is part of the (weak) KMHE
definition and key privacy under leakage is required for a strong KMHE scheme.

We now discuss where exactly these issues occur in the proof’s reductions and
how they can be fixed using our definitions. Mainly of interest is the proof of
indistinguishability of hybrids Hy and Hj in the proof of their Claim 3, which they
prove via a reduction to CPA security of the KMHE scheme. The hybrid Hj there
is defined as the adversary’s view in a real-world execution of the iDRE protocol.
Acharya et al. [AHKP22| then assume a distinguisher D that can distinguish
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hybrid Hy and H3z and then construct a distinguisher D’ that uses D to break
CPA security of the KMHE scheme. However, we argue that D’ does not correctly
simulate the hybrid Hj.

The first issue is that D’ creates the value Fj- as a fresh semi-honest garbling,
even though in a real-world execution of the iDRE protocol this would be a semi-
honestly rerandomized garbling since j* is not necessarily the first party in the
chain of parties. This then allows Acharya et al. to later use rerand privacy with
t = 1. If we fix the definition of Fj- to be a rerandomization as in the real-world,
then it is possible to use our new rerand privacy definition with arbitrary ¢ to argue
indistinguishability of the hybrids Hs and H;.

The second issue with the distinguisher D’ is that the encrypted labels are
created as fresh encryptions instead of being outputs of Eval as they would be in the
real world. This can be fixed by defining H3 to use fresh encryptions and adding
another hybrid H, which then actually corresponds to the real-world execution.
Indistinguishability of H3 and H, then follows from KMH rerandomizability of the
KMHE scheme while Hs and Hy uses CPA security as before.

Note that Acharya et al. have since fixed these gaps by switching from the stan-
dard BHHO scheme to the expanded version, which enables perfect rerandomization
and by proxy also perfect rerand privacy.
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